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Abstract— This paper investigates the secrecy performance
for simultaneously transmitting and reflecting reconfigurable
intelligent surface (STAR-RIS) assisted downlink multi-carrier
non-orthogonal multiple access (NOMA) networks, consisting
of multiple legitimate users and eavesdroppers. We propose
two STAR-RIS-NOMA schemes for maximizing the secrecy
performance by jointly optimizing the transmission and reflection
beamforming of the STAR-RIS, the transmit beamforming of the
base station (BS), the power allocation coefficients and the user
pairing vector under the full channel state information (CSI) and
the statistical CSI of the eavesdropping channel, respectively. For
the full CSI available to the BS, an alternating beamforming
algorithm is proposed for maximizing the secrecy sum rate.
Specifically, we first propose a user pairing scheme based on
the differences of user’s channel gains. Then the beamforming
vectors and the power allocation coefficients are optimized based
on the techniques of semidefinite programming and surrogate
lower bound approximation, respectively. For the statistical CSI
available to the BS, the problem of minimizing the maximum
secrecy outage probability (SOP) is investigated. By invoking the
subroutines of alternating beamforming algorithm, we first derive
an exact SOP given the user pairing. Then, we conceive the
beamforming vectors and the power allocation coefficients by
linear matrix inequality and linear programming, respectively.
Simulation results show that: 1) the secrecy performance of the
proposed STAR-RIS-NOMA scheme outperforms the existing
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conventional RIS-NOMA scheme and RIS assisted orthogonal
multiple access (RIS-OMA) scheme; 2) the proposed alternating
beamforming algorithm is capable of achieving a near-optimal
performance with low complexity compared to the exhaustive
search.

Index Terms— Secrecy performance, simultaneously transmit-
ting and reflecting reconfigurable intelligent surface (STAR-RIS),
non-orthogonal multiple access (NOMA), user pairing, alternat-
ing beamforming.

I. INTRODUCTION

N THE upcoming sixth-generation (6G) era, the demands

for high-data-rate and low latency will exponentially
increase and the resulting demands for novel wireless trans-
mission technologies become more and more urgent [1], [2].
Reconfigurable intelligent surface (RIS) has been considered
as a promising candidate technology for enabling 6G wireless
communications, since it can be realized with low cost, low
energy consumption, and high reliability [3], [4]. Generally,
RIS contains a large number of low-cost reconfigurable passive
elements. The RIS can control smart radio environments (SRE)
proactively by intelligently adjusting the amplitudes and phase
shifts of the elements [5]. Furthermore, non-orthogonal mul-
tiple access (NOMA) technology has the advantages of high
spectrum efficiency and massive connectivity [6]. In particular,
NOMA is capable of outperforming conventional orthogonal
multiple access (OMA) techniques, since multiple users can
be served at the same time/freqency/code resource with the
power domain multiplexing at the transmitter [7]. Therefore,
NOMA is considered as a promising technique for future
resource constrained mobile networks. Given the appealing
characteristics of RIS and NOMA, the combination of the two
techniques would introduce a win-win option [8], [9].

Most of the existing work on RIS-NOMA focuses on
conventional RIS (C-RIS) reflecting incident signals only [10],
[11], which requires that the transmitters are located at the
same side as the receivers. This half-space SRE coverage, lim-
its the flexibility and coverage ranges of RIS [12]. To address
this issue, a new type of block array, namely, simultaneous
transmitting and reflecting RIS (STAR-RIS) [13], and intelli-
gent omni-surfaces [14], is proposed. Different from reflecting-
only C-RIS, STAR-RIS has independently adjustable surface’s
electrical impedance and magnetic impedance [15], which
facilitates to control the amplitudes and phase shifts of trans-
mitted and reflected signals. In addition to inheriting the
beneficial features of reflecting-only C-RIS-NOMA, STAR-
RIS-NOMA have the following unique advantages [16], [17]:
1) given the simultaneous control of transmitted and reflected
signals, STAR-RIS-NOMA is capable of providing a full-space
SRE coverage, and supporting more users than C-RIS-NOMA;
2) STAR-RIS-NOMA can also provide more degrees-of-
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freedoms (DoFs) than C-RIS-NOMA for system design, which
further enhances the spectral efficiency by mitigating the
co-channel interference of NOMA networks.

Due to the broadcast nature and vulnerability of wireless
channels [18], secure transmission is still one of the chal-
lenging issues in 6G networks. To ensure secure transmission,
the legitimate users are required to maintain better channel
conditions than that of the eavesdroppers [19]. To this end,
due to the characteristics of RIS that can adjust the wireless
channel, the integration of RIS and physical layer security
(PLS) becomes appealing [20], [21]. Specifically, the RIS can
modify the wireless channel to achieve the energy enhance-
ment in the legitimate users direction by intelligently adjusting
the amplitudes and phase shifts of the passive components,
while degrading the information leakage to the eavesdroppers.
However, with the increasing coverage of service users, C-RIS
can not support the secure transmission in some scenarios. For
example, multiple legitimate users and potential eavesdroppers
(PEs) are distributed on both sides of C-RIS. In this context,
performing secure transmission becomes challenging, since
there are always some legitimate users and PEs which are
not supported by the C-RIS. To overcome this drawback,
STAR-RIS assisted PLS has been developed to achieve secure
communication in a full-space manner [22], [23].

Driven by STAR-RIS-NOMA networks, the purpose of this
paper is to investigate promising applications of STAR-RIS
assisted secure transmission in NOMA networks for further
secrecy performance improvement.

A. Related Works

The secrecy rate maximization problem of RIS assisted
unmanned aerial vehicle networks was investigated in [24].
The authors of [25] proposed an RIS assisted secure coopera-
tive networks in the presence of a PE, where the buffer-aided
relay selection and the RIS reflection coefficients were jointly
optimized for maximizing either the average secrecy rate with
a delay constraint or the throughput with both delay and
secrecy constraints. In [26], the authors proposed an aerial
RIS-assisted secure transmission design scheme for air-ground
wireless networks, to maximize the sum secrecy rate, where
the hovering position of unmanned aerial vehicle (UAV), the
transmit beamforming of access point and the phase shifts
of RIS were jointly optimized. The authors of [27] proposed
an RIS-assisted UAV network for maximizing the average
secrecy rate of legitimate user, where the trajectory of UAV, the
transmit beamforming and the phase shift of RIS were jointly
optimized. In [28], the authors proposed a deep reinforcement
learning based secure beamforming scheme for maximizing
the secrecy rate of RIS assisted wireless communication
networks. Furthermore, RIS can also coexist with existing
NOMA networks for further improving secrecy performance
[29], [30], [31], [32], [33]. Specifically, the authors of [29]
proposed an RIS-NOMA scheme to mitigate the internal and
external eavesdropping, which demonstrated that the system
secrecy perfrmance can be enhanced by increasing the number
of reflecting elements of the RIS or the transmit antennas
of the BS. In [30], the secrecy outage probability (SOP)
of RIS-NOMA networks was studied, which illustrated that
the RIS can significantly improve the secrecy performance
of NOMA networks. The authors of [31] proposed an arti-
ficial jamming assisted downlink RIS-NOMA network for

maximizing the sum rate of legitimate users. In order to
combat the security hazards caused by 360° eavesdropping,
the authors of [32] studied the secure transmission problem
in STAR-RIS assisted uplink NOMA networks, in which the
adaptive rate wiretap code and constant rate wiretap code
were proposed for maximizing the minimum secrecy capacity
and minimizing the maximum SOP, respectively. In [33],
the optimization problem of maximizing the secrecy sum
rate (SSR) in artificial jamming assisted STAR-RIS-NOMA
networks was investigated, where the eavesdropping channel
state information (CSI) is available at the BS.

B. Motivations and Contributions

For the secrecy performance of the STAR-RIS assisted
NOMA networks, a simplified secure transmission scenario
was considered in [32] and [33], where there is one legitimate
user on each side of the STAR-RIS. However, there are usually
numerous legitimate users and PEs in practical communica-
tion environments, which makes STAR-RIS-NOMA networks
become complex. On the one hand, in order to exploit the
full secrecy potential of STAR-RIS, the resource allocation
at the BS, and the transmission and reflection coefficients at
the STAR-RIS need to be jointly optimized. However, as the
number of legitimate users and PEs increases, solving this joint
optimization problem will become more complicated. On the
other hand, the complexity of the successive interference can-
cellation (SIC) of NOMA increases significantly as the number
of legitimate users and PEs increases. One efficient method for
reducing the complexity was to employ multi-carrier based
NOMA techniques [17]. Due to the uncertainty of the legiti-
mate users’channels in multi-carrier transmissions, designing
optimal resource allocation becomes a non-trivial task for
improving the secrecy performance of STAR-RIS-NOMA net-
works. In light of the above considerations, we focus on the
secure communication of STAR-RIS assisted downlink multi-
carrier NOMA networks consisting of multiple legitimate users
and PEs. The main contributions of this paper are summarized
as follows:

o We consider a downlink multi-carrier STAR-RIS-NOMA
secure communication network in the presence of mul-
tiple legitimate users and PEs, where the BS sends the
superimposed information in each sub-carrier to the cor-
responding sub-carrier through the transmission/reflection
links provided by STAR-RIS. Depending on the avail-
ability of eavesdropping CSI, full eavesdropping CSI
and statistical eavesdropping CSI are considered. Accord-
ingly, we respectively formulate the SSR maximization
problem and the maximum SOP minimization problem
subject to each legitimate user’s quality of service (QoS)
requirements and the BS with the maximal transmit power
constraint, both of which are mixed-integer optimization
probems.

« For the full eavesdropping CSI, we propose an alternating
beamforming algorithm by decomposing the original SSR
maximization problem into three subproblems. Specifi-
cally, we develop a Kuhn-Munkres (KM) algorithm to
solve the user pairing subproblem. Given the user pairing
vector, we apply the semidefinite programming (SDP)
and successive convex approximation (SCA) techniques
for obtaining the transmission and reflection beamform-
ing vectors and transmit beamforming vectors. Finally,
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Fig. 1. A STAR-RIS assisted downlink multi-carrier NOMA system model
for multiple legitimate users (UEs) and two potential eavesdroppers (PEs).

the power allocation coefficients are obtained using the
surrogate lower bound (SLB) approximation.

o For the statistical eavesdropping CSI, an alternating
beamforming algorithm is proposed to slove the max-
imum SOP minimization problem. Firstly, we derive
the exact SOP by fixing the user pairing. Then, the
non-convex constraints in the joint beamforming opti-
mization subproblem are reformulated into linear matrix
inequality (LMI). Furthermore, the subproblem of power
allocation is reformulated as a linear programming, which
can be solved optimally.

o Simulation results show the convergence of the pro-
posed algorithms and draw two insights. 1) the proposed
STAR-RIS-NOMA scheme has secrecy advantage com-
pared with the existing the C-RIS-NOMA scheme and the
C-RIS-OMA scheme. This is because STAR-RIS can pro-
vide more DoFs than C-RIS for system secrecy designs;
2) the proposed alternating beamforming algorithm can
achieve nearly the same secrecy performance as the
exhaustive search matching.

C. Organizations and Notations

The rest of this paper is organized as follows. In Section II,
the system model is presented. In Section III, the problem for-
mulation of the two STAR-RIS-NOMA schemes are proposed.
Section IV develops an alternating beamforming algorithm for
the SSR maximization problem under the full CSI of the PE’s
channel. In Section V, the extended alternating beamforming
algorithm is proposed for the maximum SOP minimization
problem under the statistical CSI of the PE’s channel. Simula-
tion results are presented in Section VI. Finally, the conclusion
is drawn in Section VIL.

Notation: We adopt boldface capital and lower case letters
to denote matrices and vectors, respectively. wH , Tr(W), and
Rank(W) represent the Hermitian transpose, trace, and rank
of the matrix W, respectively. W > 0 means that W is a
positive semidefinite matrix. The (m, n)th element of a matrix
W is denoted by W(m,n). ||[W|r denotes the Frobenius
norm of matrix W. ||w| denotes the Euclidean norm of w.
Diag(w) denotes a diagonal matrix, whose diagonal elements
corresponds to the elements in the vector w. CV*V denotes
the N x N complex space. |a| denotes the magnitude of a
complex number a. Iy is the N x N identity matrix. CA/(0, o'2)
denotes a complex Gaussian distribution with zero mean and
variance o 2. For the convenience of the readers, a summary
of key variables is listed in Table I.

II. SYSTEM MODEL

A STAR-RIS assisted downlink multi-carrier NOMA net-
work is shown in Fig. 1, which consists of one BS, one
STAR-RIS, multiple legitimate users and two PEs. The direct
links between BS and users are assumed negligible due to
the presence of obstacles [16], [17]. The BS with N antennas
sends the confidential information to multiple single-antenna
legitimate users, which are located in the transmission region
or the reflection region with the aid of the STAR-RIS deployed
on the surface of the windows [23]. Here, the STAR-RIS is
composed of M elements operating according to the energy
splitting (ES) mode [34]. Specifically, all the elements of
the STAR-RIS simultaneously work in two modes, i.e., the
transmission (T) mode and the reflection (R) mode.! It is
assumed that there is a single-antenna PE on each side of
the STAR-RIS,? which intends to intercept the confidential
information from the legitimate users. Let Tpr and Rppg
represent the PE in transmission region and reflection region,
respectively.

For the considered STAR-RIS-NOMA network in Fig. 1,
the total bandwidth B at the BS is divided into S sub-
carriers, denoted as S = {I, 2, ..., S}, where each sub-carrier
is orthogonal to the others. Furthermore, we assume that each
sub-carrier can be occupied by at most two legitimate users
from different regions® and each legitimate user can occupy
at most one sub-carrier. The BS sends the superimposed
information in each sub-carrier to the corresponding sub-
carrier, and then receiver with the stronger channel eliminate
multi-user interference by SIC to obtain the desired signal.
We also assume that the number of legitimate users in each
regions is K, denoted as K = {1, 2, ..., K}. More specifically,
the legitimate users located in the transmission region and the
reflection region are denoted as 7 = {Tyg—_1, ..., Tug—xk } and
R = {Rye-1, ..., Rug—k}, respectively. Therefore, all 2K

INote that there are three existing operating schemes for STAR-RIS [34].
Specifically, 1) The ES protocol, where all elements of the STAR-RIS
simultaneously work in the two modes. 2) The mode switching (MS) protocol,
where all elements of the STAR-RIS are separated to two parts, namely,
one part with M; elements working in the T mode, while the other with
M, elements working in the R mode, satisfying M; + M, = M. 3) The
time switching (TS) protocol, where the STAR-RIS switches all elements
between the two modes in different orthogonal time durations. Since both the
transmission and reflection coefficients of each element can be optimized in
the STAR-RIS ES mode, which can achieve higher flexibility than the MS
mode and the TS mode [34]. Therefore, to investigate the maximum secrecy
performance gain of STAR-RIS, we assume that all elements of the STAR-RIS
operating according to the ES mode.

21n this paper, the considered network is the outdoor to indoor transmission,
we assume that the PEs can only eavesdrop the information of the legitimate
users located in the same region and that they are non-colluding [22].
In this scenario, the secrecy performance of legitimate users only depends
on the eavesdropping channels located in the same region. In the scenario of
colluding eavesdropping, all PEs are capable of combining their signals in an
optimal manner to decode the information of legitimate users. In addition,
the system model can be extended to multiple PEs on each side of the
STAR-RIS. In the scenario of multiple PEs, the secrecy performance of each
legitimate user depends on the strongest eavesdropping channels located in
the same region, which complicates the solution of the optimization problem.
The colluding eavesdropping and multiple PEs scenarios will be investigated
in future work notably.

3In this paper, we adopt the transmission-reflection (T-R) user pairing
scheme. Compared with the same region user pairing scheme, the T-R user
pairing scheme has the possibility of further improving the difference of the
channel gains. This is because the allocation of amplitudes is dominant and
effective for channel reconfiguration, so that the T-R user pairing scheme
benefits a lot from channel gain differences that the STAR-RIS provides [17].



TABLE I
SUMMARY OF KEY VARIABLES

Variables Descriptions
0./0, The transmission/reflection coefficient matrix.

Vi/Vr The transmission/reflection beamforming vector.
gm/gm The amplitude of the transmission/reflection

t r coefficient of the mth element.

™/ gm The phgse shift of the transmission/reflection

2 coefficient of the mth element.

The total number of the elements of the STAR

M, S, K -RIS, sub-carriers and each region users,

respectively.

W The beamforming vector for sub-carrier s.

The sub-carrier allocation binary variable of user
k in region ¢ and the user pairing vector,
respectively.

The power allocation coefficient of user £k in
region ¢ on sub-carrier s and the power allocation
coefficient vector, respectively.

The transmit signal of user k in region ¢ on sub
-carrier s and the transmit signal vector,
respectively.

The channel vectors from the STAR-RIS to user
k in region ¢ on sub-carrier s and from the
STAR-RIS to the PE in region 4, respectively.

Gs The channel matrix from the BS to the STAR-RIS.
The decoding order index of user £ in region ¢ on

Asyiks A

Ps,ik> P

Ss,ik» S

hu,s,i,ka he,i

Vs.i (k) sub-carrier s.
w,s,ik w,s,i’k The SINR for user k in region 7 to decode user k&
u,8,%,k " u,s,i,k in region i/i’.
w,s,i,k pu,s,i’,k | The date rate for user k in region ¢ to decode user
w,8,4,k Tu,8,4,k k in region /7.

The SINR and the date rate for the PE to decode

user k in region ¢ on sub-carrier s, respectively.
min The SINR threshold and the target rate for user k

Tu,syi,ks R“aswiwk in region 4 on sub-carrier s, respectively.

The secrecy rate and the SOP for user k in region

4 on sub-carrier s, respectively.

The target secrecy rate for user k in region ¢ on

Te,s,i,k» Re,s,i,k

RSec  pSOP

s,i,k* 7 s,i,k

~5€C
Rsvi,k sub-carrier s.
Prax The total transmit power budget.

legitimate users are divided into S pairs, i.e., K = S, which
indicates that the number of the sub-carriers is the same as
that of the paired NOMA legitimate users.

A. STAR-RIS Model

We assume that all the elements of the STAR-RIS can inde-
pendently change the phase shifts of the transmitted/reflected
signals, where the sum energy of the transmitted and reflected
signals satisfy the energy conservation constraint [16], [34].
To facilitate the mathematical description of STAR-RIS,
we define the transmission coefficient matrix and reflection

coefficient matrix as @; = Diag([,/ﬁ,le-""st], e ,/,B,MEj‘f’tM]),

and ©, = Diag([\/ﬂemrl,..., \/Wemﬁw]), respectively,
where /B, /B € [0,1], B" + B" = 1 and ¢/, 9" €
[0,27),m € M = {1,2,..., M} denote the amplitude and
phase shift responses of the mth element, respectively.

B. Signal Model and Channel Model

For the downlink NOMA scheme, the paired users on each
sub-carrier are served at the same resource block [6], [7]. The
transmit signal sent by the BS at sub-carrier s can be expressed
as

K K
X5y = Ws( E )\'S,t,k Ps.t.kSs,t.k + Z)\s,r.k ps,r,kss,r,k)a
k=1 k=1

(D

where w, € CV*1 s € S, denotes the beamforming vector
for sub-carrier s. Furthermore, As;x,i € Z = {t,r}, k € K,
denotes the binary variable for sub-carrier allocation. Specif-
ically, As;x = 1, if the user k in region i is allocated to
sub-carrier s, and As;x = O otherwise. The user pairing
vector is denoted as A = [A1 1, ..., A5 rx]. Moreover, o,
Psitk + ps.rk = 1 and sg; denote the power allocation
coefficient and the transmitted signal of user k located in
region i on sub-carrier s, respectively. The power alloca-
tion coefficient vector and the transmitted signal vector are
denoted as p = [p1.4,1, --» PSr.x] and § = [S14.1, ..., SS.r.K ]
respectively.

We assume that the CSI of the legitimate channels is
available at the BS* [17]. Based on (1), the received signal
of user k located in region i on sub-carrier s is given by

H
Vu,s,i,k = huysyi,kGtiXx + Nysiks 2)

where h, ;r € CM*! and Gy e CM*N denote the
quasi-static Rician fading channels from the STAR-RIS to
user k in region i on sub-carrier s, and from the BS to the
STAR-RIS, respectively. Furthermore, 1, 5 ; x ~ CN (0, akle)
denotes the additive white Gaussian noise (AWGN) at the user
k in region i on sub-carrier s.

Based on (1), the received signal at the PE in region i is
given by

H
Ye,s,ik = he,iGiGsxs + nesiks 3)

where h,; € CM*! denotes the quasi-static Rician fading
channel from the STAR-RIS to the PE in region i, n, s ix ~
CN(0, o,?I ~) denotes the AWGN at the PE in region i. For the
PE, we consider two types of eavesdropping CSI assumptions.
Specifically, when the PE is an internal wiretap node, i.e.,
another active user of the STAR-RIS-NOMA networks with
frequent and steady interaction with the legitimate nodes, the
CSI of the PE’s channel can be available at the BS [33].
However, when the PE is an external wiretap node, i.e.,
a purely passive user of the STAR-RIS-NOMA network with-
out frequent and steady interaction with the legitimate nodes,
only the statistical CSI of the PE’s channel can be available
at the BS [36].

III. PROBLEM FORMULATION

In this section, we discuss the security metrics of the
considered STAR-RIS-NOMA networks. Then, we consider
two secure transmission schemes for the STAR-RIS assisted
downlink multi-carrier NOMA networks with respect to
the full CSI and the statistical CSI of the PE’s channel,
respectively.

A. Security Metrics

For the downlink NOMA scheme, the SIC is carried out
at the users to eliminate the multi-access interference, and
the optimal SIC decoding order depends on users’ channel
gains [7]. However, for the considered STAR-RIS-NOMA

4To characterize the secrecy performance of legitimate users, we assume
that the full CSI of the legitimate channels is available at the BS. However,
the acquisition of full CSI in STAR-RIS aided communication systems is a
challenging task due to the lack of signal processing capabilities for a passive
surface. The channel estimation design for STAR-RIS under the ES mode has
been studied in [35], and we will focus on the statistical CSI based phase
shift design in future research.



networks, the SIC decoding order of each sub-carrier not
only depends on the power allocation coefficients {ps ; x}, but
also on the STAR-RIS transmission/reflection matrix {®;}.
To facilitate the optimization of the SIC decoding order, let
Ys.i (k) denotes the decoding order of user k in region i on
sub-carrier s for s € S,i € Z,k € K, where v, (k) € {0, 1}
and v ,(k) + ¥, (k) = 1. For instance, if v, (k) = 1 and
Ys.r(k) = 0, it means that user k in region ¢ decodes its signal
directly by treating the paired user’s signal as interference.
Furthermore, user k in region r is capable of using SIC to
remove the co-channel interference from the paired user’s
signal before decoding its own signal. Therefore, the decoding
order of SIC in the STAR-RIS-NOMA network considered can
be represented as

H 2 H 2
Ps.it k. s 1 OiGsWs|” < ps ikl OiGsWs|7,

H 2 H 2
ps,i’,k|hu,‘gyi/,k®i’Gsws| =< ps,i,k|hu,3,i/,k®i’Gswx| ., @)

where i #i',i,i’ € Z, ¥, (k) =1 and ¥ (k) = 0.

For the considered STAR-RIS-NOMA networks, SIC is
exploited at the user with the stronger channel to decode
the co-channel interference from the paired user’s signal
before decoding its own signal. Therefore, based on (4), the
signal-to-interference-plus-noise ratio (SINR) of decoding the
co-channel interference at the user with the stronger channel
is given by

H 2
wsik ps,i,k|hu’s’i/’k®i’was| 5
ru,s,i’,k - hH 0.G 2 2° ( )
ps,i’,kl u,s,il k2 sWslc+ 0o

The data rate is R'”,l,kk = log, (1 + r::jl',kk) Moreover,
in order to guarantee the SIC performed successfully, that is

the condition of R* %K R’””‘ & needs to be satisfied, where

u,s,i’, k =
RZ”S”l « denotes the target rate for user k in region i on sub-
carrier s.

According to (4), after applying the SIC decoding proce-
dure, the received SINR of the desired signal at the legitimate
users on sub-carrier s can be expressed as

H
px,i,k'hu’s’i,kgiGsws |2

u,s,i,k __
u,s, i,k — H ’
ps,i’,k|hu,5,[,k®iGsws|2 +0?
H 2
u,s,i’ k IOSJ'/»/C|hu,s,i’,k®i/G5wS| 6
ru,s,i/,k - o2 . (©6)
u,s,ik _ uszk u,s,i’ k
The data rate are R,"77p = log, (1 +r,77¢) and Ry 0 =

tog, (1472574,

To avoid the secrecy performance loss caused by the
uncertainty of the decoding order at the PE, we consider the
worst-case assumption, i.e., the PE decodes the signal without
suffering from the interference from the same sub-carrier [32].
Therefore, the received SINR of legitimate users at the PE in
region i can be expressed as

ps,i,k|hgi®iGsws|2

o2

Fe,s,i,k = , (7

where the date rate of the PE is R, s ;x = 1ogy(1 4+ res.ik)-
Since the full eavesdropping CSI is available, the channel

capacity of the wiretap channels can be evaluated, and thus

the secrecy rate is considered as the security metric [33]. The
secrecy rate for user k in region i on sub-carrier s is given by

sec = [R"SHK _ R, o ixlt, (8)

s,ik — u,s,i,k
where [x]T £ max(x,0). Furthermore, for the statistical
eavesdropping CSI, the instantaneous CSI of the PE’s channel
is not available at the BS. Therefore, we cannot directly eval-
uate the channel capacity of the wiretap channels. Under this
condition, the SOP is an effective security metric used to eval-
uate the information security performance [37]. Specifically,
the positive difference between the codeword rate RZ;I’IIE and
the target secrecy rate R”‘k is the redundant rate to provide
security against the PE, and the SOP of user k in region i on
sub-carrier s is defined as the probability that the PE’s rate
R. s.ik exceeds the redundant rate. To guarantee the secure
transmission of the legitimate users, we consider the worst-
case assumption, where the instantaneous rate of the legitimate
users are equal to the requirements of QoS [32]. Therefore,
the SOP of user k in region i on sub-carrier s is given by
PSOP — P(Rmin' Rseck < Re s £). (9)

s,i,k u,s,i,k

To simplify the analysis, we assume that all the receivers
undergo a relatively rich scattering environment [38], i.e., all
channel fading models degenerate into Rayleigh fading.

B. Problem Formulation for Full Eavesdropping CSI

For full eavesdropping CSI, we aim to maximize the SSR
of STAR-RIS-NOMA networks by jointly optimizing the
transmission and reflection beamforming of the STAR-RIS, the
transmit beamforming of the BS, the power allocation coeffi-
cients, and the user pairing vector, subject to the constraints
the QoS requirements of each legitimate user, the success of
SIC at the receiver side, the total transmit power at the BS,
and the SIC decoding order. The optimization problem can be
formulated as follows:

s K
DIPIP I it

max (10a)
©iws. ok T il
st RSO Rmin o RUSTCS RUTL L (10b)
RZ,;,;’,k z Zl,fvr,li,k’ (10c)
B4+ M =1,8" €0, 1], ¢" €[0,27),  (10d)
Os,t.k + Ps,rk = 1, Ps,ik € [0, 17, (10e)
K
D ik =12k €10, 1), (10f)
k=1
S
D Iwsl? < Puaxs (10g)
s=1
4 & se8,i ;éi’,i,i’ el kek,meM,

(10h)

where P, denotes the constraint on the total transmit power
at the BS. Constraint (10b) guarantees the QoS requirement
of each legitimate user. Constraint (10c) ensures the success
of the SIC decoding. Constraint (10d) represents the ampli-
tude and phase shift requirements for each element of the
STAR-RIS. Constraint (10e) indicates the power allcoation of



each sub-carrier. Constraint (10f) guarantees the paired users in
each sub-carrier come from different regions. Constraint (10g)
limits the total transmit power at the BS. Constraint (10h)
determines the SIC decoding order of the legitimate users.

C. Problem Formulation for Statistical Eavesdropping CSI

For statistical eavesdropping CSI, the joint optimization
maximum SOP minimization problem of the transmission
and reflection beamforming of the STAR-RIS, the transmit
beamforming of the BS, the power allocation coefficients, and
the user pairing vector can be formulated as follows:

min max Ag ik PSOF 11a
Q;,ws,p,A  se8,iel ke Sk Dsik ( )
s.t. (10b) — (10h). (11b)

The main challenges of solving the optimization problems for-
mulated in (10) and (11) can be summarized as follows. Firstly,
the user pairing problem is a mixed-integer problem, which
is non-convex. Secondly, STAR-RIS requires the optimiza-
tion of two types of passive beamforming, i.e., transmission
and reflection passive beamforming, which complicates the
optimization of the SIC decoding order. Finally, due to the
coupled optimization variables as well as the non-convex
objective function and constraints, the formulated optimization
problem (10) and (11) are intricate for obtaining the optimal
solution.

IV. APPROXIMATION SOLUTION FOR THE FULL
EAVESDROPPING CSI SCHEME

In this section, we propose an alternating beamform-
ing algorithm for maximizing the SSR of the multi-carrier
STAR-RIS-NOMA network by decomposing the original
problem into three subproblems, where the beamforming
vectors are obtained by alternately solving the user pairing
subproblem and the joint beamforming optimization sub-
problem. With the obtained beamforming vectors, the power
allcoation subproblem is solved by an iterative algorithm.

A. User Fairing

In this subsection, we first optimize the user pairing vector
A. Giving a set of feasible {®;, wy, p}, the subproblem of
optimizing the user pairing can be formulated as follows:

S K
sec
max > > > hsikRi
s=1iel k=1
st. (10,

(12a)

(12b)

which is a combinatorial optimization problem. To tackle this
problem, one traditional method is to search all the user
pairing combinations. However, the computational complex-
ity grows significantly as the number of the granted users
increase [17]. Therefore, we develop a KM algorithm based on
the differences of users’ channel gains for achieving a tade-off
between complexity and performance. The core idea of the
KM algorithm is to maximize the difference of the channel
gains between the paired users.

To perform the KM algorithm, we introduce some basic
definitions.

11'[Tm‘»] [RIE-}]

TI'E-I\'

Rl'[-l\'
Fig. 2.
Algorithm 1 KM Algorithm for User Pairing
1: Initialization:

Initialize the transmission and reflection coefficient vec-
tors V;.k according to (14). Then, all users evaluate their
equivalent channel gains ||ViH Hu,s,,-,k||2.

Compute the weight value between all users in X and
Y according to the difference of the channel gain.

Set the label of each user according to (15) and n = 1.

The UE pairing model between T region and R region.

2: repeat
3:  User Tyg, in X selects user Rygx in Y to perform
paired based on the matching principle of maximizing
the channel gain difference.
4:  if The matching of the user Tyg., does not conflict with
other users in X then
User Tyg., is paired.

else
Compute d = min{L7, + Lgyv —
w[Tyg s l[Rugx1, LTw + L gy -
w[Tugw1[Rugwll.n’ € K\{n},kK' € K\{k},

where user Tyg., is in conflict with user Tyg.,.

8: Based on the label adjustment value d, user Tyg., and
user Tyg.,y in X decrease the label and user Ryg.x
in Y increases the label.

9: Update user pairing based on the condition of L7, +
Lgy = w[Tugx][Ruey . x € K,y € K.

10:  end if

1: n=n+1.

12: until All of the users are paired.

Gain:

1) Channel [,/,Bilej"’il, e
,/ﬂiMej‘f’y]H,i € Z, the channel gain of user k in region i

on sub-carrier s can be rewritten as follows:

H 2 H 2
Ihy s i ©@iGsll” = IV Husikll”,

u,s,i,

Let v; =

13)

where H,six = diag(hfsik)Gs. Note that the channel
gain in (13) relys on the variables v;. We can initialize the
transmission and reflection coefficient vectors as [17]

B" =0.5,¢" = —angle(v),i € Z,m € M, (14)

where v} is the element of the optimal transmission or
reflection coefficient vectors V;". It can calculated as v;" =
H 2 .
argmax || v;" Hu,s,ikll” 0 € Z.
13



2) Set, Label and Weight Value: As shown in Fig. 2,
we define the user sets of the T and R regions as X and
Y, respectively, denoted by X £ 7 and ¥ £ R. Then,
we define the user labels in X and Y as {Lry, ..., L7x} and
{LR1, ..., LRk}, respectively. Furthermore, the difference of
the channel gain is used to define the value of the weight
between users in X and Y, denoted by w[Tyg-xI[[Rug-y], x €
K,yelk.

Firstly, based on (13) and (14), we initialize all users’
channel gains. Then, based on the greedy selection method,
the labels in X can be evaluated as follows:

L7 = max{w[Tue«][Ruey1}, x € K,Vy € K. (15)

Furthermore, all labels in Y are 0. Secondly, based on the
matching principle of maximizing the difference of the channel
gain between the users in X and Y, user Tyg., in X selects user
Ryg.« in Y with the largest difference of the channel gain to be
paired. If the matching of the user Tyg., does not conflict with
other users in X, the user Tyg., successfully pairs with user
Rug in Y. If user Tyg., has paired with user Ryg.x, which is
matching conflict with user Tyg.,. To overcome this difficulty,
we consider to adjust the labels of all users (i.e., Tug-n, TUE-/
and Rygx) that are in conflict. Specifically, user Tyg., and
user Tyg.,y in X decrease the label and user Rygy in Y
increases the label. The amount of label adjustment is defined
as d = min{Lr, + Lgp — w[Tygxl[Rugx], LT + Lpir —
w[Tygw1[Rugw1}l, 7’ € K\{n}, k' € K\{k}. After updating
the label, the user pairing scheme is determined according to
the condition L7, + Lgy = w[Tug«I[Rue-y],x € K,y € K.
Finally, the subsequent users rely on a similar method for
matching until all the users are paired.

The details of the proposed KM algorithm are summarized
in Algorithm 1. As for the complexity, user selection has the
complexity of O(K), and the maximum complexity of label
adjustment for each user selection is O(K). Furthermore, the
complexity of finding d is O(K). Therefore, the computational
complexity of the KM algorithm is given by O(K?).

B. Joint Beamforming Optimization

In this subsection, we propose an iterative algorithm for
jointly optimizing the transmission and reflection beamform-
ing of STAR-RIS, and the transmit beamforming of the BS.

Based on the user pairing described in Section IV-A,
we omit the index k for simplicity. Consider H,; =
diag(h' )Gy and H.; = diagth!)Gs,s € S.i € T.
Moreover, we define V; = V,'VlH ,Vi € Z, with V; > 0 and
Rank(V;) = 1. Similarly, we define Wy = Wswf,‘v’s e S,
which satisfies the conditions Wy > 0 and Rank(Wy) =
1. Note that {v]};cz and {w{}scs can be obtained using
decomposition, if {V}};ez and {Wj}scs are full rank, oth-
erwise, {v/};ez and {wj};cs can be obtained by Gaussian
randomization [39]. Given the power allocation coefficients
p, the subproblem of joint beamforming optimization can be
expressed as:

S
gma > >R (162
PICTS S s=liez
pS’iTI‘(Hu’S’iWSH,I;I’S’iVi)

S.t.

= Yu,s,is
ps.i' Tr(Hy 5 WHE V) + 02

u,s,i

P Tr (M i WHG Vi)
- u,s,i > Vsl (16b)
(e
Ps,i Te(H 5y WHE V)
5.i u,s,i’ YWslly o7 Vi - > Vis.is (16c¢)

ps,i’ Tr(Hy s i WHE Vi) + 0
5. Tr(Hy s ;WHY Vi) < pg i Tr(H,, 5 ;W HE V),

u,s,lt u,s,l

P, Tr(Hy 5 i WHY Vi< ps i Te(H,, o WHT Vi),

(16d)

Vl(mvm)+vr(mvm) = 17 (166)
S

> Tr(W,) < Prax. (16f)
s=1

V,>0,V, > 0,W, >0, (16g)

seS,i#ii,i'el,meM, (16h)

where y, ;; is the received SINR threshold for the user in
region i on sub-carrier s. Problem (16) is non-convex due to
the highly-coupled non-convex terms in (16a), (16b), (16¢)
and (16d).

To tackle this challenging problem, we firstly evalu-
ate an upper bound L,; and a lower bound L,,; of
Tr(H,,,S,,'WSHLIzSJVi) in (16), respectively. According to [34],
i.e., Tr(AB) = 1||A + B||%— 3 |A[|3 — 5 ||B|%, where A and B
denote Hermitian matrices with the same size, the upper bound

Ly.s.i» and the lower bound L, ; can be given as follows:

i

2Lusi > 2Tr(Hy o ;W HE Vi) = [H, o WH  + Vil
— 1 H s i WeHE 117 = IVl (17)

u,s,i

=
=

and
2Tr(H, , ;W,HY V)

u,s,i

= ||H, . ;WHY .+ V|2

u,s,t

v
— [ H,5 i WH 1% — Vi3 > 2L

u,s,i =u,s,i°

(18)

To guarantee the equivalent transformations in (17) and (18),
we should ensure that (17) and (18) are convex. By leveraging
the first-order Taylor expansion of E and W, the upper bound

Ly.s.; and the lower bound L, . ; can be rewritten as

i
;

= ()
2Luysi > My i W+ Vil + I H, W HE 13

u,s,i

_ ZTI((Hu,s,iWEn)H,ZS’i ) (M, W HI l.))
+ IV I =21 ((V) V). (19)
and
2Tr((Hu,s,i\7V§n)H53’,- + V) H,  WHE Vi))
— [ H,, W HE 4 V2 -, WHE
— IVilly = 2L, ;- (20)

where V~V§n> and V;n) denote the value of the variable W and
V; at the nth iteration, respectively. Therefore, based on (19)
and (20), the constraint (16b) can be transformed into a convex
form, which is given by

T 2
PsiLy s i = Ps.i'Lus,iVus,i + 0 Vus,is



Ps.irLy st = O Vusir- 1)

Similarly, the constraints (16¢) and (16d) can be transformed
into the convex forms

ps,iLu,s,i’ = ps,i’zfu,s,i’yu,s,i + Uzyu,s,i (22)

and
ps,i’Lu,s,i =< ;Os,iLu,s,iv ps,i’Lu,s,i’ =< ps,iéu,s’i/v (23)

respectively. Based on (19) and (20), the lower bound of the
SSR can be expressed as

sec,l 1+r::sslll
>3RS S o, ) e

s=1iel s=1iel €,8,i
where
RN w,s,i,l ps’iéu,s,i
u,s,i — "u,s,i T T ’
" o :Os,i/Lu,s,i +02
u,s,i’ u,s,i’\l pS,i/Lu,s,t’
Tusi? = Vusit = 2 ’
,8, ,8, o
u _ ps,iLe,s,i
Tes,i = Fesi = —02 s
Ps i’Le 5,1’
S & ,8,
Tes,i! ST i Y7 25)

Here, Ee,s,,- denotes the upper bound of Tr(He,iWSHfiV,-)
in (16a). Similar to (19) and (20), the upper bound of
Tr(H.,;WHZ,V;) is given by

2oy = [H  WHE 4+ V|2 + H, W HE, |12
— 2 W, B L WoRED ) + 1V 1

2Tr((\7§”))”v,-).

Note that the objective function in (24) is still challenging due
to the coupled variables. To handle this issue, we evaluate the
lower bound U, . ; of the SINR for the legitimate users """/

= u,s,i u,s,i

in (25) and the upper bound Ue,s,, of the SINR for the PEs

r;"s’ ; in (25), respectively, which are given by

(26)

2 2
ps,iL, i (ps,i'Lusi +0 )Qu,s,p
péll‘ust/ zo qut”
ps,iLe,s,i <o Ue,s,is

;Os,i’l_le,s,i’ =< Ute,s,i“ (27)

According to the inequality, i.e., 2xy < (e)c)2 + (%)2, where

the equality holds if and only if e = \/% and x, y are any
non-negative variables, the lower bound U and the upper
bound U, ; in (27) can be rewritten as

u,s,i

1 2 (U, 5.)*
ps,iéu,s,i z z(egl,) (ps,i’Lu,s,i + 02)2 + %)7
es,i

IOSl’Lusz’ z0 Uu 8,0’
:Os,iLe,s,i <o Ue,s,ia

ps,i’l_‘e,s,i’ =< Gzﬁe,s,i’a (28)

Algorithm 2 Proposed SCA Based Iterative Algorithm for
Solving Problem (16)
1: Initialization:
Initialize the iteration parameters C(O) =0, eig.) =0,
N

=0, {7;0) = Iy, V~V§,0) = Iy, the power allocation
coefficient ps.i =0.5,n =1, Ay = 1 and the convergence
tolerance €1 = 1074,
Initialize the user pairing vector A and the SIC decoding
order v, ; via Algorithm 1.
2: while A| > ¢; do
Update ¢®™, VE"il), wir=b, L("s D
U~ by solving problem (30).

e,s,i

4:  Update V(n) = Vl(n_l), Win)

U P\
10g2 (]‘+U:ny 11)) e, = g
s:  Update Aj = [¢™® — (=D,

6: n=n++1.
7: end while

U D and

—=u,s,i

WO,

(n)

where e, = represents the value of e, ; at

the nth iteration. As a.result by using the epigraph refor-
mulation [31], the problem (16) can be transformed into an
approximated problem as follows:

_max ) T (29a)
Vi.Vr, Wy, L u,s,i> Lu,x,i=Le.x,i'
Uy.s,i- UE 5,007
S
s.t. = 1 (29b)
s=1ieZ

1+U, ..

lo ;) _— 20¢)
£ ( I+ Ue,s,i - (

(16e) — (16h), (19) — (23), (26), (28),
(29d)

where v and ¢ = {tis,t1,,...,ts,} are an auxiliary
non-negative optimization variable and non-negative optimiza-
tion variable vector, respectively. Note that the problem (29)
remains non-convex, since the constraint (29c) is non-convex.
To overcome this issue, we transform the vector ¢ into the
iteration coefficients. Therefore, the problem (29) can be
further transformed as follows:

max ¢ (30a)
Vl‘v"vaLu,.r,i~Lu,.v,i=Le,.r,i~
Qu‘s,i'[/e,s,[v&(
S
st £=2>> ki (30b)

s=1ieZ
1+ U, ;i =25+ Ueysi) = & (30c)

(16e) — (16h), (19) — (23), (26), (28), (30d)

where ¢ is an auxiliary non-negative optimization vari-

{n—1)
1 o . . .
able, t,; = log, (Hg—:‘ni’l)) in the nth iteration, § =
. e,s,i . . .
{¢1:.%1,r,...,&s,} is an auxiliary non-negative optimiza-

tion variable vector, which is introduced to measure the



Algorithm 3 Power Allocation Coefficients Optimization
Algorithm

1: Initialization:

Initialize the iteration parameters ¢ = 0, alioz ; =0,
aéos)l. =0,n =1, Ay = 1 and the convergence tolerance
e =107%

Initialize the user pairing vector A and the SIC decoding
order v, ; via Algorithm 1.
Initialize the passive and transmit beamforming V;, Wj
via Algorithm 2.
2: while Ay > e dO
3. Update g™, ,o -b by solving problem (33).

1
4 Update a™ —7—,1f =1, =0or
p st = D, Vst Ys,r

n) _ 1 (n)y __
B = T R ar o Esr =1 Ve =0.a,5,; =
ps(,’li_l)Ae,.v,i+02 )

5. Update Ay = |¢™ —g¢

6: n=n+1.

7: end while

(n—1)|'

. . 1+U,
approximation gap between log, ( +T“""’) and #; ;. Now, the

14+Ue,s,i

problem (30) is a standard convex+l[])fdblem, which can be
effectively solved by using the existing toolboxes, such as
CVX [40].

The details of the proposed SCA based algorithm
are summarized in Algorithm 2. First, the iterative
process begins by 1n1t1a1izing the iteration parameters
{;“(0) esol), Y((:),V(O) W( } and the power allocation
coefficient Ps.i- In the algorithm, {V;, W} are jointly
optimized by iteratively solving the problem (30). Specifically,
{é-(n) V(" 1) W(n 1) L(” ) U(” D U(n 1)} can be

u,s,i 0 =u,s,i > e,s,i
obtalned by solvmg problem (30). Then, the values of

{V(") W(") Y(ri) , (n)} can be updated after each iteration.
If the gap between the successive iterations of the object
function is less than the threshold €, the iterative procedure
will stop. Note that the SSR is increasing in each iteration,
and an upper bound of SSR exists due to the total transmit
power constraint of the BS. Therefore, the convergence of
Algorithm 2 is guaranteed.

The computational complexity of Algorithm 2 is mainly
dominated by solving the problem (30). Therefore, the com-

plexity of Algorithm 2 for solving problem (16) is O((6K +

3)(M +1)7 + (6K + 1+ $)3(N + 1)2 ) Lilog(e; 1), where L
is the number of iterations of Algorithm 2.

C. Power Allocation Optimization

Given {V;};c7 and {W};cs, the subproblem of power
allocation in (10) can be reformulated as:

max q (31a)
p.q
ZZRgiC >q (31b)
s=1iel
Ps.t + Psr = I, Ps,i € [0, 1], (3lc)
(16b) — (16d), (16h), (31d)

Algorithm 4 Alternating Beamforming Algorithm
1: Initialization:
Initialize the passive beamforming Vfo) according
to (14). Set n = 1.

2: repeat

3. Compute A1 via Algorithm 1.

4. Compute Vﬁ"fl) via Algorithm 2.

5. Update V" = VoD,

6: n=n++1.

7: until Two consecutive user pairing vectors are the same.
8: Optimize the power allocation coefficients via

Algorithm 3.

where ¢ > 0. Note that the constraint in (31b) is non-convex.
Therefore, we focus on handling the constraint (31b) in the

following.
For ease of exposition, denote Ay, =
Tr(H,“lWH V) and A.s; = Tr(HL,WH V)

u,s, i
Vs € §,Vi € Z. According to SLB approximate [41], ie.,
—log, b > —% +log, a+ ﬁ, where a is a positive scalar and
the equality holds if and only if a = ;—1), the constraint (31b)
can be rewritten as

N
Z |:10g2 (ps,tAu,s,t + 1uﬁs,z‘ps,i’Au,s,z‘ + 02) + 210g2 (02)

s=1

+ 10g2 (:Os,rAu,s,r + ws,rps,tAu,s,r + 0'2) + 10g2 a,ﬁ’z,,

(n)

a .
= 2 (Y po Auss +07) +lografl,
B af,"gr(w et A +02) + log,al™
In2 5.0 Ps,t Nus,r 2%e,s.t
(")
t
_ lensz (,O3 Aesi+0 )+10g2a§73,r
agls),r 4
— =~ (,Og,rAe,s,r +o ) + ﬁ >q, (32)

where a."),, al),, al"), and a), represent the values of

Qu.s.ts Qu.s.r» Ge,s, and ae g, at the nth iteration, respectively.
The proof of (32) is provided in Appendix. Therefore, the
optimization problem in (31) can be transformed into an
approximated convex problem as follows:

max q (33a)
p.q

st psr+psr =1, p5i €[0,1], (33b)

(16b) — (16d), (16h), (32), (33c¢)

which can be solved by CVX. Note that the convex prob-
lem (33) can be solved by iteratively using the SLB
approximation until convergence. Specifically, the variable
g™ can be obtained by solving problem (33) using the SLB
approximation until the gap between the successive iterations
of the object function is less than the threshold €;. The process
of optimizing the power allocation coefficients is summarized
in Algorithm 3.

Note that the convergence of Algorithm 3 is guaranteed,
because the SSR increases in each iteration, and an upper



bound for the SSR exists. Moreover, the complexity of
1

Algorithm 3 is O((IOK + 1)3(2)§)L210g(e2_1), where Lj is

the number of iterations of Algorithm 3.

D. Overall Algorithm

In order to obtain the beamforming vectors, we develop an
alternating beamforming algorithm for beamforming des1gn

Specifically, we first initialize the passive beamformmg V

based on (14). At the nth iteration, based on V,- 1), we can

get A~ via Algorithm 1. Then, we solve problem (30) via
Algorithm 2, and update Vl(n) = Vg”_l) until two consecutive
user pairing vectors are the same, i.e., A =\t Finally,
the power allocation coefficients are obtained via Algorithm 3.
The details of the alternating beamforming algorithm are sum-
marized in Algorithm 4. Due to the highly coupled between
user pairing and STAR-RIS phase shift design, and the SCA
procedure, our proposed alternating beamforming algorithm
only can obtain high quality suboptimal solutions (will be
verified in section VI), while the global optimal solution can
only be found through exhaustively searching over all pos-
sibilities of STAR-RIS beamforming, transmit beamforming,
power allocation coefficients, and user pairing vector, which is
computationally prohibitive. As a result, the total complexity

of Algorithm 4 is O((K® + (6K + 3)(M + 1)? + (6K +

1+ 83N+ 1)%)L110g(e]_1))L3), where L3 is the number of
iterations of Algorithm 4.

V. APPROXIMATED SOLUTION OF THE STATISTICAL
EAVESDROPPING CSI SCHEME

In this section, we first derive the exact SOP of the
legitimate users given the user pairing vector. Then, modified
iterative algorithm is developed for jointly optimizing the
beamforming vectors. Finally, an alternating beamforming
algorithm is proposed to solve the problem (11).

A. Exact SOP

We first consider the user pairing vector A. The user pair-
ing subproblem for the statistical eavesdropping CSI scheme
in (11) can be reformulated as

i Asix P3O 34
mlm seS,iHE%kelC Sk s, k (342)
s.t. (10f). (34b)

As the full CSI of all the legitimate channels is perfectly
available at the BS, the problem (34) can be solved by
Algorithm 1. After user pairing, the SOP of the legitimate user
in region i on sub-carrier s can be equivalently transformed
into

QR 12

pri@2dg " dy "

h?.©,G,w, 2
) (35)

where o denotes the path loss at the reference distance of
1 meter, drg and dgg denote the distances from the STAR-RIS

SOP
Ps,i = P(

_QBR

—QRE
dRE

0

to the PE in region i and from the BS to the STAR-RIS,
respectively, as well as agg and apg denote the path loss
exponents of the transmission from the STAR-RIS to the PE
and from the BS to the STAR-RIS, respectively.

h.@;G,w
Define Qesi = —f s —

oydgpRE Jdgr

Yo S Bl BT G, i, Vs € S and Vi € T,
where h.,, Gs,, and w; denote the small fading
coefficients. To compute the distribution of the random

variables €, ;, we derive the exact probablhty density

function (PDF) of 8;’;", \/,Bmem Gs,,(1 =<
n < N,1 < m < M). Cons1der he,,m = ay — jbm,

\/We-"‘f’im = \/W(cosqﬁlf” + ising;") and me.n =cpm + jdn,
where the real random variables a,,, b,, ¢, and d, are
independent and identically distributed (i.i.d.) Gaussian
random variables, i.e., @m, bm, cm, dn ~ CN(0, %) [38].

Therefore, we can rewrite 8: ;"l as

327 =SB (i + budy + ) (and — b)), (36)
€m fm
where ¢, = cos¢j"c,, — sing}"d,, and dn = sing/" ¢y +

cos¢!"dy,. By treating ¢, dy, and ¢;" as constant coefficients,
em and fm are i.i.d. Gaussian random variables, i.e., e, fin ~

CN(0, °’"+d’”) [38]. Therefore, the complex variable SZ S’"l has
a complex Gaussian distribution, i.e., 6:,’ :"l ~CN(O, B" (C +
d2)), where ¢ +d? = ¢ +d} = |G5my"|2. Furthermore,
consider wy, = g, — jhn, where g, and h, are i.i.d. Gaussian

random variables. Therefore, 2 e’;"l can be expressed as

Qmm _Snmu—)

e,s,l e,s,l

ﬂim(em + jfm)(gn — jhn)

ﬂ,‘m(emgn + Smhn +j(fmgn — emhn))-
Pm dm

(37

Similarly, by treating g, and h, as constant coefficients, p,,
and ¢, are i.i.d. Gaussian random variables, i.e., pm, gm

~ CN(0, w) The complex variable Q/'"", has a
complex Gaussian distribution, i.e., Q" esi ™ CN(0, /3’" (gn
h2)(E2 + d?)), where g2 + h2 = |w3n|2 Finally, by sum-
ming the real parts and imaginary parts, we have . ; ~
CNO, XN >M | B, |Gy, ,|*). Note that the PDF of
[ .5.i |2 is an function of exponential distribution with param-
1 .
eter _ ,Vs e S, Vi e
Zrlxvzl ZrAr:I:l ﬁ;nlu_)sn Izlcsm‘n |2 .. . .

As a result, the exact SOP of the legitimate user in (35) in

region i on sub-carrier s can be expressed as

2
< |Qe,s,i| )

_ 12
ne 1Ml d|Qe,s,i|2

2R R Do?
aREd_aBR

psor =
o ps,i0%dy

o0
= Rmin _RSec
@ usi Usi g2

RE _aBR
Ps, lgzdRE dp
Rgmin__gsec
@ s 5,0 _|)(7 n
o
— o PritPdggREdpgBR

) (38)

1

where n = —g——x = = .
Zn:l Zmzl ﬂzm |wé‘n |2|GSm,n |2




Algorithm 5 Alternating Beamforming Algorithm for Solving
Problem (11)

1: Initialization:
Initialize the passive beamforming V,{O)
to (14). Set n = 1.
repeat
Compute A~V via Algorithm 1.
Compute VE'I*I) by solving problem (43).
Update V" = v,
n=n+1.
until Two consecutive user pairing vectors are the same.
Optimize the power allocation coefficients by solving
problem (44).

according

I A ol

B. Joint Beamforming and Power Allocation Optimization

Optimizing the beamforming with fixed power allocation:
Based on (13), (38), problem (11) simplifies to the following
subproblem of joint beamforming optimization

i 39
Vts‘I/Irl’l‘I%/a p p ( a)
ps ld_aREd_aBR Zn 1 Zm 1 Vi(m, m)Tr(Wj )IGsm ,,I
SRR
=p. (39b)
(16b) — (16h), (39¢)

where p > 0. Note that the constraints (16b), (16c)
and (16d) can be transformed into convex forms in (21), (22)
and (23), respectively. Therefore, we focus on handling the
constraint (39b).

By introducing the auxiliary variable %, (39b) can be rewrit-
ten as

Ps,idaREd g oBR SN SV (m, m)Te(W,)| Gy, 12
@R, VR 1
< h?, (40)
and
h* < p. (41)

Note that (40) can be transformed into an LMI, which is a
convex constraint and is given by

Pl dg 3y Ty Vit m G

(zRZ”anz*R:ezC_l) = 0
Tr(Wy)
42)
As a result, problem (39) can be reformulated as follows:

min p (43a)
Vi.Vr Ws.p.h,
Lu,s,i»éu,.r,i

s.t.  (16e) — (16h), (19) — (23), (41), (42). (43b)

Problem (43) is convex and can be solved by using
Algorithm 2.

Optimizing power allocation with fixed beamforming: With
fixed {V;};c7 and {W;},cs, the subproblem of optimizing the
power allocation coefficients is formulated as

min max Gy

44a
4 s€S,ieZ ( )

Fig. 3. Simulation setup of the STAR-RIS assisted downlink NOMA network.

s.t. (16b) — (16d), (16h), (31c), (44b)

where ¢;; is a linear function with respect to Ds.is 1.€.,
Ps ’dRE Ed?uBR Zn 1 Zm lV (m m)Tr(W )lGSm n

S_S,l min__ psec

(2 u,s,i s —1
problem (44) is a linear programming problem. Therefore,

it can be efficiently solved by CVX.

. Note that

C. Overall Algorithm

In order to obtain the beamforming vectors, we develop
an alternating beamforming algorithm for solving prob-
lem (11). The alternating beamforming algorithm is summa-
rized in Algorithm 5. The main computational complexity of
Algorithm 5 relies on the complexitys of Algorithm 1 and
solving problem (43). As a result, the total complexity of

Algorithm 5 is O( (K + (6K +3)(M + D} + (6K + 1+

SN + 1)%)L110g(61_1))L4), where L4 is the number of
iterations of Algorithm 5.

VI. SIMULATION RESULTS AND DISCUSSION

In this section, the secrecy performance of the proposed
STAR-RIS-NOMA network is evaluated by numerical simula-
tions. As shown in Fig. 3, we consider a three dimensional
coordinate network, where the BS is located at the origin
(i.e., (0,0,0) in meter (m)) and the STAR-RIS is placed
perpendicular to the ground (i.e., x-y plane). The STAR-RIS
is assumed to be equipped with a uniform planar array, whose
reference center is located at (0, 50, 0) m. The three legitimate
users in each region (i.e., K = 3) are distributed on a circle
centered at the STAR-RIS with a radius of Ry = 5 m,
Ry =8 m and R3 = 10 m, respectively, while the PE in each
region is distributed on a circle centered at the STAR-RIS
whose radius is R3 = 10 m. Moreover, the Rician fading
channel from the STAR-RIS to the user in region i on sub-

carrier s is given by
I .
hg ).
+1 R)

odp Y (,/

where dp s ; denotes the distance from the STAR-RIS to the
user in region i on sub-carrier s, gy is the path loss exponent,
K is the Rician factor, hL and h R denote the deterministic line-
of-sight (LoS) channel component and the non-line-of-sight
(NLoS) component modeled as Rayleigh fading, respectively.
The channel fading from the BS to the STAR-RIS, and from
the STAR-RIS to the PE, can be similarly modeled according
to (45). In addition, we set agp = 2.2, ary = arg = 2.5,
0= 1073, 02 = —60 dBm, and the target rate and the target
secrecy rate at all legitimate users are assumed to be the same,
ie., R = R™" RS, =R Vs eS,VielVkek.

u,s,t,

hu,s,i =

(45)
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(a) Convergence behavior of Algorithm 3 for the full CSI of the PE’s channel,
where M = 20, k = 3, R™"™ =1 bps/Hz and Py,q, = 40 dBm.
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(b) Convergence behavior of Algorithm 2 for the statistical CSI of the PE’s
channel, where M = 20, N =8, k = 0, R®*°“ = 0.1bps/Hz and P,,q, = 40
dBm.

Fig. 4. Convergence behavior of the proposed algorithms.

A. Convergence Behavior of the Proposed Algorithms

The convergence of the proposed algorithms is illustrated
in Fig. 4, where both algorithms converge quickly, i.e., within
10 iterations. Furthermore, in Fig. 4(a), it can be observed
that the SSR of STAR-RIS-NOMA improves as the number
of the antennas N increases, since the active beamfoming gain
improves when increasing N. In addition, in Fig. 4(b), it can
be observed that the SOP of STAR-RIS-NOMA decreases as
R™™ increases. Although the increase of R™" will improve
the reception ability of PE, it also increases the redundant
rate. This result shows that with the increase of R”™", the gain
of redundant rate becomes greater than that of PE reception
ability.

B. Performance Comparison of the Proposed Schemes

To demonstrate the performance of the proposed scheme,

we consider the following benchmark schemes:

e C-RIS-NOMA: In this scheme, one traditional
reflecting-only RIS and one transmitting-only RIS
are deployed adjacently at the same location of the
STAR-RIS to achieve full-space coverage [17]. Then,
the users on a region are served over the same time
and frequency resource block. Furthermore, for a fair

% —©— STAR-RIS-NOMA
—8&— C-RIS-NOMA
C-RIS-OMA
P__ =50 dBm
max

25

STAR gain

~x

P __ =40dBm
ax

m

10 15 20 25 30 35 40
The number of elements M
(a) The SSR versus the number of elements M with different total

transmit power Prqa under the full CSI of the PE’s channel, where
N =8, k=3 and R™" =1 bps/Hz.

10°

T T

—©— STAR-RIS-NOMA

—+&— C-RIS-NOMA
C-RIS-OMA

~—2 R%°=0.1 (bps/Hz)

SOP

STAR gain

10710 : ; ; y y
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The number of elements M
(b) The maximum SOP versus the number of elements M with different
target secrecy rate R°°¢ under the statistical CSI of the PE’s channel,
where N = 8, kK = 0, R™" = 1.5 bps/Hz and Pp,qo = 40 dBm.

Fig. 5. Comparison of the performance of the proposed STAR-RIS-NOMA,
with C-RIS-NOMA and C-RIS-OMA.

comparison, each C-RIS is equipped with % elements.
As a heuristic scheme for STAR-RIS gain with phase
shift design, this benchmark scheme can be regarded
as a special case of an STAR-RIS MS mode, where %

elements operate in the T mode and % elements operate
in the R mode.

o C-RIS-OMA: In this scheme, the deployment and ele-
ments of C-RIS are the same as those of C-RIS-NOMA.
While, the users on a region are served by time division
multiple access to avoid co-carrier interference.

Fig. 5 shows the secrecy performance of the proposed
STAR-RIS-NOMA network under the full CSI and statistical
CSI for the PE’s channel, respectively. It can be observed from
Fig. 5(a) and Fig. 5(b) that the secrecy performance of the
proposed STAR-RIS-NOMA is better than C-RIS-NOMA and
C-RIS-OMA. This is because STAR-RIS can unleash more
adjustment DoFs than C-RIS. More specifically, STAR-RIS
has independently adjustable surface’s electrical impedance
and magnetic impedance, which is capable of controling the
amplitudes and phase shifts of transmitted and reflected sig-
nals. Furthermore, the secrecy performance of C-RIS-NOMA
outperforms C-RIS-OMA, since NOMA allows the legitimate
users to transmit their signals on the same time-frequency
resource block. In addition, the secrecy performance of all
schemes improves as the number of elements M increases.
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(a) The SSR versus the number of elements M with N = 8, k = 3,
R™™ =1 bps/Hz and Pypqe = 40 dBm under the full CSI of the
PE’s channel.
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(b) The maximum SOP versus the number of elements M with N = 8,
k = 0, R™"™ = 1.5 bps/Hz, R%¢¢ = 0.1bps/Hz and Ppaz = 40
dBm under the statistical CSI of the PE’s channel.

Fig. 6. The impact of the proposed alternating beamforming algorithm on
the secrecy performance of the STAR-RIS-NOMA networks.

This is because more elements M can provide higher passive
beamforming gain, which enhances the security. However,
the computational complexity of the proposed algorithms
grows significantly as the number of elements M increase.
Therefore, the choice of the number of RIS elements should
achieve a tade-off between the secrecy performance and the
computational complexity.

Furthermore, we observe from Fig. 5(a) that the SSR of
all schemes improves as P4, increases. The main reason
is that more power will be allocated to the legitimate users
with the increase of Pp,,y, which leads to the improvement
of the SSR. Moreover, as P, increases, the SSR gain of
both STAR-RIS-NOMA and C-RIS-NOMA are much greater
than that of C-RIS-OMA. It is because the multiple access
gain of NOMA brought by the power domain multiplexing is
significantly improved in the high power regime [32]. Note
that in Fig. 5(b), the SOP of all schemes decreases as R*¢“
decreases. The main reason is that more redundant rate will
be used to against PE with the decrease of R*¢“, which leads
to the improvement of the secrecy performance for the three
schemes.

C. Impact of User Pairing

To evaluate the effectiveness of the proposed alternating
beamforming algorithm, two benchmarks are provided in this

.,
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(a) Amplitude adjustment of the transmitted and reflected signals by
each element for the full CSI of the PE’s channel, where N = 8,
k=23, R™"™ =1 bps/Hz and Pyqs = 40 dBm.
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(b) Amplitude adjustment of the transmitted and reflected signals by
each element‘ for the statistical CSI of the PE’s channel, where N = 8,
k = 0, R™"™ = 1.5 bps/Hz, R*°¢ = 0.1bps/Hz and Ppqz = 40
dBm.

Fig. 7. The values of the transmission and reflection amplitudes for each
STAR-RIS element.

subsection. The first benchmark, called exhaustive search
matching [17], finds the optimal user pairing vector via
exhaustive search. The second benchmark, which is referred to
as random matching, selects the user pairing vector randomly.
Fig. 6 plots the secrecy performance of the alternating beam-
forming algorithm, exhaustive search matching, and random
matching under the full CSI and the statistical CSI of the PE’s
channel, respectively.

It is observed from Fig. 6(a) and Fig. 6(b) that the proposed
alternating beamforming algorithm can achieve nearly the
same secrecy performance as the exhaustive search match-
ing [17]. This demonstrates the effectiveness of the proposed
alternating beamforming algorithm. The main reason is that
the KM algorithm is to maximize the difference of the channel
gains between the paired users in the same sub-carrier, and the
performance of the NOMA scheme will be improved accord-
ingly [42]. Furthermore, from Fig. 6(a), we can observe that
the SSR of the proposed alternating beamforming algorithm
is higher than that of the random matching. This is because
the alternating beamforming algorithm can maximize the
differences of users’ channel gains in the sub-carriers, thus
reducing the interference suffered by weak users in each sub-
carrier. In addition, note that in Fig. 6(b), the SOP of the
alternating beamforming algorithm is lower than that of the
random matching. This is because the alternating beamforming
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algorithm can reduce the interference suffered by the weakest
user, which implies that the weakest user can use less power
to achieve the QoS requirements than that achieved by the
random matching.

D. Allocation of the Transmission and Reflection Amplitudes

To observe the energy allocation in the transmission and
reflection regions, Fig. 7 plots the transmission and reflection
amplitudes for each STAR-RIS element under the full CSI
and the statistical CSI of the PE’s channel, respectively. From
Fig. 7(a), we can observe that the energy allocated to the
transmission amplitudes is roughly the same as that allocated
to the reflection amplitudes. This is expected because the
channel gains of the users in the two regions are almost
the same. Thus, STAR-RIS evenly allocates energy to the
two regions. Furthermore, from Fig. 7(b), we see that the
energy allocated to the reflection amplitudes are more than that
allocated to the transmission amplitudes. This phenomenon
can be explained considering that the weakest user can be
located in the reflection region. In this context, to fulfill the
QoS requirement, STAR-RIS have to allocate more energy to
the reflection amplitudes.

VII. CONCLUSION

In this paper, we investigated the secrecy performance for a
downlink multi-carrier NOMA network, in which STAR-RIS
was employed to relay the superimposed information of BS to
the legitimate receiver, while suppressing malicious eavesdrop-
ping. The SSR maximization problem and the maximum SOP
minimization problem were proposed for the full CSI and sta-
tistical CSI of the PE’s channel, respectively. For tackling these
optimization problems, we developed alternating beamforming
algorithms by jointly designing the transmission and reflection
beamforming of the STAR-RIS, the transmit beamforming
of the BS, the power allocation coefficients, and the user
pairing vector. Specifically, for the full eavesdropping CSI,
we firstly proposed a KM algorithm based on the differences of
user’s channel gains to optimize the user pairing vector. Then,
we optimized the beamforming vectors and power allocation
coefficients step-by-step using SDP and SLB approximate.

Furthermore, for the statistical eavesdropping CSI, the exact
SOP was derived, where the LMI was used to reformulated
non-convex constraints. Simulation results illustrated that the
proposed STAR-RIS-NOMA scheme outperforms the existing
C-RIS-NOMA scheme and C-RIS-OMA scheme, and revealed
the effectiveness of the user pairing designs.

In this work, we assume that the phase shift coefficients
for transmission and reflection can be independently adjusted.
However, in the practical communication scenarios, the phase
shift coefficients for transmission and reflection may be cou-
pled due to the pure passivity of STAR-RIS, which will not
only cause performance degradation but also make the user
pairing much more complicated. Therefore, the above situation
will be the focus of our future research work.

APPENDIX

Firstly, the constraint (31b) can be rewritten as given
in (46) at the top of this page. From convex optimization
theory, the constraint (31b) is a convex function when the
left hand side of constraint (31b) is a concave function.
To this end, we use the SLB to approximate the non-convex
terms {wy s,i, We,s.i}seS.icT [41]. By invoking the SLB, the
non-concave functions @, s ; and @, s, for s € S,i € T can
be expressed as:

Qy,s,i 1
Wy,si = — lun;l (I/fs,ips,i’Au,s,i +02) +10g2 ays,i + E’
Qo.s i 1
We,s,i = — 1?:2:1 ()Os,iAe,x,i + 02) + 10g2 Qe s+ Es (47)
where i #i',i,i' € Z, ay5; = L 5 and de5; =

Vs,i Ps.i’ Mus,i+0
1

ps,iAe,s,i+‘7_2 ’ . .
According to (47), the constraint (31b) can be rewritten

as (32). The proof is completed.
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