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On the Road to 6G: Visions, Requirements, Key Technologies and Testbeds
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tems have entered the stage of commercial development, providing users with new services and improved user experiences as well as offering a host of novel opportunities to various industries. However, 5G still faces many challenges. To address these challenges, international industrial, academic, and standards organizations have commenced research on sixth generation (6G) wireless communication systems. A series of white papers and survey papers have been published, which aim to define 6G in terms of requirements, application scenarios, key technologies, etc. Although ITU-R has been working on the 6G vision and it is expected to reach a consensus on what 6G will be by mid-2023, the related global discussions are still wide open and the existing literature has identified numerous open issues. This paper first provides a comprehensive portrayal of the 6G vision, technical requirements, and application scenarios, covering the current common understanding of 6G. Then, a critical appraisal of the 6G network architecture and key technologies is presented. Furthermore, existing testbeds and advanced 6G verification platforms are detailed for the first time. In addition, future research directions and open challenges are identified for stimulating the on-going global debate. Finally, lessons learned to date concerning 6G networks are discussed.

I. INTRODUCTION

W ITH the rapid development of communication appli- cations, communication technologies are undergoing revolutionary changes generation after generation. Up till now, the development of cellular mobile communication systems has undergone five generations. From the first generation (1G) analog communication systems to fifth generation (5G) digital communication systems, each generation incorporates higher frequencies, larger bandwidths, and higher data rates. Starting from 2019, 5G has been officially commercialized, employing sub-6 GHz and millimeter wave (mmWave) bands, with a peak rate of 20 Gbps. From the architecture's perspective, mobile communication systems have been evolving towards more antennas, more advanced multiple access technologies, and richer services, as shown in Fig. 1. The 5G base stations exploit massive multiple-input multiple-output (MIMO) [START_REF] Lu | An overview of massive MIMO: Benefits and challenges[END_REF], mmWave, and ultra-dense networking (UDN) technologies [2], supporting up to 64 transceiver chains with more antenna elements. Currently, commercial 5G base station products using 128 antennas are mature, and HUAWEI is the first to release a massive MIMO base station with 384 antennas [START_REF]Security architecture and procedures for 5G system (Release 17)[END_REF]. In addition, 5G can support augmented reality (AR), virtual reality (VR), and Internet of Everything (IoE).

A. 5G Limitations and Challenges

Although 5G offers significant improvements over fourth generation (4G) communication systems, it still has several limitations. Currently, there are applications and services requiring better communication performance that is beyond 5G's capabilities, such as global coverage, ultra-high data rate transmission, ultra-low latency, ultra-dense connection, high precision positioning, ultra-reliable and safe connection, low power consumption, high energy efficiency (EE), as well as ubiquitous intelligence. To address these limitations, several challenges need to be addressed. Global maritime communications and satellite communications in high-latitude regions need to be further explored to achieve global coverage. Ultrahigh data rate transmission needs to be significantly improved so that the peak data rate can reach Tbps level, supporting services such as ultra high-definition video and telemedicine. At low transmission speed, the end-to-end (E2E) latency needs to be less than 1 millisecond, while at high speed, the latency should reach the microsecond level. The connection density should reach 10 8 devices/km 2 , meeting the needs of connecting dense crowds and industrial equipment. In addition, the positioning accuracy needs to be improved to achieve an outdoor centimeter level and an indoor sub-centimeter level for high precision positioning. A series of novel applications such as tactile Internet, vehicle to everything (V2X), and wireless data centers, have higher requirements for reliability. Energy consumption is also a key issue for many applications, and consequently the power consumption needs to be reduced and the network EE needs to be increased by 100 fold. Moreover, a great number of intelligent applications prompt communication systems to have a higher intelligence level. By analyzing the gaps between 5G capabilities and future demands, Table I summarizes the limitations and challenges of 5G, which are expected to be explored and resolved in sixth generation (6G) communication systems. Detailed analysis of 5G and 6G KPIs will be introduced later.

B. Recent Developments

The evolution of wireless communication systems is roughly an iterative process of every ten years. At present, the research on 6G is in the early stage of exploration, and a collection of countries and standardization organizations around the world have announced their plans for 6G research. In 2018, the Finnish government launched the first large 6G research program in the world. In the United States, the Federal Communications Commission (FCC) opened the terahertz (THz) spectrum for 6G research and proposed the idea of developing 6G based on "mmWave + THz + satellite" in Mar. 2019. In Oct. 2020, the Alliance for Telecommunications Industry Solutions (ATIS) led the formation of the NextG Alliance, which is a trade organization specializing in the management of 6G development in North America. In China, the Ministry of Science and Technology officially launched the 6G research in Nov. 2019, and the International Mobile Telecommunications 2030 (IMT-2030) promotion group was established to promote 6G technology research. In Apr. 2020, Japan's Ministry of Internal Affairs and Communications released Japan's 6G strategic plan. In South Korea, the time schedule for 6G was released in Jan. 2020, and it was expected to be commercialized in 2028. In Apr. 2021, Germany announced an investment in 6G research, including a 6G Research Hub and a 6G Platform. In Europe, the 6G Smart Networks and Services Industry Association (6G-IA) has been set up for next-generation networks and services. As an international organization for standardization, the International Telecommunications Union (ITU) released the initial schedule of 6G research in Feb. 2020. It is expected that the research on the 6G vision and corresponding technical propositions are likely to be completed by 2023. As exemplified in Table II, a series of pioneering projects focusing on next-generation wireless networks have been initiated around the world.

The above plans come with very active preliminary works on 6G. A series of white papers and related survey papers have been released, defining the envisioned requirements, application scenarios, key performance indicators (KPIs) of 6G, and discussing the network architecture as well as key enabling technologies, etc. For example, Finland's 6G flagship organization released the first 6G white paper [4] in Sept. 2019, proposing the vision of "ubiquitous wireless intelligence" and focusing on the key drivers, challenges, and related research issues of 6G. After that, it also released a series of white papers [START_REF]G White Paper[END_REF], covering networking, machine learning (ML) applications, business, edge intelligence, security, and other aspects of 6G. In [START_REF] Rohde | G Evolution -On the Path To 6G: Expanding the Frontiers of Wireless Communications[END_REF], Rohde & Schwarz released a white paper exploring the evolution of 5G to 6G and forecasting 6G key technologies. In [START_REF] Ericsson | Artificial intelligence in next-generation connected systems[END_REF], Ericsson focused on the vital role of artificial intelligence (AI) in the next generation of intelligent networks, identifying five distinct challenges regarding the applications of AI in 6G. In China, the China Center for Information Industry Development (CCID) took the lead in releasing a white paper [START_REF]CCID, 6G Concepts and Vision[END_REF] on the 6G concept and vision in Mar. 2020, and conducted an investigation [START_REF]CCID, 6G Global Progress and Development Prospects[END_REF] on the global progress and development prospects of 6G in Apr. [START_REF]Hexa-X-II, the Second Phase of the European 6G Flagship Initiative[END_REF]. In addition, HUAWEI [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], China Mobile [START_REF]China Mobile, 6G Wireless Endogenous AI Architecture and Technology[END_REF], TABLE I Summary of 5G limitations and challenges. have also carried out a series of initial research projects on 6G. The IMT-2030 promotion group in China released 6G white papers, defining business scenarios and potential key technologies [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], as well as typical applications and KPIs [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] for 6G. In [START_REF] Docomo | G Evolution and 6G[END_REF], NTT DOCOMO carried out research on the further evolution of 5G and the requirements, use cases, and related technologies of 6G, pointing out that the technology of mobile communication system changes every ten years, and the cycle of creating new value for the markets on mobile communication business is about 20 years. In [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], Samsung envisioned that 6G would provide users with ultimate experience through hyper-connectivity between humans and everything. Besides, several alliances in the communication industry have also carried out early works on 6G. The Next Generation Mobile Networks (NGMN) alliance analyzed the driving factors of 6G from social goals, market expectations, and necessities, and discussed the journey from 5G to 6G from the perspective of a 6G vision [START_REF]Next Generation Mobile Networks Alliance, 6G Drivers and vision[END_REF]. The 5G Infrastructure Association (5GIA) released a white paper [START_REF]The 5G Infrastructure Association, European Vision for the 6G Network Ecosystem[END_REF], looking forward to 6G in terms of driving force, necessities, key technologies, and architecture. In addition, the 6G Alliance of Network AI (6GANA) has been actively exploring the realization of network AI and the construction of endogenous intelligent 6G networks [START_REF]G alliance of network AI, From cloud AI to network AI[END_REF]. Meanwhile, there are a large number of 6G survey papers [START_REF] Huang | A survey on green 6G network: Architecture and technologies[END_REF]- [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF], which provide outlooks on 6G from different perspectives such as vision, requirements, use cases, and key technologies. These forward-looking 6G review works have also inspired a variety of researches on potential 6G-oriented technologies.

C. Key Contributions

With the rapid development of the mobile communications industry, there is an urgent need to solve the limitations of 5G and continue to develop 6G. Based on a series of existing forward-looking 6G works, we provide a comprehensive discussion and summary of 6G. This paper aims to put forward the definition of 6G covering the current common understanding of 6G and to investigate the most recent developments in 6G thoroughly. A brief comparison of this survey paper with existing 6G survey papers is given in Table III. The novelty and contributions of this survey can be summarized as follows.

1) The global 6G vision, KPIs, and application scenarios are critically appraised, covering the current common threads of 6G research.

2) The development trends, research status, and standardization progress of the 6G network architecture as well as key technologies are examined. Furthermore, a promising 6G network architecture is proposed. 3) Crucially, the existing 6G testbeds concerning the 6Gstyle wireless channels, the pivotal 6G components, and 6G verification platforms are reviewed for the first time. 4) Commencing from the global 6G vision, a suite of open research directions and key challenges of 6G are discussed, concluding with the lessons learned from the critical evaluations of vast body of literature cited. The rest of the survey is organized based on the rationale of outlining the rich state-of-the-art relying on 600+ authoritative citations and crisp summary tables, followed by identifying the critical knowledge gaps. The existing concepts are then critically appraised in terms of their pros and cons as well as trade-offs, paving the way for addressing the open research problems by following a range of promising avenues, whilst avoiding pitfalls.

An illustration of the outline of this survey paper is shown in Fig. 2. To elaborate a little further in the above-mentioned spirit, Section II introduces the 6G vision and compares it with relevant papers, illustrating the comprehensive nature of the emerging 6G vision. Section III details the 6G KPIs and application scenarios. The relationships between these 6G KPIs and compelling application scenarios as well as the inevitable trade-offs between 6G KPIs are also discussed. In Section IV, the evolution of the 6G network architecture is scrutinized and a novel 6G network architecture is proposed. Section V introduces the whole spectrum of key 6G enabling technologies relying on a four-pronged attack. The standardization progress of the 6G network architecture and key technologies are summarized at the beginning of Section VI. A unique distinguishing aspect of this treatise is that in Section VI the pioneering 6G-style wireless channel simulators and sounders, the key technology evaluation testbeds and verification platforms are examined. Future research directions and challenges on the road to making the 6G vision a reality are outlined in Section VII. Finally, the key lessons learned from the critical appraisal of the literature and our conclusions are offered in Section VIII.

II. THE GLOBAL 6G VISION

6G is expected to be different from 5G in several aspects. From the perspective of application requirements, 5G extended the "Mobile Internet" in 4G to the "IoE". Based on 5G, 6G will continue to enhance the mobile Internet and IoE but will also deeply integrate them with AI and big data to realize the intelligent IoE. As for technical requirements, compared with 5G, 6G will pursue wider coverage, higher rates, more connections, ultra-low latency, ultra-high positioning accuracy, integration of communications and sensing, more intelligence, more security, and better substitutability. Note that 6G will be a network that goes beyond communication. These application requirements and technical requirements lead us to envision what the 6G will be like.

While 5G is being rolled out globally, a number of research initiatives have proposed ideas for the 6G vision. In Sept. 2019, the 6G flagship led by the University of Oulu published the world's first 6G research white paper and proposed the vision of "ubiquitous wireless intelligence" for 6G [4]. In Mar. 2020, the white paper on 6G concept and vision published by the CCID envisaged 6G to open up a unified network of ubiquitous intelligent connection between virtual and real worlds [START_REF]CCID, 6G Concepts and Vision[END_REF]. In Nov. 2020, UNISOC published a white paper, hoping 6G can achieve the link between macro and micro, the fusion of virtual and reality, the mapping between digital and physical, the crossing of past and future, and the matching between technologies and requirements, emphasizing the importance of AI [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. In Dec. 2020, it was expected by DATANG Mobile that the 6G capability of basic communication, intelligence, wireless sensing, network security, and network computing power would be enhanced [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF]. In Apr. 2021, the NGMN alliance analyzed driving factors of 6G and presented the overall vision of 6G in terms of 6G attributes and key design considerations [START_REF]Next Generation Mobile Networks Alliance, 6G Drivers and vision[END_REF]. In June 2021, the IMT-2030 promotion group envisaged the 6G vision of "intelligent connection of everything and digital twins" [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. In Aug. [START_REF]Hexa-X-II, the Second Phase of the European 6G Flagship Initiative[END_REF], HUAWEI looked forward that 6G would realize the "Intelligence-ofeverything", the interconnection of people and things would eventually evolve into an intelligence interconnection [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. In addition to 6G white papers that have been published by different organizations, the 6G vision has also been put forward in numerous works [START_REF] Zhang | 6G visions: Mobile ultrabroadband, super Internet-of-things, and artificial intelligence[END_REF]- [START_REF] Zong | 6G technologies: Key drivers, core requirements, system architectures, and enabling technologies[END_REF], [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF]- [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF]- [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Wang | Vision, application scenarios, and key technology trends for 6G mobile communications[END_REF]. Three characteristics of 6G were envisioned in [START_REF] Zhang | 6G visions: Mobile ultrabroadband, super Internet-of-things, and artificial intelligence[END_REF], i.e., mobile ultra-broadband, super Internet of Things (IoT), and AI. The authors of [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF] believed that 6G will enable the blueprint of connecting everything, full-dimensional coverage, technology cross-integration, and human-like intelligent autonomy. A six-F trend set was proposed for 6G in [START_REF] Zong | 6G technologies: Key drivers, core requirements, system architectures, and enabling technologies[END_REF] as "full spectra, full coverage, full dimension, full convergence, full photonics, full intelligence". In [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], the "human-thing intelligence" interconnectivity and tactile communication were envisioned for 6G. Saad et al. [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF] emphasized the importance of technology convergence, and proposed a holistic 6G vision in terms of applications, trends and technologies. The authors of [START_REF] Viswanathan | Communications in the 6G era[END_REF] identified that 6G is for the interconnection of physical, biological, and digital worlds. China Mobile [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF] summarized the 6G vision as "digital twin and ubiquitous intelligence". It was looked ahead in [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF] that the human society would become a ubiquitous intelligent mobile society in the 6G era.

In [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], You et al. in Southeast University (SEU) and Purple Mountain Laboratories (PML) put forward the 6G vision of "global coverage, all spectra, full applications, and strong security". Based on extensive investigations, the author in [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF] pointed out the disruptive transformations from previous generations to 6G. In [START_REF] Wang | Vision, application scenarios, and key technology trends for 6G mobile communications[END_REF], Wang et al. envisioned the vision of "intelligent connection of everything, digital twin".

Overall, the 6G vision can be descripted as "global coverage, all spectra, full applications, all senses, all digital, and strong security", as shown in Fig. 3. In order to achieve global coverage, 6G will expand from terrestrial communication to an integrated space-air-ground-sea communication network. In order to meet the application requirements of huge traffic and huge connection, the full spectra will be fully mined by 6G communication networks, including sub-6 GHz, mmWave, THz, and optical bands. In order to serve various vertical industries, communications, computing, storage, control, sensing, positioning, AI, and big data will be deeply integrated, giving birth to full application scenarios such as ISAC. 6G will also provide users with a full sensory experience through holographic communications and storage, immersive extended reality (XR), tactile Internet, and other applications. Based on the digital twin, 6G will realize the mapping between the digital world and the physical world, and finally realize the intelligent connection of "human-machine-things-environment". Strong security is embodied by taking the security into account when designing the communication network, known as network endogenous security [START_REF] Wu | Development Paradigms of Cyberspace Endogenous Safety and Security[END_REF], including physical layer security and network layer security. Combined with AI, 6G will also achieve intelligent endogenous security.

A. Global Coverage

Currently, communication services are largely limited to terrestrial mobile communications, while remote areas and special scenarios are still blind zones. In order to achieve ubiquitous global coverage, 6G will expand from terrestrial communications to space-air-ground-sea communications, integrating satellite communications [START_REF] Kodheli | Satellite communications in the new space era: A survey and future challenges[END_REF], unmanned aerial vehicle (UAV) communications [START_REF] Mozaffari | A tutorial on UAVs for wireless networks: Applications, challenges, and open problems[END_REF], terrestrial ultra-dense com-munication networks, maritime communications [START_REF] Yu | Maritime broadband communications: Applications, challenges and an offshore 5G-virtual MIMO paradigm[END_REF], underwater communications [START_REF] Jouhari | Underwater wireless sensor networks: A survey on enabling technologies, localization protocols, and Internet of underwater things[END_REF], and underground communications [START_REF] Saeed | Toward the Internet of underground things: A systematic survey[END_REF]. By integrating various communication networks, 6G will achieve seamless three-dimensional (3D) ubiquitous coverage and connectivity, providing multiple communication services. The global coverage can provide communication services to users with outside the coverage of terrestrial communication networks, such as the remote area Internet access, enhanced on-board communications [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], and communications in underground mines. In the event of terrestrial communication network outage due to disasters (e.g., flood and fire), space-air networks can provide fast, stable, and high-quality emergency services. The full-space deep coverage can also realize the full-space environment monitoring, deep-sea exploration, and other services.

In June 2017, the Sat5G Alliance was established in Europe to explore the integration of satellites and 5G networks [START_REF] Liolis | Use cases and scenarios of 5G integrated satelliteterrestrial networks for enhanced mobile broadband: The sat5G approach[END_REF]. In July 2019, the ITU-R M.2460-0 report discussed key challenges of integrating satellite systems into the next generation of mobile communication systems [START_REF] Itu-R | Key elements for integrating of satellite systems into next generation access technologies[END_REF]. The 3rd Generation Partnership Project (3GPP) also carried out a series of nonterrestrial network (NTN) standardization work. The 3GPP TR 38.811 standard [START_REF][END_REF] and the 3GPP TR 38.821 standard [START_REF][END_REF] were published, aiming at exploring the astro-earth fusion communication architecture. With the continuous development of technologies and the deepening of standardization work, 6G will eventually achieve global coverage with the help of spaceair-ground-sea integrated communication networks.

B. All Spectra

As new high-data rate communication services and applications continue to evolve, the demand for wireless mobile traffic is increasing exponentially. Existing communication systems are facing the challenge of spectrum congestion in the radio frequency (RF) band, which is insufficient for higher rate services. The 5G has already made nearly full use of sub-6 GHz and started to explore the mmWave band [START_REF] Rappaport | Overview of millimeter wave communications for fifth-generation (5G) wireless networks-with a focus on propagation models[END_REF]. In the 6G era, in order to meet the technical requirements of huge traffic and huge connection, all spectra including sub-6 GHz, centimeter wave (cmWave), mmWave, THz [START_REF] Tekbıyık | Terahertz band communication systems: Challenges, novelties and standardization efforts[END_REF], and optical wireless bands [START_REF] Chowdhury | Optical wireless hybrid networks: Trends, opportunities, challenges, and research directions[END_REF] will be fully exploited. The THz band has the advantages of huge bandwidth and ultra-high data rate [START_REF] Wang | 6G wireless channel measurements and models: Trends and challenges[END_REF], providing strong support for the 6G wireless data center [START_REF] Ahearne | Integrating THz wireless communication links in a data centre network[END_REF], nano Internet [START_REF] Akyildiz | The Internet of nano-things[END_REF], ultra-short distance communications, and other new application scenarios. The optical bands used for optical wireless communications (OWCs) include infrared (IR), visible light, and ultraviolet (UV) bands, with nearly thousands of THz of unused spectral resources. Moreover, the visible light band has a number of advantages, including being green and economical, no spectrum regulation, high security, no electromagnetic (EM) interference [START_REF] Ghassemlooy | Emerging optical wireless communications-advances and challenges[END_REF]. In the scenario where RF communications are limited, OWCs have great application potential and have spawned a series of optical communication technologies, including visible light communications (VLC), light fidelity (LiFi), optical camera communications (OCC), free space optical (FSO) communications, and light detection and ranging (LiDAR) [START_REF] Chowdhury | A comparative survey of optical wireless technologies: Architectures and applications[END_REF]. As the first effort on the THz standardization work towards 6G, the IEEE 802.15.3d standard was released for the THz band in the 300 GHz [START_REF] Petrov | IEEE 802.15.3d: First standardization efforts for sub-terahertz band communications toward 6G[END_REF]. In terms of the standardization for OWCs, existing work includes the IEEE 802.11 standard related to diffuse IR communications [START_REF]IEEE Standard for Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications, IEEE Standard[END_REF], the IEEE 802. 15.7r1 aiming at short range OWCs [START_REF][END_REF], and the IEEE 802.15.13 working on multi-Gigabit/s OWCs [START_REF]WPAN™ task group 13 (TG13) multi-gigabit/s optical wireless communications[END_REF]. In addition, the IEEE 802.11bb task group had been working on integrating the light medium in the base IEEE 802.11 standards [83]. Based on the sub-6 GHz band and mmWave band of 5G, 6G will explore higher frequency bands as needed, and finally realize the deep mining of the full spectra. Multiple frequency bands will coexist and fuse with each other, to enable different services.

C. Full Applications

With the diversification of services and the continuous development of communication systems, 6G will generate massive data. New technologies, such as AI and big data, will be fully utilized to explore the intelligent potential of 6G networks and realize a series of intelligent applications. On one hand, these novel technologies will help the development of more advanced and intelligent communication systems, providing new ideas and paradigms in the research of wireless channel modeling, network multiple access, rate control, caching and reloading, secure and stable connections [START_REF] Wang | 6G wireless channel measurements and models: Trends and challenges[END_REF], [START_REF] Luong | Applications of deep reinforcement learning in communications and networking: A survey[END_REF]. On the other hand, the ubiquitous intelligent 6G networks will also provide intelligent applications, such as smart cities, smart agriculture, and smart transportation. In addition, 6G will not only provide communication services but also other services that combine communications, computing, storage, control, sensing, localization, and robotics, giving birth to a series of diversified service applications, such as the ISAC [START_REF] Cui | Integrating sensing and communications for ubiquitous IoT: Applications, trends, and challenges[END_REF]- [START_REF] Barneto | Full duplex radio/radar technology: The enabler for advanced joint communication and sensing[END_REF].

In recent years, there has been continuous research interest in wireless AI, which aims to integrate AI with wireless communication networks. In June 2019, the 3GPP TR 23.791 defining the functional specifications for the data collection and analysis in automated cellular networks was released [88]. Several organizations, including the open-RAN (O-RAN) alliance, are also working on the combination of AI and wireless communication networks [START_REF] Shafin | Artificial intelligence-enabled cellular networks: A critical path to beyond-5G and 6G[END_REF], [START_REF]Operator Defined Open and Intelligent Radio Access Networks[END_REF]. Compared with the wireless AI, the development of ISAC is still at a relatively preliminary stage. It is hoped that various applications will fuse deeply with each other, making joint contributions to the realization of a smarter and more comprehensive 6G network.

D. All Senses

From 1G to 5G, the interconnection between people has evolved into the interconnection between people and things. In 6G, with the support of a variety of communication technologies, users will be provided with a full sensory experience through holographic communications and storage, immersive XR, tactile Internet, and other applications. People's perception of reality is obtained through various sensory organs. With the support of 6G providing reliable communications with large bandwidth and low latency, all human's five sense information, including sight, hearing, touch, taste and smell will be enabled through 6G communication networks and fully reproduced in front of the user, achieving the fusion of virtuality and reality [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. It is envisioned that 6G communication systems will realize multi-sensory interconnections, providing a wide range of applications in the entertainment, skill learning, medical health, and other fields [START_REF] Holland | The IEEE 1918.1 "tactile Internet" standards working group and its standards[END_REF], [START_REF] Kolovou | A remote surgery use case for the IEEE p1918.1 tactile Internet standard[END_REF].

In June 2019, Qualcomm combined its technical advantages in the XR field and mmWave frequency bands to launch the world's first XR platform that integrated 5G and AI, i.e., the Snapdragon XR2 platform [START_REF]Snapdragon XR2 5G Platform[END_REF]. Many technology companies around the world, e.g., Qualcomm, Microsoft, Apple, and HUAWEI, have conducted research on XR products. In addition, the IEEE 1918.1 TI Standards WG [START_REF]Tactile Internet[END_REF] has also been committed to the standardization of the tactile Internet, discussing and studying the definition, KPI requirements, application scenarios, architecture, interfaces, and other technical aspects of the tactile Internet [START_REF] Holland | The IEEE 1918.1 "tactile Internet" standards working group and its standards[END_REF]. It is believed that, under the comprehensive promotion of future communication technologies and application requirements, 6G can finally provide users with a full sensory experience in a variety of scenarios.

E. All Digital

Thanks to the advancement of communications, sensing, computing, storage, as well as the development of big data and AI, in the 6G era, the digital twin technology will further develop and evolve. The physical reality will be precisely digitized, and the digital and physical worlds will map to and influence each other [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. The digital world is more than a digital mapping of the physical world. Inferences and predictions of the digital world can correspond to those of the physical world, accurately reflecting and predicting the physical world in real time [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF] and serving as a reference for decisionmaking in the physical world. Through the interconnection of the physical world and the virtual digital world, 6G will realize the intelligent connection of "human-machine-thingsenvironment" including the "environment" of the virtual world [START_REF]CCID, 6G Concepts and Vision[END_REF], driving a series of applications, such as human body digital twins and digital twin cities [START_REF] Ivanov | Digital twin of city: Concept overview[END_REF].

At present, a number of standardization organizations have carried out standardization works on digital twins [96], e.g., IEEE and ISO/IEC JTC1. At the same time, innovative hightech enterprises, such as Microsoft [START_REF]Azure digital twins: Use IoT spatial intelligence to create models of physical environments[END_REF] and Siemens [START_REF]Digital twins: Simulation at Siemens[END_REF] have also explored digital twin technologies and products. It is believed that the 6G era will be a new era in which the digital virtuality and physical reality are deeply integrated.

F. Strong Security

With the continuous development of communication networks, security has become an important issue. In addition to traditional security problems, such as virus and distributed denial of service (DDoS) attacks, 6G will face a series of new security threats, for instance, large-scale data breaches and learning-empowered attacks with the development of new application scenarios, new technologies, and huge user information explosion [START_REF] Nguyen | Security and privacy for 6G: A survey on prospective technologies and challenges[END_REF]. On the basis of designing the network to provide various new services, 6G also needs to take security into consideration during its design to realize strong security, including physical layer security and network layer security. The quantum communication technology [START_REF] Zhang | Quantum secure direct communication with quantum memory[END_REF], blockchain technology [START_REF] Dorri | Blockchain: A distributed solution to automotive security and privacy[END_REF], and other potential security technologies will promote to constitute an endogenous security mechanism to ensure that the 6G network is credible, manageable and controllable. Combined with AI, 6G will also realize the intelligence endogenous security, aiming at the independent identification and solution of network security problems [START_REF] Siriwardhana | AI and 6G security: Opportunities and challenges[END_REF], [START_REF] Al-Garadi | A survey of machine and deep learning methods for Internet of things (IoT) security[END_REF].

The communication security has always been an important focus of research. The ISO/IEC JTC1 SC27 standardization group published a series of standards for information security management, supply chain security management, network virtualization security, including ISO/IEC 27005, ISO/IEC 27036, and ISO/IEC 27033-7. The 3GPP also published 3GPP TR 33.813 [104] for network slicing enhanced security research, and 3GPP TS 33.501 [105] for 5G system security architecture and processes, etc. Besides, there are various standardization organizations working on the 6G security, e.g., IEEE and ITU-T, as summarized in [START_REF] Porambage | The roadmap to 6G security and privacy[END_REF] The security is an indispensable part of the 6G research. It is reasonable and necessary to envision that the future 6G network will be a highly secure and trusted network.

G. Summary

In summary, 6G will provide global coverage and be a network offering a series of novel applications, such as intelligent applications, full-sensory applications, and digital twin applications. This will be enabled by deep mining of full spectra and the integration of a range of new technologies. In addition, 6G will be a network with endogenous security by taking security into account.

A comparison of relevant papers on the 6G vision is given in Table IV. It can be seen that the proposed consistent description of the overall 6G vision in this paper is comprehensive, covering most prospects on the 6G in current academic and industrial efforts. Besides, there are some new research interests in the prospects of strong security, full sensory applications, and digital twins. They will be covered in this work too.

III. 6G TECHNICAL REQUIREMENTS AND APPLICATION SCENARIOS

Different application scenarios envisaged in the 6G vision have different performance requirements for 6G communication systems. In this section, the 6G technical requirements and application scenarios will be discussed in detail.

A. 6G Technical Requirements

ITU-R considered eight parameters to be KPIs of International Mobile Telecommunications 2020 (IMT-2020), while with the rapid development of mobile communication networks, these indicators will not be sufficient to cater for the disruptive use cases and applications in 2030 and beyond. The eight KPIs [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF] used to assess 5G are still valid for 6G, but the values need to be updated due to the development of technologies and the emergence of new applications. Besides, new indicators are required for the evaluation of new services in 6G, including positioning, sensing, security, and intelligence.

In order to fill this gap, a number of quantitative and qualitative KPIs were proposed by different institutions and scholars [4], [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], [START_REF]The 5G Infrastructure Association, European Vision for the 6G Network Ecosystem[END_REF], [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Gui | 6G: Opening new horizons for integration of comfort, security, and intelligence[END_REF], [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF]- [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Alwis | Survey on 6G frontiers: Trends, applications, requirements, technologies and future research[END_REF]- [START_REF] Nguyen | 6G Internet of things: A comprehensive survey[END_REF], [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF]- [109]. A comparison of related works on 6G KPIs is given in Table V. The table shows that the number of KPIs proposed in the existing papers is limited and cannot capture all the important characteristics of 6G. Besides, the analysis of KPIs in the literature is not thorough. In [4], [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [108], the need for certain categories of indicators, such as security and 

Note:

The √ symbol indicates that this aspect of outlook is clearly outlined in the vision of the reference, the symbol means that this aspect of outlook is only mentioned but not clearly outlined in the vision of the reference, and the blank denotes that this aspect of outlook is not shown in the reference.

intelligence, was suggested but corresponding KPIs were not defined. For some KPIs, the reference values given by different papers vary greatly, such as delay jitter and network EE [START_REF]CCID, 6G Concepts and Vision[END_REF],

[108], [109], which may cause confusion. Some new KPIs were proposed, but there were no reference values given in the existing 6G survey papers, such as cost efficiency, security capacity, and intelligence level [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [108]. Therefore, this paper aims to propose more comprehensive and reasonable KPIs and define their reference values based on extensive research and analysis. Fig. 4 presents the proposed 17 KPIs for 6G, and those marked in red are not considered in 5G standardization. They are compared with the indicators for 5G, providing readers with an intuitive comparison. In Table VI, the classification, definitions, references, as well as comparison of 5G and 6G KPIs are given. For 5G KPIs, corresponding references are labeled in the table. The quantitative values of 6G KPIs are obtained through the analysis of a number of literatures, which are explained in the text. Next, the proposed KPIs will be categorized into four classes and discussed as follows.

1) Data rate & Delay: Due to the emergence of a number of new services, higher rate and lower delay are inevitable for 6G communications. Three indicators are proposed to evaluate 6G performance in this regard. They are peak data rate, user experienced data rate, and latency. For 6G networks, the peak data rate can be 1 Tbps with the help of new technologies, such as THz and OWCs, which can increase by more than 50 times over 5G [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [START_REF] Nguyen | 6G Internet of things: A comprehensive survey[END_REF], [109]. The user experienced data rate, which is defined as the maximum rate GB/userthat can be guaranteed with a probability of more than 95% when required, will achieve 10 Gbps [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]The 5G Infrastructure Association, European Vision for the 6G Network Ecosystem[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [108]. Latency, defined as the minimum delay of air interface access, is expected to be 0.1 ms for some specific applications, such as intelligent driving, telesurgery, and industrial control [4], [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF]- [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [108], [109]. Besides, delay jitter is an important indicator to quantify the latency variations in communication systems. Thanks to the development of deterministic networks [START_REF]Future Network White Paper -Deterministic Network Technology System White Paper[END_REF], it can achieve 1 us for 6G [4], [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF]- [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [108],

[109] [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [109].

2) Capacity & Coverage: In order to support growing demands for next-generation new scenarios, such as smart factory and smart city, higher air traffic capacity and connection density are considered as essential conditions. The area traffic capacity is expected to achieve 10 Gbps/m 2 [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [29], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], and the connection density is expected to be 10 8 devices/km 2 [4], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [108]. Providing users with broader and seamless coverage is another important requirement of 6G networks. For 6G, 3D global coverage is expected to extend the 5G two-dimensional (2D) terrestrial coverage [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF]. The 5G network can only cover land and some offshore areas, only 20% of land and 5% of ocean [START_REF] Wu | Survey on the development of space-integrated-ground information network (in Chinese)[END_REF], approximately equal to 10% of the whole earth. The coverage percentage of 6G network is expected to be more than 99% [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] Nguyen | 6G Internet of things: A comprehensive survey[END_REF]. In high-value areas, 6G coverage needs to further improve EE and user experience, while in low-value areas, it is important to reduce coverage costs [108].

3) Service efficiency: In order to meet the need for sustainable development, we propose three efficiency-related indicators, taking the service efficiency at multiple levels into account. Owing to the development of advanced spectrum management technologies, the spectrum efficiency (SE) of 6G systems can triple that of 5G, reaching 90 bps/Hz [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Nguyen | 6G Internet of things: A comprehensive survey[END_REF]. Network EE refers to the number of bits transmitted over 1 Joule. According to [108], the consumption of a typical 5G base station is about 1-2 kW for an average data rate of 10 Gbps. Therefore, network EE is about 10 7 bit/J for 5G. For 6G, it is expected to increase by about 100 times in order to provide more efficient services with the same or lower energy consumption [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [108].

As a complement to SE and EE, economic efficiency was introduced to evaluate the effectiveness of the trade-off [115]- [START_REF] Zhang | Energyspectral efficiency trade-off in underlaying mobile D2D communications: An economic efficiency perspective[END_REF]. In [118], a similar concept named cost efficiency was proposed as the ratio of user's data consumption benefit and its data traffic cost. The trade-off between cost efficiency and EE for 5G system was analyzed in [START_REF] Zi | Energy efficiency optimization of 5g radio frequency chain systems[END_REF]. However, it was not until the advance of 6G system that the importance of cost efficiency was gradually appreciated. For 6G, cost efficiency will help equipment providers and service teams to consider the profitability of the communication industry while providing quality services to consumers. In [108], it was proposed that spending on communication for a user is expected to be less than 1% of gross domestic product (GDP) per capita. As a rough estimate, the cost efficiency of 5G is about 10 Gb/$, with $10,000 GDP per capita and 100 GB/user/month communication cost. The cost efficiency for 6G will become 500 Gb/$, based on a doubling of GDP per capita and a 100-fold increase in service traffic. 4) Diversified service evaluation: 6G networks will largely enhance and extend 5G applications [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. With the increase of applications, some indicators will be introduced to evaluate the diversified service quality for 6G communication systems. High-speed mobile communication scenarios, such as highspeed aircrafts and ultra-high-speed trains, place high demands on mobility. The mobility of transceivers in 6G communication systems can be more than 1000 km/h, which is a huge increase compared with that in 5G [START_REF]CCID, 6G Concepts and Vision[END_REF], [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [108], [109]. In [4], it was pointed out that limited batteries would be an evident obstacle for the development of IoT communication. Besides, in [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], it was stated that scenarios such as smart city and smart home would have high requirements on the battery life of sensing devices, and it would be necessary to improve the battery life to ensure the stable availability of sensing devices. The longest battery life for smart scenarios is expected to be 20 years [4], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF]. The development of the IoT places high demands on the reliability of the communication system, that is, the correctness of the transmitted information under a certain upper delay limit. From Table V, it can be seen that reliability is not included in [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF] but has attracted considerable attention for 6G. Reliability requirements of 6G networks are expected to be application specific. For stringent scenarios such as strengthened ultra-reliable and low latency communications (uRLLC), only one erroneous bit is permitted in 10 million transmitted bits [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [109]. Sensing positioning and imaging are important foundations for smart connections of all things. 6G positioning accuracy is expected to reach 1 m for outdoor scenarios and 10 cm for indoor scenarios [4], [START_REF]CCID, 6G Concepts and Vision[END_REF], [108]. 6G sensing/imaging resolution is expected to reach 1 mm [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. In addition, two important indicators, security capacity and intelligence level, are proposed to qualitatively evaluate the service capability of 6G systems. It is believed that 6G communication systems can achieve endogenous security through new technologies, such as quantum communication and blockchain, so that the system can have a higher security capacity. Related indicators have been considered in [4], [29], [START_REF] Docomo | G Evolution and 6G[END_REF], [START_REF] Gui | 6G: Opening new horizons for integration of comfort, security, and intelligence[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]- [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [108]. Besides, with the accelerated per-meation of AI, the intelligence level of the 6G communication system is expected to be greatly enhanced [29], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Gui | 6G: Opening new horizons for integration of comfort, security, and intelligence[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. These two indicators have not been quantitatively studied yet.

B. 6G Application Scenarios

In the 5G era, there are three main application scenarios, i.e., enhanced mobile broadband (eMBB), massive machine type communications (mMTC), and uRLLC, aiming to meet high requirements for large bandwidth and high data rate, large connection density, high reliability and low latency, respectively. A number of relevant papers have demonstrated their outlooks for 6G application scenarios. As exemplified in Fig. 5, relevant operators and industry alliances have envisioned several applications and use cases for 6G [START_REF]Next Generation Mobile Networks Alliance, 6G Use Cases and Analysis[END_REF]- [122]. It can be seen that the industry and operators are highly interested in typical scenarios in different fields, such as immersive applications related to the personal field, robotics, automation, and remote data collection in the commercial field. Since diverse application scenarios have different requirements on KPIs of communication systems, it is reasonable to classify application scenarios using KPIs, as for 5G. However, most of these works only introduced several possible application scenarios in 6G, but did not give a classification for these scenarios, including 6G white papers [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [29]- [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF] and a series of 6G survey papers [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF]. At the same time, classifications of application scenarios in several works were not related to 6G KPIs, e.g., applications for intelligent life, intelligent production, and intelligent society in [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], immersive, intelligent, and ubiquitous applications in [START_REF] Wang | Vision, application scenarios, and key technology trends for 6G mobile communications[END_REF]. Besides, classifications using 6G KPIs in other works are not The data rate that is available ubiquitously across the coverage area to a mobile user/device 100 Mbps [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF] 10 Gbps 100×

Latency

The time from when the source sends a packet to when the destination receives it

1 ms [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF] 0.1 ms 10×

Delay jitter

The latency variations in the system 

Network energy efficiency

The quantity of information bits transmitted to/received from users, per unit of energy consumption

10 7 bit/J [108] 10 9 bit/J 100×

Cost efficiency

The ratio of user's data consumption benefit and its data traffic cost 10 Gb/$ [108] 500 Gb/$ 50×

Diversified service evaluation

Mobility

Maximum speed at which a defined quality of service (QoS) and seamless transfer between radio nodes can be achieved 500 km/h [START_REF]IMT Vision -Framework and Overall Objectives of the Future Development of IMT for 2020 and Beyond[END_REF] 1000 km/h 2×

Battery life

The life span of IoT equipment batteries 10 years [START_REF] Zhong | 5g and IoT: Towards a new era of communications and measurements[END_REF] 20 years 2×

Reliability

The percentage of packets successfully received under a certain upper delay limit 99.999% [START_REF]6G The Next Hyper-Connected Experience for All[END_REF] ≥99.99999% ≥100× 

Positioning

Security capacity

The rate of trustworthy information from the transmitter to the receiver under the threat of eavesdroppers

Low

High -

Intelligence level

The intelligent level of communication system Low High comprehensive. For example, the authors of [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF] and [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF] ignored a series of novel applications such as space-air-groundsea integrated networks and digital twin applications. You et al. [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF] ignored new scenarios that combine characteristics of typical scenarios defined in 5G. Jiang et al. [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF] ignored the enhancement of 5G applications. Therefore, a comprehensive investigation of potential 6G application scenarios with a reasonable classification is urgently required.

Generally, 6G will continue to enhance and expand the above application scenarios to achieve further-eMBB (feMBB), ultra-mMTC (umMTC), and enhanced-uRLLC (eu-RLLC). In 2030, these three scenarios will not only meet traditional KPIs, such as data rate, connection density, and delay in communication systems, but also new KPIs in imaging, positioning, sensing, security capacity, and intelligence level, etc. Moreover, with the integration and development of technologies, 6G will also develop several potential application scenarios that combine characteristics of different kinds of scenarios. In addition to the three scenarios strengthened from 5G, it is envisioned that 6G will also provide additional application scenarios including: 1) massive eMBB (meMBB), aiming at high data rate, large bandwidth, and large connection density, e.g., dense scene communications; 2) mobile broadband reliable and low latency communication (MBRLLC), for scenarios with high data rate, large bandwidth, low latency, and high reliability, e.g., wireless data centers and wireless brainmachine interfaces; 3) massive uRLLC (muRLLC), requiring low delay and high reliability while having large connections for large-scale machine-type communication in special scenarios, e.g., smart transportation, smart factory, and industrial IoT. Moreover, there could be other potential scenarios, such as extremely low-power communications, digital twin applications, space-air-ground-sea integrated networks, as well as long-distance and high-mobility communications. Our vision for 6G application scenarios is shown in Fig. 6. Next, several representative new application scenarios envisioned in the 6G era will be discussed. modern society. In addition, technologies, such as AI and big data, are also expected to dig deeper into the hidden information embedded in the data to achieve more intelligent applications. In addition to focusing on technological development, these massive amount of data also need enough space to store. At present, data centers are mainly wired, with high complexity, high maintenance costs, high power consumption, and large space [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF]. The demand for wireless data centers arises at the moment. However, due to the challenges of implementing ultra-high data rate transmission in existing wireless communication systems, they cannot meet the needs of data centers for data storage, transmission, and scheduling. With the further in-depth research of THz and the cloud data center, 6G is expected to take advantage of the ultra-large bandwidth of THz to achieve ultra-high data rate transmission [START_REF] Wang | 6G wireless channel measurements and models: Trends and challenges[END_REF], [START_REF] Chen | A survey on terahertz communications[END_REF], realizing the next-generation cloud-based wireless data center [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], [START_REF] Ahearne | Integrating THz wireless communication links in a data centre network[END_REF]. The data will be stored on multiple cloud servers, and THz will serve as the transmission medium to support deployments and operations of wireless data centers.

2) Tactile Internet: As summarized in Fig. 1, communication services in previous generations mainly focused on the digitization of visual and auditory information. With the advent of the 6G era, users' tactile information can also be collected, digitized, and transmitted over the network, finally forming the tactile Internet. The basic characteristics of the tactile Internet include the implementation of perception and synchronization actions, which can be used to transfer "skills" [START_REF] Holland | The IEEE 1918.1 "tactile Internet" standards working group and its standards[END_REF]. Tactile robots will act as a multi-modal avatar of human beings through the tactile Internet [START_REF] Haddadin | Tactile robots as a central embodiment of the tactile Internet[END_REF]. The users' tactile information can be transmitted through the network, and remote robots complete corresponding actions according to the users' command. After acquiring the real-time status remotely, users can interact and control accordingly. The transmission of tactile information has very high requirements on the network delay and reliability. In the future, doctors can remotely guide robots to perform physical examinations through the tactile Internet, and remote robots can help miners to complete mining in high-risk areas. With the possible realization of ultra-low latency and ultra-high reliability communications, remote robotic surgery [START_REF] Kolovou | A remote surgery use case for the IEEE p1918.1 tactile Internet standard[END_REF] may also become possible.

3) Digital twin applications: At present, both academia and industry are exploring the connection between the physical real world and the digital world. With the further development and evolution of the digital twin technology, the physical reality will be more precisely digitized. The digital world and the physical world will map to and influence each other, achieving simultaneous development [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Nguyen | Security and privacy for 6G: A survey on prospective technologies and challenges[END_REF], [START_REF] Szabo | Digital twin: Network provisioning of mission critical communication in cyber physical production systems[END_REF]. What's amazing is that, with the help of AI and other intelligent technologies, users' operations and predictions in the digital world can correspond to the conditions in the physical world, which provides a reference for decision-making in the physical world. Digital twins are expected to be used in many fields [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Ivanov | Digital twin of city: Concept overview[END_REF], [START_REF] Barricelli | A survey on digital twin: Definitions, characteristics, applications, and design implications[END_REF], [START_REF] Vukovic | Digital twins in industrial IoT: A survey of the state of the art and of relevant standards[END_REF]. Typically, the city digital twin system [START_REF] Ivanov | Digital twin of city: Concept overview[END_REF] is envisaged to include interconnected digital twins of urban infrastructure, transportation networks, urban ecological environment, power systems, and other systems, providing a series of functions, such as the environmental monitoring, emergency warning, and risk prediction. The realization of the city digital twin will help the rapid and effective decisionmaking of emergency plans and evaluation on urban design management plans. Another example is the digital twin body area network [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], which can simulate a virtual human body through 6G and information and communications technology (ICT). It can track around the clock, predict diseases in advance, and simulate the operations and medication on the virtual human body. The efficacy of drugs can be predicted which can speed up drug development, reduce costs, and improve the quality of human life. The combination of digital twin body area network and cloud, fog, sensor layer computing and other technologies will also help epidemic management, such as corona virus disease 2019 (COVID-19), including infection source search, drug development and other aspects. The realization of these novel application scenarios relies on smarter and more advanced 6G.

4) Wireless brain-machine interface applications: The wireless brain-machine interface is a method to help users control electronic devices through their brains, and is often used to provide intelligent communication between users and smart home applications or medical equipment [START_REF] Tripathy | An application of wireless brain-computer interface for drowsiness detection[END_REF], [START_REF] Jafri | Wireless brain computer interface for smart home and medical system[END_REF]. It transmits the users' brain signals to the electronic device, and these signals are analyzed and converted into the command and operations for the device [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF]. The wireless brain-machine interface is initially used in medical scenarios, providing a new method of transmitting information on patients with neurolog-ical injuries and diseases, such as paralysis and Parkinson's, to bring qualitative changes to the quality of their life. Recently, BrainGate has implemented a high-bandwidth, high-precision, and low-power wireless brain-machine interface system with which two paralyzed testers can "perform" clicking and typing on a tablet computer using their brain signals only [START_REF]Home use of a percutaneous wireless intracortical brain-computer interface by individuals with tetraplegia[END_REF]. Also, the wireless system has been tested and its performance is very close to that of wired computer peripherals. The authors of [START_REF] Liu | A fully integrated sensor-brain-machine interface system for restoring somatosensation[END_REF] proposed a fully integrated wireless sensor brainmachine interface, which can transmit key somatosensory signals, fingertip strength, and limb joint angles to the brain, providing a new solution for transmitting somatosensory feedback for the next generation of neuroprosthetics. In addition to applications in medical and health care scenarios, the wireless brain-computer interface in 6G may also help users better communicate with the environment and other users who use wireless brain-computer interface-supported devices [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF]. In the future, smarter 6G with higher speed, higher reliability, lower latency, higher perception accuracy, and lower power consumption will help the realization of wireless brainmachine interfaces, providing impetus for the realization of a smarter life.

5) Holographic communication: In many science fiction movies, there have been scenarios where the protagonist communicates with another person's virtual image, which is expected to become a reality in the 6G era. People can see and interact with holographic images of others, as if people were communicating face to face in the same place. On the basis of traditional 2D video communication, holographic communication can present high-precision real-time 3D images, requiring very large bandwidth, low latency, and highprecision resolution. Information including the 2D resolution, color and 3D tilt, angle and position will be transmitted through the communication network [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF]. In addition to realtime holographic communications in the real world, holographic communication will also bring users the experience of connecting with the past and the future [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. Whether they are people who have passed away, things that have disappeared, or things that have not yet appeared, they can all be preserved and constructed in a holographic manner. Users will be able to communicate with these past and future holographic images, and get a new experience in the past and future worlds.

6) Emergency rescue communication: From 1G to 5G, the terrestrial mobile communication system has achieved higher coverage, larger bandwidth, faster speed, lower delay, and denser network. However, when an area suffers from largescale natural disasters, such as earthquakes, floods, mudslides or other severe accidents caused by humans, the terrestrial communication network in the area may be completely paralyzed. People who need help cannot send out distress signals in time, and the external rescue task will also be hindered. Besides, there is not enough communication network coverage in several scenarios, such as oceans and deserts. In the event of accidents and emergencies, the golden 72 hours will be the key to saving people's lives. With the further realization of 3D full space coverage in 6G, UAV [START_REF] Pirzada | Detection and communication of disasters with space-air-ground integrated network[END_REF]- [START_REF] Feng | NOMA-based UAV-aided networks for emergency communications[END_REF] and satellite communication networks [START_REF] Pirzada | Detection and communication of disasters with space-air-ground integrated network[END_REF], [START_REF] Shin | On the mixed support of TDMA and SCPC for satellite disaster communications network[END_REF] will respond quickly and be deployed on demand, providing emergency communications to help quick search and rescue. Taking the golden rescue time into account, it is required to quickly provide a large-bandwidth network deployment with sufficient coverage area. At the same time, because the non-terrestrial networks have high battery requirements, it is hoped that the power consumption can be as low as possible and the emergency communication system can support for a longer period of time.

7) Immersive XR: XR is the collective term for VR, AR, and mixed reality (MR). The VR enables users to interact with another completely virtual digital world, while the AR provides users with an interactive experience of virtual objects in real physical worlds. The MR integrates the VR and AR, providing interactions for users with the real world, digital VR world and completely virtual objects [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF]. Although XR has some practical applications in the 5G era, it is still in the initial stage, similar to the video services of the mobile Internet [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF]. With the continuous development of computing, communication, sensing, imaging, storage, and other technologies, 6G will achieve a fully immersive XR. The virtual five senses including sight, hearing, touch, smell, and taste will be digitalized and transmitted. The video image resolution will be higher, the color will be more real, and the delay will be lower, giving users a more realistic and immersive feeling. In the future, 6G's ultra-high data rate, ultra-large bandwidth, low latency, high reliability, high imaging resolution, high sensing capabilities, and other characteristics will make immersive XR applications possible, which can be used in a series of scenarios such as entertainment, telemedicine, and remote industrial control.

C. System Performance Analysis and Trade-offs between KPIs

Due to the development of communication technologies and the enrichment of service requirements, 6G will provide a more comprehensive and high-quality communication experience and will exceed 5G in system performance on all fronts as shown in Table VI. To evaluate 6G more thoroughly, the proposed 17 KPIs can be used to analyze system performance in terms of network transmission performance, network access performance, network efficiency, and QoS.

Although 6G will have a step change in these 17 KPIs, the KPIs often cannot be improved simultaneously in the same system due to hardware impairments, actual propagation environment and other limitations [START_REF] Chen | Fundamental trade-offs on green wireless networks[END_REF]. Moreover, performance improvements in communication systems often come at the cost of energy consumption. According to [START_REF] Yu | Power consumption based on 5G communication[END_REF], the energy consumption of 5G is more than three times that of 4G, and thus it can be expected that the energy consumption of 6G may exceed that of 5G. As a result, considering the resource constraints, maintaining optimum performance in all aspects is superfluous for a practical communication system. As mentioned previously, 6G systems will be extended to support more abundant and various application scenarios. In addition to communication, 6G is expected to offer new services, e.g., digital twins, AI, computing, localization, and sensing. Since 6G has a wide range of applications but system resources are difficult to meet all the ultra-high performance demands simultaneously, the trade-offs of system performance metrics in each scenario and application are inevitable. In [START_REF] Rasti | Evolution toward 6G multi-band wireless networks: A resource management perspective[END_REF], the authors summarized the technical requirements in different 6G application scenarios, including feMBB, umMTC, euRLLC, and MBRLLC. For example, it was proposed that latency, jitter and reliability are more significant in euRLLC scenarios than peak rate and connectivity. The different requirements for KPIs appear in other 6G scenarios as well, and this is the theoretical foundation for analyzing the performance tradeoffs. In this survey paper, the 6G technical requirements for different application scenarios are summarized in Table VII. For technical requirements with existing quantitative ranges, e.g., data rate, latency, and connection density, we investigate the quantitative requirements of these KPIs in different application scenarios. Note that each type of scenario does not require all indicators to reach the extreme. So, we only provide quantitative specific values for these indicators with high attention. However, for the emerging security capacity and intelligence level that have not been quantitatively studied yet, we only provide qualitative importance measure. As can be seen, there are great differences between 6G requirements of KPIs in different application scenarios. For example, digital twins impose high demands on data rate, latency, area traffic capacity, connection density, positioning, resolution, and intelligence level. Extremely low-power communications require high level of connection density and energy efficiency. A similar but simplified table was proposed in [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF] and the table listed different levels of demand for KPIs for different technologies. Hence, trade-offs between KPIs based on their intrinsic relationships and application scenarios have been a hot topic since 4G and many scholars have conducted research on this fundamental issue.

Among all the KPIs, SE and EE have been the most concerned ones because every communication system upgrade is accompanied by a magnitude increase in these two metrics. For communication system operators, it is optimal to enhance both SE and EE. Unfortunately, in actual system deployment, EE decreases with SE enhancement, which means that it is essential to achieve the optimal operation points in terms of SE and EE for better overall performance [START_REF] Wu | Green transmission technologies for balancing the energy efficiency and spectrum efficiency trade-off[END_REF]. In [START_REF] Ku | Spectral-energy efficiency tradeoff in relay-aided cellular networks[END_REF], [START_REF] Zhang | Performance tradeoff in relay aided d2d-cellular networks[END_REF], the trade-offs between SE and EE for the relay system were investigated while in [START_REF] You | Energy efficiency and spectral efficiency tradeoff in RIS-aided multiuser MIMO uplink transmission[END_REF] authors analyzed the same trade-off for RIS-aided system. Based on the trade-off between SE and EE, in [START_REF] Ruan | Power allocation in cognitive satellite-vehicular networks from energy-spectral efficiency tradeoff perspective[END_REF] authors investigated power allocation in satellite-vehicular networks and the hybrid time division multiple access (TDMA) non-orthogonal multiple access (NOMA) system design was proposed in [START_REF] Wei | Spectral-energy efficiency trade-off based design for hybrid TDMA-NOMA system[END_REF]. Furthermore, as a complementary KPI to SE and EE, cost efficiency has also received wide attention. The SE, cost efficiency, and their relationships were discussed for cellular networks in [START_REF] Mishra | Spectral efficiency and deployment cost efficiency analysis of mmW/UHF-based cellular network[END_REF]. In [START_REF] Patcharamaneepakorn | Quadrature space-frequency index modulation for energy-efficient 5g wireless communication systems[END_REF], a quadrature space-frequency index modulation (IM) scheme was proposed and the SE-EE-cost efficiency-economic efficiency trade-off performance was investigated. An adaptive transmission scheme for integrated satellite-terrestrial networks was invented in [START_REF] Ruan | Energy efficient adaptive transmissions in integrated satellite-terrestrial networks with ser constraints[END_REF] and the trade-off among SE, EE, symbol error rate, and economic efficiency based on the proposed scheme was analyzed.

In addition to the trade-off between SE and EE, the study of trade-offs between other KPIs is equally instructive for communication system design. The data rate, latency, and their trade-offs were investigated for secondary cellular networks and UAV networks [START_REF] Chen | Capacity and delay tradeoff of secondary cellular networks with spectrum aggregation[END_REF], [START_REF] Wei | Capacity and delay of unmanned aerial vehicle networks with mobility[END_REF]. Furthermore, the delay and EE trade-offs also raise concerns. The trade-offs for D2D communication and maritime wireless networks were analyzed in [START_REF] Luo | Learning to tradeoff between energy efficiency and delay in energy harvesting-powered D2D communication: A distributed experience-sharing algorithm[END_REF], [START_REF] Yang | Efficient energy and delay tradeoff for vessel communications in SDN based maritime wireless networks[END_REF]. Reliability, as one of the most focused KPIs, has similarly been extensively studied. Its trade-offs with security, latency, and cost efficiency have been validated [START_REF] Cao | Security-reliability trade-off analysis of AN-aided relay selection for full-duplex relay networks[END_REF]- [START_REF] Song | Cost-reliability tradeoff in licensed and unlicensed spectra interoperable networks with guaranteed user data rate requirements[END_REF].

As to the trade-offs in different application scenarios, in [START_REF] Zhang | Statistical delay and errorrate bounded QoS provisioning for mURLLC over 6G CF M-MIMO mobile networks in the finite blocklength regime[END_REF] the authors analyzed the delay and error-rate performances and solved the delay-violation probability minimization problem for the muRLLC scenarios in 6G cell-free massive MIMO systems. In [START_REF] Wu | Resource management in space-air-ground integrated vehicular networks: SDN control and AI algorithm design[END_REF], the authors emphasized the importance of EE and QoS in designing resource management and network architecture for space-air-ground systems. The performance analysis of tactile internet and the trade-offs for URLLC massive MIMO systems were discussed in [START_REF] Tarneberg | Utilizing massive MIMO for the tactile internet: Advantages and trade-offs[END_REF]. In short, the trade-offs between 6G KPIs for optimal system performance have been widely recognized and the research on SE, EE, capacity, reliability and other metrics has been fruitful. However, due to the increased complexity of 6G systems and the abundant application scenarios, there is still a need for further research on 6G system performance analysis and trade-offs between KPIs.

IV. 6G NETWORK ARCHITECTURE

With the continuous development of application requirements and technical requirements, the three major application scenarios in current 5G are expected to be enhanced and expanded in 6G. Novel application scenarios, such as digital twins, integration of communication, computing, and sensing, distributed AI applications, are also envisaged in 6G. These enhanced and novel application scenarios put forward higher requirements on the KPIs of the communication system. In addition to the significant enhancement of 5G KPIs, communication systems are also required to acquire new capabilities on positioning, sensing, imaging, intelligence level, etc., as shown in Fig. 4. It is difficult to improve these KPIs only by using new air interface technologies. Hence, it is necessary to revolutionize the entire communication network at the architecture level, to enable the network to provide diverse applications and reduce the cost and energy consumption.

From 1G to 5G, the communication network architecture is developing in the direction of modularization, softwareization, virtualization, and cloudification. Key network architectures in 5G include the network slicing, network functions virtualization (NFV), software defined network (SDN), and servicebased architecture (SBA), making the network more flexible and bringing improvements in multiple aspects including application services and costs. However, there are still many challenges in deploying these network architectures in real networks. For the sake of application requirements, technical requirements, and cost considerations, the 6G network architecture will integrate novel network architectures and technologies on the basis of the further evolution of the 5G network architecture, moving towards the following five directions: 1) 3D multi-network integrated; 2) secure and trustworthy; 3) integration of communications, sensing, and computing; 4) green, flexible, and lightweight; 5) natively intelligent. Development trends of the 6G network architecture are summarized in Fig. 7. In addition, we have specified representative references to help readers understand the corresponding concept for each key point of 6G network architecture in Fig. 7. Some existing survey papers did discuss several potential architectural components, but they did not analyze the evolution trend or propose any overall architecture for 6G, e.g., [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF], [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF], [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Alwis | Survey on 6G frontiers: Trends, applications, requirements, technologies and future research[END_REF]. What's more, the overall 6G network architecture introduced in existing works [START_REF] Huang | A survey on green 6G network: Architecture and technologies[END_REF], [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF], [START_REF] Gui | 6G: Opening new horizons for integration of comfort, security, and intelligence[END_REF], [START_REF] Viswanathan | Communications in the 6G era[END_REF]- [START_REF] Liu | Vision, requirements and network architecture of 6G mobile network beyond 2030[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF] cannot cover all the design concepts. For example, Huang et al. [START_REF] Huang | A survey on green 6G network: Architecture and technologies[END_REF] ignored enhanced 5G architecture, flexible, lightweight, and energyefficient networks, deep fusion of resources, and network security.

In this section, we will first review and summarize the further evolution of the 5G network architecture, then introduce the development trends of the 6G architecture one by one comprehensively, and finally we will propose a potential novel comprehensive network architecture for the 6G communication network.

A. Further Evolution of the 5G Network Architecture 1) NFV: Traditional fixed hardware-based networks have high deployment cost and low network flexibility. NFV is a revolutionary network architecture that transforms fixed networks to software-based programmable networks. Its design concept is to decouple software and hardware [START_REF] Han | Network function virtualization: Challenges and opportunities for innovations[END_REF]. With the help of virtualization technologies, multiple virtualized servers can be deployed on one or more physical hardware resources. Different servers can be configured on demand to execute different network functions, thus providing network support for diverse applications. Using the NFV to virtualize the network can significantly reduce the equipment, operation, and maintenance costs of hardware, improve the efficiency of network operation and management, shorten the development cycle of network services, and make the network flexible and scalable [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Pattaranantakul | NFV security survey: From use case driven threat analysis to state-of-the-art countermeasures[END_REF]. The architecture of NFV mainly consists of three components, i.e., the NFV infrastructure (NFVI), the virtual network functions (VNFs), and the NFV management and orchestration (NFV-MANO) [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF].

In November 2012, the European Telecommunications Standards Institute (ETSI) cooperated with several telecom network operators to form the Industry Specification Group for NFV [START_REF] Rehman | Network functions virtualization: The long road to commercial deployments[END_REF]. In recent years, a large number of NFV-related studies have emerged. Related works on NFV can be divided into three categories according to their focus [START_REF] Rehman | Network functions virtualization: The long road to commercial deployments[END_REF], [START_REF] Yi | A comprehensive survey of network function virtualization[END_REF], i.e., the conceptual design of the integration of NFV with various other networks, the research on resource allocation, orchestration, and other algorithms for NFV, and the literature review of various aspects of NFV.

Recently, there are also plenty of research works on the enhancement of NFV. In order to minimize the decrease of NFV in the throughput and latency performance compared with fixed network infrastructures, the demand for optimization and [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF] ≥ 1-10 Gbps [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF], [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF] 0.1-10 ms [START_REF] Alwis | Survey on 6G frontiers: Trends, applications, requirements, technologies and future research[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] ≤ 10 us ≈ 100 Mbps -1 Gbps [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF], [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF] <0.1-3 ms [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Alwis | Survey on 6G frontiers: Trends, applications, requirements, technologies and future research[END_REF], [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF] 1-100 us 100 Mbps [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] <1 ms [START_REF]CCID, 6G Concepts and Vision[END_REF] 1-100 us [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF] -
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≥ 99.99 999% [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF], [START_REF] Tataria | 6G wireless systems: Vision, requirements, challenges, insights, and opportunities[END_REF], [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF] 10-50 cm
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<1 ms [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] 1-100 us ≥ 1000 [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] 5-15 -50-100 cm [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] 1 cm [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] H H Digital twins 0.1-1 Tbps [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF] ≥1 Gbps [START_REF]2030 (6G) Promotion Group, 6G Typical scenarios and key capabilities[END_REF] 0.1-1ms [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Datang Mobile | Global Coverage and Smart Scenario Connections-White Paper on 6G Vision and Technology Trends[END_REF] - acceleration technologies comes into being. Linguaglossa et al. [START_REF] Linguaglossa | Survey of performance acceleration techniques for network function virtualization[END_REF] presented a comprehensive overview and derived corresponding guidelines on a range of acceleration technologies, including low-level hardware acceleration and high-level software acceleration solutions. The reinforcement learning was used in [START_REF] Lin | Flow scheduling in a heterogeneous NFV environment using reinforcement learning[END_REF] to reduce the performance degradation of the flow scheduling in heterogeneous environments due to recently emerging programmable accelerators. In order to achieve effective resource management and allocation, improve the operating efficiency, and meet high latency requirements of applications, Kianpisheh et al. [START_REF] Kianpisheh | Joint admission control and resource allocation with parallel VNF processing for time-constrained chains of virtual network functions[END_REF] proposed a joint access control and resource allocation algorithm based on parallel VNF processes. The experience network intelligence (ENI) working group established by ETSI is committed to using AI and ML technologies to adjust and optimize the VNFs in dynamic requirements and environments [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF]. Network security is also an important issue that needs to be considered when employing NFV. Pattaranantakul et al. [START_REF] Pattaranantakul | NFV security survey: From use case driven threat analysis to state-of-the-art countermeasures[END_REF] presented a set of recommendations for protecting NFV-based services based on the established threat classification and analysis, and discussed the latest security countermeasures. A joint research on the mapping between virtual networks and hardware devices in NFV, routing strategies, and security defense issues were studied comprehensively in [START_REF] Xue | SecRouting: Secure routing for network functions virtualization (NFV) technology[END_REF].

0.1-10 [31], [33]
In addition to the aforementioned software optimization and acceleration, power allocation, access management, security, etc., NFV also faces research challenges such as the system complexity, cloud-native NFV-MANO [START_REF] Breitgand | Toward true cloud native NFV MANO[END_REF], network programming and automation [START_REF] Rehman | Network functions virtualization: The long road to commercial deployments[END_REF], service quality and data privacy in crowdsourced edge-based NFV [START_REF] Rahman | Blockchain-enabled SLA compliance for crowdsourced edge-based network function virtualization[END_REF], and edge cloud virtualization technologies [START_REF] Valsamas | A comparative evaluation of edge cloud virtualization technologies[END_REF]. There is still a long way to go to enhance and deploy NFV in real beyond 5G (B5G) and 6G networks.

2) SDN: Different from decoupling software and hardware in NFV, the SDN is based on the idea of decoupling the control plane and the forwarding plane, aiming to separate network control functions from forwarding functions [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Das | A survey on controller placement in SDN[END_REF], [START_REF] Jimenez | A survey of the main security issues and solutions for the SDN architecture[END_REF]. The SDN architecture mainly includes the application plane, control plane, and data (forwarding) plane [START_REF] Das | A survey on controller placement in SDN[END_REF]. In SDN, a software-defined logical network is abstracted on the physical network. Network control functions are centralized to the SDN controller which interfaces with upper-layer applications and instructs lower-layer network infrastructures that only retain forwarding functions to complete forwarding operations. SDN makes each layer relatively independent. This has a series of advantages, such as programmability, flexibility, low costs, and high efficiency [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF], [START_REF] Rawat | Fusion of software defined networking, edge computing, and blockchain technology for wireless network virtualization[END_REF].

Since the concept of SDN was proposed, research on various aspects of SDN implementation and enhancement has made a lot of progress. Limited by the heterogeneity and complexity of optical devices, the transport network may be the last part to fully realize SDN. A comprehensive survey on the current status and future directions of transport SDN was given in [START_REF] Alvizu | Comprehensive survey on T-SDN: Software-defined networking for transport networks[END_REF]. SDN has also been studied to integrate with various other communication networks, e.g., smart grid communication [START_REF] Rehmani | Software defined networks-based smart grid communication: A comprehensive survey[END_REF], underwater wireless sensor networks [START_REF] Luo | Softwaredefined architectures and technologies for underwater wireless sensor networks: A survey[END_REF], satellite networks [START_REF] Tu | An energy-efficient topology design and DDoS attacks mitigation for green softwaredefined satellite network[END_REF], and vehicular networks [START_REF] Gao | GCH-MV: Game-enhanced compensation handover scheme for multipath tcp in 6G software defined vehicular networks[END_REF]. In [START_REF] Rawat | Fusion of software defined networking, edge computing, and blockchain technology for wireless network virtualization[END_REF], the SDN was proposed to integrate with edge computing and blockchain to improve the efficiency and security of wireless network virtualization. As for more in-depth algorithm study, Das et al. [START_REF] Das | A survey on controller placement in SDN[END_REF] reviewed comprehensively on the SDN controller placement problem, which is a key network design consideration that affects network latency, resiliency, EE, and load balancing. The controller synchronization in distributed SDN was quantified and analyzed in [START_REF] Zhang | More is not always better: An analytical study of controller synchronizations in distributed SDN[END_REF]. In addition, the characteristics of logically centralized control, global view of the network, and dynamic resource allocation in SDN bring some opportunities to achieve the network intelligence. Xie et al. [START_REF] Xie | A survey of machine learning techniques applied to software defined networking (SDN): Research issues and challenges[END_REF] provided an overview of research issues and challenges in applying ML technologies to SDN. Note that, while SDN has the advantages of programmability, flexibility and openness, it will also lead to new security issues that can be easily overlooked. A detailed review and analysis on typical security issues and solutions in SDN were conducted in [START_REF] Jimenez | A survey of the main security issues and solutions for the SDN architecture[END_REF] according to the STRIDE threat model [START_REF]The STRIDE Threat Model: Microsoft Docs[END_REF]. Moreover, in order to take full advantage of SDN, the challenges of deploying SDN in 6G include switch forwarding schemes in hybrid SDN [186], service virtualization and flow management [START_REF] Manogaran | AI assisted service virtualization and flow management framework for 6G-enabled cloud-software-defined network based IoT[END_REF], energy-efficiency optimization [START_REF] Tu | An energy-efficient topology design and DDoS attacks mitigation for green softwaredefined satellite network[END_REF], handover schemes [START_REF] Gao | GCH-MV: Game-enhanced compensation handover scheme for multipath tcp in 6G software defined vehicular networks[END_REF] and freshness-aware age optimization [START_REF] Gao | Freshness-aware age optimization for multipath tcp over software defined networks[END_REF] for multipath transmission control protocol (TCP) in SDNs.

3) SBA: With the development of mobile communications, in order to support various applications, the core network needs to perform more and more functions and become more and more complex. However, different applications may only require part of these network functions. Based on technologies including cloud computing, virtualization, and micro-services, the 5G core network adopts the SBA, which has been accepted by 3GPP [189]. The network elements providing each service are separate modules that are connected together to provide the services of the core network. Different service network functional modules are used for deployment according to the needs of application services. Note that SBA realizes the modularization of 5G core network functions in the form of service function chains by means of NFV. The reference SBA for 5G core network and details of the modular functions can be found in [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Brown | Serviced-based architecture for 5G core network[END_REF], [START_REF] Do | Usage-aware protection plan for state management functions in service-based 5G core network[END_REF]. Similar to the design concept of decoupling control functions in SDN, 5G core network functions in SBA are divided into two classes, i.e., control plane functions and user plane functions (UPFs) [START_REF] Yu | A fully-decoupled RAN architecture for 6G inspired by neurotransmission[END_REF]. In addition to the flexible and modular features originally brought by SBA, the architecture also inherits the advantages of underlying technologies [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Rudolph | Security challenges of the 3GPP 5G service based architecture[END_REF], including on-demand computing of cloud computing, flexible and efficient resource management of virtualization, flexibility, fine-grained property, and independent scalability of micro-services. The security concepts, techniques, and challenges in the SBA were discussed in [START_REF] Rudolph | Security challenges of the 3GPP 5G service based architecture[END_REF]. In [START_REF] Kiran Buyakar | Prototyping and load balancing the service based architecture of 5G core using NFV[END_REF], the authors prototyped an SBA core network in an NFV environment and proposed a load balancing strategy that can significantly reduce the delay of the control plane.

However, using the SBA only on the core network is not enough to maximize the benefits of SBA. While studying how to actually deploy SBA in the core network, research interests also focus on the further evolution of SBA in 6G networks.

The future 6G communication network will be extended on the basis of using SBA in the 5G core network, and will further realize the SBA for the E2E network. In [START_REF] Zeydan | Service based virtual RAN architecture for next generation cellular systems[END_REF], Zeydan et al. explored the potential of applying the SBA to the radio access network (RAN), and introduced the design concepts and implementation details of service-based RAN. The definition of network services at RAN side, the interface between service modules, and other details need to be further studied. What's more, a holistic E2E SBA, which extended the design concept of SBA to the access network and user plane, was proposed and applied to the integrated air-space-ground network in [START_REF] Wang | Holistic service-based architecture for space-airground integrated network for 5G-advanced and beyond[END_REF]. The evolution and simulation of related protocols of the holistic SBA were also discussed and analyzed. In order to apply SBA to a variety of networks more effectively, SBA needs to be enhanced according to specific situations. Looking forward to the 6G vision, a more flexible holistic SBA with full coverage and full applications is a potential candidate for the next-generation network architecture.

4) Network slicing: In the 5G era, the communication system has three scenarios: eMBB, uRLLC and mMTC. Network requirements of these scenarios are quite different. In order to support different application services, the communication network needs to be flexible enough to provide various services of high quality to the greatest extent while considering the cost. Taking these factors into consideration, the network slicing based on NFV, SDN, cloud and edge computing [START_REF] Foukas | Network slicing in 5G: Survey and challenges[END_REF] emerged. The core concept of the network slicing is to multiplex independent logical networks virtualized on the same physical network infrastructure to support different application services [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Khan | Network slicing: Recent advances, taxonomy, requirements, and open research challenges[END_REF], [START_REF] Debbabi | Algorithmics and modeling aspects of network slicing in 5G and beyonds network: Survey[END_REF]. In addition to services to customers (ToC) directly, 5G network slices offer a range of services to business (ToB), such as cloud games, power, medical, ports, and industry. So far, there have been several surveys [START_REF] Foukas | Network slicing in 5G: Survey and challenges[END_REF]- [START_REF] Kaloxylos | A survey and an analysis of network slicing in 5G networks[END_REF] on state-of-art network slicing. For instance, the authors of [START_REF] Khan | Network slicing: Recent advances, taxonomy, requirements, and open research challenges[END_REF] reviewed the current network slicing research in terms of taxonomy, requirements, and research challenges. Debbabi et al. [START_REF] Debbabi | Algorithmics and modeling aspects of network slicing in 5G and beyonds network: Survey[END_REF] investigated the architecture of network slicing and focused on the analysis and overview from the perspective of algorithms.

As a key network paradigm of 5G, network slicing brings many advantages. However, the E2E integrity, slice specialization level, and intelligence level of 5G network slices are still limited.

In the future, the network slicing will mainly develop further in three directions. Firstly, research interests are focusing on implementing holistic E2E network slicing systems. In [START_REF] Dogra | A survey on beyond 5G network with the advent of 6G: Architecture and emerging technologies[END_REF], a next-generation wireless communication network architecture containing slices at three levels: cloud, RAN, and application level, was proposed. Khan et al. [START_REF] Khan | An end-to-end (E2E) network slicing framework for 5G vehicular ad-hoc networks[END_REF] proposed an E2E network slicing framework including RAN and core network slicing for 5G vehicular Ad-Hoc networks. The authors of [START_REF] Li | End-to-end network slicing in radio access network, transport network and core network domains[END_REF] investigated an E2E network slicing system architecture including RAN, transport network, and core network. The software simulation and real hardware demo of the proposed architecture were also demonstrated in [START_REF] Li | End-to-end network slicing in radio access network, transport network and core network domains[END_REF]. Secondly, specialized/tailored network slicing is also one of the directions of evolution. It was envisioned in [START_REF] Viswanathan | Communications in the 6G era[END_REF] that with further development of slicing and virtualization in the future, network slices can become highly specialized. More specifically, Cao et al. [START_REF] Cao | Toward tailored resource allocation of slices in 6G networks with softwarization and virtualization[END_REF] proposed the TailoredSlice-6G algorithm, which can realize the tailored resource allocation of slices in 6G networks to provide tailored slices. In [START_REF] Shi | Two-level soft RAN slicing for customized services in 5G-and-beyond wireless communications[END_REF], a two-level soft customized RAN slicing scheme was proposed, which can satisfy QoS requirements of uRLLC and eMBB services simultaneously. Lastly, there is a growing research interest in achieving intelligent network slicing using AI [START_REF] Shen | AI-assisted network-slicing based next-generation wireless networks[END_REF], digital twins [START_REF] Wang | A graph neural networkbased digital twin for network slicing management[END_REF], and deep reinforcement learning (DRL) [START_REF] Mei | Intelligent radio access network slicing for service provisioning in 6G: A hierarchical deep reinforcement learning approach[END_REF]- [START_REF] Suh | Deep reinforcement learning-based network slicing for beyond 5G[END_REF]. In [START_REF] Shen | AI-assisted network-slicing based next-generation wireless networks[END_REF], an AI-assisted next-generation RAN functional architecture based on network slicing was proposed, with AIassisted network topology, network protocol, and resource management. Based on a new graph neural network model, Wang et al. [START_REF] Wang | A graph neural networkbased digital twin for network slicing management[END_REF] proposed a scalable digital twin of network slicing which can accurately reflect the network behavior, predict E2E slice performance in unknown environments, and provide intelligent network slicing management. The authors of [START_REF] Mei | Intelligent radio access network slicing for service provisioning in 6G: A hierarchical deep reinforcement learning approach[END_REF] proposed a novel hierarchical DRL framework that incorporated the modified deep deterministic policy gradient (DDPG) and the double deep Q-network algorithm to maximize the long-term QoS of services and the SE of network slices. In [START_REF] Nassar | Deep reinforcement learning for adaptive network slicing in 5G for intelligent vehicular systems and smart cities[END_REF] and [START_REF] Suh | Deep reinforcement learning-based network slicing for beyond 5G[END_REF], the DRL was explored to adaptively learn optimal slicing strategies and find optimal resource allocation strategies, respectively. In addition, challenges such as slice isolation, dynamic slice creation and management [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], and multi-tenant networks [START_REF] Reyhanian | Data-driven adaptive network slicing for multi-tenant networks[END_REF] are also research topics that have attracted great interest in network slicing. It can be expected that various application network slices in the future will lead to a qualitative leap in our lives.

B. Development Trends of the 6G Network

1) 3D multi-network integrated: 5G networks, as well as previous generations of communication networks, have mainly focused on deploying network access points to provide connectivity for communication devices on the ground. However, communication in remote areas is limited by low wireless coverage. In addition, communication systems that only rely on terrestrial communication networks have poor robustness and cannot provide timely communication in the event of various disasters. The 6G network will be a 3D full-space network deeply integrated with the ultra-dense terrestrial heterogeneous communication network.

3D full-space integrated network: The future 3D fullspace integrated communication network is a 3D layered, integrated, and cooperative network, which is built on terrestrial networks but extended to space-based networks, aerial networks, maritime networks, underwater networks, [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Guo | A survey on space-airground-sea integrated network security in 6G[END_REF], and underground networks. With various extended networks, the 6G full-space integrated network can be flexibly configured and has the advantage of high resilience [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. For instance, a space-based network can be deployed as an extended backhaul network that helps terrestrial base stations access the core network, or as a node with base station functions [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. Besides, the space-based extended network can also be enabled to carry part of functions of the terrestrial core network, such as the access and mobility management function (AMF), the user plane function (UPF), and the session management function (SMF) [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF]. In addition to these advantages of high flexibility and resilience, the 3D full-space integrated network architecture also has the superiorities of improving communication coverage, rapid deployment and reducing network operating costs in edge areas [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF], and on-demand dynamic resource allocation brought by the network globality [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF].

At present, the research on the integrated 3D space-airground-sea network is ongoing and some progress has been made [START_REF] Guo | A survey on space-airground-sea integrated network security in 6G[END_REF]- [START_REF] Kato | Optimizing space-air-ground integrated networks by artificial intelligence[END_REF]. However, the construction of the 3D fullspace network architecture still faces a series of challenges, which will be discussed later.

Ultra-dense heterogeneous network (UDHN): In 5G, in order to meet various needs of the network, ultra-dense networks have been studied to integrate various enabling technologies [START_REF] Adedoyin | Combination of ultra-dense networks and other 5G enabling technologies: A survey[END_REF]. With the development of diverse communication technologies and various networks, as well as the increasing demand for communication density in various applications, ultra-dense heterogeneous networking will still be one of the key development trends of 6G. Various networks will continue to deepen the integration and combine up-to-date technologies to form a multi-layer UDHN, which can improve the overall QoS of the network and reduce costs [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF].

In recent years, research challenges arising from UDN and the heterogeneity of various networks have been the focus of research. More recently, there have been several new advances in addressing these research issues. In [START_REF] Jo | Self-optimization of coverage and system throughput in 5G heterogeneous ultra-dense networks[END_REF], a selfoptimization scheme for coverage and system throughput was proposed for UDHNs. The adaptive cell selection method in UDHNs was studied in [START_REF] Alablani | An adaptive cell selection scheme for 5G heterogeneous ultra-dense networks[END_REF]. Sun et al. [START_REF] Sun | Movement aware comp handover in heterogeneous ultra-dense networks[END_REF] investigated coordinated multiple points (CoMP) handover schemes for UDHNs considering user movement trends. In addition, with the continuous evolution of AI, new intelligent methods, such as ML and deep learning (DL) were also used to solve typical problems in ultra-dense networks [START_REF] Sharma | Toward massive machine type communications in ultra-dense cellular IoT networks: Current issues and machine learning-assisted solutions[END_REF]- [START_REF] Kim | Energy-efficient ultra-dense network using LSTM-based deep neural networks[END_REF].

2) Secure and trustworthy: While it is critical to innovate the network architecture to meet requirements of various applications in the 6G communication network, security and trustworthiness are also important aspects that cannot be ignored. On one hand, the fusion of communication technologies with data technologies and industrial operation technologies, as well as the marginalization and virtualization of facilities will lead to a more blurred 6G network security boundary. Therefore, the traditional security trust model can no longer meet the requirements of the 6G security and trustworthiness [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. On the other hand, with the change of the network architecture and the emergence of new services and new terminals, 6G networks will face novel security threats [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], e.g., the data privacy issue, security risks of models and algorithms, as well as software or system vulnerabilities. The new 6G network architecture should be based on a more inclusive multilateral trust model, taking security issues into consideration at the beginning of the network design, to achieve the endogenous security and trustworthiness.

Multilateral trust network: The current communication system mainly adopts the centralized bridge trust model [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. However, the requirements and importance of security in different application scenarios are usually different. Porambage et al. [START_REF] Porambage | The roadmap to 6G security and privacy[END_REF] summarized the key requirements for security in major 6G applications comprehensively. The diversity of 6G scenarios makes the traditional security trust model face many challenges. It is necessary to establish a multilateral trust model to cover the trustworthiness in different situations, and to endogenously carry a more robust, smarter, and scalable security mechanism [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. A network that supports multilateral trust includes three modes of trust models: bridge, consensus, and endorsement. The core of multilateral trust is the decentralized consensus of all parties, including the mode of centralized authorization bridge and third-party endorsement. A detailed introduction of the three trust models can be found in [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. The three trust modes are interrelated, making the multilateral trust model more inclusive.

Safe and reliable network architecture: In Fig. 7, we have summarized the evolution and development direction of the 6G network architecture in multiple aspects. It is worth noting that the evolving communication network architecture is also facing novel security threats. In [START_REF] Porambage | The roadmap to 6G security and privacy[END_REF], the authors analyzed the security threats in several potential 6G network architectures including RAN-core convergence, intelligent network management and scheduling, edge intelligence, and specialized 6G networks. While designing the 6G network architecture, potential 6G security technologies are introduced to ensure the network security, such as blockchain technologies [START_REF] Li | Blockchain-based data security for artificial intelligence applications in 6G networks[END_REF], [START_REF] Manoharan | Blockchain based privacy preserving framework for emerging 6G wireless communications[END_REF], quantum communications [START_REF] Hamamreh | Classifications and applications of physical layer security techniques for confidentiality: A comprehensive survey[END_REF], and physical layer security technologies [START_REF] Al-Mohammed | On the use of quantum communications for securing IoT devices in the 6G era[END_REF]. The implementation of standardized open network interfaces with high modularity in O-RAN also provides some new ideas for improving network security [229]. The network security will gradually evolve from traditional security protection to the endogenous security with self-adaptive, autonomous and self-growing security capabilities [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF]. The basic concepts, problems, properties, structures, and functional applications were introduced in [230]. Moreover, Wang et al. [START_REF] Wang | Analysis and application of endogenous wireless security principle for key generation[END_REF] analyzed and applied the endogenous security principle from both theoretical and simulation perspectives. In addition to challenges of security technologies, the integrated evolution design of security architecture and network architecture is also the key to realizing an endogenous secure and reliable network architecture [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. It is necessary to take both communication and security into account and make the optimal trade-off between cost and benefit.

3) Integration of communications, computing, and sensing: The 5G network architecture introduced mobile edge computing to reduce service latency and backhaul costs, and to alleviate the traffic pressure. To achieve the vision of full applications and to meet the requirements of lightweight and dynamic computing, the communication, computing, and sensing functions in the 6G era will be deeply integrated. Each network node will have the functions of data transmission, computing, and sensing, providing better services for various 6G application scenarios.

Multi-layer ubiquitous computing network: The emergence of cloud computing and edge computing has improved the network performance and supported a series of novel services and applications. On one hand, cloud computing centralizes resources and management in the cloud, providing terminal devices and users with flexible and on-demand resource allocation, less management burden, flexible pricing models, and convenient application and service provisioning [START_REF] Mouradian | A comprehensive survey on fog computing: State-ofthe-art and research challenges[END_REF]. On the other hand, edge computing satisfies the network requirements of time-critical applications. The introduction of fog computing connects the cloud and edge computing to form an integrated multi-layer computing network that can flexibly handle computing tasks in various networks [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Mouradian | A comprehensive survey on fog computing: State-ofthe-art and research challenges[END_REF], [START_REF] Ghosh | Mobi-IoST: Mobility-aware cloud-fog-edge-IoT collaborative framework for timecritical applications[END_REF]. With the continuous evolution of computing technologies, in the 6G era, network nodes including cloud computing centers, access networks, bearer networks, core networks, and terminals will have certain computing resources and capabilities. These diverse computing powers will be connected and coordinated in a networked manner, forming a multi-layer cloud-fog-edge-terminal ubiquitous computing network, which can realize on-demand scheduling and efficient sharing of computing services [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF].

Currently, several prospective studies have been initialized on this topic. In [234], [235], China Mobile and China Unicom have carried out conceptual research on the computing network. Based on cloud-fog-edge collaborative networking, Refat et al. [START_REF] Refat | Matt: A mobile assisted tense tool for flexible mgrammar learning based on cloud-fog-edge collaborative networking[END_REF] proposed a flexible mobile grammar teaching tool. In [START_REF] Fantacci | Performance analysis of a delay constrained data offloading scheme in an integrated cloud-fog-edge computing system[END_REF], the performance evaluation and optimization of three-layer cloud-fog-edge computing infrastructure were investigated based on queuing theory. A mobility-driven realtime cloud-fog-edge collaboration framework was proposed in [START_REF] Ghosh | Mobi-IoST: Mobility-aware cloud-fog-edge-IoT collaborative framework for timecritical applications[END_REF], which can efficiently deliver processed information to user devices based on user mobility prediction and intelligent decision-making. Furthermore, research problems in the computing network have also aroused interests. In order to achieve better resource allocation in the computing network, the authors of [START_REF] Han | Utilityoptimized resource allocation in computing-aware networks[END_REF] proposed a bandwidth allocation method based on utility optimization. The sleep mechanism of base stations was studied in [START_REF] Alnoman | Computing-aware base station sleeping mechanism in H-CRAN-Cloud-Edge networks[END_REF], while the joint cloudedge computing model was used to improve the system computing performance. In addition, the ITU-T study group 13 adopted the standard ITU-T-Y.2501 [START_REF]Computing Power Network -framework and architecture[END_REF], defining the computing power network framework and architecture. At present, the industry is transforming from the division scheme to the collaboration scheme of computing and networks, and is integrating computing and networks [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. It is worth noting that there are still many challenges in multi-layer ubiquitous computing networks [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], including theoretical research on cloud-fog-edge computing, demand for computing resources in different scenarios, and perception and measurement of computing powers, as well as the computing network operation management and control, multi-party cooperation, and operation mode from the perspective of real network deployment.

Integrated networks of communications, computing, and sensing: In addition to data transmission and computing capa-bilities, each node in the 6G network will have certain sensing capabilities to meet various new 6G application services that require sensing, imaging, positioning and other capabilities, such as high-precision positioning, mapping, and reconstruction, and gesture/activity recognition [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. Therefore, the 6G network will evolve into an integrated network of communications, sensing, and computing, which is defined as a network with both physical-digital spatial perception and ubiquitous intelligent communications and computing capabilities [241]. The multi-layer cloud-edge-terminal computing network will provide on-demand real-time scheduling and efficient sharing of computing resources, serving ISAC business functions. The architecture of the integrated network is composed of three layers, including distributed terminals, edge network, and core cloud network. The communications, sensing, and computing resources will be deeply integrated and mutually beneficial, providing efficient services for new intelligent applications such as intelligent transportation, UAV networks, space-airground-sea integrated networks, environmental detection, and metaverse.

At present, the research on the integrated network of communications, sensing, and computing is still in its early stage, mainly focusing on concepts and requirements. In 2021, Zhang et al. proposed the concept of joint communications, sensing, and computation enabled 6G intelligent networks and outlined the application requirements and network architecture [START_REF] Yan | Integration of communication, sensing and computing[END_REF], [START_REF] Feng | Joint communication, sensing, and computation enabled 6G intelligent machine system[END_REF]. In 2022, the China Institute of Communications released the first white paper [241] on the integrated network of communications, sensing, and computing, which defined the application scenarios and requirements, analyzed the enabling technologies, and predicted the direction of evolution towards intelligence. Related challenges will be addressed later.

4) Green, flexible and lightweight: Achieving green, flexibility and lightweight is a continuous trend in the development of the network architecture. This is also the key to allocating network resources dynamically and flexibly, enhancing the network efficiency, and reducing network deployment and operation costs. Beyond the flexible network slicing of 5G, the network architecture of 6G will become greener, more flexible, and more lightweight, using cell-free architecture, the RAN-Core convergence architecture, and the fully-decoupled RAN architecture and other promising techniques.

Cell-free/less architecture: Since 5G, the performance of the communication system has been greatly limited by the boundary effect of the traditional cellular architecture, which refers to the phenomenon of poor communication quality and strong interference from other users at the edge of the cell. The traditional cellular network structure requires complex coprocessing and high deployment costs, which makes current technologies extremely limited in their ability to mitigate boundary effects. In addition, issues such as load balancing, interference management, and handover overhead, are also thorny problems in traditional cellular architectures [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. To address these challenges, cell-free (or cell-less) network architecture with massive MIMO was proposed and quickly became the focus of research [START_REF] Ngo | Cell-free massive MIMO versus small cells[END_REF]- [START_REF] Ammar | User-centric cell-free massive MIMO networks: A survey of opportunities, challenges and solutions[END_REF]. A similar user-centric no cell architecture has been shown in 2016 by HUAWEI [START_REF]Telefónica, Huawei complete first 5G UCNC RAN proofof-concept test[END_REF]. In the cell-free network architecture, areas are no longer divided based on cellular grids. Massive MIMO antenna arrays and access points are geographically distributed in a large area and controlled by unified central processing units (CPUs), jointly serving user terminals with the same resources. The cell-free massive MIMO architecture is promising in nextgeneration systems due to its high network coverage, low cost, high macro-diversity gain, low path loss, as well as huge SE and EE [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Papazafeiropoulos | Performance analysis of cell-free massive MIMO systems: A stochastic geometry approach[END_REF].

Since the cell-free architecture was proposed in [START_REF] Ngo | Cell-free massive MIMO versus small cells[END_REF], research has been widely conducted to validate its advantages. In [257], the authors analyzed the SE and EE for cell-free massive MIMO system and the results demonstrated that the cell-free architecture would provide the same QoS in a greener way. A similar conclusion was also revealed in [START_REF] Papazafeiropoulos | Towards optimal energy efficiency in cell-free massive MIMO systems[END_REF]. Moreover, due to the fact that cellular-free networks serve users through access points, the network deployment could be more flexible [START_REF] Demir | Foundations of usercentric cell-free massive MIMO[END_REF], [START_REF] Ammar | User-centric cell-free massive MIMO networks: A survey of opportunities, challenges and solutions[END_REF]. As a result, its potential advantages have led to a large number of studies on cellfree networks in recent years. Focusing on the impact of hardware impairments, Papazafeiropoulos et al. [START_REF] Papazafeiropoulos | Scalable cell-free massive MIMO systems: Impact of hardware impairments[END_REF] investigated the performance of scalable cell-free systems with low computational complexity. The effects of phase drifts and noise in non-ideal hardware on cell-free systems were studied in [START_REF] Zhang | Cell-free massive MIMO systems with non-ideal hardware: Phase drifts and distortion noise[END_REF]. In order to improve the transmission reliability in dynamic cell-free massive MIMO networks, the authors of [START_REF] Makhanbet | Energy-delay-aware power control for reliable transmission of dynamic cell-free massive MIMO[END_REF] proposed a learning-based energy-delay-aware power control strategy. Ye et al. [START_REF] Ye | Fingerprint-based covariance matrix estimation for cell-free distributed massive MIMO systems[END_REF] studied channel estimation methods in cell-free systems, and proposed a high-precision channel covariance matrix estimation scheme with fingerprintbased localization. In addition to theoretical studies in cell-free systems, researches have also focused on the integration of cell-free networks with other technologies. In [START_REF] Datta | Full-duplex cell-free massive MIMO systems: Analysis and decentralized optimization[END_REF], Datta et al. proposed and analyzed full-duplex cell-free massive MIMO systems that can take full throughput and EE advantages of full-duplex communications. Based on cell-free massive MIMO networks, a novel federated learning framework in wireless environments was proposed in [START_REF] Vu | Cell-free massive MIMO for wireless federated learning[END_REF]. So far, the cellfree architecture has been applied to many new communication scenarios, including mmWave communications [START_REF] Wang | Millimeter wave cell-free massive MIMO systems: Joint beamforming and AP-user association[END_REF], VLC [START_REF] Beysens | BlendVLC: A cell-free VLC network architecture empowered by beamspot blending[END_REF], satellite and UAV communications [START_REF] Liu | Cell-free satellite-UAV networks for 6G wide-area Internet of things[END_REF], and communications in indoor factory environments [START_REF] Alonzo | Cell-free and user-centric massive MIMO architectures for reliable communications in indoor factory environments[END_REF]. To make the cellfree/less architecture into reality, there are still many issues to be explored. The main research challenges and opportunities in cell-free massive MIMO networks were reviewed in [START_REF] Ammar | User-centric cell-free massive MIMO networks: A survey of opportunities, challenges and solutions[END_REF] comprehensively, including issues such as the fronthaul link, estimation of channel state information (CSI), and resource allocation.

RAN-Core convergence: Currently, the core functions of the communication network are becoming decentralized, while higher-level RAN functions are becoming centralized. In order to make the 6G network more lightweight and flexible, the Bell Labs [START_REF] Viswanathan | Communications in the 6G era[END_REF], [START_REF] Redana | 5G evolution/6G architecture vision and enablers[END_REF] proposed a novel network architecture concept of RAN-Core convergence, which means that part of the RAN architecture (centralized high-level RAN) and part of the core network (sinking edge core network) can be unified to a single entity. On one hand, the complexity of the network and the cost of transmission can be reduced. On the other hand, the scalability of the network elements on the RAN side will be increased. Note that issues such as network decomposition in the RAN-Core converged network architecture and the coordination of protocol suites between different networks require further study [START_REF] Viswanathan | Communications in the 6G era[END_REF].

Fully-decoupled RAN architecture: From 4G to 5G, the architecture of the core network has been designed to separate the control plane from the user plane, which could improve the flexibility of the network. However, on the RAN side of 5G, each base station still needs to be equipped with control functions and functions in the user plane (e.g., data transmission functions) [262]. So, there is still room for network architecture optimization. In [START_REF] Yu | A fully-decoupled RAN architecture for 6G inspired by neurotransmission[END_REF], [262], a novel architecture that fully decouples the RAN side was proposed, and its advantages in terms of EE, reliability, mobility, and flexibility were discussed. In the fully-decoupled RAN architecture, base stations are divided into control base stations and data base stations, which perform control and data transmission functions separately. Control base stations are usually macro cell base stations with a large range, while data base stations are micro-cell base stations. By multiplexing the second generation (2G)/3G network infrastructure or spectrum resources, terminals can transmit control signals through low-frequency control channels and control base stations, which improves spectrum utilization and makes network more flexible. Besides, the design concept of this architecture also takes the resource allocation and power consumption into account. Note that full decoupling is not achieved only by separating control base stations and data base stations. The data base stations for uplink and downlink transmission are completely separated. In this way, control base stations can coordinate spectrum resources more accurately, and the interference between users will also be reduced. In addition, separating the uplink and downlink base stations and deploying fewer downlink base stations to serve larger areas can reduce the power consumption of the network and terminals, which can make the network greener and more energy efficient. Details about the design concept of the fully decoupled RAN architecture can be found in [START_REF] Yu | A fully-decoupled RAN architecture for 6G inspired by neurotransmission[END_REF]. Recently, Zhao et al. [START_REF] Zhao | Joint reception and parallel base stations selection in uplink fully-decoupled RAN for 6G[END_REF] investigated the uplink joint base station reception issue in the fully decoupled RAN architecture, and designed an effective parallel uplink base station selection strategy based on SE maximization. However, the current research on the fully decoupled RAN architecture is still in the early stage.

5) Natively intelligent: It is widely believed that the 6G will be more intelligent. In the 5G era, there have already been studies to improve the intelligence level of the network. The 5G core network has added the network data analysis function (NWDAF), which improves the data collection and analysis capabilities of the network. However, due to limited data sources, lack of data privacy protection and support for external AI services, the NWDAF cannot provide native AI support for the network. With the fast development of AI technologies (including DL [START_REF] Zhang | Deep learning in mobile and wireless networking: A survey[END_REF], reinforcement learning, and federated learning) and the enhancement of the comprehensive capabilities of network nodes, such as communications, computing, and sensing, 6G networks will support native AI intelligence, which has two different aspects [265], i.e., AI for Network (AI4Net) and Network for AI (Net4AI). On one hand, novel AI technologies are used in network planning, maintenance and optimization, enabling self-operation, selfmaintenance, and self-repair capabilities of the network. On the other hand, the network with native intelligence will be able to provide more intelligent AI application services for users. Currently, more and more research interests are focused on natively intelligent network architecture, such as cognitive service architecture, deep edge nodes and networks (DEN 2 ), self-sustaining networks (SSNs), and digital twinbased network architecture. These technologies will help to achieve natively intelligent 6G networks.

Cognitive service architecture: From 5G to 6G, diverse application scenarios have emerged. This means changing service scenarios, personalized user needs, and changing business requirements. These factors, in turn, require 6G networks to be flexible enough. Although the modular 5G core network with the SBA can be deployed using different network modules based on the needs of services, the SBA in the 5G core network uses rough configuration and lacks real-time sensing and dynamic adaptability to changes in service requirements [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. In [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], a novel cognitive service architecture, which has two main features, i.e., the ability to accurately identify target behaviors, scene semantics and user characteristics, as well as the unified service description method, was proposed. More recently, the design concept and implementation details of the cognitive service architecture were described in detail in [266]. In order to realize the cognitive function of the network, traditional network services are upgraded to cognitive services, and real-time perception and AI reasoning capabilities are added in addition to basic network functions. On one hand, the upgraded SBA can perceive network status such as the request flow, resource and topology status, and operation and maintenance events in real time. On the other hand, the intelligent ability of AI can be used to realize the online feature matching and local reasoning functions of the network. The updating of the cognitive capabilities of network functions and interfaces is accomplished by updating the knowledge graph of cognitive services. In addition, in the cognitive service architecture, AI is also introduced to enable the intelligent resource scheduling function module for the 6G core network to improve the overall performance of the network. More details about the cognitive service architecture can be found in [266]. Especially, in addition to investigating the design concept of the cognitive service architecture, Li et al.

[266] also conducted a case study of the cognitive service architecture through the session establishment process. The results illustrated that the cognitive service architecture can improve the performance of the system by simplifying the process of network function interaction with the knowledge graph of network services. In order to realize the cognitive service architecture, it is necessary to focus on various enabling technologies such as unified network semantics, polymorphic interfaces supporting cognitive services, service continuity assurance, and general platforms for the computing network integration.

DEN 2 : In the future, 6G will serve novel industry scenarios that require extreme performance and local data processing. To this end, 6G is expected to deploy communication services and intelligence at the edge, to gradually realize pervasive intelligence of the network. The DEN 2 was proposed in [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. Its essential design concept is large-scale networking consisting of collaborative and controllable deep edge node entities which provide communication services, intelligence, computing, etc. A similar idea, called connected AI, was proposed in [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF]. A schematic diagram of the architecture of DEN 2 was given in [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], including the architecture of DEN 2 operation, DEN 2 control and management, and networking architecture. From the perspective of promoting the intelligence of deep edge nodes, the key function of DEN 2 is to support native AI, including data access, storage, processing, inference, and knowledge distribution [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. Through the networking of deep edge nodes, DEN 2 can promote the integration of resources such as communication and computing and make full use of these resources, further enhancing the intelligence level of 6G networks.

SSN: In order to improve the efficiency of network deployment, management, and maintenance and reduce the cost of network operation, the self-organizing network (SON) pursuing network management deployment and management automation has been proposed, which has recently attracted much attention [START_REF] Zhang | A generative adversarial learningbased approach for cell outage detection in self-organizing cellular networks[END_REF]- [START_REF] Palacios | Automatic feature selection technique for next generation self-organizing networks[END_REF]. However, a potential paradigm shift for 6G is from SON to the SSN as SON is limited to only adapting its functionality to specific environmental conditions [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF]. The main feature of SSN is the ability to self-sustain and permanently maintain the performance of the network in highly dynamic and complex environments (including unknown environments).

So far, research on SSN is still in its infancy, and several studies have focused on SSN at the RAN side. In traditional network slicing, the network only performs operations for specific scenarios, and manual intervention is always required to solve unforeseen network situations and problems [START_REF] Mei | An intelligent self-sustained RAN slicing framework for diverse service provisioning in 5G-beyond and 6G networks[END_REF]. To address this challenge, in [START_REF] Mei | An intelligent self-sustained RAN slicing framework for diverse service provisioning in 5G-beyond and 6G networks[END_REF], Mei et al. proposed an intelligent self-sustaining RAN slicing framework. Driven by AI technologies, the self-sustaining RAN slice architecture combines self-management of multi-granularity network resources, self-optimization and self-learning of slice control performance, and adaptive control strategies under unpredictable network conditions. It can autonomously maintain high QoS performance of various services under different network conditions. In addition, the authors of [START_REF] Mei | An intelligent self-sustained RAN slicing framework for diverse service provisioning in 5G-beyond and 6G networks[END_REF] also tried to apply the proposed self-sustaining RAN slicing framework to vehicular networks, and the case study illustrated the advantages of flexibility, self-learning, and fast automatic adjustment of the self-sustaining RAN slicing framework. We can believe that with the further development of AI technologies and the improvement of network intelligence, the future 6G network will develop from the RAN side and gradually realize an E2E SSN.

Digital twin-based network architecture: The 6G network will be a ubiquitous network with endogenous security, providing the ultimate network experience, supporting diverse application scenarios, and covering all scenarios. In order to realize the 6G vision, the network architecture needs to be innovated in many aspects. However, traditional network optimization and innovation often rely on the physical networks, which take a long time and have high implementation costs.

In order to make the network evolve more efficiently, the concept of digital twin [START_REF] Grieves | Digital twin: Manufacturing excellence through virtual factory replication[END_REF]- [START_REF] Nguyen | Digital twin for 5G and beyond[END_REF] has been applied to the innovation and evolution of communication network in recent years. This brings new opportunities and methods to improve various KPIs of 6G networks, such as SE, EE, intelligence, and security. The digital twin, which is defined as a physical product, a virtual product, and the connection between them, was first proposed by Michael Grieves in 2003 [START_REF] Grieves | Digital twin: Manufacturing excellence through virtual factory replication[END_REF]. With the continuous advancement of modeling and simulation technologies, digital twins are gradually being applied to various industries such as manufacturing, aviation, healthcare, and 6G networks [272]. In [START_REF] Ahmadi | Networked twins and twins of networks: An overview on the relationship between digital twins and 6G[END_REF], the authors discussed the relationship between the digital twin and 6G. On one hand, more advanced and intelligent 6G can promote the realization and application of digital twins in various industries. On the other hand, the intelligent digital twin can also facilitate the design, deployment, operation, and maintenance of 6G networks. Until now, the research on applications of digital twins in 6G networks is still in the early stage, and there are various definitions or implementations [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF]. The widely recognized design concept of the digital twin-based network architecture refers to a virtual digital twin network that is constructed on the real physical network, and they are interactively mapped in real time. The twin network realizes the mapping and control of the physical network through closed-loop simulation and optimization. The digital twin network can provide guidance for the deployment, management, and operation of the real 6G network, and improve the autonomy and automation level of the 6G network [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Ahmadi | Networked twins and twins of networks: An overview on the relationship between digital twins and 6G[END_REF], [START_REF] Nguyen | Digital twin for 5G and beyond[END_REF].

The digital twin-based network architecture has attracted much attention, and a large number of studies have emerged in recent years. In [262], [START_REF] Yu | Cybertwin: An origin of next generation network architecture[END_REF], the authors proposed a cybertwinbased network architecture in which digital cybertwins of the end users hosted at the edge of the network can offer three major functions: communication assistance, network behavior logs, and digital asset ownership. On the basis of this work, Li et al. [START_REF] Li | Joint virtual network topology design and embedding for cybertwin-enabled 6G core networks[END_REF] investigated the joint virtual network topology design and embedding in the cybertwin-based 6G core networks. To facilitate user-centric networking, Shen et al. [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF] proposed a digital-twin-based network architecture integrating network slicing and AI. This framework could achieve fine-grain and flexible network management. In [START_REF] Wang | Real-time analysis of multiple root causes for anomalies assisted by digital twin in NFV environment[END_REF], a virtual digital twin instance of a physical network was established to capture the dependencies between anomalies and faults in NFV environments in real time. The simulation results demonstrated the effectiveness and advantage of digital twins to assist in analyzing root causes of anomalies in NFV environments. Naeem et al. [START_REF] Naeem | Digital twin-empowered network slicing in B5G networks: Experience-driven approach[END_REF] used the digital twin to assist in the optimal allocation of network slice resources. They utilized graphs to build digital twins of network slices and tried to use graph neural networks to learn complex relationships of network slices. The network state based on the digital twin can finally be forwarded to the deep distributed Q network proposed in [START_REF] Naeem | Digital twin-empowered network slicing in B5G networks: Experience-driven approach[END_REF] to learn the optimal network slicing strategy. In addition, some other works focused on issues in digital twin-assisted edge networks, such as the application of digital twins in the offloading of intelligent computing tasks of IoT devices and the selection of mobile edge servers [START_REF] Do-Duy | Digital twin-aided intelligent offloading with edge selection in mobile edge computing[END_REF], [START_REF] Liu | Digital-twin-assisted task offloading based on edge collaboration in the digital twin edge network[END_REF], the communication efficiency and data privacy protection of digital twin edge networks [START_REF] Lu | Communication-efficient federated learning and permissioned blockchain for digital twin edge networks[END_REF], and the optimization issues on edge association [START_REF] Lu | Low-latency federated learning and blockchain for edge association in digital twin empowered 6G networks[END_REF], [START_REF] Lu | Adaptive edge association for wireless digital twin networks in 6G[END_REF].

It can be seen that the current research on digital twins in 6G networks is still at the preliminary stage, mainly involving the application of digital twins in certain parts of the 6G network. Due to the complexity of the 6G network, the research on the holistic 6G network architecture using the digital twin is indeed a very huge and complicated task. It is worth noting that while the digital twin accelerates the development of 6G networks, the construction of a real-time digital twin network system also has higher requirements on the data rate, reliability, delay, and other KPIs of the network. Therefore, the 6G network and the digital twin will integrate, promote each other, and develop together.

C. A Novel Promising 6G Network Architecture

In order to realize the 6G vision, satisfy the 6G KPIs and serve diverse new application scenarios, the 6G network architecture will undergo a comprehensive innovation. On the basis of further evolution of the 5G network architecture, the 6G network architecture will develop towards five directions as shown in Fig. 7. In this section, we propose a novel comprehensive network architecture for the 6G communication network, as illustrated in Fig. 8. The architecture connects a number of potential future network technologies/components into a single framework. Since it has become a consensus that the future 6G network will be a heterogeneous integration of various networks, the architecture concept we proposed is similar to the concept in several white papers and projects, e.g., [START_REF]The 5G Infrastructure Association, European Vision for the 6G Network Ecosystem[END_REF]. The innovation is that the proposed comprehensive architecture takes more potential components into consideration, including the hierarchical intelligent multi-layer ubiquitous computing network, new flexible architectures such as the cell-free architecture, and new technologies to enhance the network intelligence such as the digital-twin based network architecture. Next, the proposed 6G network architecture will be introduced.

First of all, with the development of computing, storage, and other technologies, the 6G network will become more intelligent, flexible, efficient, and ubiquitous. Cloud, fog, and edge computing will be dependent and complementary to each other, providing the networks with on-demand real-time scheduling and efficient sharing computing resources, which are essential to AI technologies. Based on this, an integrated multi-layer and hierarchical intelligent network, including a network intelligent cloud platform and data-driven edge intelligent centers is expected to form. Among them, the fog computing acts as a bridge, connecting the centralized cloud and distributed edge networks. The mobile edge computing (sinking of network functions) in 5G will continue to evolve, making the 6G network decentralized. Edge intelligent centers will support a series of communication networks. The cell-free architecture integrated with ultra-massive MIMO antennas will break the boundary effect in traditional cellular architectures, and bring a series of improvements to the network, including the SE and EE. Interestingly, reconfigurable intelligent surface (RIS) has the ability to actively control the wireless channel, which will be introduced detailedly in Section V-C2. It has great potential for coverage enhancement and capacity improvement of future wireless networks. The communication densities in various application scenarios are gradually increasing, and the 6G network will be an UDHN. In addition, full spectra resources including mmWave, THz, and VLC will be deeply exploited and utilized to build a variety of networks to serve full coverage scenarios, i.e., space-air-groundsea integrated networks [START_REF] Haas | Optical wireless communication[END_REF]. In particular, several RAN-Core converged edge computing centers which integrate highlevel RAN functions with partially sinking edge functions, can reduce the delay of transmission and can better support applications with low latency requirements, such as automatic driving and telemedicine. In the 6G network architecture, the RAN side will be further decoupled and the control plane of the base station will be further separated from the user plane, so that network resources can be used more flexibly and efficiently.

Secondly, the NFV, SDN, and SBA will continue to develop and evolve, providing the source and impetus for the realization of overall E2E network slicing. What's more, network elements in 6G networks will have additional computing and sensing capabilities. By deeply mining the communication, sensing, and computing capabilities, large amount of training data and distributed computing power will be possible. Thus, some architectures which can improve network intelligent level, such as cognitive service architecture, DEN 2 , and SSNs, will become a reality sooner. Further, 6G networks will gradually achieve native intelligence. From the perspective of network security, 6G networks will use a multilateral trust model, and combine various security technologies such as blockchain technology and physical layer security to achieve the endogenous security of the network. Note that edge intelligent centers in 6G networks will be improved in various aspects compared with those in 5G networks. The data-driven 6G edge intelligent centers will deeply integrate resources including communications, sensing, computing, and AI, with functions of task-centric dynamic service orchestration. In addition, these edge intelligent centers will contribute to 6G's native intelligence and endogenous security.

Finally, with the help of AI technologies and communication-sensing-computing integrated networks, digital twins will help push forward the evolution of the 6G network architecture. The real 6G network will be accurately modeled to construct the corresponding digital twin network, and the two will map to each other in real time. The twin network can track the changes of the real network, and predict the performance of the network optimization scheme through closed-loop simulation and optimization, providing optimization guidance for the deployment, management, and operation of the real 6G network. With the development of various enabling technologies, it is promising that the proposed comprehensive 6G network architecture will finally become a reality.

V. KEY 6G TECHNOLOGIES

The ambitious 6G vision gives us an exciting blueprint for future communications systems. On the basis of using all the spectra and providing users with global coverage, the connotation of the communication system will be further expanded to realize the intelligent services that integrate communication, sensing and computing with security assurance. In this regard, 5G key technologies are no longer sufficient to support the aforementioned 6G vision. There have been several works on potential key technologies for 6G. In [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF], [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], the authors listed several possible techniques without classification, which may be confusing and unable to provide readers with a holistic understanding of technological development directions. Some articles only investigated a few technologies [START_REF] Zong | 6G technologies: Key drivers, core requirements, system architectures, and enabling technologies[END_REF], [START_REF] Bhat | 6G ecosystem: Current status and future perspective[END_REF], or did not provide sufficient insights into the proposed techniques [START_REF] Zhang | 6G wireless networks: Vision, requirements, architecture, and key technologies[END_REF]. In [340], ITU-R reported future technology trends towards 2030 and beyond, while it was a draft version without literature review. In addition, some proposed technologies have advantages while their applicable scope is limited, so that they are less likely to become key technologies in the future 6G, such as nanoscale communications [START_REF] Khan | 6G wireless systems: A vision, architectural elements, and future directions[END_REF] and molecular communications [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF]. Based on existing research and the latest development of related technologies, we point out 16 potential 6G key technologies and divide them into four evolution directions, as shown in Fig. 9. For readers' reference, we also summarize several representative surveys for 6G technologies in Table VIII.

A portion of potential 6G technologies are further evolutions of 5G key technologies. 5G increased data rate through mmWave technology, while 6G is expected to introduce THz, OWCs, and advanced spectrum management technologies to meet the rapidly increasing demand for data service. 5G key air interface technologies, such as orthogonal frequency division multiple access (OFDMA), massive MIMO and half duplex, will be further enhanced in 6G. For example, modern random access technologies like NOMA, ultra-massive MIMO and in-band full-duplex (IBFD) are expected to achieve further enhancement in the capacity and efficiency of the communication system. In addition, academia and industry are actively exploring new physical dimensions, such as orbital angular OAM, RIS, and holographic RF, to achieve a revolutionary breakthrough in the way of data transmission. What's more, there are a number of new technologies that are expected to be used to increase the capabilities of communication networks. For example, ISAC can give communication systems the opportunity to have converged sensing capabilities. AI is expected to provide disruptive and intelligent solutions for all layers of the communication system. Blockchain is promising to provide a guarantee for the security and reliability of communication systems. Semantic communication is promising to explore a new way of information extraction to break the transmission bottleneck of classic communication systems.

In this section, the concepts, applications, developments and challenges of these potential 6G key technologies will be discussed.

A. New Spectrum 1) THz:

It is predicted that mobile data traffic will increase fivefold by 2024 [START_REF] Huq | Terahertz-enabled wireless system for beyond-5G ultrafast networks: A brief survey[END_REF]. Under the 6G vision mentioned before, the rapid growth of video services and the emergence of new applications, such as VR/AR, autonomous driving and IoTs, have led to the increasing demand for high data rate transmission and low latency services [START_REF] Rappaport | Wireless communications and applications above 100 GHz: Opportunities and challenges for 6G and beyond[END_REF]. Most existing 5G technologies are stuck in the mmWave band and can only achieve average rates of up to 1 Gbps [START_REF] Huq | Terahertz-enabled wireless system for beyond-5G ultrafast networks: A brief survey[END_REF]. Facing nonnegligible spectrum congestion problems, 5G communication systems are insufficient to meet the rapidly increasing demand for 6G data services.

THz (0.1-3 THz) is the last unexplored spectrum gap between mmWave and optical frequency ranges. THz is characterized by high frequency, large bandwidth, high path loss, severe molecular absorption, abundant diffuse scattering and extremely narrow beam. Although there is still some distance from practical applications, THz is regarded as one of the most promising technologies for 6G because of its ability to provide robust support for ultra-high data rate services [START_REF] Elayan | Terahertz band: The last piece of RF spectrum puzzle for communication systems[END_REF].

THz technology is expected to play a significant role in applications including communication, sensing, imaging, and positioning: 1) The THz communication system is promised to support high data rate communication services from indoor to outdoor, such as HD holographic video conferences, the ultra-high resolution video formats, the downloading of HD film files, the VR technique, vehicle-to-vehicle (V2V) communications, wireless fronthaul and backhaul links, and space applications like inter-satellite communications [START_REF] Chen | A survey on terahertz communications[END_REF], [START_REF] Huq | Terahertz-enabled wireless system for beyond-5G ultrafast networks: A brief survey[END_REF], [START_REF] Elayan | Terahertz band: The last piece of RF spectrum puzzle for communication systems[END_REF], [START_REF] Sarieddeen | Next generation terahertz communications: A rendezvous of sensing, imaging, and localization[END_REF]; 2) Because of the short wavelength, high link directionality, and small antenna aperture, THz is less vulnerable to free space diffraction, and can be applied to improve communication security [START_REF] Chen | A survey on terahertz communications[END_REF], [START_REF] Sarieddeen | Next generation terahertz communications: A rendezvous of sensing, imaging, and localization[END_REF]; 3) THz technology is expected to be utilized in nanoscale devices, such as health, military, environmental pollution monitoring and ultra-high-speed on-chip communication [START_REF] Chen | A survey on terahertz communications[END_REF], [START_REF] Tekbıyık | Terahertz band communication systems: Challenges, novelties and standardization efforts[END_REF]; 4) THz technology is able to support applications beyond communication, such as spectrometers for explosive detection, gas sensing, security body scanning, imaging in rescue and surveillance and positioning with centimeter level accuracy [START_REF] Sarieddeen | Next generation terahertz communications: A rendezvous of sensing, imaging, and localization[END_REF], [START_REF] Rappaport | Wireless communications and applications above 100 GHz: Opportunities and challenges for 6G and beyond[END_REF].

In order to make THz applications a reality, many technical bottlenecks still need to be overcome. First, hardware devices suitable for THz need to be developed, such as electronic or photonic devices that can generate high-frequency EM waves, broadband and directional antennas, and THz amplifiers [START_REF] Tekbıyık | Terahertz band communication systems: Challenges, novelties and standardization efforts[END_REF], [START_REF] Liu | Development of 340-GHz transceiver front end based on GaAs monolithic integration technology for THz active imaging array[END_REF]. Current complementary metal oxide semiconductor (CMOS) technologies cannot deal with frequencies greater than 300 GHz. Besides, it is essential to fully understand the unique characteristics of the THz channel and establish an accurate and general channel model for communication system design and analysis [START_REF] Wang | A general 3D space-time-frequency non-stationary THz channel model for 6G ultramassive MIMO wireless communication systems[END_REF]. THz-specific air interface techniques and MAC protocols need to be explored further [START_REF] Sarieddeen | An overview of signal processing techniques for terahertz communications[END_REF]- [START_REF] Ghafoor | MAC protocols for terahertz communication: A comprehensive survey[END_REF]. What's more, it is necessary to deal with the problem of short communication distance caused by the THz band's severe propagation losses and power limitation [START_REF] Sarieddeen | Next generation terahertz communications: A rendezvous of sensing, imaging, and localization[END_REF], [START_REF] Sarieddeen | Terahertz-band ultra-massive spatial modulation MIMO[END_REF]. Last, health and safety issues of THz need to be analyzed and evaluated [START_REF] Huq | Terahertz-enabled wireless system for beyond-5G ultrafast networks: A brief survey[END_REF].

In 2008, IEEE 802.15 established the THz Interest Group. In 2019, FCC announced a 10-year open test for 95 GHz-3 THz. In 2022, X. You et al. proposed a photonics-aided transparent fiber-THz-fiber transmission system, breaking the publicly reported world record of THz communication system real-time transmission rate to reach more than 100 Gbps transmission for the first time [START_REF] Zhang | 6G oriented 100 GbE real-time demonstration of fiber-THz-fiber seamless communication enabled by photonics[END_REF], [START_REF] Zhang | Demonstration of real-time 125.516 Gbit/s transparent fiber-THz-fiber link transmission at 360 GHz ∼ 430 GHz based on photonic down-conversion[END_REF]. Global research on THz is steadily developing. It can be expected that breakthroughs in THz radiation and detection technology will bring significant changes to human life and social development in the near future.

2) OWCs: Beyond the THz spectrum, OWCs provide high density broadband communication service with the advantages of ultra-low latency, inherent physical layer security, zero EM interference, abundant free unlicensed spectrum, relatively low costs, and simplicity of deployment, serving as a prominent complementary to RF-based wireless communication systems [4], [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF], [START_REF] Chowdhury | A comparative survey of optical wireless technologies: Architectures and applications[END_REF], [START_REF] Koonen | Indoor optical wireless systems: Technology, trends, and applications[END_REF], [START_REF] Strinati | 6G: The next frontier: From holographic messaging to artificial intelligence using subterahertz and visible light communication[END_REF].

The optical band consists of IR (760 nm-1mm wavelength), visible light (360-760 nm), and UV (10-400 nm). With simple structures and low-cost equipment, the IR communication system is suitable for long-distance data transmission, but it is vulnerable to atmospheric effects such as fog [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF]. Visible light can provide communication services along with illumination, and it can also be used as a source of energy. Solar cells can be used for simultaneous energy harvesting and high speed THz generation methods, channel models, applications, standardization activities, and future outlook [START_REF] Tekbıyık | Terahertz band communication systems: Challenges, novelties and standardization efforts[END_REF] Challenges, novelties and standardization of THz [START_REF] Sarieddeen | Next generation terahertz communications: A rendezvous of sensing, imaging, and localization[END_REF] THz sensing, imaging, and localization applications [START_REF] Sarieddeen | An overview of signal processing techniques for terahertz communications[END_REF] THz-specific signal processing [START_REF] Do | Terahertz line-of-sight MIMO communication: Theory and practical challenges[END_REF] THz Line-of-Sight MIMO communication [START_REF] Ghafoor | MAC protocols for terahertz communication: A comprehensive survey[END_REF] MAC protocols for THz OWCs [START_REF] Chowdhury | A comparative survey of optical wireless technologies: Architectures and applications[END_REF] Different promising optical wireless technologies [START_REF] Al-Kinani | Optical wireless communication channel measurements and models[END_REF] OWC channel research [START_REF] Chowdhury | Optical wireless hybrid networks: Trends, opportunities, challenges, and research directions[END_REF] Optical wireless hybrid networks [START_REF] Matheus | Visible light communication: Concepts, applications and challenges[END_REF] Concepts, architecture, and challenges of VLC Spectrum management [START_REF] Wang | Advances in cognitive radio networks: A survey[END_REF] Fundamentals, architecture, applications, and important issues of CR [START_REF] Liang | Symbiotic radio: Cognitive backscattering communications for future wireless networks[END_REF] A systematic view for symbiotic radio [START_REF] Bhattarai | An overview of dynamic spectrum sharing: Ongoing initiatives, challenges, and a roadmap for future research[END_REF] Ongoing Initiatives, challenges, and a roadmap of dynamic spectrum sharing New waveforms and modulation [START_REF] Wei | Orthogonal time-frequency space modulation: A promising next-generation waveform[END_REF] Motivation, features, challenges, and applications of OTFS [299] The history of SEFDM development [START_REF] Liu | Joint radar and communication design: Applications, state-of-the-art, and the road ahead[END_REF] ISAC-specific waveform design [START_REF] Basar | Index modulation techniques for next-generation wireless networks[END_REF] Advances and research directions for IM New coding [START_REF] Costello | Channel coding: The road to channel capacity[END_REF] Evolution of channel coding [START_REF] Shao | Survey of Turbo, LDPC, and polar decoder ASIC implementations[END_REF] Decoder ASIC implementations of Turbo, LDPC, and Polar

Modern random access [START_REF] Chen | Toward the standardization of non-orthogonal multiple access for next generation wireless networks[END_REF] Design, standardization progress and use cases of NOMA [START_REF] Ding | A survey on non-orthogonal multiple access for 5G networks: Research challenges and future trends[END_REF] NOMA research, innovations, applications, and challenges

Ultra-massive MIMO

[306] An overall research report on ultra-massive MIMO [307] Benefit, signal processing techniques, and research challenges of cell-free massive MIMO [START_REF] Ammar | User-centric cell-free massive MIMO networks: A survey of opportunities, challenges and solutions[END_REF] Current status and future directions of user-centric cell-free massive MIMO network architecture

IBFD [309]
Research status and future challenges of in-band full-duplex relaying [START_REF] Kolodziej | In-band full-duplex technology: Techniques and systems survey[END_REF] Techniques and systems survey of IBFD OAM [START_REF] Chen | Orbital angular momentum waves: Generation, detection, and emerging applications[END_REF] Generation, detection, and emerging applications of OAM waves [START_REF] Yang | Terahertz orbital angular momentum: Generation, detection and communication[END_REF] The generation, detection techniques, and application of THz-OAM beams [START_REF] Liu | Microwave-sensing technology using orbital angular momentum: Overview of its advantages[END_REF] Insights and design guidelines of OAM-based sensing systems RIS [START_REF] Basar | Wireless communications through reconfigurable intelligent surfaces[END_REF] Solutions, research issues, related communication-theoretic models, and performance limits of RIS [START_REF] Liu | Reconfigurable intelligent surfaces: Principles and opportunities[END_REF] Principles, performance evaluation, beamforming design and resource management of RIS [START_REF] Renzo | Smart radio environments empowered by reconfigurable intelligent surfaces: How it works, state of research, and the road ahead[END_REF] Research, applications, and challenges of RIS-empowered smart radio environments [START_REF] Renzo | Reconfigurable intelligent surfaces vs. relaying: Differences, similarities, and performance comparison[END_REF] The key differences and similarities between RISs and relays [START_REF] Cui | Research Report on Reconfigurable Intelligent Surface[END_REF] An overall research report on RIS [START_REF] Pan | Reconfigurable intelligent surfaces for 6G systems: Principles, applications, and research directions[END_REF] Advantages, principles, applications, and research directions of RIS Holographic radio [START_REF]White Paper on Broadband Connectivity in 6G[END_REF] Realization and signal processing of holographic radio

AI

[321] An overall research report on wireless AI [START_REF] Zhang | Artificial intelligence for 5G and beyond 5G: Implementations, algorithms, and optimizations[END_REF] AI-based 5G and B5G algorithm, implementation, and optimization [START_REF] Shea | An introduction to deep learning for the physical layer[END_REF] Applications and open challenges of DL for the physical layer [START_REF] Zhang | Machine learning for Internet congestion control: Techniques and challenges[END_REF] Techniques and challenges of ML for Internet congestion control

ISAC [325]
An overall research report on ISAC [START_REF] Zhang | Enabling joint communication and radar sensing in mobile networks-a survey[END_REF] Motivation, methodologies, challenges, and opportunities of realizing perceptive mobile network [START_REF] Zhang | An overview of signal processing techniques for joint communication and radar sensing[END_REF] Signal processing techniques for joint communication and radar sensing [START_REF] Cui | Integrating sensing and communications for ubiquitous IoT: Applications, trends, and challenges[END_REF] Applications, trends, and challenges of ISAC for ubiquitous IoT [START_REF] Ma | Joint radarcommunication strategies for autonomous vehicles: Combining two key automotive technologies[END_REF] Dual-function radar-communications strategies and their relevance to autonomous vehicles [START_REF] Xiao | An overview on integrated localization and communication towards 6G[END_REF] An overview research on integrated localization and communication Blockchain [START_REF] Wang | Blockchain-enabled wireless communications: A new paradigm towards 6G[END_REF] Fundamentals and recent efforts of Blockchain-enabled wireless communications [START_REF] Weiss | On the application of blockchains to spectrum management[END_REF] The application of blockchain to radio spectrum management [START_REF] Shen | Blockchain for transparent data management toward 6G[END_REF] Blockchain solutions to address the challenges in data management [START_REF] Ray | Blockchain for IoTbased healthcare: Background, consensus, platforms, and use cases[END_REF] Blockchain for IoT-based healthcare [START_REF] Mollah | Blockchain for the Internet of vehicles towards intelligent transportation systems: A survey[END_REF] Blockchain for the IoV [START_REF] Zhuang | Blockchain for cybersecurity in smart grid: A comprehensive survey[END_REF] Blockchain for cybersecurity in smart grid Semantic communication [START_REF] Luo | Semantic communications: Overview, open issues, and future research directions[END_REF] The latest DL andE2E communication based semantic communications

Energy-neutral devices [338]

A tutorial survey of backscatter modulation [START_REF] Xu | A survey on resource allocation in backscatter communication networks (in Chinese)[END_REF] Resource allocation in backscatter communication networks data reception [START_REF] Tavakkolnia | Organic photovoltaics for simultaneous energy harvesting and high-speed MIMO optical wireless communications[END_REF]. The concept of light-based IoT was proposed in [START_REF] Xu | The design, implementation, and deployment of a smart lighting system for smart buildings[END_REF], [START_REF] Perera | Light-based Internet of things: Implementation of an optically connected energy-autonomous node[END_REF]. New generation of lighting devices are entering the market which are based on blue laser that excite phosphor.In [START_REF] Lee | 26 Gbit/s LiFi system with laser-based white light transmitter[END_REF], a dual wavelength (blue converted to white light plus IR) was presented and the aggregate data rate was 26 Gbps. Compared to other light bands, UV has lower background noise and higher atmospheric scattering, making it promising for communications for non-line-of-sight (NLoS) links [START_REF] He | 1 Gbps free-space deep-ultraviolet communications based on III-nitride micro-LEDs emitting at 262 nm[END_REF]. However, UV light may have a negative impact on health and safety, which needs to be fully evaluated before practical application [START_REF] Soltani | Safety analysis for laser-based optical wireless communications: A tutorial[END_REF].

In recent years, increasing attention has been paid to optical wireless, which is considered promising from ultrashort distance to ultra-long distance communications [START_REF] Chowdhury | A comparative survey of optical wireless technologies: Architectures and applications[END_REF]. The main optical wireless technologies can be divided into five categories: VLC, LiFi, OCC, FSO, and LiDAR. VLC has great application potential in indoor, underwater, and vehicular communications, as well as localization systems [START_REF] Matheus | Visible light communication: Concepts, applications and challenges[END_REF]. Complementing wireless fidelity (WiFi), LiFi can provide illumination and multiuser communication services at the same time. There is a growing interest in OCC because of its applications in V2X communications, indoor positioning, digital signage and VR. FSO communication systems are used for high-data-rate communication in data centers, deep space communication and underwater systems [START_REF] Hamza | Classification framework for free space optical communication links and systems[END_REF], [START_REF] Kazemi | A Tb/s indoor MIMO optical wireless backhaul system using VCSEL arrays[END_REF]. LiDAR serves as an engaging optical remote sensing technology, and it has great potential to be used for transportation, airborne as well as autonomous vehicular communication.

Three orders of magnitude larger spectrum resources are available in the optical bands than the RF bands. However, the utilization of spectrum resources is significantly limited by the electrical bandwidth of optoelectronic devices. In recent years, the development of high performance optoelectronic devices has been a topic of great interest in optical wireless research. Exceptionally fast organic light emitting diode (OLED) with bandwidth of hundreds of MHz were designed and applied in VLC systems, achieving data rates of over 1 Gbps [START_REF] Yoshida | 245 MHz bandwidth organic light-emitting diodes used in a gigabit optical wireless data link[END_REF]. A silicon photomultiplier was shown to achieve a bit error rate (BER) of 10 -3 at a data rate of 3.45 Gbps [START_REF] Matthews | A 3.45 gigabits/s sipm-based OOK VLC receiver[END_REF]. Channel measurements and modeling are crucial for OWC channels understanding and link design. A comprehensive review of OWC channel research was published in 2018 [START_REF] Al-Kinani | Optical wireless communication channel measurements and models[END_REF]. OWC channel is not isotropic. Therefore, it is essential to consider the effect of device orientation on the channel gain [START_REF] Soltani | Modeling the random orientation of mobile devices: Measurement, analysis and lifi use case[END_REF], [START_REF] Arfaoui | Measurements-based channel models for indoor lifi systems[END_REF]. In order to prevail over the effect of random orientation and blockage, multi-directional transmitter with adaptive spatial modulation was proposed in [START_REF] Soltani | Modeling the random orientation of mobile devices: Measurement, analysis and lifi use case[END_REF]. It was suggested that time domain spatial modulation would be a feasible option for next-generation orthogonal frequency division multiplexing (OFDM) based optical spatial modulation [START_REF] Yesilkaya | OFDM-based optical spatial modulation[END_REF]. A NOMA scheme for the beam steering and user clustering scenario was proposed to exploit the space diversity of VLC systems, and it can provide 10 Mbps sum rate gain for each NOMA user pair [START_REF] Eroglu | Slow beam steering and NOMA for indoor multi-user visible light communications[END_REF]. Moreover, the security of OWC has likewise been extensively investigated. In [START_REF] Su | Physical layer security for multi-user MIMO visible light communication systems with generalized space shift keying[END_REF], a physical layer security technique was proposed for multi-user VLC systems.

3) Spectrum management:

To address the shortage of spectrum resources, in addition to exploring the unused spectrum at higher frequencies, it is also important to improve the utilization of the limited spectrum. Facing the fact that traffic demand is highly dynamic and environment-dependent, the under-utilization of frequency bands needs to be tackled urgently. Effective spectrum management based on cognitive radio (CR) [START_REF] Wang | Advances in cognitive radio networks: A survey[END_REF], symbiotic radio (SR) [START_REF] Liang | Symbiotic radio: Cognitive backscattering communications for future wireless networks[END_REF], and dynamic spectrum sharing technique [START_REF] Bhattarai | An overview of dynamic spectrum sharing: Ongoing initiatives, challenges, and a roadmap for future research[END_REF] is seen as an important method to improve the SE and EE of 6G communication systems [START_REF]CCID, 6G Concepts and Vision[END_REF], [START_REF]6G The Next Hyper-Connected Experience for All[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF].

The concept of CR was first introduced in 1999 by Joseph Mitola [START_REF] Mitola | Cognitive radio for flexible mobile multimedia communications[END_REF]. In 2003, FCC recommended that any radio with adaptive spectrum awareness should be referred to as CR. Haykin [START_REF] Haykin | Cognitive radio: Brain-empowered wireless communications[END_REF] proposed a brain-empowered CR technology and defined it as an intelligent wireless communication system that can sense the external environment to adjust accordingly. Zhang et al. [START_REF] Zhang | Artificial intelligence inspired transmission scheduling in cognitive vehicular communications and networks[END_REF] proposed CR-based vehicular networks that apply deep Q-learning to deal with highly dynamic topology due to changes in vehicle distribution available spectrum. As one of the most recent evolutions of CR, SR leverages CR and ambient backscatter communication (AmBC) technologies to embed information in the ambient RF signal for mutually beneficial spectrum sharing, allowing secondary systems to share the spectrum, energy and infrastructure of the primary system with high efficiency [START_REF] Liang | Symbiotic radio: Cognitive backscattering communications for future wireless networks[END_REF]. AmBC-based SR technology is promising in passive IoT, assisting spectrum and energy efficient communication design [START_REF] Zhang | Backscatter-NOMA: A symbiotic system of cellular and Internet-of-things networks[END_REF], [START_REF] Long | Symbiotic radio: A new communication paradigm for passive Internet of things[END_REF]. Intelligent and dynamic spectrum sharing has been an active research topic in recent years. Sharma et al. [START_REF] Sharma | Dynamic spectrum sharing in 5G wireless networks with full-duplex technology: Recent advances and research challenges[END_REF] proposed that full duplex wireless technology, making concurrent sensing and transmission possible, can improve the spectrum utilization efficiency via dynamic spectrum sharing. Naparstek and Cohen [START_REF] Naparstek | Deep multi-user reinforcement learning for distributed dynamic spectrum access[END_REF] proposed a distributed dynamic spectrum access technique based on deep Q-learning. Blockchain-empowered dynamic spectrum sharing is promising to improve distribution, security and automation, and AI is expected to enhance the performance of pattern recognition and decision-making in dynamic spectrum sharing [START_REF] Jacob | A novel spectrum sharing scheme using dynamic long short-term memory with CP-OFDMA in 5G networks[END_REF], [START_REF] Hu | Blockchain and artificial intelligence for dynamic resource sharing in 6G and beyond[END_REF].

B. Enhanced Air Interface

1) New waveforms and modulation: 6G has more diverse and complex application scenarios to support its "global coverage, full applications, strong security, all spectra, all senses, and all digital" vision. 6G will achieve a Tbps-level data rate, supply dense connections, provide a wider range of coverage, and pursue more intelligent and safer services. These improvements pose new challenges to waveform design and modulation.

The unique characteristics and requirements of application scenarios need to be considered when designing waveforms, which are closely related to the performance of the communication system. During the development of the 5G standard, multi-carrier systems, which have high SE but also a high peak-to-average ratio, such as OFDM, are mainly used. More existing waveforms are detailed in [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF]. In order to flexibly adapt to the possible application scenarios of the 6G communication system, new waveform designs are expected to provide better performance in a targeted manner. Compared with low frequency, the potential high frequency scenarios of 6G lead to more challenges, such as large transmission path loss and the need for efficient high-frequency broadband power amplifiers. In [START_REF] Nitsche | IEEE 802.11ad: Directional 60 GHz communication for multi-gigabit-per-second Wi-Fi[END_REF], a single-carrier system with low peak to average power ratio (PAPR) was studied to address these challenges. For high mobility scenarios, waveforms in transform domain, such as orthogonal time frequency space (OTFS), can describe information such as delay and doppler more accurately [START_REF] Wei | Orthogonal time-frequency space modulation: A promising next-generation waveform[END_REF]. As for high throughput scenarios, systems such as spectrally efficient frequency domain multiplexing (SEFDM) [299] and overlapped x domain multiplexing (OVXDM) [START_REF] Li | Overlapped multiplexing principle and an improved capacity on additive white gaussian noise channel[END_REF] can be used to obtain higher SE. ISAC technology (which will be introduced later) imposes new requirements on waveform design, expecting simultaneous communication and sensing with the same waveform [START_REF] Liu | Joint radar and communication design: Applications, state-of-the-art, and the road ahead[END_REF].

Modulation has a great influence on the effectiveness and reliability of the communication system. Currently, quadrature amplitude modulation (QAM) modulation is widely used and is adopted by the long-term evolution (LTE) and new radio (NR) standards. In recent years, some other modulation techniques have attracted attention due to their advantages in shaping gains, PAPR, and robustness, including selected QAM, irregular QAM, constellation interpolation, multidimensional modulation, and IM [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] Basar | Index modulation techniques for next-generation wireless networks[END_REF].

2) New coding: Efficient channel coding technology can improve the capacity, reliability and quality of the services in the communication systems. Guided by Shannon's theory, error-correcting codes (ECCs) realize a leap from algebraic coding to probabilistic coding, which had great success in improving the capacity, reliability, and quality of service in communication systems [START_REF] Costello | Channel coding: The road to channel capacity[END_REF]. By introducing randomness and sparsity in coding and propagating soft messages based on factor graphs in decoding, advanced probabilistic codes can approach or even achieve the Shannon limit. Among them, the most representative ECCs are Turbo codes [START_REF] Berrou | Near shannon limit error-correcting coding and decoding: Turbo-codes. 1[END_REF], low-density parity-check (LDPC) codes [START_REF] Gallager | Low-density parity-check codes[END_REF], and polar codes [START_REF] Arıkan | Channel polarization: A method for constructing capacityachieving codes for symmetric binary-input memoryless channels[END_REF], which are the standard codes for 4G data channels, 5G data channels, and 5G control channels, respectively. Though their de-facto decoding algorithms and implementations are different [START_REF] Shao | Survey of Turbo, LDPC, and polar decoder ASIC implementations[END_REF], they are all derived based on Bayes' theorem and competitive for 6G ultra-high speed and ultra-low power consumption requirements, which impel a unified decoding framework for complex and variable scenarios in 6G communication systems.

As linear block codes, the three ECCs can be decoded by a belief propagation (BP) decoder that employs the famous sumproduct algorithm on a bipartite Tanner factor graph [START_REF] Kschischang | Factor graphs and the sum-product algorithm[END_REF] but is only beneficial to LDPC codes due to their high sparsity. By adding auxiliary state variables in the factor graph, the sum-product algorithm becomes the Bahl, Cocke, Jelinek, and Raviv (BCJR) algorithm for Turbo codes [START_REF] Kschischang | Factor graphs and the sum-product algorithm[END_REF], [START_REF] Wiberg | Codes and iterative decoding on general graphs[END_REF], which propagates messages on trellis graphs in both forward and backward directions. With belief pushing in a successive message-passing schedule, the BP decoder evolves to the classical successive cancellation (SC) decoder for polar codes [START_REF] Fayyaz | Low-complexity soft-output decoding of polar codes[END_REF], with which polar codes are proved to achieve Shannon capacity when the code length is infinite [START_REF] Arıkan | Channel polarization: A method for constructing capacityachieving codes for symmetric binary-input memoryless channels[END_REF]. Limited by 5G control channels, the rate of channel polarization degrades for finite code lengths, and neither SC nor BP decoding can meet the performance requirement. The increase of codeword search space is necessary, which results in algorithms such as SC list/flip [START_REF] Tal | List decoding of polar codes[END_REF], [START_REF] Afisiadis | A lowcomplexity improved successive cancellation decoder for polar codes[END_REF], and BP list/flip decoding [START_REF] Elkelesh | Belief propagation list decoding of polar codes[END_REF], [START_REF] Shen | Enhanced belief propagation decoder for 5G polar codes with bit-flipping[END_REF]. Though originated from the same decoding rule, the encoding schemes of Turbo, LDPC, and polar codes can be further enhanced, such as the generator polynomial of Turbo codes [START_REF] Brink | Defining turbo codes as irregular LDPC codes[END_REF] and the information set of polar codes [START_REF] Tong | Fast polar codes for terabits-per-second throughput communications[END_REF], thus facilitating the unified decoding factor graphs and simplified decoding algorithms to improve the EE of the decoder in 6G. The approximation for exponential operations in message-passing has promoted the circuit realization of these three ECC decoders, which results in the windowed Max-log-BCJR decoder for 4G LTE Turbo codes [START_REF] Studer | Design and implementation of a parallel turbo-decoder ASIC for 3GPP-LTE[END_REF], adaptive min-sum-BP decoder for 5G NR LDPC codes [START_REF] Cui | Design of high-performance and area-efficient decoder for 5G LDPC codes[END_REF], and node-based SC decoder for 5G NR polar codes [START_REF] Ren | A sequence repetition node-based successive cancellation list decoder for 5G polar codes: Algorithm and implementation[END_REF]. A uniform design of ECCs at the circuit level is a key technology of 6G, such as Turbo/LDPC decoders [START_REF] Condo | VLSI implementation of a multi-mode turbo/LDPC decoder architecture[END_REF] and LDPC/Polar decoders [START_REF] Cao | A reconfigurable and pipelined architecture for standard-compatible LDPC and polar decoding[END_REF]. Driven by ultra-low latency and ultra-reliability of 6G communication systems, a short code length will be adopted for ECCs, where the randomness, sparsity, and channel polarization of the above three ECCs are debilitated, thus degrading the good performance of their de-facto decoding algorithms. One alternative approach is to employ the near-maximum likelihood decoding schemes for classical algebraic coding, which are also uniform schemes for any linear block codes, such as ordered statistics decoding (OSD) [START_REF] Fossorier | Soft decision decoding of linear block codes based on ordered statistics[END_REF] and the recently proposed capacityachieving guessing random additive noise decoding (GRAND) [START_REF] Duffy | Capacity-achieving guessing random additive noise decoding[END_REF]. Another promising solution for short-length scenarios is to use concatenated codes, like Arıkan's new polarizationadjusted convolutional (PAC) codes [START_REF] Arıkan | From sequential decoding to channel polarization and back again[END_REF]. By fully exploiting the massive antennas in MIMO systems, a spatiotemporal 2-D coding scheme concatenates codes from the time domain to the space domain, to improve the reliability and transmission rate in a short decoding latency [START_REF] You | Spatiotemporal 2-D channel coding for very low latency reliable MIMO transmission[END_REF].

3) Modern random access: LTE employs OFDMA and 5G NR uses optimized OFDMbased waveforms and multiple access, both of which are orthogonal multiple access (OMA) technologies. The connection density of 6G communication systems will increase by tens of times compared to that of 5G. NOMA is recognized as the most promising modern random access technology for 6G, meeting the needs of low costs, high reliability, low latency, massive connectivity, and high throughput in the complex and variable scenarios of 6G communication systems [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Jiang | The road towards 6G: A comprehensive survey[END_REF].

In [START_REF] Saito | Non-orthogonal multiple access (NOMA) for cellular future radio access[END_REF], NTT DOCOMO first introduced the concept of NOMA and demonstrated that NOMA technology can improve the capacity and cell-edge user throughput performance. In contrast to traditional OMA technology, the core idea of NOMA is to encourage multiple terminals to reuse the same radio resources in the time, frequency and/or code. NOMA actively introduces interference information at the transmitter side and demodulates it using a successive interference cancellation receiver. NOMA is expected to improve spectrum efficiency, increase system capacity, reduce system latency due to scheduling and queuing, and ease reliance on accurate CSI and feedback quality at the cost of complexity [START_REF] Chen | Toward the standardization of non-orthogonal multiple access for next generation wireless networks[END_REF], [START_REF] Makki | A survey of NOMA: Current status and open research challenges[END_REF].

NOMA schemes can be divided into three categories, including power domain NOMA such as multi-user overlay coding, code domain NOMA such as sparse code multiple access, and interleave based NOMA such as interleave division multiple access [START_REF] Ding | A survey on non-orthogonal multiple access for 5G networks: Research challenges and future trends[END_REF].

In [START_REF] Vaezi | Interplay between NOMA and other emerging technologies: A survey[END_REF], the combination of NOMA and emerging wireless technologies such as massive MIMO, mmWave, cognitive and collaborative communication, VLC, physical layer security, energy harvesting, and wireless caching was comprehensively summarized. It was shown that NOMA with these technologies can further improve the performance of future communication networks, such as scalability and greenness. In [START_REF] Zeng | Securing downlink massive MIMO-NOMA networks with artificial noise[END_REF], artificial noise was exploited to secure the confidential information of massive MIMO-NOMA networks, and thus, to maximize the sum secrecy rates and EE of the system. Recently, a novel framework of NOMA-assisted RIS was proposed for the deployment and passive beamforming design and was shown to further improve EE [START_REF] Liu | RIS enhanced massive non-orthogonal multiple access networks: Deployment and passive beamforming design[END_REF]. In [START_REF] Li | Hardware impaired ambient backscatter NOMA systems: Reliability and security[END_REF], NOMA and ambient backscatter were combined as two promising technologies for developing SE and EE systems and the reliability and security of these systems were investigated.

In general, NOMA has shown a non-negligible potential and received a lot of attention from academia and industry [START_REF] Chen | Toward the standardization of non-orthogonal multiple access for next generation wireless networks[END_REF]. However, NOMA was not finally adopted in 5G due to some technical reasons and debates. The following challenges have to be addressed before the practical application of NOMA. First, high-performance, low-complexity multiuser interference cancellation algorithms should be explored. Besides, the enhancement of the security and trust shall be taken into account. What's more, a common and unified 6G NOMA framework needs to be developed [START_REF] Makki | A survey of NOMA: Current status and open research challenges[END_REF].

4) Ultra-massive MIMO:

As one of the key technologies for 5G, the initial idea of massive MIMO was first proposed by Marzetta from Bell Labs in 2009 [START_REF] Marzetta | Noncooperative cellular wireless with unlimited numbers of base station antennas[END_REF] and has received much attention because of its ability to improve the SE significantly. When the number of antennas serving each user is greater than 10, it can be considered as massive MIMO. In 6G, larger antenna arrays will be exploited, using hundreds or even thousands of antennas, which is known as ultra-massive MIMO. It has the ability to achieve higher SE and EE, wider and more flexible network coverage, and higher positioning accuracy in more diverse frequency range [306]. Ultra-massive MIMO has an exciting application prospect because of its unique characteristics. Firstly, further expansion of the antenna scale can provide spatial beams with very high spatial resolution and processing gain, thus improving the multiplexing capability and interference suppression of the network. It is promising to improve SE and reduce energy consumption of the system. Besides, the ultra-massive MIMO array has the ability to adjust beams in three dimensions, thus can provide nonterrestrial coverage. What's more, the ultra-massive MIMO array has extremely high spatial resolution, which can improve positioning accuracy in complicated wireless communication environments and achieve accurate 3D positioning.

In summary, important issues and trends in ultra-massive MIMO are listed as follows. 1) With the further increase of the antenna scale, the near-field effect and wideband effect will be more prominent. The approximation of plane wavefront no longer holds and the spherical wavefront needs to be considered due to the utilization of large antenna arrays [START_REF] Wang | A general 3D space-time-frequency non-stationary THz channel model for 6G ultramassive MIMO wireless communication systems[END_REF]. The spatial-and frequency-wideband effects lead to the channel sparsity in the angle domain and the delay domain [START_REF] Wang | Spatial-and frequencywideband effects in millimeter-wave massive MIMO systems[END_REF]. For the near-field and wideband effects, plenty of research has been conducted in the fields of channel modeling, channel estimation, beam assignment, codebook design, and beam training [START_REF] Yu | Alternating minimization algorithms for hybrid precoding in millimeter wave MIMO systems[END_REF]- [START_REF] Wei | Channel estimation for extremely large-scale massive MIMO: Far-field, near-field, or hybrid-field?[END_REF]; 2) In order to utilize more abundant spectrum resources, ultra-massive MIMO is expected to utilize higher frequency bands, such as mmWave and THz. For ultramassive MIMO in higher frequency bands, research is being carried out, focusing on integrated circuit design, channel characteristics, modulation techniques and so on [START_REF] Sarieddeen | Terahertz-band ultra-massive spatial modulation MIMO[END_REF], [START_REF] Huang | Multi-frequency multi-scenario millimeter wave MIMO channel measurements and modeling for B5G wireless communication systems[END_REF], [START_REF] Zhao | Millimeter-wave integrated phased arrays[END_REF]; 3) In addition to the traditional centralized active antenna array, ultra-massive MIMO is expected to take a more flexible and diverse approach for implementation. By using RIS (which will be introduced later), instead of traditional active antennas, network coverage, multi-user capacity, and signal strength can be significantly improved [START_REF] He | Cascaded channel estimation for large intelligent metasurface assisted massive MIMO[END_REF]- [START_REF] Wang | RIS-aided hybrid massive MIMO systems relying on adaptive-resolution adcs: Robust beamforming design and resource allocation[END_REF]; 4) The distributed ultra-massive antenna system can deploy a large number of distributed antennas over a wide geographical area to build cell-free network, which is conducive to achieving consistent user experience, obtaining high SE, and reducing the transmission energy consumption of the system [307], [START_REF] Ammar | User-centric cell-free massive MIMO networks: A survey of opportunities, challenges and solutions[END_REF], [START_REF] Chen | Channel hardening and favorable propagation in cell-free massive MIMO with stochastic geometry[END_REF]; 5) The introduction of AI for ultramassive MIMO technology helps to achieve intelligence in multiple aspects such as channel estimation, channel sounding, beam management, and user detection. How to meet real-time requirements and obtain training data needs to be addressed [START_REF] Wei | Deep learning for beamspace channel estimation in millimeter-wave massive MIMO systems[END_REF], [START_REF] Albreem | Deep learning for massive MIMO uplink detectors[END_REF]; 6) Ultra-massive MIMO is also expected to be combined with space-air-ground-sea integrated networks. It will bring great performance gain for a series of expanded application scenarios such as satellite communications [START_REF] You | Massive MIMO transmission for LEO satellite communications[END_REF], skywave communications [START_REF] Yu | HF skywave massive MIMO communication[END_REF], and underwater acoustic communications [START_REF] Wu | Shallow underwater acoustic massive MIMO communications[END_REF].

5) IBFD:

Different from the commercially available frequencydivision duplex (FDD) and time-division duplex (TDD), IBFD technology enables a radio to transmit and receive in the same frequency band at the same time, which can theoretically double the spectrum efficiency, expand wireless transmission capacity, and enable a more flexible and efficient network access. IBFD is one of the key technologies being explored for future wireless communications [START_REF]UNISOC, 6G: Unbounded, with AI (in Chinese)[END_REF], [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Giordani | Toward 6G networks: Use cases and technologies[END_REF].

IBFD has a long history and has been used in the design of continuous wave radar systems since the middle of the last century [START_REF] O'hara | A high performance cw receiver using feedthru nulling[END_REF]. However, due to technical limitations, there has been no further practical application. It is only in recent years that IBFD has reignited research interest. In [START_REF] Liu | In-band full-duplex relaying: A survey, research issues and challenges[END_REF], IBFD relaying was investigated as a typical application. In [START_REF] Liu | Full-duplex backscatter interference networks based on time-hopping spread spectrum[END_REF], a full-duplex technique was proposed to enable simultaneous communication between multiple ambient backscatter nodes. In [START_REF] Yilan | Monostatic antenna in-band full duplex radio: Performance limits and characterization[END_REF], an IBFD architecture using monostatic antenna was presented and detailed laboratory tests were conducted to investigate its performance. In [START_REF] Hanawal | Cognitive networks with in-band full-duplex radios: Jamming attacks and countermeasures[END_REF], frequency hopping technique and an additional operation mode called transmissiondetection were proposed to improve the throughput of IBFD nodes under jamming attacks. In [START_REF] Hassani | In-band full-duplex radar-communication system[END_REF], IBFD was applied in a radar-communication system enabling joint communication and opportunistic wireless sensing for the first time.

In order to make the practical application of IBFD possible, the primary challenge is to develop in-band self-interference cancellation (SIC) techniques with moderate implementation complexity and cost. SIC technique can be divided into electronic SIC and optical SIC. In [START_REF] Kolodziej | In-band full-duplex technology: Techniques and systems survey[END_REF], the electronic SIC techniques applied to sub-6 GHz were investigated in detail and the total isolation performance resulting from combining different approaches was analyzed. In [START_REF] Nawaz | Double-differential-fed, dual-polarized patch antenna with 90 dB interport RF isolation for a 2.4 GHz in-band fullduplex transceiver[END_REF], a 2.4 GHz dual-polarized microstrip patch antenna with extremely high insertion isolation for IBFD transceivers based on a shared antenna structure was presented. In [START_REF] Komatsu | Iterative nonlinear selfinterference cancellation for in-band full-duplex wireless communications under mixer imbalance and amplifier nonlinearity[END_REF], an iterative estimation and cancellation technique for nonlinear IBFD transceivers was presented. In [START_REF] Komatsu | Theoretical analysis of inband full-duplex radios with parallel hammerstein self-interference cancellers[END_REF], a theoretical analysis technique for IBFD systems using parallel Hammerstein selfinterference cancellers in digital-domain was developed. As the bandwidth increases, the difficulty of implementing selfinterference suppression will gradually rise. There are more challenges in applying IBFD technology to the THz and OWC bands of 6G systems. OSIC has gradually attracted research interest because of its large bandwidth and high accuracy. In [START_REF] Chang | RF characterization of an integrated microwave photonic circuit for self-interference cancellation[END_REF], a full RF characterization of an integrated microwave photonic circuit for SIC was conducted as the first test for an "RF-IN and RF-OUT" photonic integrated circuit. In [START_REF] Wang | Photonics-assisted frequency conversion and selfinterference cancellation for in-band full-duplex communication[END_REF], a photonics-assisted frequency conversion and SIC approach was proposed and experimentally demonstrated for IBFD communication.

C. New Physical Dimensions

To cope with the booming development of massive IoT, 6G communication is expected to achieve higher data rate using the existing spectrum resources. In addition to relying on traditional air interface technologies, such as multiple antennas, modulation, coding, and duplexing, finding new physical dimensions and transmission carriers to achieve revolutionary breakthroughs can also help to improve SE further. OAM, RIS, and holographic radio are the most promising ones among them.

1) OAM:

OAM is an inherent physical quantity of EM waves. It is a dimension in addition to frequency, phase and space, providing a new dimension for modulation in wireless communications. EM waves with OAM, also known as vortex EM waves, have an angular momentum phase wavefront instead of the traditional plane wavefront. Specific antennas are used to generate orthogonal modes, each associated with a different orbital angular momentum mode carrying different information. Thus multiple OAM modes can coexist and transmit data simultaneously over a single communication link. Taking advantages of the orthogonal characteristics of different OAM modes, it is promising to achieve a high spectrum-efficiency and increase the channel capacity without any additional frequency band [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Chen | Vision, requirements, and technology trend of 6G: How to tackle the challenges of system coverage, capacity, user data-rate and movement speed[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF].

Since Allen et al. [START_REF] Allen | Orbital angular momentum of light and the transformation of laguerregaussian laser modes[END_REF] discovered that the optical vortex with a spiral wavefront can carry OAM in 1992, research on OAM has been extended to both radio and acoustic fields. R. Chen et al. [START_REF] Chen | Orbital angular momentum waves: Generation, detection, and emerging applications[END_REF] presented a summary of generation and detection of optical, radio, and acoustic OAM. Recently, OAM technology has attracted attention to explore new dimensions in not only mmWave band but also THz region [START_REF] Yang | Terahertz orbital angular momentum: Generation, detection and communication[END_REF].

OAM technology has huge potential to provide high data rates service in free-space optical, optical fiber, radio communications, as well as acoustic communication systems [START_REF] Chen | Orbital angular momentum waves: Generation, detection, and emerging applications[END_REF], [START_REF] Yousif | Performance enhancement of an orbital-angular-momentum-multiplexed free-space optical link under atmospheric turbulence effects using spatial-mode multiplexing and hybrid diversity based on adaptive MIMO equalization[END_REF]. In addition, the combination of OAM and MIMO communication is promising to achieve higher capacity and SE [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], which can be classified into two types [START_REF] Jiang | Electromagnetic Vortices: Wave Phenomena and Engineering Applications[END_REF]. One is that the signal is transmitted from OAM antennas and received by conventional antennas, and vice versa. The diversity of OAM modes is utilized to decrease spatial correlation function, thus increasing capacity and SE. Theoretical and numerial results proved that the OAM-based MIMO system equals to the conventional MIMO system with larger element spacing, making it possible to bring higher SE [START_REF] Zhang | The capacity gain of orbital angular momentum based multiple-inputmultiple-output system[END_REF]. In [START_REF] Lei | Throughput performance of wireless multiple-input multiple-output systems using OAM antennas[END_REF], an OAM-based MIMO communication system with two OAM modes was proposed and its throughput was improved upon traditional MIMO by up to 30.50%. The performance of this kind of OAM-based MIMO system in the multipath scenario was analyzed in [START_REF] Xue | A revisit of orbital angular momentum multiplexing in multipath environment[END_REF]. It was found that in the small angular spread scenario, the capacity of OAM-based MIMO system was superior to that of the conventional MIMO system. Another is that the signal is transmitted and received both by OAM antennas. The most common OAM antenna configuration is the uniform circular array (UCA). Although the UCA-based OAM is a subset of the conventional MIMO [START_REF] Edfors | Is orbital angular momentum (OAM) based radio communication an unexploited area?[END_REF] and thus its SE is still constrained by the upper bound of MIMO, it has low complexity and is effective in the lineof-sight (LoS) scenario due to orthogonality between OAM modes compared with the conventional MIMO system. Y. Yagi et al. [START_REF] Yagi | 200 Gb/s wireless transmission using dual-polarized OAM-MIMO multiplexing with uniform circular array on 28 GHz band[END_REF] demonstrated over 200 Gbps transmission using a dual-polarized OAM-based MIMO multiplexing with UCAs. Besides, OAM multiplexing can be combined with other multiplexing technologies. T. Hu et al. [START_REF] Hu | OFDM-OAM modulation for future wireless communications[END_REF] proposed a timeswitched OFDM-OAM MIMO to achieve a very high sum-rate and spectrum efficiency with low computational complexity. Moreover, analysis in the multipath and misalignment scenario were performed as well. In [START_REF] Liang | Joint OAM multiplexing and OFDM in sparse multipath environments[END_REF], a hybrid orthogonal division multiplexing scheme with phase difference compensation, incorporating both OAM and OFDM, was proposed to achieve high capacity in sparse multipath environments. A. A. Amin et al. [START_REF] Amin | Channel capacity analysis of nonorthogonal multiple access with OAM-MIMO system[END_REF] integrated OAM-MIMO multiplexing system with NOMA, enhancing the channel capacities of the downlink for multiple users. OAM can enhance radar techniques. Therefore, OAM-based sensing systems have been introduced as a new microwave-sensing technology [START_REF] Liu | Microwave-sensing technology using orbital angular momentum: Overview of its advantages[END_REF].

A number of challenges remain before OAM technology can be implemented in practice. Beam divergence and misalignment severely reduce the transmission distance of OAM EM waves. Besides, reflection and refraction can destroy the orthogonality of OAM waves. Thus, it is still an open problem for OAM applications in NLoS scenarios. As a basis for system analysis, channel measurements and modeling are still lacking for OAM. For future commercialization, component process, antenna design, and signal processing are the key technical difficulties to be overcome.

2) RIS: RIS is a surface composed of a large number of programmable 2D meta-materials of sub-wavelengths, each of which is capable of dynamically, intelligently, and independently manipulating incident signal to obtain the expected reflected signal or transmission signal. It is thus expected to form EM fields with controllable amplitudes, phases, polarizations and frequencies to enhance the communication performance. Compared with the transmitters with conventional structures, RIS technology is low-cost, low-energy, and easy to deploy, which can significantly increase network transmission rate, enhance signal coverage, and improve frequency, energy, and cost efficiency [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF], [START_REF] Basar | Wireless communications through reconfigurable intelligent surfaces[END_REF], [START_REF] Liu | Reconfigurable intelligent surfaces: Principles and opportunities[END_REF].

RIS is one of the promising technologies for upcoming 6G networks, with promising applications in creating smart ratio environment [START_REF] Renzo | Smart radio environments empowered by reconfigurable intelligent surfaces: How it works, state of research, and the road ahead[END_REF], [START_REF] Renzo | Smart radio environments empowered by reconfigurable AI meta-surfaces: An idea whose time has come[END_REF], improving massive connectivity, enhancing coverage, avoiding coverage holes, replacing relays [START_REF] Renzo | Reconfigurable intelligent surfaces vs. relaying: Differences, similarities, and performance comparison[END_REF], boosting cell-edge transmission rate, achieving green communication, assisting EM environment sensing or high precision positioning [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], improving communication reliability [START_REF] Gui | 6G: Opening new horizons for integration of comfort, security, and intelligence[END_REF], enhancing wireless body sensor networks [START_REF] Bariah | A prospective look: Key enabling technologies, applications and open research topics in 6G networks[END_REF], and metasurfaces holographic technologies [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] Huang | Holographic MIMO surfaces for 6G wireless networks: Opportunities, challenges, and trends[END_REF]. More details of the applications of RIS can be found in [START_REF] Cui | Research Report on Reconfigurable Intelligent Surface[END_REF], [START_REF] Pan | Reconfigurable intelligent surfaces for 6G systems: Principles, applications, and research directions[END_REF].

In recent years, a lot of research for RIS has been carried out. In 2011, Generalized Snell's law was proposed and the development of EM metasurface was greatly enriched [START_REF] Yu | Light propagation with phase discontinuities: Generalized laws of reflection and refraction[END_REF]. In 2014, T. J. Cui et al. proposed the concept of coding metamaterials, digital metamaterials and programmable metamaterials [START_REF] Cui | Coding metamaterials, digital metamaterials and programmable metamaterials[END_REF]. A lot of channel research has been conducted for RIS and becomes a baseline for further theoretical studies and practical applications. In [START_REF] Tang | Wireless communications with reconfigurable intelligent surface: Path loss modeling and experimental measurement[END_REF], three free-space path loss models for RIS-assisted wireless communications were developed for far-field, near-field and near-field broadcasting cases. In addition, experimental measurements were carried out to further validate the proposed models. A physical and widely applicable RIS channel model was proposed for mmWave frequencies and its corresponding open-source SimRIS Channel Simulator was introduced in [START_REF] Basar | Indoor and outdoor physical channel modeling and efficient positioning for reconfigurable intelligent surfaces in mmWave bands[END_REF]. Numerous experiments and tests have been conducted to explore the capabilities of the RIS prototype system to improve system efficiency, increase throughput, enhance coverage, etc. In [START_REF] Huang | Reconfigurable intelligent surfaces for energy efficiency in wireless communication[END_REF], RISbased resource allocation methods were developed for downlink multiuser multiple-input single-output (MISO) systems, which can provide up to 300% higher EE compared to using conventional relaying. E. Basar et al. proposed the concept of RIS-assisted IM for massive MIMO wireless networks, having the potential to provide considerably high SE at low signal to noise ratio (SNR) [START_REF] Basar | Reconfigurable intelligent surface-based index modulation: A new beyond MIMO paradigm for 6G[END_REF]. The trade-off between EE and SE for RIS-assisted MIMO uplink communication systems was studied in [START_REF] You | Energy efficiency and spectral efficiency tradeoff in RIS-aided multiuser MIMO uplink transmission[END_REF]. In [START_REF] Chen | Design and implementation of MIMO transmission based on dual-polarized reconfigurable intelligent surface[END_REF], a dual-polarized RIS was proposed to realize low cost ultra-massive MIMO transmission architecture towards future networks. By leveraging RIS in a downlink NOMA system, the rate performance was improved significantly [START_REF] Yang | Reconfigurable intelligent surface-assisted non-orthogonal multiple access[END_REF]. In [START_REF] Huang | Reconfigurable intelligent surface assisted multiuser MISO systems exploiting deep reinforcement learning[END_REF], advances in DRL were leveraged to optimize the joint design of transmit beamforming matrix at the base station and the phase shift matrix at the RIS. The effectiveness of coverage enhancement of deploying RISs in a mmWave cellular network was clarified by M. Nemati et al. [START_REF] Nemati | RIS-assisted coverage enhancement in millimeter-wave cellular networks[END_REF]. In [START_REF] Sihlbom | Reconfigurable intelligent surfaces: Performance assessment through a system-level simulator[END_REF], the system-level simulation was conducted to validate the fact that RIS could improve outdoor and indoor coverage and ergodic rate. J. Yuan et al. introduced multiple RISs to a downlink MISO CR system, increasing the achievable rate of secondary users significantly [START_REF] Yuan | Intelligent reflecting surface-assisted cognitive radio system[END_REF].

Multiple technical challenges remain for the future development and wide application of RIS, such as constraints of hardware capabilities, baseband algorithms, architectures of wireless networks, and networking methods need to be considered. Also, the cost and energy consumption of RIS devices in high frequency band, as well as the deployment scale and methods of RIS systems still need further works.

3) Holographic radio: Holographic radio leverages the holographic interference of EM waves to achieve dynamic reconstruction of EM space with real-time precision control. Utilizing a spatially continuous microwave aperture, it is a new method to achieve spatial multiplexing. Holographic radio is able to meet the demands for ultra-high SE, ultra-high traffic density, ultra-high capacity. It contributes to the convergence of imaging, sensing and wireless communication to support the intelligence of EM space [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Saad | A vision of 6G wireless systems: Applications, trends, technologies, and open research problems[END_REF]. Holographic radio is also known as holographic MIMO, which refers to the ultimate form of multiantenna system with finite aperture [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], [START_REF] Björnson | Massive MIMO is a reality-what is next?: Five promising research directions for antenna arrays[END_REF].

Rather than viewing unwanted signals as a harmful phenomenon, holographic radio is promising to exploit the interference as a useful resource for enhancement of EE [START_REF] Zong | 6G technologies: Key drivers, core requirements, system architectures, and enabling technologies[END_REF]. Besides, holographic radio can obtain the RF spectral hologram of the RF transmitting sources by utilizing holographic interference imaging, thus can save the overhead in CSI or channel estimations [START_REF]White Paper on Broadband Connectivity in 6G[END_REF]. In the near future, holographic radio will give full play to its potential in applications such as smart factories, high-precision positioning, precise wireless power supply, and data transmission for a massive number of IoT devices [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF].

The realization of continuous aperture antenna array is one of the most primary technical difficulties of holographic radio. Currently, there are two approaches to realize a continuous microwave aperture approximately. The first approach is to densely pack sub-wavelength unit cells to realize continuous or quasi-continuous apertures, which is referred to as reconfigurable holographic surface (RHS) [START_REF] Deng | Reconfigurable holographic surface: Holographic beamforming for metasurface-aided wireless communications[END_REF], [START_REF] Wan | Terahertz massive MIMO with holographic reconfigurable intelligent surfaces[END_REF]. Utilizing tightly coupled arrays of broadband active antennas is a more promising approach [START_REF] Tong | 6G, the Next Horizon: From Connected People and Things to Connected Intelligence[END_REF], which relies on a high-power unitraveling-carrier (UTC) photodetector (PD)-coupled antenna array. The UTC-PD is bonded to a photodiode-coupled array antenna, which has the advantages of low costs and low power consumption [START_REF] Zong | 6G technologies: Key drivers, core requirements, system architectures, and enabling technologies[END_REF], [START_REF] Konkol | High-power photodiode-integrated-connected array antenna[END_REF].

How to develop holographic radio communication theory, how to establish reliable channel models, and how to perform low latency and high reliability data processing on the massive data generated by holographic radio systems are still open problems.

D. More Capabilities

In this part, technologies that may strengthen 6G systems in all levels will be introduced. AI, ISAC, and blockchain can provide 6G systems with new capabilities of intelligence, sensing, and security, respectively. Semantic communication will expand communication systems capabilities greatly, making intelligent connection of everything a reality.

1) AI:

Over the last decade, AI has developed rapidly and shown its overwhelming advantages in a vast array of industries. ML and DL are important subsets of AI, able to learn and develop over time. AI technologies have high robustness, adaptive learning ability, and strong understanding and reasoning ability, which equip them with great application potential in many aspects, especially for scenarios where significant amounts of data are available for training. At the same time, the communication system is developing at a high speed, enabling larger throughput, lower latency, greater number of connections, and more intelligent services. The introduction of new demands and technologies has led to an increase in the data volume and complexity of communication networks, imposing serious limitations on traditional communication algorithms. AI is expected to be applied to all layers of 6G networks. It will simplify network management and optimization, making communication systems more efficient and intelligent [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [321], [START_REF] You | AI for 5G: Research directions and paradigms[END_REF]. A similar outlook for AI was expressed in [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF] and the authors proposed a four-level AI architecture for pervasive network intelligence.

AI will bring a disruptive change to the traditional air interface design. In the physical layer, AI is employed in wireless channel research to enable the modeling and prediction of complicated channels based on a large number of propagation environment parameters [START_REF] Shea | An introduction to deep learning for the physical layer[END_REF], [START_REF] Huang | A big data enabled channel model for 5G wireless communication systems[END_REF], [START_REF] Yin | Intelligent reflecting surface enhanced wireless communications with deep-learning-based channel prediction[END_REF]. Due to the high computational complexity of conventional channel estimation techniques, there are many efforts attempting to perform channel estimation and signal detection utilizing AI [START_REF] Ye | Power of deep learning for channel estimation and signal detection in OFDM systems[END_REF], [START_REF] Gao | An attention-aided deep learning framework for massive MIMO channel estimation[END_REF]. Besides, AI can also be applied to E2E transceiver design [START_REF] Dörner | Deep learning based communication over the air[END_REF], [START_REF] Cammerer | Trainable communication systems: Concepts and prototype[END_REF], channel encoding and decoding techniques [START_REF] Farsad | Deep learning for joint sourcechannel coding of text[END_REF], [START_REF] Buchberger | Pruning and quantizing neural belief propagation decoders[END_REF], as well as modulation and waveform design [START_REF] Zhao | Deep-waveform: A learned OFDM receiver based on deep complex-valued convolutional networks[END_REF], [START_REF] Aoudia | Joint learning of probabilistic and geometric shaping for coded modulation systems[END_REF]. AI has the ability to efficiently extract and express large dimensional feature space. Therefore, its application in the field of MIMO technology, where the antenna dimension has grown significantly, has also received a lot of attention [START_REF] Gao | Fast channel tracking for terahertz beamspace massive MIMO systems[END_REF], [START_REF] Elbir | Hybrid precoding for multiuser millimeter wave massive MIMO systems: A deep learning approach[END_REF]. In the medium access control (MAC) layer, AI is widely used for active user detection [START_REF] Zhang | DNNaided block sparse bayesian learning for user activity detection and channel estimation in grant-free non-orthogonal random access[END_REF], [START_REF] Kim | Deep neural network-based active user detection for grant-free NOMA systems[END_REF], access control [START_REF] Zhu | A new deep-Q-learningbased transmission scheduling mechanism for the cognitive Internet of things[END_REF], and wireless link scheduling [START_REF] Cui | Spatial deep learning for wireless scheduling[END_REF]. In addition, MAC protocols are expected to be designed automatically thanks to recent developments in deep multiagent reinforcement learning [START_REF] Hoydis | Toward a 6G AI-native air interface[END_REF]. A deep neural network-based transmission scheduling scheme was introduced in [START_REF] Gao | MAC for machine-type communications in industrial IoT-Part II: Scheduling and numerical results[END_REF]. What's more, AI can play a part in achieving higher wireless positioning accuracy [START_REF] Wang | High-precision indoor wireless positioning method based on generative adversarial network (in Chinese)[END_REF].

In the upper layers of networks, AI is expected to be more widely used and bring disruptive changes to the network architecture, leading to pervasive network intelligence [START_REF]G alliance of network AI, From cloud AI to network AI[END_REF], [START_REF] Shen | Holistic network virtualization and pervasive network intelligence for 6G[END_REF], [START_REF] Sun | Application of machine learning in wireless networks: Key techniques and open issues[END_REF]. First, AI can be used to design efficient resource allocation and interference management schemes. In [START_REF] Sun | Learning to optimize: Training deep neural networks for interference management[END_REF] and [START_REF] Liang | Towards optimal power control via ensembling deep neural networks[END_REF], deep neural network was utilized to solve the interference management problem, achieving better power control results while requiring less computational resources. In [START_REF] Hu | Blockchain and artificial intelligence for dynamic resource sharing in 6G and beyond[END_REF], a blockchain and AI-empowered dynamic resource sharing architecture was proposed to implement efficient pat-tern recognition and decision-making. In addition, as data traffic increases, network traffic control becomes an important issue. AI can be used to predict the network traffic, and then, the corresponding resource control algorithms are adopted to reduce congestion. In [START_REF] Fu | Artificial intelligence to manage network traffic of 5G wireless networks[END_REF], ML algorithms for traffic management of 5G networks were discussed. In [START_REF] Zhang | Machine learning for Internet congestion control: Techniques and challenges[END_REF], main AI algorithms applied to transport layer congestion control were summarized. Besides, AI can be used for network demand prediction and caching, helping to reduce latency and decrease operational costs [START_REF] Jiang | User preference learning-based edge caching for fog radio access network[END_REF]. In the face of the explosive growth of application data, the AI-based distributed computing technology can further release the potential of computing and data resources of edge nodes [START_REF] Qi | Extensive edge intelligence for future vehicular networks in 6G[END_REF]. In addition to applying AI to solve specific problems at each layer of the network, an intelligent-endogenous network architecture based on DL and knowledge graph was proposed [START_REF] Zhou | Intelligence-endogenous networks: Innovative network paradigm for 6G[END_REF]. The network can automatically change in response to new service requirements, which is expected to further unlock the scalability, iterative enhancement, and model generalization application capabilities of AI. Besides, a dynamic RAN slicing scheme based on a two-layer constrained reinforcement learning was introduced in [START_REF] Wu | Dynamic RAN slicing for service-oriented vehicular networks via constrained learning[END_REF].

A number of issues need to be addressed in the progress of applying AI to air interface design. AI cannot completely replace conventional methods and there is a need to identify the application area of learning methods [START_REF] Zhang | Artificial intelligence for 5G and beyond 5G: Implementations, algorithms, and optimizations[END_REF]. Besides, future research needs to explore suitable AI learning techniques for specific problems [START_REF] Jiang | Machine learning paradigms for next-generation wireless networks[END_REF]. Challenges for network AI will be discussed later.

2) ISAC:

As one of the six visions of the 6G communication systems, "Full Applications" puts forward the need for the integration of communication network and perceptive network. In a broad sense, the perceptive network refers to a system that can perceive the attributes and states of all services, networks, users, terminals, and environmental objects [325]. ISAC is an important supporting technology for realizing 6G integrated network. Perception and communication systems are integrated to efficiently utilize congested wireless resources and/or hardware resources, and mutually assist each other to improve the efficiency of hardware, spectrum, time, and energy [START_REF] Cui | Integrating sensing and communications for ubiquitous IoT: Applications, trends, and challenges[END_REF].

Over the past few decades, communication and perceptive technologies have been developed in parallel, and the two systems are relatively independent. However, with the development of communication technologies, the perceptive system and the communication system are more and more coupled. They both tend to utilize consistent high-frequency and largeaperture antennas, and are expected to use similar signals and data processing methods [START_REF] Zhang | Enabling joint communication and radar sensing in mobile networks-a survey[END_REF].

The emergence of the concept of ISAC can date back to the 1960s. In [START_REF] Mealey | A method for calculating error probabilities in a radar communication system[END_REF], R. M. Mealey et al. used coded pulses to transmit information from ground-based radars to spacecraft. However, there were few further developments afterwards. Recently, with the development of related technologies, ISAC has received widespread attention. A large number of theoretical designs and system implementations of related technologies have been carried out by domestic and foreign scholars. C. Sturm et al. discussed the waveform design and signal processing for ISAC and implemented the first ISAC system utilizing OFDM waveforms [START_REF] Sturm | Waveform design and signal processing aspects for fusion of wireless communications and radar sensing[END_REF]. The first information theoretical analysis of ISAC was conducted by A. R. Chiriyath et al. [START_REF] Chiriyath | Inner bounds on performance of radar and communications co-existence[END_REF]. An ISAC implementation for vehicle communication scenarios was realized in [START_REF] Kumari | IEEE 802.11ad-based radar: An approach to joint vehicular communicationradar system[END_REF]. F. Liu et al. provided an overview of the applications, research status, and future directions of ISAC design [START_REF] Liu | Joint radar and communication design: Applications, state-of-the-art, and the road ahead[END_REF]. Focusing on signal processing, J. A. Zhang et al. summarized the related technologies of ISAC [START_REF] Zhang | An overview of signal processing techniques for joint communication and radar sensing[END_REF]. Y. Cui et al. provided a general survey of the progress of ISAC, listed the use cases of ISAC under the IoT architecture, and introduced several challenges and opportunities for future development [START_REF] Cui | Integrating sensing and communications for ubiquitous IoT: Applications, trends, and challenges[END_REF]. In [START_REF] Ma | Joint radarcommunication strategies for autonomous vehicles: Combining two key automotive technologies[END_REF], joint radar-communication strategies for autonomous vehicle were surveyed. In [START_REF] Xiao | An overview on integrated localization and communication towards 6G[END_REF], an overview research on integrated localization and communication was proposed. What's more, IEEE 802.11bf was established in 2020, focusing on wireless local area network (WLAN) sensing. Besides, 3GPP SA1 started a study item on ISAC in March 2022.

Research challenges include building high-precision ISAC measurement equipment, designing reasonable measurement scenarios, selecting efficient transmission frequency bands, evaluating the correlation between sensing channels and communication channels, and establishing accurate ISAC channel models. On this basis, it is necessary to consider how to integrate both communication and sensing requirements in terms of hardware architecture, system design, waveform design, and anti-jamming signal processing on the basis of avoiding interference and collisions [325].

3) Blockchain: Blockchain technique was first proposed for cryptocurrency in 2008 [START_REF] Nakamoto | Bitcoin: A peer-to-peer electronic cash system[END_REF]. Using distributed databases connected by hash pointers, blockchain has the characteristics of decentralization, transparency, anonymity, immutability, traceability, and resiliency [START_REF] Wang | Blockchain-enabled wireless communications: A new paradigm towards 6G[END_REF]. Because of the flatter structure and more frequent data transformation in 6G network, the traditional centralized security authentication and access control mechanisms will no longer be fully applicable [START_REF] Li | Blockchain-based data security for artificial intelligence applications in 6G networks[END_REF]. Blockchain provides a promising solution to the trust-and security-related issues among distributed and heterogeneous network devices and infrastructures, and, is considered as one of the essential technologies for 6G communication systems [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF], [START_REF] Chowdhury | 6G wireless communication systems: Applications, requirements, technologies, challenges, and research directions[END_REF], [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. In 2018 Mobile World Congress Americas (MWCA), FCC outlined their vision for deploying blockchain in future 6G networks. In [START_REF] Ling | Blockchain radio access network (B-RAN): Towards decentralized secure radio access paradigm[END_REF] a blockchain-RAN (B-RAN) architecture was proposed for decentralized secure radio access.

A series of studies on the application of blockchain in the field of communication are underway. Because of its characteristics of tamper resistance, decentralization, fine-grained auditability, and imbedded asymmetric encryption, blockchain is expected to provide both the data security and privacy protection. In [START_REF] Aitzhan | Security and privacy in decentralized energy trading through multi-signatures, blockchain and anonymous messaging streams[END_REF], a blockchain-based distributed domain name system was proposed to defend against DDoS attacks. In [START_REF] Wan | A blockchainbased solution for enhancing security and privacy in smart factory[END_REF], blockchain was used to privacy protection of identity and confidential data of users in wireless networks. Besides, blockchain can promote more efficient resource sharing in a wide range of separated network entities. In [START_REF] Weiss | On the application of blockchains to spectrum management[END_REF], blockchainbased spectrum management was proposed to provide secure and highly efficient decentralized spectrum sharing. In [START_REF] Backman | Blockchain network slice broker in 5G: Slice leasing in factory of the future use case[END_REF], blockchain was used in network slicing to promote slice leasing for the first time. In [START_REF] Liu | Blockchain-enabled secure data sharing scheme in mobile-edge computing: An asynchronous advantage actor-critic learning approach[END_REF], blockchain-empowered MEC was proposed to guarantee the security and traceability of computing and storage capacities sharing. In [START_REF] Shen | Blockchain for transparent data management toward 6G[END_REF], blockchain solutions were investigated to balance transparency, efficiency, and privacy requirements in decentralized data management. Furthermore, blockchain plays an important role in massive IoT, ensuring the security and data privacy, traceability of massive data, and interoperability across devices. In [START_REF] Ray | Blockchain for IoTbased healthcare: Background, consensus, platforms, and use cases[END_REF], blockchain and IoT were combined to store, access, and manage real-time sensory data from patients in a secure and efficient way. In [START_REF] Kouicem | Decentralized blockchain-based trust management protocol for the Internet of things[END_REF], a hierarchical and scalable blockchainbased trust management protocol was proposed for IoT systems, which was proved to be superior to existing solutions in terms of scalability, mobility support, communication, and computation costs. In [START_REF] Mollah | Blockchain for the Internet of vehicles towards intelligent transportation systems: A survey[END_REF], the adoption of blockchain for supporting the information exchange in internet of vehicles (IoV) was comprehensively surveyed. In [START_REF] Hui | BCC: Blockchain-based collaborative crowdsensing in autonomous vehicular networks[END_REF], a blockchainbased collaborative crowdsensing (BCC) scheme was proposed for IoV, promoting the security and efficiency of autonomous vehicles crowdsensing. In the field of smart grid, blockchain can be applied to promote privacy-preserving and efficient data aggregation [START_REF] Zhuang | Blockchain for cybersecurity in smart grid: A comprehensive survey[END_REF]. One last application to note is the federatedstyle learning, which is inherently supported by blockchain. In [START_REF] Lu | Low-latency federated learning and blockchain for edge association in digital twin empowered 6G networks[END_REF], a blockchain empowered federated learning framework was proposed to share intelligence in an open and compatible manner, thus improving the efficiency and security of digital twin wireless networks.

Although blockchain is expected to facilitate the development of 6G networks in various aspects, its decentralized characteristics will cause problems, such as relatively long latency, inefficient storage, and limited throughput performance. Thus, it may only be useful for certain application scenarios. Besides, the current underlying technology platforms of blockchain show a fragmented state, and there is a need to establish unified standardization and regulation to promote the integration of individual systems.

4) Semantic communication:

Semantic communication is a communication method in which semantic information is extracted from a source and encoded for transmission in a noisy channel. Rather than requiring error-free transmission at the bit level, semantic communication relies primarily on building a semantic knowledge base that is pervasive and comprehensible among a large number of human users and machines. It is expected to break through the bottleneck of transmission in classical communication systems and liberate communication networks from the traditional architecture based on data protocols and formats. Semantic communication is promising to further improve communication efficiency and reliability, enhance the quality of human-oriented services, and realize the true seamless intelligent connection of everything [265], [START_REF] Shi | From semantic communication to semantic-aware networking: Model, architecture, and open problems[END_REF].

In 1948, classic information theory was proposed by Shannon [START_REF] Shannon | A mathematical theory of communication[END_REF]. Later, Weaver indicated that semantic problem concerns how precisely the transmitted symbols can convey the desired meaning, inspiring thinking and research of semantic information [START_REF] Shannon | The mathematical theory of communication[END_REF]. The concept of semantic information theory was proposed in [START_REF] Bar-Hillel | Semantic information[END_REF] and was further refined in [START_REF] Barwise | Situations and attitudes[END_REF]- [START_REF] Bao | Towards a theory of semantic communication[END_REF]. In [START_REF] Zhong | Information ecology and semantic information[END_REF], the key point of semantic information theory was considered to be the understanding of content and the ability of logical deduction. In [START_REF] Zhong | A theory of semantic information[END_REF], it was proved that the representation of semantic information is unique. In [START_REF] Shi | From semantic communication to semantic-aware networking: Model, architecture, and open problems[END_REF], the limitations of classic point-to-point semantic communication were analyzed, and a resource-efficient semantic-aware networking architecture based on federated edge intelligence was proposed to reduce resource consumption and improve communication efficiency. In [START_REF] Xu | Research progress of network security architecture and key technologies based on blockchain (in Chinese)[END_REF], a new semantic representation framework was proposed to set up an intelligent and efficient semantic communication network architecture, which had a lower bandwidth requirement, less redundancy, and more accurate intent identification.

Recently, semantic communications has been utilized in E2E communication systems to address the bottlenecks in traditional block communication systems. Several related studies have considered different types of sources, focusing on image and text transmission [START_REF] Shea | An introduction to deep learning for the physical layer[END_REF]- [START_REF] Xie | A lite distributed semantic communication system for Internet of things[END_REF]. Semantic communication can also be applied in speech signal processing to convert speech signals into textual information in automatic speech recognition, where the characteristics of the speech signal, such as speech rate and intonation, are not concerned [START_REF] Dahl | Context-dependent pretrained deep neural networks for large-vocabulary speech recognition[END_REF].

At present, semantic communication technology is still under rapid development, and many basic concepts need to be developed and improved [265], [START_REF] Shi | From semantic communication to semantic-aware networking: Model, architecture, and open problems[END_REF]. First, the accuracy of semantic fundamental elements determines the reliability in practical applications and is the most fundamental issue in semantic communication. Second, how to design an effective semantic error-tolerant and error-correcting mechanism remains unknown. Moreover, a simple and versatile solution for fast semantic information detection and processing that can be implemented in resource-limited devices is still lacking. Semantic information models between different entities are difficult to share, exacerbating the challenge of adopting semantic communication in communication systems. Besides, semantic communication also puts forward completely new requirements for network security, which requires the establishment of a perfect censorship mechanism to prevent the semantic knowledge graph from being maliciously tampered and a safe and reliable storage and a recall mechanism to prevent the leakage of user's private information.

5) Energy-neutral devices:

Passive (energy-neutral) devices rely on power harvested from the ambient environment to support their operation. The most important category is devices that harvest RF power, either from specific power transmitters or from ambient signals. Typically, these devices comprise a capacitor that is charged by the incoming RF field and communicate via backscattering. With backscattering, there is no RF chain, but the devices modulate the load impedance of their antenna to change the backscattered field; this change is then detected by the network node communicating with the device [START_REF] Xu | A survey on resource allocation in backscatter communication networks (in Chinese)[END_REF], [START_REF] Kimionis | Increased range bistatic scatter radio[END_REF]- [START_REF] Fasarakis-Hilliard | Coherent detection and channel coding for bistatic scatter radio sensor networking[END_REF]. From an electronics viewpoint, a load-modulated backscattering antenna is similar to an atom in a RIS (see Section V-C2).

Energy-neutral devices will enable a host of new applications, from massive sensor telemetry to tracking of goods and people in factories, hospitals, and smart cities, for instance. Particularly, building and deploying massive amount of electronics without batteries is attractive, since no battery charging or replacement is required, and since toxic materials required for conventional batteries can be avoided.

One of the main challenges with backscattering communication is the link budget. With β being the path gain from the network node to the device, the total path gain from the network node to the device and back scales as β 2 . To overcome the high path loss, either a directional antenna must be used (at the network node and/or the device), or one must rely on antenna arrays at the network side [START_REF] Boyer | Backscatter communication and RFID: Coding, energy, and MIMO analysis[END_REF], [START_REF] Kashyap | On the feasibility of wireless energy transfer using massive antenna arrays[END_REF]- [START_REF] Mishra | Optimal channel estimation for reciprocity-based backscattering with a full-duplex mimo reader[END_REF]. Massive MIMO, the core physical-layer technology in 5G and 6G, enables an array gain proportional to the number of antennas both in receive and transmit mode. When operating in reciprocity-based (TDD) mode, this scaling holds even with estimated channels [START_REF] Marzetta | Fundamentals of massive MIMO[END_REF]. Exploiting this insight, massive MIMO technology is viewed as a fundamental enabler for communication with backscattering devices and technology is currently being developed, for example, in the European H2020-REINDEER project [12]. Another challenge is the cost. More devices are deployed in large scale so that the overall cost will be magnified if the individual device takes on a high cost.

VI. 6G TESTBEDS

In Section IV-V, we have introduced a number of potential network architectures and technologies. Currently, standardization organizations have carried out a series of forwardlooking works. We have investigated study items and work items in 3GPP (R18-R19), IEEE standards, technical groups in ETSI, as well as study groups in ITU-T and ITU-R [526]- [530]. Details of the standardization efforts on the 6G network architecture and potential technologies are summarized in Table IX and Table X, respectively. The summary also provides readers with an overview of the standardization process. However, several technologies have not been investigated by standardization organizations and not been summarized in the tables. In order to accelerate the technical research as well as the subsequent standardization work, studying 6G testbeds is one of the indispensable tasks.

To investigate the developments of testbeds used to explore channel characteristics, verify the key technologies, and evaluate the whole communication system, different 6G testbeds have been given for different purposes in this section. We will focus on three types of such testbeds, testbeds for 6G channels, testbeds for 6G key technologies, and testbeds for comprehensive 6G system verification.

A. Testbeds for 6G Channels

Channel characterization, measurements, and modeling are the foundations of system design, theoretical analysis, performance evaluation, optimization, and deployment. Any new frequency bands, new scenarios, and new communication technologies will lead to new channel characteristics. Therefore, with the development and evolution of communication systems, channel research has played an indispensable role at all levels of the communication systems. In general, the wireless signal includes large-scale fading and small-scale fading. Large-scale fading includes path loss and shadowing, while small-scale fading includes multipath fading. Largescale fading plays an important role in wireless networking, including link budget calculation, network planning, optimization, and resource allocation, while small-scale fading is mainly utilized in wireless transmission, such as channel estimation, modulation, and coder design. Other applications, such as channel capacity analysis, localization, and positioning, consider both large-scale and small-scale fading.

With the emergence of new application scenarios and new technologies, 6G channels will have new characteristics. Therefore, it is essential to provide future 6G research with applicable channel testbeds. Existing testbeds for channels are divided into software channel simulators and hardware channel sounders. The latest developments will be introduced as follows.

1) 6G Pervasive Channel Simulator: Channel simulators aim to simulate the propagation characteristics of real channel environments by using different channel models. The most critical issue for 6G channel modeling is to fully consider the characteristics of 6G all-spectra and all-scenario channels. A pervasive 6G wireless channel modeling theory was proposed by Wang et al. in [531]. Using a unified channel modeling framework and method, the pervasive 6G wireless channel modeling theory adopts a unified channel impulse responses (CIR) expression and comprehensively considers integrating statistical properties of 6G channels for all spectra and all scenarios. Based on this, a 6G pervasive channel model applicable to 6G all-spectra and all-scenarios is constructed to accurately reflect the characteristics of different channels. In Fig. 10, the 6G pervasive wireless channel modeling theory is illustrated, which can be used to guide the construction of standardized 6G channel models. In terms of channel modeling framework and method, non-predictive models such as the geometry-based stochastic model (GBSM) and ray tracing (RT), as well as AI/ML-based predictive models can be adopted. 5G and previous standardized channel models such as 3GPP TR 38.901 and IMT-2020 mostly adopt the GBSM modeling method. It is expected that the standardized 6G channel models will mainly adopt the GBSM modeling method for the same reasons, while RT and AI/ML modeling methods can be used for individual frequency bands and scenarios as supplements.

Guided by the 6G pervasive channel modeling theory, a 6G pervasive channel model (6GPCM) based on a GBSM framework was first proposed in [531]. It aims to construct a benchmark for 6G pervasive GBSM, which is expected to serve as a pioneer in the exploration of 6G standardized channel models. The proposed model is generally suitable for all spectra including sub-6 GHz, mmWave, THz, IR and VLC, global-coverage scenarios including low-earth-orbit (LEO) satellite, UAV, and maritime communication, and fullapplication scenarios such as ultra-massive MIMO, IIoT, and RIS channels in 6G communication systems. Parameter database for all spectra and scenarios can be constructed by using channel measurement fitting from existing standardized channel model documents. Considering the cost and limitations of channel measurements, RT and AI/ML-based methods can also be chosen to achieve channel parameter acquisition for different spectra and scenarios to complete the channel model parameter database. By adjusting the parameters of the channel model, the 6GPCM can be simplified to simulate channels for specific spectra and scenarios as special cases. By analyzing the 6GPCM, the complex mapping relationship among channel model parameters, channel characteristics and communication system performance can be investigated thoroughly. The 6GPCM is extremely important for the standardization of 6G channel models, as well as the investigation of theories, technologies, and system integration for the 6G space-air-ground-sea integrated network.

2) Channel Sounders: As a way to actively recognize channels, channel sounders are of great importance for establishing 6G all-spectra, global-coverage, and full-applications standardized channel models. A channel sounder is usually composed of a Tx, a Rx, and a data acquisition unit, which is a channel measurement platform to exploit the characteristics of unknown propagation environments [START_REF] Huang | 5G millimeter wave channel sounders, measurements, and models: Recent developments and future challenges[END_REF]. In order to evaluate the performance of channel sounders, some key properties are defined, e.g., bandwidth, delay range, channel snapshot (CS) repetition rate, and dynamic range [START_REF] Nielsen | A channel sounder for massive MIMO and mmwave channels[END_REF]. First, the bandwidth and delay resolution are reciprocals of each other. The larger the bandwidth is, the higher the delay resolution will be, but usually the higher the cost or complexity of equipment as well. Second, the delay range refers to the maximum propagation distance detected by the channel sounder in the dynamic range. In general, the delay range required for indoor scenarios is relatively small, about a few hundred nanoseconds, while many microseconds for outdoor scenarios. Third, the CS repetition rate is an important indicator of channel measurements in mobile scenarios. Based on the Nyquist sampling theorem, the signal can be recovered perfectly when the sampling rate is higher than twice of the signal bandwidth. The bandwidth of a mobile channel equals to the maximum Doppler frequency, so the CS repetition rate needs to be greater than twice the maximum Doppler frequency. Last, the dynamic range is calculated by the difference between the strongest identifiable multipath component (MPC) power and the noise floor [START_REF] Karttunen | Large-scale parameter estimation in channel sounding with limited dynamic range[END_REF]. The dynamic range can be improved by averaging over many CSs and increasing the length of probe waveform.

6G channel sounders for measurements can be used to investigate the properties of all-spectra, global-coverage, and fullapplications channels. In Table XI, the specific configurations of these channel measurement campaigns are shown, and the detailed statements are as follows.

According to channel measurement frequency, channel sounders can be divided into sub-6 GHz, mmWave, THz, and OWC channel sounders. In [START_REF] He | Channel measurements and modeling for 5G communication systems at 3.5 GHz band[END_REF], a time domain channel sounder was used to conduct channel measurement at 3.5 GHz in outdoor mobile scenarios. An omnidirectional antenna was used at both Tx and Rx sides. In [START_REF] Chen | Simultaneous sub-6 GHz outdoor multi-frequency channel measurements and evaluation of standard channel models[END_REF], 0.7 GHz, 2.3 GHz, and 3.7 GHz cross-band channel measurements were conducted in Urban Macro scenarios by two sets of time-domain channel sounders. Two of these three frequency bands were measured simultaneously at each channel measurement. At the Rx side, 4 × 4 dual-polarization planar antenna array was used for 0.7 GHz channel measurements, and 8 × 4 dual-polarization planar antenna array was used for 2.3 GHz and 3.7 GHz channel measurements. At the Tx side, a single omnidirectional antenna was used for all frequency bands channel measurements. In [START_REF] Zhang | Multi-frequency wireless channel measurements and characterization in large indoor office environments[END_REF], a time domain channel sounder was used to conduct SISO and MIMO channel measurements in a large indoor office environment. For SISO channel measurements, two omnidirectional antennas were used as the transmitting and receiving antennas. For MIMO channel measurements, the 4×4 dual-polarization planar antenna array was used at the Tx side and the 4×8 dual-polarization cylindrical antenna array was used at the Rx side. In [START_REF] Zhang | 3-D MIMO: How much does it meet our expectations observed from channel measurements?[END_REF], a 32 × 56 MIMO channel measurement at 3.5 GHz was implemented via time-division multiplexing (TDM). The high-speed electrical switches were configured at both Tx and Rx sides. In order to investigate the path loss at mmWave, a 28 GHz channel sounder based on a vector network analyzer (VNA) was constructed in an outdoor scenario in [START_REF] Zhou | Path loss model based on cluster at 28 GHz in the indoor and outdoor environments[END_REF]. The rotating platforms were used at both the Tx and Rx sides to obtain spatial characteristics of channels. Moreover, a VNA based (i.e., frequency domain) channel sounder was presented in [START_REF] Li | High-efficiency wideband millimeter-wave channel sounder system[END_REF]. Both the measurement frequency and bandwidth of this channel sounder are up to 40 GHz and 500 MHz, respectively. In [START_REF] Abbasi | Channel measurements and path loss modeling for indoor THz communication[END_REF], a 140-220 GHz THz channel sounder based on a VNA and frequency extenders was constructed to conduct a LoS measurement campaign. By analyzing the power delay profile of measurements, multipaths were not neglected in the LoS channels. In [START_REF] Tang | Channel measurement and path loss modeling from 220 GHz to 330 GHz for 6G wireless communications[END_REF], a 220-330 GHz THz channel sounder with a bandwidth of 2 GHz was constructed to investigate the frequency dependence of path loss in indoor static scenarios. Both Tx and Rx of this sounder were equipped with high-gain directional horn antennas. In [START_REF] Eldeeb | Distributed MIMO for Li-Fi: Channel measurements, ray tracing and throughput analysis[END_REF], a frequency-domain channel sounder was constructed to conduct indoor channel measurements for LiFi communications using IR LEDs with centroid wavelength at 850 nm. Both transceivers have wide filed-of-view (FoV) and beamwidth, which can well support mobile scenarios. By using a time-domain channel sounder, an outdoor V2V channel measurement at the VL band was shown in [START_REF] Chen | Time variation in vehicle-to-vehicle visible light communication channels[END_REF]. A commercial car headlamp was used on the Tx side, and a PD installed on a car was used on the Rx side.

Also, based on the coverage scenarios of channel measurement, channel sounders can be mainly divided into UAV, maritime, and mine channel sounders. To study the wireless propagation channel in maritime communication scenarios, the corresponding channel sounders are needed for channel measurement. In [START_REF] Reyes-Guerrero | 5.8 GHz propagation of low-height wireless links in sea port scenario[END_REF], a time-domain channel sounder was used to measure the channel characteristics in a sea port scenario. The vertically polarized omnidirectional antennas were equipped at both Tx and Rx sides. A channel measurement campaign at an open sea environment was conducted by a time domain channel sounder [START_REF] Yang | Longdistance propagation measurements of mobile radio channel over sea at 2 GHz[END_REF]. The channel sounder worked at 2.075 GHz with a bandwidth of 200 MHz. Two vertically polarized antennas were equipped at the Tx and Rx sides. UAV channel sounders are usually miniaturized and lightweight, as they need to be mounted on the UAV. In [START_REF] Matolak | Air-ground channel measurements and modeling for UAS[END_REF], channel measurements at C-band and L-band in an air-to-ground scenario were conducted by a UAV channel sounder. The sounder measured the time-varying CIR via the collection of PDPs. In [START_REF] Khawaja | UWB air-to-ground propagation channel measurements and modeling using UAVs[END_REF], a time domain UAV channel sounder was constructed to conduct channel measurement at 3.1-4.8 GHz in an air-to-ground scenario. Omnidirectional antennas were used at both UAV and GS sides. In general, the structure of underground mines can be divided into two categories, i.e., tunnel mines and room-and-pillar mines. In [START_REF] Volos | Preliminary UWB propagation measurements in an underground limestone mine[END_REF], a time domain channel sounder was used to conduct channel measurement at 3 GHz in a room-and-pillar mine. An omnidirectional biconical antenna was used at both Tx and Rx sides. In [START_REF] Volos | Preliminary UWB propagation measurements in an underground limestone mine[END_REF], a frequency-domain channel sounder was used to conduct channel measurement at 60 GHz in a tunnel mine. Directional MIMO antennas were used at both Tx and Rx sides.

Finally, based on the application scenarios, current channel sounders can be divided into those for massive MIMO, RIS, IIoT, and ISAC. Massive MIMO channel sounders are usually equipped with large-scale antenna arrays. In [START_REF] Zheng | Ultra-massive MIMO channel measurements at 5.3 GHz and a general channel model[END_REF] the channel measurements were conducted at 5.3 GHz by using the ultramassive MIMO channel sounder. The Tx antenna array was equipped with 8 omnidirectional antennas. A uniform linear array (ULA) up to 4.3 m with antenna element spacing of 0.6 wavelengths was used at the Rx side. In [START_REF] Li | Channel measurements and angle estimation for massive MIMO systems in a stadium[END_REF], a massive MIMO time domain channel sounder was constructed to conduct channel measurements at 1.4725 GHz in an outdoor stadium. The Tx side was equipped with a virtual ULA with 128 antenna elements. The Rx side consists of 2-element antenna. In [START_REF] Sun | Reconfigurable intelligent surface assisted MIMO channel measurements and characteristic analysis for 6G wireless communication systems[END_REF], RIS channel measurements are carried out at 5.4 GHz employing a RIS channel sounder. The whole measurement system consists of Tx, RIS hardware, and Rx. The Tx and Rx sides were equipped with a planar array with 32 uniformly spaced antenna elements and a cylindrical array with 64 antenna elements, respectively. RIS hardware consists of 9 same sub-arrays. In [START_REF] Mudonhi | RIS-enabled mmWave channel sounding based on electronically reconfigurable transmitarrays[END_REF], RIS-assisted mmWave channel measurements were conducted in the indoor laboratory and office environments by a RIS-enabled channel sounder. The channel sounder consists of a four-port VNA, the RIS, one monopole antenna, and an antenna positioner. The ISAC channel sounders consist of two parts: communication channel sounding and sensing channel sounding. In [START_REF] Zhang | Channel measurements and characterization in industrial scenarios at 5.5 GHz[END_REF], the authors conducted SISO and MIMO channel measurements in a mechanical and automobile workshop. The height of the Tx antenna is 4.5 m, which is approximately the height for the placement of wireless access points. The height of the Rx antenna is 0.3 m and 1 m to simulate the communication scenarios of the auto guided vehicle and wireless switches. The detailed description of the time-domain channel sounder can be referred to [START_REF] Zhang | Multi-frequency wireless channel measurements and characterization in large indoor office environments[END_REF]. In [START_REF] Li | Integrated sensing and communication in 6G: the deterministic channel models for THz imaging[END_REF], a sensing channel measurement was conducted in an anechoic chamber by a THz ISAC channel sounder to verify the imaging accuracy of the sensing channel. The Tx antenna was a 140 GHz horn antenna, and Rx was a sampling surface. To validate the detect ability of the sensing targets, the channel measurement was conducted at 26 GHz by using an ISAC channel sounder [START_REF] Pham | Joint communications and sensing experiments using mmWave platforms[END_REF]. A ULA equipped with 16 quasi-antenna elements was used on the Tx side. Then, the detection probability was calculated and analyzed.

B. Testbeds for 6G Key Technologies

In order to design and verify new technologies, several testbeds for 6G key technologies have been proposed by different organizations in recent years. Table XII gives an overview of representative testbeds. Details will be discussed as follows.

1) Testbeds for mmWave: It is an essential work to build the mmWave massive MIMO testbed for practical use. During the 5G research era, various organizations including AT&T, HUAWEI, NTT DoCoMo, New York University, and Intel/Fraunhofer have made extensive measurements of channel characteristics in the mmWave frequency band from 30 GHz to 100 GHz. According to the measurement and ray tracing results, [START_REF] Docomo | 5G channel model for bands up to 100 GHz[END_REF] was developed to introduce corresponding channel characteristics and modeling. Samsung [START_REF] Roh | Millimeter-wave beamforming as an enabling technology for 5G cellular communications: Theoretical feasibility and prototype results[END_REF] and Qualcomm [START_REF] Raghavan | Millimeter-wave MIMO prototype: Measurements and experimental results[END_REF] have presented 28 GHz mm-Wave MIMO Prototypes in 2014 and 2018, respectively, as well as corresponding measurement results. Recently, Anjos et al. from the University of Leuven presented a reconfigurable millimeter-wave tilebased antenna array platform named Flexible Organization and Reconfiguration of Millimeter-wave Antenna Tiles (FORMAT) [START_REF] Anjos | FORMAT: A reconfigurable tile-based antenna array system for 5G and 6G millimeter-wave testbeds[END_REF], aiming at offering an assembled hardware solution to demonstrate various antenna array concepts and thus providing valuable insights to beyond-5G. By employing FORMAT hardware at both base station and user terminal, a wireless link was set up to demonstrate a 4.8-Gbps downlink speed with 64 QAM modulation at 28.5 GHz.

Another real-time millimeter-wave massive MIMO testbed named LuMaMi28 was presented in [START_REF] Chung | LuMaMi28: Real-time millimeter-wave massive MIMO systems with antenna selection[END_REF] by groups from Lund University. LuMaMi28 consists of a base station with 16 transceiver chains and multiple users equipped with a beamswitchable antenna array. Corresponding measurement results for mmWave massive MIMO performance with both static and mobile users in different actual scenarios were also provided in this paper.

In response to the limited coverage of mmWave due to its susceptibility to atmospheric attenuation, researchers demonstrated a promising real-time photonics-assisted mm-Wave communication technology to overcome the wall loss for mmWave and thus promote indoor coverage in [START_REF] Cai | Demonstration of real-time photonics-assisted mm-Wave communication based on ka-band large-scale phased-array antenna and automatic beam tracking technique[END_REF]. This technology also incorporates Ka-band large-scale phased-array antenna and FPGA-based automatic beam tracking technique, which allows terminals to move freely within a max range of ±50 • . It was also demonstrated that this photonics-assisted mm-Wave communication system can achieve 1.5 Gbps realtime bi-directional uncompressed high-definition video transmissions at 26.5-29.5 GHz.

2) Testbeds for THz: To tackle the emerging 6G testing challenges with up to 10 GHz of bandwidth, many instrument manufacturers have launched a variety of sub-THz testbed instruments to address a multitude of frequency bands, frequency bandwidths, and waveform types for experimental demonstration purpose, such as Keysight and National Instruments (NI). Researchers from Northeast University presented an integrated testbed for ultra-broadband wireless communications at true THz-band frequencies called TeraNova in [START_REF] Sen | The TeraNova platform: An integrated testbed for ultrabroadband wireless communications at true terahertz frequencies[END_REF]. The system consists of a transmitter and a receiver based on Schottkydiode frequency multiplying and mixing chains able to up-& down-convert an intermediate frequency (IF) signal between 1 and 1.05 THz. Researchers then characterized the THz channel in the vicinity of the first absorption-defined window above 1 THz, as well as the thermal noise and the absorption noise in the TeraNova system. Through the analysis of the testing results, experiments using this platform also reveal several bottlenecks of THz researches at the physical layer to be overcome.

Photonics-aided THz-wave can break the bottleneck of electronic devices and thus attracted dozens of attention. Zhang, et al. from the Purple Mountain Laboratories introduced their 352-Gbps THz wired transmission experiment at 325 GHz in [START_REF] Zhu | Demonstration of recordhigh 352-Gbps terahertz wired transmission over hollow-core fiber at 325 GHz[END_REF]. Hollow-core fiber composed of a polycarbonate substrate tube and a silver film plated inner layer with 0.3µm thickness was exploited in this THz wired transmission, which realized the record-high 352 Gbps single line rate and 8.6 bps/Hz net spectrum efficiency by employing the 32 Gbaud PS-4096 QAM signals. Besides, Zhang, et al. also showcased a real-time transparent fiber-THz-fiber 2×2 MIMO transmission system based on photonic up-/down-conversion at 370 GHz THz band in [START_REF] Zhang | 6G oriented 100 GbE real-time demonstration of fiber-thz-fiber seamless communication enabled by photonics[END_REF], which can offer a 100 GbE (103.125 Gbps) streaming service platform to play real-time movie and live surveillance video. Such Photonics-aided THz-wave architecture exhibits its superiority of high frequency, large bandwidth, and low transmission loss of optical devices, and can be seen as a promising solution for the seamless integration fiber-THz-fiber network in the future 6G.

3) Testbeds for RIS: In [START_REF] Pei | Ris-aided wireless communications: Prototyping, adaptive beamforming, and indoor/outdoor field trials[END_REF], researchers conducted field trials to confirm that RIS is indeed a promising technology to improve communication performance. The developed RIS prototype is made of 1100 controllable elements working at 5.8 GHz band, and is configured by exploiting the geometrical array properties and a practical receiver-RIS feedback link. It can achieve 26dB power gain compared to the benchmark where the RIS is replaced by a copper plate for indoor scenarios.

Normal RIS systems can only manipulate signals reflected on the same side, which to some extend restricts the service coverage. An intelligent omni-surfaces (IOS) was proposed in [START_REF] Zhang | Intelligent omni-surfaces for full-dimensional wireless communications: Principles, technology, and implementation[END_REF], which can support full-dimensional communications by employing its reflective and refractive properties. The physical structure of IOS and corresponding testbed were presented in [START_REF] Zeng | Intelligent omni-surfaces: Reflection-refraction circuit model, full-dimensional beamforming, and system implementation[END_REF]. Another RIS prototype that can control the phase shifts of incident waves continuously was proposed in [START_REF] Fara | A prototype of reconfigurable intelligent surface with continuous control of the reflection phase[END_REF]. Through experimental measurements, with the aid of full-wave simulations the properties of the proposed RIS prototype were also characterized.

In [START_REF] Araghi | Reconfigurable intelligent surface (RIS) in the sub-6 ghz band: Design, implementation, and real-world demonstration[END_REF], groups from the University of Surrey presented a RIS testbed in the sub-6 GHz band, which was fabricated to operate at 3.5 GHz. The RIS testbed owns a surface composed of 2430 unit cells with conductive patches and a control unit that can control the response of the surface. It was demonstrated that, in the case of no LoS between the Tx and the Rx, the RIS can successfully configure itself to direct the reflected waves towards the target under different incident angles.

In [START_REF] Amri | Reconfigurable intelligent surface-aided wireless communications: Adaptive beamforming and experimental validations[END_REF], A 1-bit RIS testbed consisting of 16 × 16 unit cells was demonstrated. With a compressive sensing-based adaptive beamforming algorithm that can manipulate the beam towards the receiver, the RIS system can significantly improve the BER and SNR under different modulation schemes. Another RIS prototype considering mmWave frequency was presented in [START_REF] Dai | Reconfigurable intelligent surface-based wireless communications: Antenna design, prototyping, and experimental results[END_REF]. Such prototype contains the hosts for parameter setting and data exchange, the universal software radio peripherals, and also the RIS having 256 2-bit elements. The measurement results have confirmed the effectiveness of this RIS prototype that it can achieve a 21.7 dBi antenna gain at 2.3 GHz and a 19.1 dBi antenna gain at 28.5 GHz.

4) Testbeds for ISAC: HUAWEI completed the world's first 5G-advanced ISAC technology verification at the Huairou Outfield in Beijing to validate the capability of ISAC of perceiving vehicles and people in various business scenarios, such as smart transportation and campus intrusion detection [570]. The 3GPP 5G signal in the millimeter-wave band was employed in this test. Under the condition that the proportion of sensing resources not exceeding 15%, the detection distance of the integrated 5G ISAC sensor is more than 500 meters, and the detection accuracy rate of vehicles and people reaches 100%, which verifies the performance advantages of 5G-Advanced ISAC in KPIs such as detection distance and positioning accuracy over the mainstream traffic radar.

To meet the high-speed communication and high-precision sensing requirements of medical and industrial scenarios in the future, HUAWEI also proposed an ISAC-OW technology, and provided corresponding prototype verification [571]. Such prototype can precisely sense and locate mobile robots through visible and infrared optical wireless links, while at the same time transmitting wireless real-time high-definition videos between mobile robots and the controller via an optical link. In addition, the ISAC-OW prototype can also monitor heart rate and breathing status in real-time without contact, with detection accuracy comparable to commercial smartwatches. Through the design of ISAC integrated waveform, hardware architecture and signal processing algorithm, the prototype achieves centimeter-level indoor positioning and high-speed wireless optical communication.

Due to the high accuracy of sensing and resolution, as well as the advantage in portability, the THz sensing has attracted massive research attention. HUAWEI has set up a THz-ISAC (Integrated Sensing and Communication at THz band) prototype suitable for the 100-300 GHz frequency band to explore and verify the technical feasibility of high-precision sensing and imaging on the terminal side and outdoor mediumdistance ultra-high-speed transmission [572]. Measurement results have demonstrated that with the assistance of virtual aperture, the prototype can realize millimeter-level resolution imaging of occluded objects and outdoor medium-distance and long-distance 240 Gbps high-speed line-of-sight over-theair transmission.

In order to verify that the dual-function radiation waveform can complete both radar sensing and communication functions simultaneously, researchers from University College London developed an OFDM-based MIMO software-defined radio (SDR) testbed in [START_REF] Xu | An experimental proof of concept for integrated sensing and communications waveform design[END_REF]. By carrying out actual over-the-air experiments, they successfully demonstrated that the measured results of BER, which show the communication performance using dual-function waveform, can achieve comparable BER performance with that of the pure communication system, while keeping fine radar beampatterns at the same time.

5) Testbeds for Cell-free Systems: As a strong candidate for 6G networking, cell-free systems need to be tested and verified to explore the limitations for practical implementation. Ericsson developed a distributed MIMO (another name for cell-free MIMO systems) deployment named radio stripes in 2019 [574] to serially process signals. Samsung presented a Distributed-Full Duplex-MIMO (D-FD-MIMO) system in [575], which employs a 2D planar antenna array at the base station to exploit the channel diversities in both elevation and horizontal domain. In 2021, HUAWEI deployed and tested a user-centric 5G indoor distributed massive MIMO solution [START_REF]HUAWEI's 5G Indoor Distributed Massive MIMO -"Best Solution Case[END_REF], successfully increasing the user experience rate by 30% while maintaining a stable Gbps rate experience during user movement. A smart connectivity platform project named REINDEER was jointly launched by KU Leuven, Linköpings universitet, Ericsson and other scientific research institutions in 2021 [12]. The project is committed to designing cellfree protocols and real-time real-space interactive application processing algorithms with distributed intelligence, and to achieve energy-efficiency, scalability, and secure connectivity. Funded by this program, an open 6G modular testbed called Techtile for communication, sensing and federated learning was proposed in [START_REF] Callebaut | Techtile-open 6g r&d testbed for communication, positioning, sensing, wpt and federated learning[END_REF] in 2022. Techtile owns 140 distributed computing resource units, as well as SDRs, sensors and LED resources. It can not only provide a platform to assess different networks and computing topologies (local-versus-central), but also support experimental research on hyper-connected interactive technologies. In order to address the scalability and synchronization issues of cell-free networks, all tiles of this testbed are connected, synchronized and powered based on Ethernet, and each tile is equipped with a SDR and a power supply. Such a flexible structure also allows the emulation of different distributed structures, such as mesh or tree.

Groups from Southeast University built up a cloud-based cell-free distributed massive MIMO system in [START_REF] Wang | Implementation of a cloud-based cell-free distributed massive MIMO system[END_REF], which supports demonstration in MIMO scenarios up to 128 × 128 antenna scale with 10.185 Gb/s throughput and more than 100 b/s/Hz spectrum utilization. Based on this testbed, a unified Bayes-network based baseband signal processor [START_REF] Zhang | A joint baseband signal processing method for 5G communication systems[END_REF], [START_REF] Zhang | Design method of receiver of 5G communication system based on folding[END_REF] is designed, and the related application specific integrated circuit (ASIC) chip has been taped out and tested. Furthermore, they constructed a 6G-TKµ cell-free massive MIMO testbed [START_REF]The 2nd Global 6G Technology Conference showcases new ideas and new achievements in 6G technology research and development[END_REF], including a cell-free massive MIMO test system based on commercial 4.9 GHz remote radio units (RRU), and a scalable large-scale distributed phased array test system. By using the flexible frame structure, such testbed can achieve air interface calibration between the RRU and the terminal within 134 µs. In addition, this testbed can also realize a parallel transmission of 16 data streams, with the spectral efficiency more than 200 bps/Hz. 6) Testbeds for OWC: OWC provides a direct path to leverage beyond RF spectrum for future 6G systems because of the availability of a wide range of optical transmitter and receiver devices. Testbeds in OWC can be classified in three categories: indoor mobile multiuser wireless networking referred to as LiFi, point-to-point FSO primarily for outdoor use cases, and OCC using embedded cameras as data detectors.

Eindhoven University demonstrated 40 Gbps user data rate in a multiuser scenario using a decentralised beam steering architecture [START_REF] Zhang | Wide-coverage beam-steered 40-Gbit/s non-line-ofsight optical wireless connectivity for Industry 4.0[END_REF]. Fudan University has numerous VLC/LiFi testbeds and experimental systems. In a recent paper, this group have demonstrated a VLC MIMO link with Tomlinson-Harashima precoding [START_REF] Niu | Phosphor-free golden light LED array for 5.4-Gbps visible light communication using MIMO Tomlinson-Harashima precoding[END_REF]. pureLiFi Ltd in collaboration with the LiFi Research and Development Centre (LRDC) at the University of Strathclyde have developed a LiFi testbed for a classroom and demonstrated real-time handover, multiuser access and mobility support in a real-world environment [START_REF] Haas | Introduction to indoor networking concepts and challenges in LiFi[END_REF]. LiFi lends itself to simultaneous high speed data transmission and LiDAR. Kyocera Soraalaser (KSLD) has demonstrated this capability based on laserlight devices [START_REF] Lee | 26 Gbit/s LiFi system with laser-based white light transmitter[END_REF]. A collaboration between KSLD and the LRDC led to the development of a wavelength division multiplex (WDM) LiFi demonstrator capable of 105 Gbps using wavelengths in the visible and infrared spectrum. This demonstrator was showcased at CES 2022 [START_REF] Halper | Kyocera SLD Laser pumps up the Li-Fi speed[END_REF].

FSO can be used to build high speed terrestrial backhaul networks, and ensure that 6G is available everywhere. The German Aerospace Centre (DLR) in cooperation with ADVA Optical Networking showcased 13.16 Tb/s over a distance of 10.45 km using commercial coherent fiber optic transceivers [595]. Mitsubishi Electric in Japan demonstrated the transmission of 14 Tb/s over a 220 m [START_REF] Matsuda | Field demonstration of real-time 14 Tb/s 220 m FSO transmission with class 1 eye-safe 9-aperture transmitter[END_REF]. This demonstrator used a 2-dimensional optical transmitter array of size 3x3 array to guarantee that the system complied with class I eye safety regulations. A group at the Key Laboratory for Space Utilization in China demonstrated a real-time FSO link of 100 Gbps over a 2.1 km horizontal atmospheric link [START_REF] Zhan | Demonstration of 100 Gbit/s real-time ultra high definition video transmission over free space optical communication links[END_REF]. In [START_REF] Ivanov | Evaluation of FSOtechnology as a candidate for reliable long-distance communication links for deep space applications[END_REF] an experimental platform for deep space FSO technology is shown. The testbed is based on a transmission link (operating on 1550 nm wavelength) realized with fibre optics technology. It contains a self-developed channel emulator, background noise module and a superconducting nanowire single-photon detector (SNSPD) as receiver. Recently, solar cells have been considered as high speed detectors for FSO systems to enable low cost systems because the massive MIMO solar panel constitutes a very large receiver aperture obviating the need for expensive beam acquisition and tracking units [START_REF] Haas | Solar cell receiver free-space optical for 5G backhaul[END_REF].

OCC uses embedded cameras to establish a light-based wireless link, and can achieve data rates up to around 1 Mbps due to the nature of the optical sensor. The advantage of OCC is the availability of already integrated camera sensors in smartphones. OCC exploits the rolling shutter effect of a camera sensor to achieve orders of magnitude higher data rates than the typical framerates of a camera. Lain et al. have developed an OCC testbed using direct current optical orthogonal frequency division multiplexing (DCO-OFDM) [START_REF] Lain | Experimental DCO-OFDM optical camera communication systems with a commercial smartphone camera[END_REF]. Signify has trialed OCC at Carrefour Lille in France and developed a precise indoor navigation system based on OCC.

C. 6G Comprehensive Verification Platforms

In 6G, communication systems will not only undertake multi-band, multi-dimensional and high-performance communication needs, but also integrate new capabilities such as communication, sensing, computing and artificial intelligence [START_REF] Pin Tan | Integrated sensing and communication in 6G: Motivations, use cases, requirements, challenges and future directions[END_REF]. To evaluate the key performances of 6G communication systems, such as throughout, spectral efficiency, and delay, the real data testbed for 6G is required. Hence, the Purple Mountain Laboratories is constructing a 6G comprehensive verification platform named as "TKµ" [START_REF] Mountain | TKu" 6G comprehensive verification platform[END_REF]. This testbed mainly includes cell-free ultra-massive distributed MIMO communication, RIS-assisted 6G wireless communication, space-airground integrated communication, mmWave/THz communication, and grading intelligence part. It will be able to validate Tbps-level for peak rate, kbps/Hz-level for spectral efficiency, µs-level for delay, and endogenous security and intelligence. First, cell-free ultra-massive distributed MIMO adopts physical layer sinking, fronthaul networks, and decentralization merge to achieve cell-free networks, which is capable of breaking the boundary effect in traditional cellular architectures. Further, the cell-free architecture integrated with ultra-massive MIMO antennas is constructed to guarantee the spectral efficiency of kbps/Hz-level. Second, RIS-assisted 6G wireless communications are also incorporated into the "TKµ" 6G comprehensive verification platform to enhance the coverage of EM radiation and the rank of channel matrix, eliminate signal interference, focus energy, improve positioning accuracy, and improve information and power transmission, etc. Third, due to the limited coverage and network capacity for the ground network, it can no longer meet the explosive demand for high-speed and reliable network access anytime and anywhere on the earth. Hence, the space-air-ground integrated communication had been widely researched in the academia and industry [START_REF] Guo | A survey on space-airground-sea integrated network security in 6G[END_REF]. The "TKµ" 6G comprehensive verification platform will combine space-air-ground-sea integrated techniques to achieve full coverage. Fourth, compared with sub-6 GHz, the mmWave and THz frequency can provide sufficient bandwidths to increase the peak rate for communication. Previous work shows that mmWave/THz bands are suitable for mobile, backhaul, and indoor wireless communications [START_REF] Huang | Multi-frequency mmWave massive MIMO channel measurements and characterization for 5G wireless communication systems[END_REF], [START_REF] Rappaport | Millimeter wave mobile communications for 5G cellular: It will work![END_REF]. Therefore, mmWave/THz techniques are further taken into account in the "TKµ" 6G comprehensive verification platform, which can guarantee the peak rate of Tbps-level and delay of µs-level. Most importantly, the grading intelligence part is an integrated multi-layer and hierarchical intelligent network, which includes the data-driven edge intelligent center and the network intelligent cloud platform. By using the cloud, fog, and edge computing techniques, the data-driven edge intelligent center can directly interact with the communication networks and handle the generated data to ensure endogenous security and intelligence. In addition, the data-driven edge intelligent center will also share the communication data with the network intelligent cloud platform for further processing the data.

In addition, a joint research and design (R&D) team formed by China Mobile Research Institute and Beijing University of Posts and Telecommunications designed and developed a prototype 6G universal prototype platform [602]. The system adopts a universal baseband platform, supports multiple operating bands including visible light, and incorporates various capabilities such as communication and artificial intelligence, and supports flexible expansion and cloud-based technologies. Using this system, joint validation of various key 6G technologies can be performed, to help upgrade and iterate the technology and select technology solutions for 6G standardization. First, the system implements a fully open E2E link for each algorithm module, and improves the efficiency of the prototype system through algorithm structure optimization, AVX512 assembly instruction optimization, and multithreading optimization. Second, the system achieves baseband heterogeneous acceleration and open module capability. Third, the system's visible light communication link has achieved multiple joint processing and aggregation capability. Next, the joint R&D team will continue to upgrade the system and further explore the new software and hardware open architecture of the 6G common prototype verification system with multiple capability fusion. Moreover, it will also use the system as a public verification platform to cover the whole process of 6G key technology R&D, standardization and industrialization to explore new paths for 6G development.

HUAWEI 6G Research Team also posted their prototype for short-range communications at 70 GHz that could achieve ultra-low power consumption, ultra-high throughput and ultralow latency [603]. Short-range communications exploits high frequency bands such as mmWave and THz to enable a truly immersive experience that allow free movements over the "last meters" of the communication link, and thereby provide an extreme connection service for business scenarios such as immersive interactions based on XR and holographic communications. With several advanced technologies adopted, such as low-power polar encoding/decoding, low-power 1-bit ADC, and adaptive beam sweeping with a high-speed short-range phased array, HUAWEI 6G Research Team demonstrated a communication throughput over 10 Gbps with sub-millisecond latency, as well as 4K VR services in real time. The shortrange transmission rate can achieve several times that of wired communication methods, while the overall power consumption of the prototype is less than 560mW.

VII. FUTURE RESEARCH DIRECTIONS AND CHALLENGES

FOR 6G In order to achieve the 6G vision of "global coverage, full applications, strong security, all spectra, all senses, and all digital", a lot of issues and research directions need to be further explored. Moreover, 6G communication theories are in urgent need of breakthroughs. These research directions bring both challenges and new opportunities to 6G research, as summarized in Fig. 11. In this section, we will first discuss the challenges in fundamental theories, i.e., novel channel research, EM information theory, uniform baseband signal processing, and trade-off between 6G KPIs. Then, we will analyze and point out future research directions and key challenges to approach the 6G vision. Finally, challenges for the overall system research will be introduced, including achieving green networks and establishing testbeds for the 6G developments.

A. Fundamental Theories 1) Novel Channel Research: The traditional channel research often follows four steps: channel measurement, channel parameter estimation, channel characteristic analysis, and channel modeling. This passive way of recognizing channels has a number of limitations. The channel measurement is time-consuming, expensive, and labor-intensive. In addition, channel measurements in reality can never cover all frequency bands or scenarios. The large amount of data and high computation complexity also bring challenges to the channel parameter estimation. The channel characteristics can be analyzed only at known frequencies and in known scenarios, and it is unable to fully explore the complicated relationship between new characteristics and frequencies/scenarios. Finally, the traditional channel modeling is unable to predict channel characteristics of unknown frequency bands/scenarios in the future. For 6G, channel researches need to evolve from passively recognizing channels to actively recognizing and control channels, including 6G standardized pervasive channel [START_REF] Huang | Artificial intelligence enabled radio propagation for communications-part II: Scenario identification and channel modeling[END_REF], scenario adaptive channel modeling, and RIS channel modeling [START_REF] Sun | A 3D non-stationary channel model for 6G wireless systems employing intelligent reflecting surfaces with practical phase shifts[END_REF], [START_REF] Huang | Reconfigurable intelligent surfaces: Channel characterization and modeling[END_REF].

2) EM Information Theory: The EM theory and information theory are the two theoretical cornerstones of wireless communications. The EM theory is a theory on the generation and propagation of electromagnetic waves. The information theory is a theory on how information can be transmitted accurately and efficiently with limited bandwidth and power. The EM theory is based on continuous time and space, and can be used to obtain the continuous-space EM field distribution. However, using the EM theory alone cannot calculate the channel capacity. Information theory can be utilized to calculate the discrete-space channel capacity, but not the continuousspace channel capacity. The EM theory and information theory are connected by the antenna theory and wireless propagation channel modeling theory. In particular, the wireless propagation channel, originating from antennas and carries information via EM waves, serves as the bridge linking the EM theory and information theory. The relationships between these four classic theories are shown in Fig. 12.

Note that with the development of 6G key technologies, some problems cannot be solved by the above individual theory, which brings both challenges and opportunities for the integration of the four theories. For example, as 6G wireless communication networks expand from local terrestrial coverage to global coverage of space-air-ground-sea integrated networks, the numbers of users, base stations, relays, and/or RISs continue to increase. The positions of base stations and users in moving networks such as LEO satellite, UAV, and vehicular networks tend to change continuously. Therefore, 6G wireless communication networks show a trend of evolution from discrete space to continuous space, requiring the acquisition of CSI and calculation of channel capacity at any position in the continuous space to facilitate system design. In this case, the integration of the above four theories is inevitable. Additionally, with the increase of antenna size and antenna elements in ultra-massive MIMO, Tx/Rx antennas become more closely related to the environment. In other words, Tx/Rx antennas and the underlying wireless propagation channel become inseparable and therefore, the integration of antenna theory and wireless propagation channel modeling theory is necessary. Furthermore, as the antenna element spacing decreases in holographic MIMO, the evolution of antenna arrays from discrete to continuous apertures brings new demands on channel characterization, antenna design, and continuousspace channel capacity calculation. Again, the integration of the above four theories is required. In summary, compared with 5G, 6G wireless communication networks put forward new applications and technical requirements, which go beyond the application scopes of every individual theory. The developments of classic theories have encountered bottlenecks. Thus, it is urgent to study the integration of EM theory and information theory, i.e., EM information theory [START_REF] Migliore | On electromagnetics and information theory[END_REF], [START_REF] Migliore | Blending electromagnetic and information theory in antenna synthesis[END_REF], which will serve as a theoretical foundation for 6G wireless communication networks and help achieve new breakthroughs.

3) Unified Baseband Processing: With the error-correcting capability, channel coding has always played an indispensable role in communication systems. In order to meet flexible and various scenarios in 6G communication systems, enhanced coding schemes and simplified decoding algorithms, together with their unified implementations are essential. However, only focusing on optimizing a single channel coding module is sometimes not enough to meet the stringent requirements imposed by 6G, and a wider research view into the design and implementation for the whole baseband processing is much more important.

Iterative and Joint Baseband Processing: Iterative receivers have long been regarded to enjoy higher system capacity and link reliability than existing separate baseband processing [START_REF] Bertrand | Achieving near-capacity on a multiple-antenna channel[END_REF]. They iteratively exchange soft information among two or more of the channel estimator, MIMO detector, NOMA detector, channel decoder, and source decoder [START_REF] Jörg | Iterative joint source-channel decoding of variable-length codes using residual source redundancy[END_REF]- [START_REF] Shen | Fast iterative soft-output list decoding of polar codes[END_REF]. However, the increased usage of each module caused by iterations may burden the system with high latency and computational complexity. As most modules are dedicated to solving the maximum a posterior estimation problem, they can be processed in a unified Bayesian network by exploiting their similarities, therefore improving the EE of the iterative receiver. Since the signal flow is serial, another approach is to regard multiple modules as a whole with the final output as the estimation object for joint processing, such as joint detection and decoding [START_REF] Wang | Joint detection and decoding in LDPC-based space-time coded MIMO-OFDM systems via linear programming[END_REF], [START_REF] Jalali | Joint detection and decoding of polar coded 5G control channels[END_REF].

Unified Architectures for Baseband Processing: Based on the iterative or joint baseband processing, efficient unified hardware architecture and corresponding implementations are highly essential to fulfill different practical applications. In pre-6G communication systems, the design and implementation for each module are isolated, and the lack of systemlevel design thinking would result in an additional cost of hardware resources. To improve the flexibility, compatibility, and hardware efficiency of the implementations for 6G baseband processing, very large scale integration (VLSI)digital signal processing (DSP) methodology [START_REF] Parhi | VLSI Digital Signal Processing Systems: Design and Implementation[END_REF], involving retiming, folding, and unfolding, can be adopted to design a unified architecture with fixed processing elements, optimized network interconnection, and iteration timing schedules.

Hardware Auto-generation for Baseband Processing: With much more diverse and complex applications in 6G communication systems, the customized electronic design automation (EDA) tools for baseband processing are essential, which can lower the entry barriers of circuit designs for various scenarios and realize the customer demands. A well-designed EDA tool can automatically generate the circuit design based on the performance required from the customer. Based on the unified Bayesian network, most of the processing units can be formalized to accelerate the auto-generation methodology, based on which a design space is created for configuring the best parameters in the hardware [624], [START_REF] Ji | Autogeneration of pipelined belief propagation polar decoders[END_REF]. With complicated requirements, AI can help the design space exploration. It can also help to determine the approximation-caused compensating parameters, quantization schemes, and iteration schemes in the auto-generation hardware design [START_REF] You | AI for 5G: Research directions and paradigms[END_REF].

4) Trade-off between 6G KPIs: Nowadays, the research on the trade-offs between KPIs has been widely carried out, but the existing research results mainly focus on SE, EE, capacity, delay and other metrics, while the research on the new KPIs proposed in 6G is limited. Therefore, it is a promising direction to investigate the intrinsic connection and trade-offs between all 6G metrics. In addition, 6G has numerous application scenarios, but the system resources are insufficient to let each application scenario perform well in all aspects. There have been several works that analyzed the technical requirements for KPIs in different 6G application scenarios, but there still exist research gaps in the trade-offs between KPIs for specific scenarios. In addition, as the 6G frequency band is getting higher and 6G technologies such as ultra-massive MIMO are maturing, the importance of Shannon information theory in system performance analysis is gradually coming to light. It is essential to analyze the impact of antennas, coding and other factors on the KPIs such as delay, reliability, and capacity from the information theory point of view to provide guidelines for the design and deployment of 6G communication systems.

B. Challenges to Approach the 6G Vision 1) Space-air-ground-sea Integrated Networks: The spaceair-ground-sea integrated network is an inevitable trend and also a key technology to realize the vision of 6G global coverage. However, the space-air-ground-sea integrated network is still under development, and there are still many theoretical and engineering issues to be studied in network planning, construction, maintenance, and optimization. First of all, communication channels are the basis for subsequent research and development of communication systems and networks. Diverse frequency bands and scenarios bring great challenges to the channel measurement and modeling, and it is necessary to consider how to integrate unique channel characteristics in satellite [START_REF] Bai | Channel modeling for satellite communication channels at Q-band in high latitude[END_REF], [START_REF] Li | A non-stationary GBSM for 6G LEO satellite communication systems[END_REF], UAV [START_REF] Chang | A novel nonstationary 6G UAV-to-ground wireless channel model with 3-D arbitrary trajectory changes[END_REF], [START_REF] Bian | 3D nonstationary wideband UAV-to-ground MIMO channel models based on aeronautic random mobility model[END_REF], ocean [START_REF] Liu | A novel nonstationary 6G UAV channel model for maritime communications[END_REF], [START_REF] He | A novel 3D non-stationary maritime wireless channel model[END_REF], and ground scenarios in a pervasive channel model [START_REF] Wang | 6G wireless channel measurements and models: Trends and challenges[END_REF]. Furthermore, the architecture design, mobility management, network protocol, resource allocation, routing strategy, EE enhancement, and other issues in the space-air-ground-sea integrated network are also in urgent need of innovation. It is necessary to design a safe and efficient network architecture, so that diverse communication systems can be smoothly integrated to provide users with reliable and safe communication services [START_REF] Li | Maritime coverage enhancement using UAVs coordinated with hybrid satellite-terrestrial networks[END_REF]. Efficient, safe, and anonymous authentication protocols for the integrated networks are also of great importance [START_REF] Liu | Efficient and anonymous authentication with succinct multi-subscription credential in SAGVN[END_REF]. Considering different types of mobility in various scenarios, innovative mobility management solutions are required to achieve seamless mobility management between homogeneous and heterogeneous networks [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF]. In addition, the characteristics of high mobility and dynamic network topology in the spaceair-ground-sea integrated network need to be considered in the design of network protocols, resource allocation, and routing strategies [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF], [START_REF] Liu | A secure and efficient authentication protocol for satellite-terrestrial networks[END_REF]- [START_REF] Lyu | Service-oriented dynamic resource slicing and optimization for space-air-ground integrated vehicular networks[END_REF]. In terms of network maintenance and optimization, it is necessary to consider the power supply of the communication platform and the load of UAVs and other equipment in the space-based and air-based networks, which has high requirements for the overall EE of the network. At the same time, it is necessary to consider how to make compromise between the network performance improvement and the cost [START_REF] Yan | User access mode selection in satelliteaerial based emergency communication networks[END_REF]. What's more, how to use AI, DL, and other intelligent technologies to optimize the network architecture and improve the overall network performance [START_REF] Kato | Optimizing space-air-ground integrated networks by artificial intelligence[END_REF], [START_REF] Liu | Task-oriented intelligent networking architecture for the space-air-ground-aqua integrated network[END_REF] is also one of the current challenges.

2) RF-optical Heterogeneous and Hybrid Networks: To achieve the vision of 6G full spectrum, it is a promising development of 6G that systems of different frequency bands, including RF and the whole optical wireless bands, will be integrated to realize heterogeneous and hybrid systems and networks that support all frequency bands. The RF-optical heterogeneous hybrid networks cover a series of hybrid networks, and their applications cover various scenarios e.g., indoor, outdoor V2V, free space, and underwater [START_REF] Chowdhury | Optical wireless hybrid networks: Trends, opportunities, challenges, and research directions[END_REF]. There are mainly two categories of hybrid networks, RF/Optical hybrid systems, which include mmWave/VLC systems, indoor WiFi/LiFi, underwater acoustic/optical communication, and optical/optical hybrid systems, which include VLC/OCC and FSO/OCC. However, the realization of RF-optical heterogeneous systems and networks face a series of challenges. On one hand, like other heterogeneous networks (such as spaceair-ground-sea integrated networks), RF-optical heterogeneous networks face common challenges of heterogeneous networks, including mobility management (network switching), transmission network protocols design, load balancing, heterogeneous network synchronization, resource allocation and EE improvement [START_REF] Kashef | Energy efficient resource allocation for mixed RF/VLC heterogeneous wireless networks[END_REF], spectrum allocation [START_REF] Kim | Hybrid RF/VLC network spectrum allocation scheme using bargaining solutions[END_REF], as well as joint access points and power allocation [START_REF] Aboagye | Joint access point assignment and power allocation in multi-tier hybrid RF/VLC hetnets[END_REF]. On the other hand, due to the large frequency gap between the RF and optical bands, there are several special challenges that RFoptical heterogeneous networks need to solve. First of all, it is necessary to consider the transceivers with different characteristics in RF and optical communication networks. For instance, when users are moving, the heterogeneity of access points brings great challenges to frequent handovers [START_REF] Arshad | Stochastic geometry analysis of user mobility in RF/VLC hybrid networks[END_REF]. The hybrid systems need to integrate the optoelectronic characteristics and meet the different bandwidth requirements of different transmission media, which brings great difficulty to the fusion of RF/optical hardware systems and channel models [531]. Secondly, the network selection criteria of different optical wireless networks are usually different, which are also different from the existing RF communication networks. It is necessary to consider how to design the optimal network selection strategy [START_REF] Chowdhury | Optical wireless hybrid networks: Trends, opportunities, challenges, and research directions[END_REF]. In addition, due to the limited energy of terminal equipment, the large influence of mobility on uplink OWCs, and the interference of uplink OWCs on the lighting, there are still great limitations in the uplink OWCs [START_REF] Chowdhury | Optical wireless hybrid networks: Trends, opportunities, challenges, and research directions[END_REF]. Finally, the challenge of system security brought by the heterogeneous systems cannot be ignored [START_REF] Pan | Secure hybrid VLC-RF systems with light energy harvesting[END_REF].

3) AI-enabled Wireless Communication Networks: In recent years, the rapid development of AI technologies has greatly pushed the development of B5G/6G wireless communications. In the 6G era, in order to realize AI-enabled intelligent wireless communication networks, the network AI is an important supporting technology, which provides a complete AI environment in the network, including AI infrastructure, AI workflow logic, data and model services, etc [START_REF]GANA TG1, Network AI Concept and Terminology[END_REF]. Note that although AI technologies are developing rapidly and some new techniques mentioned before may contribute to the network AI, it is still in the early stage of research, and there are still many problems to be explored and solved. First of all, data is the foundation of wireless network AI research. Therefore, how to collect and use data in wireless networks and establish a shared data set for research is the primary problem to be solved [321]. When applying AI to the network, it is also necessary to pay attention to the performance of AI services, and better AI performance can be achieved through the selection of AI algorithms and network resource allocation. The key challenge is to model the relationship between the AI performance and the network configuration as well as an online network configuration scheme that adapts to network dynamics [START_REF] He | Optimizing the learning performance in mobile augmented reality systems with CNN[END_REF]. Besides, noting that more advanced and accurate AI models typically consume a lot of energy and incur significant environmental costs, there is an urgent need to study how to improve EE and reduce energy consumption and costs before large-scale deployment of AI services [START_REF] Thompson | The computational limits of deep learning[END_REF]. Finally, although AI technologies have many advantages, issues of privacy and data security also need to be seriously considered. In the future, the dynamic nature of data collection, data transmission, and data distribution in the network will lead to the risk of user information leakage, bringing great challenges to the privacy and security of the network [START_REF] Nguyen | Enabling AI in future wireless networks: A data life cycle perspective[END_REF].

4) Integrated Communications, Sensing, and Computing Networks: The 6G network will realize the integration of mobile communication, intelligent perception, and computing power services, with high-level integration and mutual enhancement [241]. The integrated network of communication, sensing, and computing is a novel comprehensive network developed by integrating three technologies. The current research is mainly on the basic work of ISAC and computing network, such as waveform design and signal processing [START_REF] Sturm | Waveform design and signal processing aspects for fusion of wireless communications and radar sensing[END_REF], sensory mobile network [START_REF] Zhang | Perceptive mobile networks: Cellular networks with radio vision via joint communication and radar sensing[END_REF], network level sensing [START_REF] Shi | Device-free sensing in OFDM cellular network[END_REF] in ISAC, computing power offloading [START_REF] Du | Computation offloading and resource allocation in mixed fog/cloud computing systems with minmax fairness guarantee[END_REF], collaboration of multi-layer computing power resources [START_REF] Ghosh | Mobi-IoST: Mobility-aware cloud-fog-edge-IoT collaborative framework for timecritical applications[END_REF], [START_REF] Fantacci | Performance analysis of a delay constrained data offloading scheme in an integrated cloud-fog-edge computing system[END_REF], [START_REF] Alnoman | Computing-aware base station sleeping mechanism in H-CRAN-Cloud-Edge networks[END_REF], and cloud-edge-terminal resource allocation for the multilayer ubiquitous computing network. For the integrated network of communication, sensing, and computing, there are still many challenges in the future, including development of ISAC technologies, networked sensing technologies and computing power network technologies enabled by integration of communication, sensing, and computing [241]. In order to realize the networked sensing with communication, sensing, and extra computing, both the access network and the core network need to have capabilities of communication, sensing, and computing. Therefore, requirements are put forward for the transceiver and processing modules, topology, MAC, routing algorithm, and resource allocation. In addition, multipoint networking collaborative sensing and customized sensing requirements are also issues that need to be considered. Finally, on the basis of the multi-layer ubiquitous computing network, it is also necessary to study how to provide rich prior information for the optimal scheduling decision of distributed computing power through the network sensing function. In turn, it is challenging to perform customized feature extraction and information fusion for the sensing data through distributed computing power shared in real time. Besides, how to improve the ubiquitous computing power through the enhanced com-munication performance is also an interesting issue that needs to be explored in the future.

5) Endogenous Security Networks: In the future 6G network, various security technologies, such as blockchain, physical layer security, mimic defense network, and secure multiparty computing, will be introduced to achieve the endogenous network security. These diverse technologies bring opportunities along with a number of challenges. For example, there have been a series of theoretical studies [START_REF] Zeng | Physical layer security over fluctuating two-ray fading channels[END_REF]- [START_REF] Xu | An-aided secure beamforming design for correlated MISO wiretap channels[END_REF] on the physical layer security, this kind of technology is still far from practical applications on a large scale. The obstacles brought by the existing network framework, the scalability of the underlying air interface, the limitation of network resources, and diverse new scenarios have brought great challenges to the physical layer security technology [START_REF] Yan | A survey of physical layer security in space-air-ground communication and networks[END_REF]. In recent years, mimic defense network has also attracted research interest, which uses dynamic heterogeneous redundancy architecture and negative feedback mechanism to improve the system's ability to deal with unknown threats [START_REF] Wu | Grasp of "network security rebalancing strategy[END_REF]. However, the wireless endogenous information security, wireless endogenous functional security, and other issues still need to be further explored [START_REF] Jin | Introduction to wireless endogenous security and safety: Problems, attributes, structures and functions[END_REF]. In addition, the secure multi-party computation is a cutting-edge cryptographic technology. Its future research challenges include secure multi-party computation schemes suitable for different scenarios [START_REF] Zhang | Research and application of secure multi-party computation (in Chinese)[END_REF] and in malicious model environments [START_REF] Jiang | Review of multi-party secure computing research (in Chinese)[END_REF], as well as efficient and secure multiparty computation protocols, malicious security protocols, and special security protocols for specific applications [660].

6) Immersive Interactive Network: Providing applications using all-senses is an important vision of 6G network, and the immersive interactive network is an important technology to meet this vision. It will transmit multi-sensory information including the visual, auditory, tactile, taste, and smell information, thus providing users with a near-real virtual experience. The goal of immersive interactive network is to realize realtime control of novel applications such as immersive cloud XR, holographic communications, intelligent interaction, and sensory interconnection [START_REF]2030 (6G) Promotion Group, White Paper on 6G Overall Vision and Potential Key Technologies[END_REF]. The current communication network mainly transmits vision and auditory information. The immersive interactive network in the 6G era needs to transmit the tactile, taste, and smell information, which has extremely high requirements on the transmission rate, reliability, and delay of the network. Currently, the research on immersive interactive networks is still in its infancy. Several existing studies include the network architecture, KPIs, and vision of the tactile Internet [START_REF] Holland | The IEEE 1918.1 "tactile Internet" standards working group and its standards[END_REF], [661], [START_REF] Boabang | A machine learning framework for handling delayed/lost packets in tactile Internet remote robotic surgery[END_REF], enabling technologies of the human bond communication [START_REF] Dixit | Multi-sensory human bond communication[END_REF], possible technologies and optimization schemes for immersive services [START_REF] Chakareski | 6DOF virtual reality dataset and performance evaluation of millimeter wave vs. free-space-optical indoor communications systems for lifelike mobile vr streaming[END_REF], and the adaptation of high-speed wireless communication protocols for the haptic data transmission [START_REF] Oparin | Analysis of high-rate wireless links for tele-haptics applications[END_REF]. However, there are still a lot of blanks to be filled. In the future, the technical challenges of immersive interactive networks mainly include two aspects, i.e., the acquisition and transmission of multimodal information and the realization of high-performance intelligent network. On one hand, compared with vision and auditory information, it is still challenging to acquire, store, and transmit sensory information such as the touch, taste, and smell information. On the other hand, the immersive interactive network will transmit a large amount of multi-sensory data. Therefore, it is necessary to consider the coordinated control of the transmission of concurrent data streams according to specific scenarios and business model. Besides, issues such as ensuring network latency requirements, designing applicable network routing, and guaranteeing system security under large amounts of data are quite challenging. At present, it is also a hot issue to introduce edge computing [START_REF] Chakareski | Multi-connectivity and edge computing for ultra-low-latency lifelike virtual reality[END_REF], [START_REF] Du | MEC-assisted immersive VR video streaming over terahertz wireless networks: A deep reinforcement learning approach[END_REF], ML [START_REF] Boabang | A machine learning framework for handling delayed/lost packets in tactile Internet remote robotic surgery[END_REF], [START_REF] Guo | An adaptive wireless virtual reality framework in future wireless networks: A distributed learning approach[END_REF], and other technologies to effectively improve the intelligence level and performance of the network.

7) Digital Twin Network: Digital twin is a key technology to support the realization of 6G all-digital vision. On one hand, developing from 5G, the 6G network with greatly improved performance will provide a series of novel digital twin applications, such as the digital twin body area network [START_REF] You | Towards 6G wireless communication networks: Vision, enabling technologies, and new paradigm shifts[END_REF] and digital twin city [START_REF] Ivanov | Digital twin of city: Concept overview[END_REF]. On the other hand, applying the digital twin technology to the communication network can accelerate the realization of a more secure, efficient, intelligent, and visualized 6G network through real-time mapping and interaction between the physical network and the twin network. The vision of network digital twin puts forward high requirements for the network, including holographic network virtual-real interaction mapping, full life cycle management, and real-time closed-loop control [START_REF] Sun | Digital twin network (DTN): Concepts, architecture, and key technologies (in Chinese)[END_REF], which also brings a series of difficulties to the realization of network digital twin. Firstly, the 6G network will contain large-scale network elements connected with complex network topologies. Therefore, it is a huge challenge to model the real physical network in real time. In particular, the wireless channel digital twin is an indispensable part of the network digital twin. A real-time and accurate scenario-adaptive channel model needs to consider how to characterize the propagation environment accurately in real time and how to predict the possible future changes of wireless channels. In addition, considering the inconsistency in the technical implementation and supported functions of equipment from different manufacturers in the network, attention should be paid to the compatibility of network equipment in the process of data acquisition, processing, and modeling [START_REF] Sun | Digital twin network (DTN): Concepts, architecture, and key technologies (in Chinese)[END_REF]. Besides, the large-scale 6G network brings great challenges to the data collection, storage, management, and processing. It is also necessary to explore how to mathematically construct complex network topology relationships in large-scale networks [START_REF] Sun | Digital twin network (DTN): Concepts, architecture, and key technologies (in Chinese)[END_REF], [START_REF] Zhu | A knowledge graph based construction method for digital twin network[END_REF].

C. System Research 1) Green Networks: Since 5G, green communication and sustainable development have caught the attention of researchers on a global scale. With the further development of 6G technologies, applications, and social perceptions, the concept of green networks is gaining more attention. The development of energy-neutral devices is expected to make communication systems more energy efficient and enable new application scenarios where terminal power consumption is limited, such as IoT, satellite communication, and UAV communication. Besides, from the environmental and economic point of view, the development of green network is also extremely necessary. Green networks require the achievement of low EM fields, which aims to reduce the threat of EM emissions and avoid any health impact. Thus, effective evaluation, testing, and control of EMF security have become one of the pressing issues for 6G scale deployment. What's more, it is important to research and develop near zero power consumption technologies, such as RF energy harvesting, backscattering, and low-power computing, which help to break the battery capacity limitation and achieve environmentally friendly networks. In addition, AI technologies use large amounts of data to train networks, consuming large amounts of computing resources and energy, against the need for sustainable development [START_REF] Luan | 6G: Typical applications, key technologies and challenges (in Chinese)[END_REF]. Therefore, green AI, which can obtain new results without increasing the computational cost, is getting more and more attention [START_REF] Zhu | Green AI for IIoT: Energy efficient intelligent edge computing for industrial internet of things[END_REF]. It is essential to design energy efficient AI models for 6G green communication, considering computational complexity, hardware design and network deployment issues need to be considered [START_REF] Mao | AI models for green communications towards 6G[END_REF].

2) 6G Testbeds: Some application scenarios of 6G, such as THz, optical communication, ultra-wideband, ultra-high speed transmission, and ultra-massive MIMO, bring challenges to the construction of channel sounders. Power amplifiers for high frequency bands, such as THz and optical frequency bands are very difficult to manufacture. In addition, the measurement bandwidth of channel sounders is limited by the sampling rate of the Analog to digital converter (ADC) and Digital to analog converter (DAC). At the same time, how to store the data generated by the high-speed ADC to the disk array in real time is another difficult problem. In ultra-high speed transmission scenarios, a high-speed CS repetition rate is required. In ultra-massive MIMO scenarios, channel sounders are required to support a large number of channels. A lowcost solution is channel expansion using high-speed solid-state switches. However, this method will prolong the measurement time of a single CS, and how to ensure the synchronization of switching needs to be considered.

In addition, with the continuous development of 6G research, more and more simulation platforms have been set up to verify the underlying theory and practicability of various 6G key technologies, and to discover the defects and limitations of actual implementations. From the current testbeds of various 6G key technologies, it can be observed that fusion is an inevitable developing trend. ISAC combined with THz brings high communication data rate and high sensing accuracy, while the combination of mmWave and optical access network can overcome wall loss and thus brings a larger coverage area. Facing the high service quality requirements of 6G, different combinations of key technologies using different frequency bands and network architectures will become a promising, creative and challenging research direction. How to find the right combination and how to correctly build a testbed for these combined technologies will become a challenge for the future development.

Furthermore, 6G comprehensive testbed is a complex communication system, which is required to verify all 6G key technologies. Hence, the system needs to upgrade continuously according to the development the 6G key technologies. However, the research on key technologies applied to 6G, such as ISAC, RIS, ultra-massive MIMO antennas, OWC, AI, space-air-ground-sea integrated networks, and edge intelligent platform, is not yet clear. Therefore, the 6G comprehensive testbed needs to evolve with the evolution of key technologies. Moreover, a large amount of communication data puts forward higher requirements on the processing capability of the intelligent cloud platform. How to further explore and storage the new software and hardware open architecture of the 6G comprehensive testbed integrated with powerful data processing capabilities, and use the system as a public verification platform is an issue that needs to be considered in the future.

VIII. LESSONS LEARNED AND A BRIEF SUMMARY

At the time of writing 6G research is still in its infancy. In this section, we will outline the lessons learned and conclude with a summary based on the critical appraisal of the literature.

A. Lessons Learned

Given the challenging vision of aiming for "seamless global coverage, for the harmonization of heterogeneous frequency bands obeying widele different propagation properties, compelling telepresence-style meta-verse applications for the feast of all human senses, while maintaining both ultimate security ans well as anonymity of the communicating partie", 6G networks will undoubtedly expand the conventional concept of communication services. As shown in Fig. 13, relying on the in-depth survey of 6G research and developments, we highlight some of the lessons learnt, as follows:

1) Scenario-based design: 6G networks will provide substantial performance improvements in terms of the existing communication services. However, they will also enrich the services beyond the realms of communications and create new hitherto unexplored benefits in terms of sensing, localization and over-the-air-computing, just to name a few. These will pave the way for the seamless integration of the industrial 'vertcal domains'. The 5G systems have already given cognizance to the widely heretogeneous requirements of sophisticated application scenarios and hence introduced the eMBB, mM2M and URLLC operational modes. In line with its extremely demanding specifications, the 6G system is expected to exhibit further proliferation of the operational modes in support of more specific scenarios and 'vertical industrial' applications. This requires extremely refined multi-component optimizations tools, which are capable of finding all so-called Pareto-optimal operating points [START_REF] Wang | Thirty years of machine learning: The road to pareto-optimal wireless networks[END_REF]. More explicitly, instead of simply setting for example the maximum affordable transmit power and the maximum outage probability as a contraint and optimizing the sum-rate of a network as a single-component objective function, all three would have to be jointly optimized. This sophisticated stochastic optimization problem would then find all optimal operating points. As a result, none of the above-mentioned metrics can be improved without degrading at least one of the others. As a compelling benefit, the system controller would the way for some breakthroughs in 6G. For example, wireless channel measurements and channel modeling for a wide range frequency bands and and scenarios will lay the foundations for the standardization of the 6G channel models, overall technical specifications and architectures. Recent advances in EM information theory will also provide new foundations for the application of 6G technologies. 4) Mutual benefit of AI+6G: AI technologies will be deeply integrated into all open system interconnection (OSI) layers of 6G networks and they will influence each other in a symbiotic manner. For example, on one hand, AI technologies can help improve the level of intelligence in 6G networks. On the other hand, the network will attain enhanced performance as a benefit of intelligent AI assistance, especially in the face of uncertainty, when its learning capability will come to rescue. services. However, further research is required for their coordinated development. 5) Pay attention to green technologies and efficiency indicators: It is essential to aim for green and environmentally friendly designs all the way from research to pre-development and network roll-out. There is a general consensus that protecting the environment and cost control have never been more important, given the escalation of tele-traffic. On one hand, we should dedicate careful research attention to the conception of energy-neutral devices and green networks relying on sophisticated joint information and energy networking [START_REF] Hu | Integrated data and energy communication network: A comprehensive survey[END_REF]. On the other hand, efficiency indicators should be considered as an essential issue for the research and design of 6G systems. 6) Call for international cooperation: In the interest of seamless global roaming, we have to aim for global standards and a globally unified 6G ecology. This calls for international cooperation and development of 6G.

B. A Brief Summary

In summary, 6G will enrich the suite of global communication services by ushering in new application scenarios, bringing about fresh technological experiences and supporting economic growth. We have critically appraised the recent solutions disseminated in a large body of the relevant literature, highlighting the associated developments and challenges. We have discussed the associated vision for 6G, indicating that 6G will be developed in six directions, aiming for global coverage, relying on a wide range of spectral bands, attractive applications, stimulating all human senses, while hinging on pervasive digital intelligence, and strong security. Then, a discussion of the 6G KPIs and application scenarios offering exciting extensions of its 5G counterpart has been presented. The expected system performance and the associated trade-offs between 6G KPIs have also been discussed. Next, we have conducted an in-depth survey of the emerging 6G network architecture and technology developments. Following this, recent efforts on 6G testbed development have been highlighted, with special attention dedicated to the systems' critical elements. A host of open challenges facing 6G research and the corresponding research directions have also been analyzed from the perspective of fundamental research, green networks and the associated key technologies developed for supporting the proposed 6G vision, and 6G testbed developments. Finally, the associated lessons have been summarized. In conclusion, 6G research and standardization still face numerous open challenges. This work has revealed the envisioned appealing features of 6G and it is hoped that it has provided fresh motivation and inspiration for the community's 6G research. 
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TABLE III A

 III comparison of existing 6G survey papers.

TABLE IV A

 IV comparison of relevant papers on the 6G vision.

	Ref.	Global Coverage	Full Applications	Strong Security √	√	√	√

TABLE V A

 V comparison of relevant papers on the 6G KPIs.

	Ref.	Total number of KPIs	Data Rate & Delay Peak data rate (Tbps) User experienced data rate (Gbps) Latency (ms) Delay jitter (us)	Capacity & Coverage Area traffic capacity (Gbps/m 2 ) Connection density (devices/km 2 ) Coverage (%)	Service Efficiency Spectrum efficiency Network energy efficiency Cost efficiency	Mobility (km/h)	Diversified Service Evaluation Battery life (years) Reliability Positioning (Indoor & Outdoor, cm) Sensing/Imaging resolution (mm)

TABLE VII 6G

 VII requirements of KPIs in different application scenarios.

	feMBB	Scenarios	Application
	≥ 1 Tbps	Peak data rate
		User experienced data rate
		Latency	Data rate & Delay
		Delay jitter
		Area traffic capacity (Gbps/m 2 )
		Connection density (devices/km 2 )	Capacity & Coverage
		Coverage (%)
		Spectrum efficiency improvement Network energy efficiency improvement Cost efficiency improvement	(Compared to that of 5G)	Service efficiency
		Mobility (km/h)
		Battery life (years)
		Reliability Positioning Sensing/Imaging resolution	Service quality of new paradigms
		Security capacity
		Intelligence level

TABLE VIII Representative

 VIII surveys for 6G technologies.

	Technology	Ref.	Key points
		[285]	Standardization, scenarios, application, future research directions and open issues of THz
		[286]	
	THz		

TABLE IX Standardization

 IX of 6G network architecture [526]-[530].

	Network architecture	3GPP (R18-R19) Study Items Work Items	IEEE Standard	OSG	ETSI TC	ITU

TABLE X

 X Standardization of 6G potential technologies [526]-[530].

	3GPP (R18-R19) Study Items Standard Energy-neutral devices IEEE Technology Work Items √ (Study on network energy savings for NR)	ETSI	ITU

√

*OSG: open source groups, TC: technical comittee, ISG: industry specification group.

TABLE XII Testbeds

 XII for 6G key technologies.

	Technology	Organization	Reference	Time	Testbed
	mmWave	University of Leuven Lund University	[558] [559]	2022 2021	FORMAT (Flexible Organization and Reconfiguration of Millimeter-wave Antenna Tiles) LuMaMi28 (Real-time millimeter-wave massive MIMO testbed)
		PML	[560]	2022	Real-time photonics-assisted mm-Wave communication system
	THz	Northeast University	[561]	2020	TeraNova (Integrated testbed for ultra-broadband wireless communications at THz-bands)
		PML	[562]	2022	Real-time transparent fiber-THz-fiber 2×2 MIMO transmission system
		HUST	[563]	2021	Prototype for RIS-aided wireless communication
		Princeton University	[564], [565]	2022	Full-dimensional intelligent omni-surfaces
	RIS	Université Paris-Saclay University of Surrey	[566] [567]	2022 2021	RIS prototype with continuous control of the reflection phase RIS prototype in the sub-6 GHz band
		Sungkyunkwan University	[568]	2021	1-bit RIS testbed
		Tsinghua University	[569]	2020	RIS-based wireless communication prototype
		HUAWEI	[570]	2022	5G-advanced ISAC technology demonstration of perceiving vehicles and people
	ISAC	HUAWEI	[571]	2022	ISAC-OW prototype (ISAC with optical wireless)
		HUAWEI	[572]	2022	THz-ISAC prototype (ISAC at THz band)
		University College London	[573]	2022	OFDM-based MIMO SDR testbed
		Ericsson	[574]	2019	Radio stripes
		Samsung	[575]	2022	D-FD-MIMO (Distributed-Full Duplex-MIMO system)
	Cell-free	HUAWEI KU Leuven	[576] [577]	2021 2022	User-centric 5G indoor distributed massive MIMO solution Techtile (Open 6G modular testbed)
		SEU	[578]	2020	Cloud-based cell-free distributed massive MIMO system
		SEU	[579]	2022	6G-TKµ cell-free massive MIMO testbed
		University of Strathclyde	[580]	2020	Real-world hybrid LiFi/Wi-Fi network deployment
		Kyocera Soraalaser	[581]	2022	105 Gbps LiFi demonstration with WDM
	OWC	Mitsubishi Electric Graz University of Technology	[582] [583]	2021 2019	Demonstration of real-time 14 Tb/s 220 m FSO transmission Testbed for deep space FSO
		The University of Edinburgh	[584]	2019	Testbed for solar cell receiver OWC technology
		YunTech	[585]	2019	OCC testbed with DCO-OFDM
	*HUST: Huazhong University of Science and Technology, YunTech: National Yunlin University of Science and Technology.

√ √ √ √ √ Note:1. For the 'Vision' column, the √ symbol indicates that an overall vision for 6G was proposed in the reference, the symbol means that the authors in the reference shown their outlook for several aspects of 6G, but an overall 6G vision was missing in the reference. 2. For other columns, the √ symbol indicates that this aspect is covered in detail in the reference, the symbol means that this aspect is only mentioned briefly or with other contents but not discussed comprehensively in a single section in the reference, and the blank means that this aspect is not covered at all in the reference.

√ √ √ √ √Note: The √ symbol indicates that this KPI is defined in the reference. The symbol means that this KPI is not defined, but it is mentioned that there is a requirement for indicator of this type. The blank denotes that this KPI is not covered in the reference.

√ √ √ √*OSG: open source groups, TC: technical comittee, ISG: industry specification group, CSC: communications, sensing, and computing.
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