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Chinese Army cognitive warfare: challenges for next generation of operations

Cognitive warfare is of growing importance in the strategic debate but it is often confused with other concepts such as information warfare, cyber warfare and influence warfare. This article analyzes, first, how cognitive warfare is a different domain of operations. After a more precise understanding of what constitutes cognitive warfare, the article analyzes a very new

The growing importance of cognitive warfare

According to Tzu-Chieh Hung and Tzu-Wei Hung, cognitive warfare refers to «controlling others' mental states and behaviors by manipulating environmental stimuli» 1 . The cognitive dimension is the only one that makes it possible to truly envisage a change in the perceptions and behaviors of a target population. 2 The term "cognitive warfare" first appeared in US Air Force reports and working papers of the second half of the 1990s. In these documents the difference made between «information warfare» and «cognitive warfare» is not clear and they are generally used as synonyms. The more popular term "information warfare" has been more widely used and predates "cognitive warfare", but it is not an exact synonym. The resurgence of "cognitive warfare" in recent years has gradually differentiated itself from "information warfare" by adding several specificities: it does not only designate the superiority of information and the manipulation or denial of information for the enemy, but it is a broader approach that use the cognitive biases of people and the potentials of human-machine interfaces to influence, and potentially deceit, a population in its entirety. Cognitive Warfare is, therefore, not (only) about controlling the flow of information but about the evaluation of the impact of information and how it can be strengthened.

By a growing understanding and operationalizing of this knowledge, these operations have become more and more precise, efficient but also, thereby, dangerous. 3 As explained by James Giordano, major advances in neurosciences have permitted a growing understanding of the ways the brain works and the underlying mechanisms of heuristics and cognitive biases. He explains that defense departments and intelligence agencies are increasingly relying on brain research to develop tools and methods that can be used as weapons: "to directly affect cognitive and physical abilities of both friendly forces (i.e.-optimization effects) and adversaries (i.e.-denigration effects)." 4 it is not difficult to consider the consequences at a military level of such knowledge, especially when combined with both technological and heuristic dimensions. [START_REF] Waltzman | The Weaponization of Information: The Need for Cognitive Security[END_REF] A growing number of actors can indeed take advantage of people's inherent cognitive biases and vulnerabilities, "a premise that the audience is already predisposed to accept without too much critical thinking because it makes a fundamental emotional appeal to existing fears or anxieties." With a precise assessing and targeting of cognitive functions at the psychological and physiological levels (neural structures), cognitive operations can have a very strong impact on populations 6 . This is particularly serious since, by the growing dissemination of knowledge on this matter, States but also Non-States Actors can have access to a very efficient set of tools. The growing opportunities to inflict a defeat with less and less necessary physical attacks has a effect on the strategic community where, "the control over knowledge, beliefs, and ideas are increasingly regarded as a complement to control over tangible resources such as military forces, raw materials, and economic productive capability." 7

Specificities of Cognitive Warfare

Cognitive warfare is directly linked to information warfare in that it aims to enable a change in perception and the measuring of this change in perception 8910 . Cognitive warfare, is, therefore, based not only on a mastery of mass communication techniques but also on an adequate understanding of cognitive mechanisms [START_REF] Borgeaud | Cognitive Warfare: The Battlefield of Tomorrow in New Technologies, Future Conflicts and Arms Controls[END_REF] . Cognitive operations are based on the increasingly in-depth knowledge, by scientists and the strategic community, of cognitive sciences (from neurosciences to cognitive psychology and brain-computer interfaces). In his famous paper on information warfare, Martin Libicki [START_REF] Libicki | What is Information Warfare?[END_REF] defined the manipulation of information as a type of operation requiring the combination of psychological warfare and, increasingly, cyber warfare. In this sense, nearly 20 years ago He already perceived the importance of the strategic change that the new information and communication technologies were going to bring about. When describing information warfare, Martin Libicki noted that cognitive neurosciences will have more and more importance in operations with the growing knowledge of both scientists and military strategists in this domain. In this sense, his approach was visionary.

Fifteen years later, David Sloss 13 identifies that cognitive warfare cannot be confused with information warfare. This modality of conflict is related to the different activities designed to control mental states and therefore, the actions and behaviors that result from them. Cognitive warfare is a new kind of conflict, which is developed with the scientific knowledge developed in both cognitive sciences and information technologies. [START_REF] Silverstein | The New Geopolitical Space in the Information Era: A Neuroscientific Approach to National Security[END_REF] Recent and particularly richly documented examples help to understand the extent to which cognitive warfare has become an important issue for several countries. Thus, Russia, for example, got involved in presidential elections in the USA but also of the British vote campaign on Brexit by feeding information flows centered on its interests. 1516

Cognitive warfare should not be confused with cyber-warfare or influence warfare

In their study of the Kremlin's disinformation strategy, Connell Michael and Sarah Vogler 17 find that cyber warfare is consistently associated with the need for cognitive operations as a key component of an integrated strategy. James Andrew Lawis also insists on the need to understand that more and more cyber-attacks are cognitive operations assisted by computer technical devices [START_REF] Andrew | Cognitive effect and state conflict in cyberspace[END_REF] .,Cyber warfare is certainly eminently linked to cognitive operations, but the two should not be confused. Indeed, cyber warfare does not only target minds but also strategic infrastructures 19 20 . Furthermore, although cyberspace and the speed and (relative) anonymity associated with it are assets for the efficiency of cognitive operations, these can be carried out without having to use cyber -space (newspapers, political speeches etc.).

Cognitive warfare seems to merge with influence warfare when it comes to effects. However, one should note that the influence aspect is, as such, present in many types of warfare modalities (information warfare, cyber warfare, hybrid warfare and cognitive warfare). In this sense, wanting to combine cognitive warfare and influence warfare at all costs is far from convincing. [START_REF] Pocheptsov | Cognitive Attacks in Russian Hybrid Warfare[END_REF] Cognitive warfare indeed aims to influence the enemy, but it is specific in two respects. First, cognitive warfare truly aims at controlling the cognitive systems of the enemy in order to be able to direct and manipulate him using the operational aspects of knowledge and skills in cognitive science and increasingly in cognitive neuroscience. Also, cognitive warfare also aims potentially at the entire population and not just the military and Intelligence community.

Increasing threats associated with cognitive warfare

Recent scientific literature increasingly distinguishes the specificities of cognitive warfare without confusing it with information warfare, psychological warfare, cyber warfare and influence warfare. It is possible to focus on interesting analysis of cognitive warfare because they consider cognitive warfare not only in its present modalities but also, in a foresight approach, in the light of evolution (and dissemination to all) of information and communication technologies.

Despite the increasing influence of social networks and alternative modes of access to information, mass media can be a powerful factor in the dissemination of information oriented to manipulate public opinion. He studies in particular how the Russian mass media develops a previously studied strategy to destabilize Ukrainian public opinion, that is to say not only to give it information to manipulate it but to aim to reduce the feeling of confidence and legitimacy of Ukrainians. This strategy combines strong concepts associated with shocking images and striking language elements. 22 How cognitive warfare is rapidly evolving and can be an increasingly important driver of conflict in a highly connected world. Silverstein proposes that major democracies develop a neuroscientific approach to National Security and Defense so that psychological factors (belief formation, cognitive dissonance etc.) as well as technologies for rapid information dissemination are well considered as being factors that can increase the damage in cognitive operations and that measures can be taken to limit cognitive violence. In particular, Silverstein recommends that the competent authorities adopt awareness-raising measures and put in place laws allowing them greater regulation of Internet service providers and search engines. [START_REF] Silverstein | The New Geopolitical Space in the Information Era: A Neuroscientific Approach to National Security[END_REF] The danger of cognitive operations should not be understood as a move away from physical violence but as potentially being used to kill and/or injure opponents through the use of deception. It hypothesizes that the mental state of populations is very easily manipulated when the operations are well carried out and target particularly deep-rooted fears and anxiety for the targeted populations. In this sense, it calls for a reflection by the strategic community on "cognitive security". [START_REF] Borgeaud | Cognitive Warfare: The Battlefield of Tomorrow in New Technologies, Future Conflicts and Arms Controls[END_REF] Now that it is possible to have a better understanding of the specifics of cognitive warfare and to clearly distinguish it from other related fields of operations, the article analyzes more precisely what makes the cognitive operations of the Chinese Army special. The People Liberation Army is the principal military force of the People's Republic of China and several authors have documented that the Chinese Government has launched cognitive warfare campaigns in particular to influence views in Taiwan. [START_REF] Hung | How China's Cognitive Warfare Works: A Frontline Perspective of Taiwan's Anti-Disinformation Wars[END_REF] 

China has started to learn from US and Russia how to develop its own cognitive warfare strategy

China is developing its own cognitive warfare doctrine based on the examples of Russia and the United States. Examples of China's development of skills in cognitive warfare with the use of the tools that this approach provides during counter-terrorism exercises in Xinjiang as well as during repressive operations in Hong Kong. China would also focus on cognitive warfare for deterrence purposes, considering that the United States could be led to carry out this type of operation against the Chinese population. [START_REF] Kania | Sharp Swords of the Future Battlefield: The Chinese Military's Special Forces and Psychological Operations[END_REF] Several studies show that China, which also learned many lessons from the Arab Spring, decided to put in place a coordinated strategy of exploiting social media with the aim of to be able to control and potentially influence the public opinion of countries that they consider to be belligerent. 2728 The Chinese Army has developed over the past ten years a military doctrine with strategic orientations that go in the direction of understanding information as a central issue. Information is considered through the question of the media but also the processing of information, in particular, thanks to machine learning tools. [START_REF] Burke | People's Liberation Army Operational Concepts[END_REF] Although the above studies offer a valuable contribution to the analysis of cognitive warfare as it can be developed by China, they do not go far enough in understanding what makes the specificity of cognitive warfare as developed by the Chinese Army.

Chinese Army's strategy of cognitive operations. The development of the next generation of influence operations

On May 16, 2022, Professor Liang Xiaobo of the Chinese National University of Defense Technology (in Changsha) published an article in the official journal of the Chinese Army (解放军报) which had a very important echo in the intelligence community. This article titled 梁晓波:认知 域作战是语言对抗新的主战场 ("Liang Xiaobo: Cognitive Domain Operations is the New Main Battlefield of Language Confrontation") defines in a precise and, it must be said, often audacious ways, how China can seize the opportunities offered by cognitive warfare.

Linked to the present article, a systematic analysis of the text from Mandarin has been made. This article (having by its publicity value of official and institutional document) provides key elements on the Chinese approach to the cognitive war.

The Chinese Army strategy of cognitive operations is presented by Professor Liang Xiaobo as the next generation of influence operations. It is worth to report that in the introduction of the article Professor Liang Xiaobo writes:

当前,认知域作战已成为国家间开展军事斗争和其他领域斗争的重要依托,认知 域目标驱动的语言对抗已经成为认知域作战的重要形式,值得高度关注

This can be translated as: «presently, operations in the cognitive domain have become an important support for military conflicts between countries and in other fields. The confrontation of information has become an important form of operation of the cognitive domain and deserves high attention».

Later in the text, Professor Liang Xiaobo writes:

认知域作战是当代认知科学研究发展的伴随结果,是人们积极探索大脑认知活动 获得对大脑更为复杂更为抽象更为透彻的理解后产生的一种新兴作战领域,更是 语言对抗以受众大脑的高级深层隐性活动为作用对象的高端影响形式。不管是从 信息作用的对象、信息的生产者、信息内容本身还是信息的渠道,认知域作战都 无不贯穿了认知的特点,自始至终都突出从认知层面开展行动(…)文本的传播形 式充分考虑国际传播中的认知效果,特别是跨文化、跨语言、跨媒体、跨群体的 认知传播。如此,文本将会从认知层面,更好地对受众施加影响。

Which can be translated: «Operations in the cognitive domain are the result of the contemporary development of cognitive science research. A high-end form of influence that targets the high-level deep recessive activities of the audience's brain.

Whether it is from the object of information, the producer of information, the content of information itself, or the channel of information, cognitive domain operations all run through the characteristics of cognition, and always focus on carrying out action from the cognitive level. (…) The process of the dissemination form of information fully considers the cognitive effect in international communication, especially across the variety of cultures, languages, media and groups. Therefore, the information will better influence the audience on a cognitive level».

By analyzing Liang Xiaobo's text, it is possible to better understand the way in which cognitive warfare is considered within the military leadership and the doctrine of the Chinese Army. The first observation is that the concept of "cognitive warfare" is not present per se in Liang Xiaobo's text. Indeed, it is rather a question of cognitive operations or operations (carried out) in the cognitive domain. This finding is not particularly surprising when one considers the fact that Chinese strategic doctrine is deeply convinced of the hybrid approach to conflict and therefore considers cognitive operations to be also against opponents to be attacked at even within the Chinese borders.

It was also noted that cognitive warfare is always evoked as a continuation of influence operations. What the "cognitive" terminology adds to influence operations, according to Liang Xiaobo, is first of all the increase in intensity. He analyzes this exacerbation of the effects of influence operations through deeper knowledge of cognitive and neurocognitive mechanisms.

Liang Xiaobo also insists on the fact that the cognitive aspect makes the universalizable aspect of influence operations all the more relevant. In this sense, he envisages that a large part of the cognitive biases and reaction mechanisms of neurocognitive systems are, at least to a large extent, shared by individuals of different cultures, languages, etc. Liang Xiaobo therefore proposes an understanding of "cognitive operations" a continuation and a means of intensifying and optimizing influence operations. Liang Xiaobo's text is divided into four main parts entitled:

1. 语言对抗针对作战对象施加影响的新领域 2. 语言对抗应对作战样式变革生成新战法 3. 语言对抗适应智能时代认知计算增强新算力 4. 发挥话语主体地位释放话语力量的新运用 These four titles can be translated as follows:

1. a new field in which information confrontation exerts influence on combat targets; 2. information confrontation generates new tactics in response to changes in combat style; 3. information confrontation adapts to cognitive computing in the age of intelligence to enhance new computing power; 4. giving full play to the dominant position of discourse and release the new application of discourse power.

By carefully reading the translated titles of the four main parts of Liang Xiaobo's text, one should note the way in which this person -responsible for the strategic doctrine of the Chinese Army-develops a real systemic analysis to show how cognitive operations take a central and complementary place in the conceptual apparatus of Chinese strategic thought. Liang Xiaobo's text is very interesting as it shows how the Chinese Army doctrine defined cognitive operations as a "new field" based on the evolution of influence operations ("information confrontation") and the growing use of Artificial Intelligence.

Cognitive Operations is a term that is a priori new (and considered as such in this very recent text) but it is naturally placed at the heart of the interactions between different pre-existing trends in the recent evolution of military operations.

It should be noted (titles 1 and 2) that, as explained previously, cognitive operations prolong and exacerbate the effects of influence operations and the cognitive domain is considered as a new field of informational confrontation. The competition between contradictory positions is also analyzed as a matter where the cognitive operations can have a major action. One can note that cognitive operations are considered here (title 2) not only from a strategic point of view but also at the tactical level. Cognitive Operations, Liang Xiaobo writes are changing the "combat" style of China Army's rivals and they have to adapt to these new changes by changing themselves.

Cognitive operations are thought from the point of view of cognitive augmentation through brain-machine interfaces. This aspect is considered in the text as an opportunity which the Chinese power must seize. Liang Xiaobo uses the concept of 智能时代 (intelligence age) which refers to an ongoing debate within the strategic community in China on the necessity to associate the innovations brought by artificial intelligence to influence operations.

As explained by Elsa Kania and John Costello, the Chinese strategic community has started to have an integrated doctrine on influence operations particularly in the beginning of the 2000s (with strategists like Qi Jianguo) where artificial intelligence has been systematically described as a domain of growing innovations for the spread of information and the fight against disinformation. [START_REF] Kania | The strategic support force and the future of chinese information operations[END_REF] The last lines of 梁晓波:认知 域作战是语言对抗新的主战场 ("Liang Xiaobo: Cognitive Domain Operations is the New Main Battlefield of Language Confrontation") are interesting in many ways.

The last sentences of the conclusion are as follow:

它的兴起,更具有欺骗性、模糊性、隐蔽性、嵌入性、植入性和不可观察性,特 别是考虑它与当代新兴媒体进场深度接轨深度融合,而且还不断学习借鉴融入多 学科、跨学科、交叉学科的新思想、新技术、新手段。由此,认知域作战已然成 为我们必须高度警惕高度提防的作战形式
These last sentences of the text can be translated: «The rise (of cognitive operations) is more deceptive, vague, concealed, embedded, implantable and unobservable, especially considering that it is deeply integrated with contemporary emerging media, and it also continuously learns and integrates into multidisciplinary, new ideas, new technologies and new means. As a result, cognitive domain operations have become a form of warfare that we must be highly vigilant and guarded against». The complexity and intensification of information and links this trend to the growing ubiquity of this type of operation. This text can be read as a concern or a warning to the Chinese strategic community.

There is also a second way of reading these last lines by seeing an unmasked statement by a person in charge of Chinese strategic doctrine who invites those who will read it to understand that China will not hesitate to launch cognitive operations in the event of a situation where it deems it necessary.

Conclusion

If cognitive warfare has been considered by many operational staff as a new concept that is not very operational and ultimately does not bring any novelty compared to informational warfare, this turns out, as shown, to be inaccurate. Among today's major strategic powers, it has become important to pay close attention to how China views its strategic doctrine. In this sense, this article analyzed -from an original and very recent text by one of the main leaders of Chinese strategic doctrine, Professor Liang Xiaobothe way in which cognitive warfare is being conceptualized by the Chinese Army. This allowed to understand to what extent the Chinese Army considers cognitive operations as a continuation and an exacerbation of influence operations with the use of their growing knowledge in both cognitive sciences (on the psychological and physiological levels). It is also an opportunity to see how this concept is integrated into a strategic system that has the particularity of being integrated and dynamic. Very interestingly, the Chinese cognitive war is seen a response to a global phenomenon where the main military powers have adopted this new type of confrontation. According to Liang, China's doctrine in this area is therefore a necessity. . Authors like Tzu-Chieh Hung and Tzu-Wei Hung see China's doctrine of cognitive warfare as a danger. As stated by these authors, potential Chinese cognitive operations should be observed with attention by the Taiwanese strategic community as well as by the Americans and more broadly by the "main Western military powers". As these authors recall, the doctrine of Chinese cognitive warfare is particularly specific and should not be confused with the doctrines of other countries such as Russia, for example. [START_REF] Hung | How China's Cognitive Warfare Works: A Frontline Perspective of Taiwan's Anti-Disinformation Wars[END_REF] Western Intelligence services must take note of how the doctrine of Chinese cognitive warfare fits into a Chinese doctrinal reflection on influence warfare that integrates Chinese culture and strategic values [START_REF] Bazalgette | Opérations cognitives[END_REF] . A systematic analysis of sources must be carried out. 33
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The French Defense Innovation Agency has started to consider the importance of this necessity by financing, since 2020, the Project ASIE (Defense Innovation Agency/Ecole Polytechnique de Paris) on the Chinese doctrine of Strategic Anticipation.