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The novel coronavirus, Covid-19, represents a global threat to human health and economic well-being. It is a serious new disease that has emerged and placed a heavy burden on countries worldwide. Additionally, human interaction in dealing with recent pandemic situations increases the chances of disease spread. Therefore, different technologies that do not rely heavily on human intervention should be employed to address pandemic situations.

One such approach involves the use of a swarm of drones supported by Artificial Intelligence (AI) and blockchain technology, with the assistance of the Internet of Things (IoT). This approach aims to monitor and manage the spread of pandemics remotely, ensuring automation and reducing the risk of disease transmission in both urban and remote rural areas, especially in cases where network connectivity is limited.

Introduction

The advancement in the technology of Unmanned Aerial Vehicles (UAVs), particularly in terms of manufacturing, communication, and networking, has led to an increased utilization of UAVs in civil, commercial, and social applications. Previously, international regulations restricted the use of UAVs primarily to military applications due to concerns regarding their outdoor proliferation, privacy violations, and the potential for theft [START_REF] Islam | A Blockchain-Based Artificial Intelligence-Empowered Contagious Pandemic Situation Supervision Scheme Using Internet of Drone Things[END_REF]. However, during the initial phase of lockdown, which began on March 21, 2020, coinciding with the emergence of COVID-19, the world was compelled to implement executive measures equipped with new devices, allowing the use of UAVs for tasks ranging from monitoring temperature and precise sensor readings for heart rate and respiratory rates among crowds, to expediting the transportation of COVID-19 tests from the point of collection to the laboratory for faster processing, Speed is crucial to determine the presence of infections and to isolate affected individuals. In an effort to save time, UAVs are now being used for more than half of the time during transportation compared to ground transport. Additionally, special algorithms have been employed to detect cases of coughing and sneezing [START_REF] Hafiz Suliman Munawar | Towards Smart Healthcare: UAV-Based Optimized Path Planning for Delivering COVID-19 Self-Testing Kits Using Cutting Edge Technologies[END_REF]. They have also been used to deliver medical supplies and household items [START_REF] Patel | Role of additive manufacturing in medical application COVID-19 scenario: India case study[END_REF]. Governments have noted that some densely populated areas do not adhere well to COVID-19 preventive measures. Accessing these areas through awareness campaigns has been challenging, as residents have often not complied with guidance to stay at home, practice hand hygiene, and maintain physical distancing. To address these issues, experts have suggested using UAVs to reach these areas, combining multiple technologies to reduce risks and manage pandemic situations. Among these technologies [START_REF] Islam | A Blockchain-Based Artificial Intelligence-Empowered Contagious Pandemic Situation Supervision Scheme Using Internet of Drone Things[END_REF]:

A. The Internet of Drones and Things (IoDT) is a technology that combines the Internet of Things (IoT), advanced computing, and wireless communications. It enhances the Quality of Service (QoS) of IoDT by expanding data acquisition, processing, and communication capabilities. One of IoDT's significant tasks is to improve task performance efficiency in remote areas, which pose risks to humans. B. Artificial Intelligence (AI) is a key technology that allows machines, including drones, to think intelligently. AI, along with its subfields like Machine Learning, has revolutionized the world. Artificial Intelligence covers a wide range of applications, such as self-driving vehicles, smart healthcare, and more. Alongside AI, IoDT is a promising technology to assist in monitoring pandemic situations. C. Blockchain technology is a prominent system that provides trust in unknown environments. It's a distributed ledger shared among network participants, with each participant holding a copy of the same ledger. Data cannot be altered once added to the ledger, and blockchain allows users to have personal control over their data privacy settings. Additionally, this technology uses pairs of public and private keys to manage user identities and maintain anonymity.

Material and Method

Using drones during COVID-19

There are numerous applications that can be categorized under Covid-19, including the use of unmanned aerial vehicles (UAVs) as described in Figure 1. Here are some of them:

A. Surveying and Mapping: UAVs are used to create 2D and 3D maps of remote, hardto-reach areas, as well as to assess the state of infrastructure when planning hospital construction.

B. Sanitation Applications:

Sanitation is a necessity for communities affected by the Covid-19 health crisis, and UAVs serve as effective tools for spraying disinfectants and sanitizing large areas. They also help reduce the risk of infection by widely disinfecting seats in sports stadiums, concert halls, and other public spaces.

C. Public Space Monitoring:

UAVs are employed to monitor compliance with lockdown measures, especially in public areas. In the case of any violations, necessary actions can be taken by the government. They are equipped with loudspeakers to communicate with people and remind them to maintain physical distancing in public spaces when the personal distance between individuals falls below a specified threshold. Additionally, they have thermal cameras to identify potentially infected individuals by monitoring their body temperatures and sensors to monitor respiratory rate, coughing, sneezing, and heart rate.

D. Contactless Delivery:

UAVs have been used to collect samples and vaccines, transporting them to and from laboratories, as well as delivering daily essentials to citizens during lockdown periods. They facilitate minimal human contact, helping reduce the risk of the coronavirus transmission from one person to another, and they save time. These UAVs are supported by several operators, including:

• Antwork: A part of Terra Drone used in China and Japan. • Manna Aero: Utilized in Ireland.

• MatterNet: Deployed in Switzerland.

• Zipline: Used in Ghana and Rwanda.
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"BPD: Blockchain Pandemic Drone" model

User's sensitive data is securely stored in the blockchain and retrieved from it when necessary, as illustrated in Figure 2. The BPD (Bumblebee Drone Fleet) encompasses various types of drones as its main components.

Within the BPD, two different types of drones have been used:

1. Different types of drones.

• Surveillance Drone (SD): This unmanned aerial vehicle (UAV)

is tasked with primary functions that involve checking body temperatures, monitoring face masks, calculating social distancing, performing sanitization, enforcing lockdown measures, and monitoring the spread of the virus.

• Bumblebee Drone (BD): The Bumblebee Drone (BD) remains in close proximity to users, aiding them in various tasks. Its fundamental functions include data collection related to health, the supply of emergency equipment, the collection of medical specimens, and the delivery of products within restricted areas.

Server:

The model maintains a hierarchy that is defined as follows:

• Dew Server (DS): DS represents a new model that enables local computing with minimal or no internet connectivity. Within the BPD, UAVs are responsible for maintaining Dew Server's computational capabilities. Dew Server stores data, including health data, user identities, training data for monitoring, and more, which have been collected by the drones.

• Edge Server: Edge computing is a promising technology that provides computational facilities to enhance service quality. The Edge Server functions as a gateway, enabling Dew Server to offload processing and data without encountering issues related to latency or energy consumption.

• Connected to Cloud Server: It is connected to the cloud via the internet, and the cloud server acts as a data mining factor. In the initial stage, citizens register themselves on the blockchain by providing their basic information. Additionally, citizens can determine who can access their data. During a pandemic, authorities deploy drones when a field situation arises. Surveillance Drones (SDs) roam the targeted area and alert authorities to assist citizens in their tasks. Bumblebee Drones (BD) are dedicated to monitoring infected citizens by staying close to them. This approach enables the pandemic's status to be monitored by the BPD.

Protection Guarantee:

The functions of the BPD model are described as follows:

• Outdoor work:

Before deploying SDs for field monitoring, authorities prepare a Light Chain for Dew Server, which is stored on SDs. Each SD is allocated to a specific region, based on geographical areas defined by longitude and latitude lines. The region boundaries form rectangular areas, and a dataset is created for individuals in each region. This dataset includes basic information and facial data.

The tasks of SD are described as follows [START_REF] Islam | A Blockchain-Based Artificial Intelligence-Empowered Contagious Pandemic Situation Supervision Scheme Using Internet of Drone Things[END_REF]:

Face Mask Inspection: SD continually checks if a person is wearing a face mask. When SD detects people wandering in public without masks, it first verifies whether the person is wearing a mask. If not, it issues a warning. BPD retains a minimum count of mask warnings (Wth). After surpassing Wth, a penalty is added to the blockchain for the detected individual.

Temperature Check: When SD detects a person after mask verification, it uses a thermal camera to estimate the individual's body temperature. The temperature value represents a deviation (Tth). If the temperature exceeds the threshold (Tth), SD informs the authorities of the person's basic information. If SD cannot detect the individual's basic information, it shares the location information and facial data with the authorities.

Social Distancing Check: When SD detects more than one person in the same area, it verifies the distance between them. There's a predefined safe distance value (e.g., 1m). If individuals fail to maintain the safe distance (Dth), SD warns them. The targeted individuals monitored by BPD maintain a count of social distancing warnings (W'th). After exceeding W'th, a penalty is added to the blockchain for the detected individuals.

Quarantine Enforcement: Devices for monitoring quarantined individuals are supposed to be given to them. The wristband contains health sensors (e.g., temperature) and GPS for tracking. When an individual is quarantined, geographical boundaries for their location are established. They can verify their location through the GPS system, matching it to the designated geographic area. If any discrepancies are found, SD informs the authorities. Additionally, if a lockdown is enforced, SD checks for anyone wandering outside. If someone is found, SD first tries to match the individual's basic information (facial data) with the measurement data. If a person hides their face, a quick snapshot is shared with the authorities along with the corresponding location information.

Sanitization: COVID-19 spreads through respiratory droplets created by coughing, sneezing, or talking. These droplets are relatively heavy and tend to remain on surfaces. Touching contaminated areas can lead to disease transmission, making sanitization essential. When SD is deployed, it periodically sanitizes contaminated areas.

Awareness Promotion: Many new diseases, such as COVID-19, initially had no available vaccines. Additionally, due to the spread of false information, people tend to feel fear and confusion. In rural areas, access to information is limited due to the restricted number of communication channels, which accelerates disease spread. Controlling the spread of the disease requires sharing accurate information from legitimate sources. Therefore, SDs also help disseminate information using drones.

In BPD, SDs continuously broadcast information through loudspeakers.

Help with public services:

There are many tasks performed by BDs. Among these tasks are:

Health Data Collection: In BPD, wearable body sensors are provided for individuals who may be infected with the disease.

These devices can directly share body data (e.g., body temperature) with the server. However, people in remote areas often face communication issues. Additionally, connecting with the server consumes a lot of energy. Therefore, BD is used to establish connections with the sensors' devices and periodically collect health data from patients. Before providing body sensor devices to patients, a trust code (Tq) is created so that BD can easily establish secure connections. Additionally, each person has a private key and a corresponding public key for secure data exchange.When delivering sensor devices, the corresponding location information (PK and Tq), as well as latitude and longitude coordinates, are stored in the blockchain. Before data collection, a secure channel is established using the patient's public key. Authentication is performed to verify the sender's identity. If the sender fails to verify their identity, BD adds them to a blacklist (β) after a certain number of attempts (Aβ). Once a sender reaches Aβ, they can no longer send data. After creating a secure channel, BD verifies its identity using Tq, and then replaces the previous Tq. With the new Tq, attackers cannot execute electronic attacks (impersonation). Finally, data sharing between the patient and BD occurs by encrypting the data using the new Tq. After data collection, each drone shares this data with the nearest server.

Supply of Emergency Equipment:Patients sometimes require emergency equipment (e.g., oxygen cylinders). However, having individuals deliver this equipment can be risky. Therefore, when processing health data, if there is a need for any equipment, BD notifies the relevant authorities, who then dispatch the necessary equipment.

Sample Collection:For COVID-19, not all types of data can be collected through sensors (e.g., saliva data). However, this data can be crucial for analyzing the current status of patients. Since it cannot be collected through body sensors and manual collection is risky, BD is used to collect samples from patients. After taking the sample, the patient attaches it to a BD device.

Delivery of Essential Daily Goods:During the pandemic, lockdowns are imposed to slow down the spread of the disease by reducing interactions among individuals. During these lockdowns, people cannot easily go out to purchase essential goods. Therefore, when a user places an order online, BD can assist them by delivering the products to their location.

Security Analysis:

To analyze potential threats (plagiarism, tampering, BPD is a model Disavowal, information disclosure, denial of service) and proving security feasibility against these threats.

Forgery (Identity Theft): BPD employs a digital signature system in the data sharing process with sensors. Identity verification takes place before data receipt, making it technically challenging to transmit data with forged identities in the network. In BPD, only registered entities can access the network and data. Each entity's identity is stored in the blockchain, ensuring that information is accessible only to authorized entities.

Tampering (Data Modification): BPD utilizes blockchain technology in its system model to maintain data security. BPD uses two chains, the main chain and the light chain, to handle data. To maintain integrity, the blockchain employs a Merkle tree, and any alterations to data would result in a break in the blockchain. Consequently, any changes are detectable, and actions can be taken accordingly.

Disavowal (denying any previous activity):

All data is stored in the blockchain with the sender's identity and signature. Since it is immutable, no one can alter the information once it's added to the blockchain. Any action stored in the blockchain cannot be denied.

Information Disclosure (Unauthorized Disclosure of Information): In BPD, only registered entities can access the network and data. Since each entity's identity is stored in the blockchain, information is only accessible to authorized entities.

Service Denial (Unavailability of Service for Legitimate Users): If any entity fails to self-verify after a certain number of attempts, BPD adds this entity to a blocklist to prevent further communications. This filters out illegitimate entities, allowing BPD to provide services to legitimate entities without interruptions.

Results and Discussion

3.1.Future challenges and opportunities related to BPD:

There are many challenges related to BPD, including:

Data Privacy: In BPD, individuals share sensitive information, such as healthcare data, over the network. Since this information is private and should not be disclosed to others, a privacy system is essential to ensure the protection of this data. Additionally, managing citizen penalties is necessary, as they can be handled with privacy and precision. Access control is required for privacy management, enabling users to determine who can access their information. Moreover, artificial intelligence can be employed to enhance the security and privacy of the data collected from individuals. However, managing different access control levels is an extremely complex task.

Battery Power: Both SDs and BD perform a variety of tasks, and executing these tasks requires a significant amount of power. Additionally, not all drones have sufficient battery power to provide services for an extended period. Therefore, a recharging or energy harvesting plan is necessary to improve service quality.

Flight Management: Both SDs and BD fly in the air to perform various tasks. Additionally, drones collect data and samples directly from multiple patients. Therefore, proper flight planning is required to avoid drone collisions. Furthermore, an efficient algorithm is needed to plan the flight path of the drones for data and sample collection effectively.

Swarm Management: Using swarms can be useful for improving service quality. Swarms of drones can distribute tasks among themselves, reducing the workload on each drone. Moreover, swarms can cover a larger area compared to a single drone. However, effectively distributing swarms, especially in densely populated areas, poses challenges. Efficient swarm allocation requires a plan for allocating swarms in different areas and sending frequent messages to maintain consistency between drones, which can increase the network load. Therefore, data compression and scheduling algorithms are required to reduce the network load. Additionally, access protocols for drone swarms are necessary to control and avoid data collisions.

Conclusions and Recommendations

In this article, a system model has been explained to illustrate the applicability of IoT for various use cases. It has been divided into two chains, the Main Chain and Light Chain, to address network scarcity issues using blockchain. Additionally, an authentication system has been reviewed to reduce the burden on the Internet of Things. Furthermore, a swarm-based approach has been adopted to independently deal with pandemics.
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 3 BPD uses the following two types of chains in blockchain: Light Chain: It is used exclusively by Dew Server and contains limited data to assist unmanned aerial vehicles in performing various tasks, such as detecting individuals violating regulations. Main Chain: It contains all essential data, from COVID-19 related data to data related to Edge Server and Cloud Server.Dew Computing represents a new model for local computing with a minimum network connection (no connectivity). In the BPD, Dew Server is the primary entity, facilitating its computational capabilities. It stores data collected, such as health data, user identities, training data for monitoring, and more.
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 2 Figure 2: A model for pandemic supervision utilizing IoDT technology based on Blockchain with Artificial Intelligence integration.