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Abstract. Critical infrastructures are complex operating environments that often require special protection and security. A successful
security strategy design should adhere to the principles of durability, integrity, and regularity. In the European Union, there is a strong
interest in the security of critical infrastructures, especially those with interdependence. Given the fact that critical infrastructures play an
essential role in a country’s economy, it makes them even more vulnerable. The main aim of this article is to analyze the critical
infrastructures’ cyber security policy. The creation of a security strategy requires identification of the needs for equipment, mode of
operation, and required security level. It has to establish rules for precise operation and handling of situations. The article tackles the issues
of security strategy for critical infrastructures to protect sensitive areas and sectors. In addition, a cybersecurity policy as a countermeasure
is discussed.
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1. Introduction

Critical industrial infrastructures are under the name of critical because of their specificity in terms of the products
and materials they produce (Brucherseifer et al., 2021). Critical infrastructures play a crucial role in a country’s
economy and actively contribute to the country’s development by making the country more competitive. Critical
infrastructures embrace information systems, industrial constructions, telecommunication networks, energy
infrastructure, etc. The critical infrastructures are, as a rule, interdependent (Blokus, Dziula, 2019; Lin, Tai, Kong,
Soon, 2019). The upgrade of the industrial tools in each infrastructure varies across different countries and by
type of infrastructure. Critical infrastructures apply the latest technological equipment, while others may still use
older technology, and, maybe several years older equipment. The different architectures of systems and the age of
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some industrial production units sometimes create, depending on their configuration, a security hole in the
infrastructure, something that should be identified, evaluated, and eliminated.

In critical infrastructures, there are industrial control systems (ICSs) which include the various types of control
systems (such as the SCADA system). Here it has to be mentioned, that SCADA in some cases appears to be
vulnerable too (Cifranic et al., 2020). Besides SCADA, there is the Distributed Control Systems (DCSs), and
other types of control systems in critical infrastructure, such as the Programmable Logic Controllers (PLCs) found
in all critical infrastructures.

Critical infrastructure industrial systems consist of interdependent control devices designed to produce an
industrial product or perform a process. Critical infrastructure, by definition, includes industries and areas, both
physical and virtual (Krutz, 2016; Dawson, Bacius, Vassilakos, 2021). Critical infrastructure systems can be
configured to operate with loops, and there are two types of loops, namely, the open-loop and the closed-loop. In
the open-loop, control systems and the output is controlled by the specified settings. In the closed-loop, control
systems and the output affects the input in such a way as to maintain system performance at the desired levels. A
critical infrastructure contains numerous control loops, human-machine interfaces (HMIs), and diagnostic and
maintenance tools based on a range of protocols. Industrial control processes are commonly used to manage
resources and materials.

Critical infrastructure industrial production systems have evolved by adding IT functionality to existing systems
of limited capabilities through automation of control mechanisms. Recently, the complete control of the data is
carried out using digital media, which has replaced analogous mechanical controls. This technological
breakthrough brought in huge advances in industrial technology, thus, production increased, safety rules were
tightened, operating costs were reduced, and smart devices were added to take to automated roles, an example is a
smart grid. Undoubtedly, it’s a huge technological breakthrough. Still, it has significantly increased the
connectivity of these systems and the ability to connect to other critical infrastructures that may be located in
different geographical areas. This carries within it an increased risk that some of these systems at some point will
be susceptible to some degree to vulnerabilities, whether small or large, assessing the level of penetration into the
system by exploiting the system from which an attacker would attack trying to breach a system of critical
infrastructure (Pléta et al., 2020; Djenna, Harous, Saidouni, 2021). For example, the unexpected and unalarmed
shutdown of one high-voltage power line in northern Ohio in 2004 resulted in up to two days of blackout to 50
million people, costing an estimated $6 billion and leading to 11 fatalities (Yao et al., 2020).

According to the above-mentioned, it implies a greater need for adaptability, durability, and safety. The
Framework and the Reports are major steps towards a cyber-security national policy, they are restricted to those
areas defined as critical infrastructure (Dawson, Bacius, Vassilakos, 2021). Critical infrastructure systems differ
from IT systems, which means that a security policy that can be applied to an organization cannot be applied to
critical infrastructures, but it can be used partially, as some key elements can be used in accordance with the
creation of an individualized security policy of critical infrastructure systems. A general security policy cannot be
applied to critical infrastructure, as detection and countermeasures differ significantly.

We should not forget that there are different risks and challenges in critical infrastructures that need different
assessments and priorities (Coole, Corkill, Woodward, A. 2012; Gabrijelcic et al. 2022). A failure to implement a
security policy can expose infrastructure to significant internal and external threats.

There is a separate strand of scientific literature and legal documents devoted to solving cyber security issues of
critical infrastructure. Those sources could be conditionally grouped into the following sets embracing specific
facets. One broad facet is related to risk assessment and threats (Bennett, 2018; Baig, Zeadally, 2019; Li, 2020).
To that group, extreme events can be attributed (Urlainis et al. 2022). Some authors point to the wide range of
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vulnerabilities brought by the Internet of things, and the Internet (Djenna, Harous, Saidouni, 2021). The risk and
threats facet embraces the behavior of people, working with critical infrastructure (Kovacevic, Putnik, Toskovic,
2020). Another broad facet of cyber security issues is related to applied economic and legal principles (Loiko et
al., 2020; Weiss, Biermann, 2021) applied for the management of critical infrastructure. Legal principles are
reflected in the wide range of standards and guidelines, which is under constant development (e.g. IEEE
Standards 2013, NIST, 2014; NIST, 2018; ISACA, 2018; NERC, 2019; Electric Reliability Corporation, n.d.). All
those facets of cyber security issues result in the state of cyber security, or its resilience (Cernan et al., 2020; Rod
et al., 2020). There are attempts of scientists to systemize the factors affecting the cyber security of critical
infrastructure by building a theoretical model, which could be ultimately allowed us to see a bigger picture (e.g.
Limba et al., 2017).

Despite all mentioned attempts by scientists and practicians, there are still many unanswered questions related to
the formulation of cyber security policy elements. This gap triggers a research aim to articulate more clearly
security strategy and cybersecurity policy in this specific area.

Failure of a security policy, therefore, poses a significant risk to the health and safety of infrastructure, equipment,
and people in the infrastructure environment, causing serious damage to infrastructure facilities and disrupting the
production process, as well as financial losses, as much as this implies the defamation of the state and the failure
of the government to secure critical infrastructure in the country where the infrastructure is located.

The systems used in industrial plants in critical infrastructures have surpassed the older architectures. They are
based on widely available interconnection technologies such as low-cost Ethernet and Internet Protocol (IP)
devices. New architectures and increased interconnection capabilities significantly increase the chances of
intrusion and vulnerability, which must be taken into account while designing the security policy to be
implemented in critical infrastructure. Evaluation and countermeasures should be in place to identify security
holes on time and to eliminate them. The higher the level of automation based on low-cost Ethernet and Internet
Protocol (IP) devices, the greater the need to secure these systems against cyber-attacks. As mentioned above,
there are no ready-made solutions for the protection and security of critical infrastructure systems. Each
infrastructure should be evaluated differently; in no case should evaluations and safety proposals be overlooked
for lack of difficulty in resolving decisions. The implementation of new security solutions should be considered as
given, which will be adapted exclusively to the working environment and operation of the critical infrastructure.
Critical infrastructures carry out complex processes that are constantly and uninterruptedly conducted, any
interruptions of which would have disastrous consequences that might even affect other critical infrastructures,
i.e. it is an immediate reaction to the problem, except of course the planned interruptions. The continuous
inspections of the operations in infrastructure ensure a high level of rawness and availability of resources. A
malfunction due to resource unavailability is capable of affecting production. It should be noted that these systems
are not typical computers. Tips such as restarting to free up resources are unacceptable due to the adverse effects,
as some systems run in parallel with other systems, in the event of a system’s failure directly affecting the parallel
systems with the result that perform a non-functional and highly complex operation of the infrastructure.

Cyber Security will grow even more together with an increase of the challenges for the security of critical
infrastructures. Securing the function of critical infrastructures has become a policy priority worldwide as the
potential for disasters given disruptions have been accentuated (Sonesson, Johansson, Cedergren, 2021). On the
other hand, it will increase the critical infrastructures created with new standards and implement smart operational
solutions that need particular analysis and protection. Electricity generation and management infrastructures face
the most significant challenges, as all operations and services in all countries worldwide are based on energy. In
addition, energy management systems use automated smart devices to immediately detect problem areas and
immediately inform the control center. Artificial intelligence may, of course, significantly improve the situation.
This technology allows for impending threats, process controls, and smart devices to be controlled and tracked in
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real-time. Inspection robots can also be used alongside artificial intelligence. An inspection robot may inspect the
equipment and take pictures according to a set schedule for creating logs that contain, precisely, the functions
applied, event functions, equipment functions, and measurements. This article emphasizes the security of critical
industrial infrastructure systems and countermeasures.

2. Security policy analysis of the critical infrastructure

Critical infrastructure security is not just a countermeasure (counterattacking the hacker), but more like prevention
measures. A security policy should protect facilities, processes, systems, production units, staff, integrity,
confidentiality, and availability of information stored or transmitted in electronic form. It must anticipate and
prevent any attack aimed at altering or limiting the functionality of the critical infrastructure. Staying on the same
note, the statistics of cyber security for the past five years show a growing trend in the number of cyber-attacks
against the systems of critical infrastructure as well in the detection of vulnerabilities and the gaps in the security
of such systems (Bruzgiene, Jurgilas, 2021) (Fig. 1).

lkasperslcy

Fig. 1. Distribution of unique DDoS targets by country, Q1 and Q2 2021
Source: https://securelist.com/ddos-attacks-in-q2-2021/103424/

Creating an integrated security policy that offers realistic ways to detect, act, and respond to threats should take
into account the following:
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® The country’s legislation is governed by the operation and management of infrastructure, taking into
account all the parameters of the legislation.

e Noting the assets of critical infrastructure, such an action may include the cost of industrial equipment
and reimbursement of the expenses in the event of partial or total destruction.

e The physical analysis of infrastructure facilities is significant in creating a security policy.

e Finally, the risk analysis throughout the infrastructure territory, evaluation, and analysis of all
parameters that can directly or indirectly affect the operation of the infrastructure

To implement the right countermeasures (not in terms of counterattacking the hacker), there must be a security
policy that has taken into account all the infrastructure units which identify in detail the risks, the impacts, the
security methods, the ways of reaction, the safeguarding of the infrastructure property, and finally, the security of
the staff, i.e. the human factor.

The main predictors of policy success appear to be (a) the nature of the cyber threat to firms’ operations and (b)
regulatory pressure on firms (Atkins, Lawson, 2020).

However, to have a comprehensive security policy, and therefore a comprehensive protection and
countermeasures plan, requires a detailed evaluation of the industrial equipment and systems, not in the form of a
cumulative assessment, but rather in the form of an analysis of the equipment in relation to the operational level.

Evaluation at different levels of assessment evaluation at this level will go a long way in identifying both targeted
proposals, draft measures, and countermeasures. Based on the above analysis, the security policy produced will
include risk assessments, presentation of hazards and vulnerabilities, and the manner how these vulnerabilities
affect the smooth operation of the infrastructure, as well as the extent and countermeasures used on a case-by-case
basis.

The security policy required by every critical infrastructure is not common to all infrastructures; each critical
infrastructure has different needs and vulnerabilities, diverse operating modes, and different industrial equipment.
A security policy should differentiate at the level of risk all entities within the infrastructure by defining how one
entity contains another and to what extent, for example, in the event of malfunction or attack. For this reason, the
importance of detailed analysis of all units mentioned above, but in the form of equipment analysis in relation to
the level of operation, i.e. evaluation at different levels of evaluation, should be included in the main body of
security policy planning.

A security policy is built on the organization chart of the critical infrastructure. A security policy including
security measures and countermeasures cannot change the organization chart, bypass, or ignore sectors and
entities. A security policy should describe and define the methods of implementation, technical measures that
identify technical issues, security measures and methods, the description and definition of the security method, the
means of communication, and the way how this will be ensured at the critical moment to protect the staff who
needs to be trained based on the security policy when the attack is organized under the predetermined instructions
without overruns.

In conclusion, someone could say that the proper analysis, design, and implementation of a security policy, that
will include multi-level analysis of all entities in conjunction with the control, detection, and analysis of
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vulnerabilities using models of forecasting future threats and defining the procedures and processes that will be
adapted according to the circumstances, is a link for a very strong security policy.

The security policy of critical infrastructure is not a study that should be intimidating, the security policy should
be reverently followed, and its purpose is to describe, identify, state the objectives, possible vulnerabilities,
security methods, countermeasures, the description of staff responsibilities, and methods of communication and
organization. In addition to the description of the above contents of the security policy, the security policy itself is
an operating agreement between the management and the staff, thus, achieving the avoidance of each other at a
critical moment, as it is a commitment between the two parties. In critical infrastructure, as in any organization, it
is necessary to monitor the security policy to comply with it properly and to assign improvements or changes.

The organization chart of the critical infrastructure should indicate the security department which will be
responsible for the evaluation, changes, management of the systems according to the safety rules as they are
reflected in the security policy, the security issues that will arise, the security issues that concern the operation of
the infrastructure, such as issues of coordination, supervision, communications, administration, problematic
system configuration, continuous recording of security issues, staff training, and finally, reporting on the
performance of security policy, and proposals for its revision.

A security policy defines the duties of each visionary and the degree of their involvement by describing their
responsibilities. It should be made clear and understandable that security, especially in critical infrastructure, is
not selective and does not allow discounts, security concerns all critical infrastructure staff, describing in detail
their main responsibilities and tasks for each job existing in the infrastructure, and how they must comply with the
security policy from the top executives as far as the ordinary employee. The human factor plays an important role
in the faithful observance of security policy, security methods, and the implementation of countermeasures (not in
terms of counterattacking the hacker). The reason is that within an infrastructure, there are employees of different
grades, there are employees who work at critical points, other employees use automation that can be more
vulnerable than another sector, there are also employees who, according to the organization chart, have low
involvement, which means that if there is an attack they cannot and will not be involved to a large extent. The
number of responsibilities is the one that involves employees more than others. As it is easily perceived that in
case of danger, some employees will be more involved, this involvement can be crucial, as they will be able to
deal with situations which in no case should lead them to panic. They should react collectively and methodically
according to the training given to them. For this reason, the employees of infrastructure should be included in risk
categories, the creation of risk rules will help significantly in their training, as the front line staff is the ones who
will carry all the weight of the attack, so it is very important in zero time, to be organized and to make methodical
moves of countermeasures, so that there would be no risk to the infrastructure, but not affecting a colleague who
works at lower risk levels.

Unfortunately, the economic factor directly affects both the quality of the security policy and the security policy
itself. Financial constraint is responsible for the lack of analysis of infrastructure entities and the adoption of
appropriate security policies that will secure the infrastructure against attacks both in the medium and long term.
The economic factor has a direct impact on the staff training, lack of training, risks to both staff health, and the
smooth and safe operation of the infrastructure. Staff training on systems management, security measures,
countermeasures shall be implemented on a case-by-case basis and emergency strategy formulation. All of the
above entities are critical and are set aside due to economic factors. Typically, the above entities are included in
the infrastructure budget and specifically by the security directorate or are partially included in other departments’
budgets related to an entity.
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Laws and regulations should develop the security policy. At first glance, everything is quite simple, but the
legislation changes frequently, technologies do not standstill. Therefore, it is necessary to respond on time to all
innovations and changes.

As mentioned in this article, cybersecurity philosophy in critical infrastructure is rather prevention, and not
countermeasures (counterattacking the hacker). Countermeasures come as a second solution and damage
mitigation measures, on the other hand of a successful attack, which means lack of preventive security measures,
which equates to the incomplete analysis of all entities, misjudgment, error, or non-implementation of proposed
security policies. Studies have shown that the successful implementation of a security policy, that has been
properly established by partially evaluating all critical infrastructures entity by entity, may secure the
infrastructure against attacks. It is possible to prevent potential intrusions and intercept intrusion attempts. The
method usually described in security policies is “4D” (Deter, Detect, Delay, Detain or Defend), while if the plan
includes recovery methods and countermeasures, then add “2R” (Respond, Recover). From the initial stage of
tracking down critical infrastructure, the information produced by the would-be attacker must be negligible,
which means that the attacker finds an armored system that is reluctant to provide anyone with basic information
such as its architecture or operating system versions. All these attempts made by would-be intruders should be
logged in to the infrastructure security systems, analyzed by the security department, and evaluated based on
existing measures if an existing policy can repel the intruder, and what is possible could be added or modified.

In 2019, warnings that cyber threats pose a risk to public welfare, security, and prosperity were published in the
National Intelligence Strategy Report of the United States. Those warnings were related to the fact that
information technologies are inseparable from critical infrastructures and are widely used by society (Bruzgiene,
Jurgilas, 2021). Prospective intruders who persistently attempt to invade a critical infrastructure system, properly
implement security policy, adhere to measures, and write the correct security policy are the ones who will
determine the successful avoidance of intrusion into the systems. An emergency delay plan should always be
available, and this plan should be divided into two phases. The first phase is when a significant volume attack
has been carried out, for example, DDoS (Fig. 2), which may be large and cannot be dealt with existing security
systems, this requires the application of mitigation methods; the second phase is when there is a partial breach of
a system and delay methods should be applied which will prevent further break-in of intruders into the systems, a
solution would be to use Iron Box and direct the attacker towards it. Partial breach of the network and intrusion
into critical infrastructure systems are not acceptable. The above methods of delay are temporary, and
emergency solutions as in no case should potential intruders reach this point. The implementation of delay
methods denotes a lack of policy on the one hand because it signifies a breach of systems. On the other hand, the
start of the implementation of the delay methods is equivalent to a period that can be crucial both for the plans,
the industrial equipment, and the staff, and their protection of health and safety. Usually, when such attacks occur,
the adequacy of security measures is judged. Regardless of the definition, Cl entities are exposed to various types
of threats related to human activities, natural disasters, and military, terrorist, or cyberspace attacks. Therefore, the
ability to identify and predict threats toward CI entities and the capability to indicate how to proceed when they
occur is nowadays a common subject of many research initiatives (Wisniewsk, 2020). For example, output from a
recent evaluation of the European critical infrastructure protection directive (CIP directive) and the suggested new
approach for the European program for critical infrastructure protection (EPCIP) suggests taking a resilience
perspective as a means to enable more focus on cross-sector interdependencies (Sonesson, Johansson, Cedergren

2021).
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UDP 38.00%.

kaspersky

Fig. 2. Distribution of DDoS attacks by type, Q3 2021
Source: https://securelist.com/ddos-attacks-in-q3-2021/104796/

3. Methodology of security policy
The implemented critical infrastructure security policy, as mentioned in this article, should evaluate each sector as
an entity, which means that the evaluation should not be uniform for all, it should take into account the criticality

of each sector, it should implement the layout policy of the six sectors according to their criticality, as described
below.

e Sector 1: Security of the Perimeter of Critical Infrastructure.

e Sector 2: Indoor / Outdoor Entries.

e Sector 3: Shared Areas Within the Critical Infrastructure.

e Sector 4: Office Areas.

e Sector 5: Critical Industrial Sector / Systems Control.

e Sector 6: Very Critical Industrial Sector / Systems Control.
Implementing security sectors in a security policy is very important because each industry has different security
requirements. Besides, there is the possibility of implementing robust security policies between the sectors,
especially the critical and very critical sectors. We should not overlook the fact that critical infrastructures are

very expensive, and choosing the cost of the damage would be huge because those parts that have been damaged
will have to be repaired or replaced. In addition, the social cost is huge as services, such as energy or fuel, will not
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be provided to citizens. Power infrastructures are expensive to procure and complicated in their installation,
hence, requires a comprehensive security provision for every potential threat, which could fail any unit, system or
even cause cascade effects across the infrastructure (Abdulrahaman, Mohd, Raja, 2018).

Each of the above six sectors should form a safety belt that will be properly configured depending on the level of
danger. Each industry will consist of complex security measures that include a combination of technical elements
that will determine the seriousness of the sector they are applied to. In case of delay, rules will not involve the
industry’s security. Technical overlaps are not acceptable in critical infrastructures as overlap means the inability
to apply the correct security rules, and in addition, overlaps hide security vulnerabilities. It is very important to
have a secure security policy, especially in the very critical sectors of the infrastructure, so as not to jeopardize the
smooth operation of the infrastructure. Nevertheless, to achieve security policy awareness effectively, it is
necessary to use rich but compelling textual and visual material (Faizan, Dominic, Kashif, 2020). An important
sector that needs high security is the control center, ranked as sector 6, which requires special attention and
protection, from this point the controls are carried out in the industrial units of the infrastructure, a lack of security
policy which would not taken into account security vulnerabilities, and implementation flaws would have a truly
devastating effect in the event of an attack.

The aforementioned sectors 5 and 6 are the heart of the infrastructure, for this reason, they need increased special
security, there must be identification and development of security procedures that will be clear and efficient
taking into account the procedures carried out in each sector, the origin and mission processes, staff carrying out
the procedures in these areas, the level of staff training, the actions that staff can perform, it should also be taken
into account how security mechanisms, delays, and countermeasures will work, whether they will work partially
and automatically, or the human factor will be involved, as well as the reaction time will have to be determined.
Staff working in areas 5 and 6 should be in addition to well-trained staff but should be aware of procedures for
using computer resources in order not to be wasted unnecessarily so that when free resources are needed, there are
no available ones. Moreover, in these two sensitive sectors, staff who have been involved in delinquent behavior
in the past, who do not know what constitutes confidential information or who have been involved in sharing
sensitive information, or have previously been found to be involved in sabotage should not be placed.

External collaborators invited by critical infrastructure executives to carry out projects should fully comply with
the security policy, as well as carry out the necessary assessments if the external collaborators meet the system
management and security criteria, particularly in sectors 5 and 6, as to their ability to perform the task for which
they were called upon without affecting the safety of the critical infrastructure. Proper implementation of security
policies is a prerequisite for achieving the desired level of security and is largely obtained by the correct use of
equipment, forecast models, and the immediate use of countermeasures, where required. The staff’s
implementation of the security policy in a situation that continuously performs its role is the responsibility of the
staff who uses it. Both responsibilities and cross-sectoral cooperation must be clearly described in the emergency
management process as in the event of an attack.

The application of the ISA 95 standard in industrial production will immediately highlight its benefits as there are
many tools provided and many automated tools available to the infrastructure users. Implementing ISA 95 will
reduce costs, risk, errors and significantly increase safety by preventing errors related to the management of
production control systems. ISA 95 is a part of a multi-sectoral set of standards that defines the interfaces between
the control and industrial sectors. The template complies with IEC regulations, and its purpose is to:
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Defining control and construction fields.

The organization of the data.

Defining functions.

The control interface with the functions of an infrastructure.

Defining the information shared between systems.

ISA 95 is an international standard for developing automated control systems interfaces developed by industrial
system manufacturers and designed to be applied to the industry. The standard defines what information and with
whom and which systems should interact. ISA 95 categorizes activities into categories defining the functions at
the level of production, quality, maintenance, and inventory management. The human factor remains an important
entity in critical infrastructure. Therefore, the human factor must be ranked within the infrastructure to distribute
roles and responsibilities. Thus, an industrial unit should implement roles such as control, supervision,
coordination, security, crisis management, response, incident collection, communication, and physical security.
Hence, the roles are listed below.

e Control team: Checks an industrial infrastructure whether it complies with operating standards and

security, including proper process management, implementation of security measures, drafting security
policy, Data recovery plan, conducting controls on infrastructure information systems, collection, and
evaluation of security vulnerabilities, while any omissions are made in a report where they are then
applied to the infrastructure.

Supervision team: supervises the control team and all processes performed in an industrial unit. The
team actively cooperates in departments for the industrial unit’s smooth operation, elaborates studies
and plans, sets safety standards, provides advice and practices, evaluates the criticality of systems,
prepares improvement instructions, and plays an advisory role.

Coordination Team: Hierarchically, receives and gives orders to other teams, works closely with the
control team, collaborates with security and crisis management teams, and oversees overall operational
management of the infrastructure.

Security Team: is responsible for data security, information and process integrity, infrastructure
upgrades, and security policies.

Crisis Management Team: is responsible for the management and accountability of any crisis occurring
within an infrastructure. It is responsible for crisis management, analyses the data up to now, supervises
studies for future problems, and cooperates with the control team and the response team to neutralize
any future threats.

Response Team: consists of people who will face cyber-attacks and any other cyber threats that may
damage the infrastructure. The team is also responsible for secure data recovery if needed.

Incident Collection Team: operates as an incident logging center within the infrastructure. It collects

the data, analyses it, and communicates it to the interested groups. In critical cases, it directly informs
the competent group. Finally, it conducts statistical research of the requests.
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e Communication Team: is responsible for internal and external communications and undertakes to
inform citizens and competent bodies about anything in an infrastructure.

e Physical Security Team: It is the team that naturally guards critical infrastructure.

Preventing an attack remains the primary choice. The use of countermeasures could be acceptable in applying
countermeasures to changing settings and services on infrastructure during an attack, but this should not be
confused with choosing countermeasures back to hackers. For example, it would not be accepted in the event of
a distributed DDS attack being deployed to critical infrastructure, then the critical infrastructure being attacked
back in the same way to hackers.

Access (by physical or electronic means) to critical infrastructure installations is restricted to authorized users,
processes, and devices by physical or electronic means. This requires appropriate “Authentication” mechanisms,
and access control procedures. Systems and applications are installed, developed, and managed to take into
account the security policy that must be fully complied with security requirements throughout their life cycle. The
data necessary for essential services are protected from their possible loss by keeping backup copies in an
appropriate format, which allows for their immediate recovery. For this purpose, applicable policies, procedures,
and automated systems for making and maintaining back-ups mentioned in the security policy are applied. To
ensure the resilience of the systems against threats, appropriate and proportionate security solutions are installed
and used. In particular, technological solutions to detect, record, and analyze threats are encouraged to achieve a
more realistic security policy against threats. The results of a successful attack can lead to huge financial costs,
difficulty, the long time to return the industrial systems to operating conditions, the loss of secrets or national
security information, etc. Cyberwarfare takes the form of an asymmetric war. It is, therefore, very difficult to
locate the attackers and their source. It requires specialized and highly educated staff, and finally, while it requires
relatively low cost, it brings huge financial consequences, for these reasons, the critical situation of a country
should be obliged to implement the security policy which should be regularly updated using models of future
threat forecasts.

Conclusions

This article was written to highlight the validity of the comprehensive and proper use of a security policy in
critical infrastructures. The facts set out in this article were aimed at understanding how a security policy should
determine both the elements of correct recording, forecasting, and countermeasures. Countermeasures do not
mean counterattacking the attacker the same way the attacker attacked the infrastructure. On the one hand, the
advancement of technology offers new security possibilities. On the other hand, modern computing power creates
new applications with new opportunities that affect the infrastructure. This article emphasizes the need for the
security of critical infrastructures to be divided into sectors, each sector having a different weight from the others,
different needs, and different functions. By the method of division into sectors, the most detailed overhaul of the
operational parts of the infrastructure is achieved, as well as the application of different enhanced security
measures in critical industries that use critical industrial equipment about other sectors, such as the control center,
provides operators with increased state awareness which translates into increased prevention or early detection of
operational problems. When threats to critical infrastructure are rising, their security technology applications
using sophisticated studies enable them to address threats in the best possible manner. The security policy of
critical infrastructure should in no case be considered as a model that was designed and continues to be applied
for years, especially in cases where it has not been tested in the form of an attack on critical infrastructure. The
security policy should be reviewed regularly, including security measures, countermeasures, and user education.
The evaluation of actions taken no later than six months after the initial or renewed version of the security policy
should be extensively evaluated. The security policy should include instructions for reporting security
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vulnerabilities detected by staff using the industrial systems. Finally, new research and proposals in the security
policy of critical infrastructures can protect and improve security.
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