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Covert Attack Detection and Secure Control for
Cyber Physical Systems

Xianghua Wang, Member, IEEE, Ali Zolghadri, Senior Member, IEEE, Changqing Wang

Abstract—The problem addressed in this paper is that of
monitoring and secure control in cyber physical systems subject
to cyber covert attacks. In this scenario, the attacker can manip-
ulate sensor measurements and control actions while bypassing
the classical monitoring schemes. Firstly, attack detection is
investigated by constructing signal generators in both cyber and
physical layers, whose output is injected into the transmission
network to reveal the covert attacks. After the attack has been
detected, the nominal output feedback controller is switched
into a secure controller based on adaptive observer to ensure
an output tracking performance level. The adaptive observer is
used to suppress (and not to estimate) the attack signals, hence
the control effect does not depend on the estimation precision.
Moreover, there is no assumption on the boundedness of the
attack signals. Finally, numerical simulations are provided to
show the effectiveness of the proposed scheme.

Index Terms—Cyber physical systems, secure control, covert
attacks, attack detection.

I. INTRODUCTION

YBER-Physical Systems (CPSs) are engineered systems
with deep integration of computation, communication
and networking, physical processes, and control systems. CPSs
are set to change the shape of our daily lives as they concern
many technological areas, including aerospace, automotive,
energy, chemical industry, transportation, or health care. Mon-
itoring and secure control of CPSs have spurred on substantial
research activities during the last decade. Researches have
been developed along several major lines, from both control-
oriented and information/communication perspectives. Much
effort has been devoted to cyber attack detection and secure
control. See for example [1] and [2] for a recent survey.
Cyber attacks can be classified into two main categories:
denial of service (DoS) attacks and deception attacks, which
encompass replay attacks, covert attacks, zero dynamics at-
tacks, and more [3]. A covert attacker possesses the capa-
bility to assess the impact of their actions in a manner that
the dynamics of the controlled system under attack would
appear unchanged from the nominal case [4]. Consequently,
detecting covert attacks using conventional methods is highly
challenging, and only a limited number of studies on this
topic can be found in the literature. These methods can be
categorized into two classes. The first class, known as moving
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target-based methods, introduces elements such as a switched
auxiliary system [5], linear time-varying external dynamics
[6], or modulation matrices [7] to prevent the attacker from
accurately identifying the plant dynamics. Nevertheless, these
methods are effective only when operating under the as-
sumption that the attacker remains unaware of the introduced
matrices or dynamics. An alternative approach, presented in
[8], involves a dual time-varying coding detection scheme.
In this scheme, both the measured output signals and control
input signals are encoded before transmission over the network
and subsequently decoded upon reception by the next nodes.
However, this approach necessitates a complex setup, requiring
synchronous knowledge of the time-varying coding matrices
in both the cyber and physical layers. It also assumes that
the attacker cannot accurately distinguish between the time-
varying coding matrices. The other class consists of distributed
model-based methods [9], [10], which are primarily suitable
for large-scale systems featuring interconnected plants. These
methods rely on information from adjacent plants to detect
attacks. Consequently, they are not applicable to single-plant
systems, which are the focus of this paper.

In the realm of secure control, research on resilient control
against covert attacks remains relatively sparse. Notably, in
[9], a resilient control approach based on attack isolation was
developed for large-scale systems facing covert attacks. This
approach employs a two-stage fixed-time observer to enhance
system resilience. In [10], the attack detection scheme was
enhanced to estimate the actions of an attacker. Subsequently,
an accommodation scheme was introduced to mitigate or
neutralize the abnormal behavior exhibited by interconnect-
ed systems under covert attacks. It’s worth noting that in
[9], [10], the considered plant is assumed to be free from
disturbances and noises. In [11], a method was introduced
to counteract covert attacks by generating redundant control
sequences, which were randomly selected on the actuator side
to conceal the exploited control action. However, this approach
needs a high computational cost. Fauser and Zhang [12] used
frequency hopping spread spectrum to nullify the attack’s
influence on the system but required two attack detection filters
to reveal the actual attack, resulting in both high computational
cost and the absence of an attack signal estimate.

Given this overall picture, it seems that finding viable solu-
tions to the problem of covert attacks detection and subsequent
secure control remains an open problem. This paper addresses
this issue by first presenting a procedure for covert attack
detection, using signal generators placed in both the cyber and
physical layers capable of generating and injecting signals into
the transmission network. Subsequently, an output feedback
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secure control scheme, based on an adaptive observer, is
proposed to enable the system to operate effectively even under
attack conditions, ensuring a certain level of output tracking
performance. The main contributions can be summarized as
follows:

1) Regarding attack detection, we propose a method that
revolves around the construction of signal generators in
both the cyber and physical layers. These generators are
tasked with generating and inserting external signals into
the transmission network as soon as the CPS begins
operation. These additional signals have no impact on
the system’s performance under nominal conditions (no
attacks). However, they are designed to mislead potential
adversaries and lead them to form an incorrect system
model. As a result, the residual crosses a predefined
threshold, revealing the presence of covert attacks. It’s
important to note that this approach differs from the
moving target-based method [8], which relies on rapidly
altering the system dynamics to prevent the adversary
from accurately recognizing the system model.

2) Regarding subsequent secure control, we propose an
original method designed to deal with covert attacks
effectively. This approach is built upon an adaptive
observer, which plays a pivotal role in ensuring output
tracking performance. It’s important to note that the
primary function of the adaptive observer is to overcome
and suppress the effects of attacks, rather than estimating
state or attack signals. Consequently, the scheme is not
reliant on observer performance, leading to a reduction
in computational cost compared to [11], [12]. Further-
more, unlike [9], [10], our proposed scheme is applicable
to systems subject to disturbances and noise.

The paper is organized as follows. Section II is devoted to
system description under covert attacks. Section III presents
our main results, including attack detection and secure control.
A numerical example is provided in Section IV and some
concluding remarks are given in Section V.

Notations: I, is an identity matrix of dimension r. 0 is a
matrix or vector with appropriate dimension and its all entries
are 0. For a vector x € R", ||z| = VaTx. For a matrix W,
He(W) = W+ WT, x denotes the symmetric part of a matrix
and Trace(WW) is the trace of W. S, is a diagonal matrix
of dimension n whose diagonal elements are all s # 0 and

s # —1.

II. PROBLEM FORMULATION AND PRELIMINARY

This section starts by presenting preliminary knowledge
about the plant dynamics, the nominal controller, and the
proposed signal generators. Subsequently, we conduct an anal-
ysis of system performance under normal conditions before
introducing the attack scenario.

A. System description

The cyber physical systems consist of two layers: physical
layer and cyber layer, as shown in Fig. 1. The plant is in

Physical Layer

,
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”
Ep n,

d u -
X Plant -
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C\ 5 Attacker < )
v [ATad] ,
detection
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7 control
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P control
Generator
Ec 7.

Cyber Layer

Fig. 1. Block diagram for attack detection and secure control.

the physical layer, which is considered to be continuous-time
linear time invariant (LTI) described by

&p = Axp + Buyp + Ed, y, = Cxp 8

where z, € R" is the state vector, u, € R™ is the control
input, 1, € R” is the measured output, d € R? is the unknown
and bounded disturbance vector, A, B, C' and E are matrices
of appropriate dimensions.

For the plant (1), the following assumptions are made:

Assumption 1: It is assumed that the couple (A, B) is
controllable, and (A, C) is observable.

Assumption 2: rank(C'B) = rank(B).

Assumption 3: The invariant zeros of the triple (4, B,C)
lie in C_, C_ denotes the left complex plane.

Remark 1: Assumption 2 (namely the system (1) satisfies
the matching condition) and Assumption 3 (namely the system
(1) is minimum-phase) are sufficient and necessary for sliding
mode observer and unknown input observer [13].

The controller is in the cyber layer. As shown in Fig. 1, y.
is the output signal received by the controller, u.. is the control
signal generated by the controller and defined by

w—{

where T} is the time when the attack is detected and which will
be given in Section III-A, and wu.,, is the nominal controller
whose expression is

0<t<Ty
t> Ty (2)

Uc,n,
Ue,s,

Tp = A.fp + Bu. + Lngcv Ye = Ye — C‘%I) (3)

Kndp+r @)

Ue,n =

where r is a reference command signal which acts on the
closed-loop dynamics to generate ¥,

&y = Acy + Bry Yrep = Cay (5)

where A, = A+ BK,, L, and K,, are design matrices given
later in (17). u.,s is the secure controller and will be developed
in Section III-B.
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&y and &, are the proposed signal generators in the phys-
ical and cyber layers respectively, and are activated at the
beginning of the system operation. The dynamics of signal
generators &. and &, are given by

éc = A+ BSpr+ LnSpyc

6
Ne = KTL§C+STYLT ©
and )
& = Aa&p + BSnmr+ LnSpyp )
Np = Kn§p+smr
where Aq = A+ BK,, — L,C, S,, and S, are design

parameters and from Notations, the initial values are chosen
as £:(0) = £,(0) = 2,(0). In the nominal case, u. = uc, and
from (3)-(4) it follows

U = [Kn (M = Ag) "B+ 1) + KA — Ag) " Luye (8)
where A is the Laplace operator. From (6), it follows

Ne = 8[K (M — Ag) ' B+ I]r 4+ sK, (M — Ag) " *Loy. (9)
By comparing (8) with (9), it is clear that
(10)

Tle = SUc,n

The objective is twofold:

o to detect the covert attack. In this work, the observer
(3) is also used for attack detection which is a classical
observer-based method and the detection mechanism is

— if ||| > 7sl|d|| where g, is from (3), then an attack
has occurred;
— otherwise, it is judged that there are no cyber attacks.

o to design u. in (2) such that
(1)

where 7 is some desired output tracking performance
level.

[1Yp = Yresll < sldl

B. Performance analysis for attack-free case

In the following, the closed-loop system performance in the
nominal case (attack-free case) will be discussed.

Denote the signals propagated through the networks as y;
and u, then from Fig. 1, it follows

(12)

When there are no cyber attacks, namely y, = 0 and u, = 0,
the controller input y. and the plant input w,, are respectively

(13)

Combine (12) with (13) to get y. = ¥+ = yp, which when
substituted into (6) and (7), it follows 7. = n,. Again from
(12) and (13), we get up = Uc + 1 — Np = Ue = Uc,n.

Denote &, = z, — &, and subtract (3) from (1) (using
up = u. and y. = y,) to get

Yt = Yp, Ut = Ue + Ne

Ye = Yt, Up = Ut — Np

Ty = Aoty + Ed, §. = Oy (14)

where A, = A— L,C.

Define e, = z, — =, and subtract (5) from (1) with the use
of up = ue = u, and (4) to get

ép = Acep — BKpTp + Ed, yp — yrey = Cep (15)
By combining (14) with (15), we get
ép | | Ac —BK, ep E
2]=le e [E ]
—A,_/ ——
, E
n n 16
Yo = Yref | _ c o €p (16)
Je 0o C Tp
—_——
Cn

By virtue of Bounded Real Lemma [14], for a given 5 > 0, if
there exist matrices K, L, and a symmetric positive definite
(s.p.d.) matrix P, = diag{P., P,} with P. = PT, P, = PT
such that

ATp, + P, A, +CEC, P,E,

* *’YEIq <0

(17

then ||y, — yresll < 7sl|d|| (hence the acceptable performance
(11) is ensured) and ||g.|| < 7s||d|| (hence there are no false
alarms for the attack-free case).

Using the structures of A,,, P,,, E, and C,, the inequality
(17) becomes

I, -P.BK,, P.E
* I, P,E | <0 (18)
* * -2,

where I1; = P.A+ATP.+P.BK,,+ K BT P.+CTC,1I; =
P,A+A"P,— P,L,C — CTLZPO + CTC. Pre-multiplying
and post-multiplying both sides of (18) with diag{ P!, I,,, I}
and using Schur complement [15], (18) is equivalent to the
following inequality

O, 0 E PC_ICT
* ©y PE 0
x  x =, 0
* * * !
—-BK,, (19)
+He 0 |o1.007 <0
0

where ©; = AP.! + BK,P;!' + P1AT + P71KI BT,
Oy = P,A+ ATP,— P,L,C - CTLYP,+CTC. Now, from
the Young’s inequality [16], it follows that

—-BK,
He O 11,00
0 n
0
< 4 [-P7'KIBT 00 0]TP.[-P'KIBT 00 0]
+7;1[01,00" P.[01, 00]
(20)
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where 0 < 7, < 1. Substitute (20) into (19) and use Schur
complement [15] again to get

O, 0 E  P7'CT -BK,P ! 0 ]
* @2 POE 0 0 In

*x  x =, 0 0 0

* ok * -1, 0 0

* ok * * -y 1Pt 0

x  * * * * v Pt

21)
Define P, = P;', K,, = K,,P;* and L,, = P,L,, then (21)
is linear with respect to Pc, Km ﬁn, and P, and an LMI solver
(e.g. LMI toolbox of MATLAB) can be used to solve it. Then
K, =K,P., and L, = P;'L,.

Remark 2: 1t can be seen from above that the introduction
of signal generators &, and &, will neither affect the nominal
operation nor trigger a false alarm.

Remark 3: From (18), it follows P.A.+AL P. < 0, P,A,+
AT'P, <0 and

P,A,+ AP, +CTC P,E
ETP, —~21,

which implies |C(A,, — A,) " E|| < ..

<0 (22

III. MAIN RESULTS

In this section, the main results including attack detection
and secure control are given. In order to derive the main
results, the following lemma is firstly introduced.

Lemma 1: [17] For a system in the form of (1), there exist
a s.p.d. matrix P, and matrices L, K such that

(A-—LC)Y'P+P(A-LC)<0, BTP=KC

if and only if Assumption 2 and Assumption 3 hold.

In the following, a detection scheme is firstly presented to
reveal the covert attack. Then, a secure controller is designed
such that (11) can be achieved.

A. Attack Detection

The covert attacks operate in two phases.

In Phase 1, the attacker seizes the network signals u; and y,
and uses them to establish a model of the plant. In this phase,
the attack signals u, and y, have not yet been injected into
the network, and the nominal controller is adopted, namely
Ue = Uc,n. From (10) and (12), it follows that y; = y, and
Uy = Ue + 1. = au, with a = s + 1. As stated after (13), in
this case, u, = u., hence u, = a~u;, and when substituted
into (1) yields

&, = Az, + a *Bu, + Ed, y; = Cx, (23)

As in [8], the covert agent is sophisticated, and has access to
the transmitted signals u; and y;, and perfect knowledge of the
disturbance-free and noise-free plant model [18]. Therefore,
from (23) the covert agent can use u; and y; to establish a
model of the plant as (some system identification technique
may be used to estimate them):

&q = Axq + a " Bug, y, = Cxq (24)

where u, € R™ is the covert agent’s control input, y, € RP
is the output signal of the covert agent.

In Phase 2, the covert attack is carried out, and define T},
as the time when this happens. The covert misappropriation is
performed by combining two aspects: one is adding the covert

< 0 controller signal u, into u:, and the other is subtracting the

covert agent output y, from y;, hence u, (the actual control
input signal of the plant) and y. (the actual output signal
received by the controller) in (13) become respectively

Up = Ut + Ug — Tp; (25)
and
Ye = Yt — Ya- (26)
From (1), (12) and (24), (25) and (26) can be rewritten as
Up = Ue + Ug +Ne — Np, Yo = Cp — Cag (27)

In the following, we will show with signal generators &,
and &, the attack will be uncovered.
Subtract (3) from (1) and use (27) to get

Ty = Aoy + Bug + Ed + L,Cxy + B(n. — np),
jo = CF, — Ci,
where 1. — 1, = K, (& — &) and from (6)-(7), it follows
e — &= A& — &) — LnSpCx,4 (29)

Define X = [595 (& — &)T 2T]T, and augment (24), (28)
with (29) to get

(28)

X = A, X + Byug + Eyd, §o = Cp X (30)
whereCz:[ cC 0 —C],Em:[ETOO}T,
A, BK, L,C B
A, = 0 Ay -L,S,C |,B,= 0
0 0 A Ba™!
The corresponding transfer function is §. = W, (Nu, +
C(\l, — A,)"'FEd, and from Remark 3 |[C(AI, —

A)Ed| < lldl, Wi(N) = (s/a)C(AL, — A)"'B —
sC(\L,—A,) 'BK, (\,,—A4) 'L, C(\L,,— A)~! B. When
s#0and s # —1 (when s = —1, a = 0), W, (\) # 0, and
in this case, there exists a time T,; > T, such that for t > T,
[l7c(t)]] > ~s||d|| and then an alarm unveiling an attack will
be triggered and the attack detection time is 7.

To better show the effectiveness on attack detection of the
proposed signal generators, an analysis on the performance
without signal generators is conducted here. Without signal
generators £, and &,, in Phase 1, the signals propagated
through the networks namely y; and u; are y; = y, and
u; = u.. Since the attack signal u, has not been injected
into the network, the control signal received by the plant is
up = Ut = u.. Hence an approximated model of the plant can
be established by the covert agent as follows:

Tq = Axq + Bug, yo = Cxy 3D

In Phase 2, without the signal generator, 1. = 71, = 0, (27)
becomes u, = u. + u, and y. = Cx, — Cx,, and then (28)
becomes

Fp = Aoy + Bug + BEd + L,Caa, e = Cip — Cxa (32)
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Combine (31) with (32) to get

][ ] (2 ][5 o [ ]

Ge=[C —C1| ™

La

and the transfer function is 7. = C(\, — A,)"'Ed +

Wo(A)ug where
wa=lc -¢](m-[ 5 O] | 5]
= O\, — 4,) (AL, — A)(AL, — A)~1
+L,O(AL, — A)YB — C(A\L, — A)"'B
=0

hence . can be rewritten as

Je=C(\L, — A,) ' Ed (33)

From Remark 3, it follows that ||g.|| < ~vs||d||. Hence such
attacks easily evade classical anomaly detectors and security
defense. As already mentioned, this is because covert attacker
can calculate the effect (namely y,) of attack signal u, on
the measured plant output y,, and then mitigate it by injecting
—Yq into y,. As a consequence, the signal received by the
controller will appear unchanged from the nominal case.

Remark 4: To unmask the attacker, we propose to insert
external signals 7. and 7, from (6) and (7) into the network
at the beginning of system operation as shown in Fig. 1.
This operation confounds the adversary, leading to establish an
erroneous system model. It’s worth noting that this approach
differs from the moving target-based method [8], which relies
on rapidly altering system dynamics to prevent the adversary
from accurately recognizing the system model.

B. Secure Control

In this section a secure controller based on an adaptive
observer is proposed to replace the nominal controller as soon
as a covert attack is detected. This controller will ensure the
output tracking performance (11).

Before designing the secure controller, the following propo-
sition is firstly given.

Proposition 1: The system (30) satisfies

e (A, By, C,) is minimum phase;

o rank(C, B,) = rank(B,).

Proof: The proof is reported in Appendix A. ]

The secure controller is designed as
Ue,s = KpZp + 1+ Uc, Ue = —lq — KJEX (34)

where r is from the reference model (5), @p is from (3),
K, = [-K, K, 0], K, satisfies (17), X and 4, are from
the following observer

X = A, X + Byiia + Laey . (352)
€y,c = gc - CJ,X (35b)
Ga(t) = Kytia(t — 7) + Kaey.e (35¢)

where L,, K; and K> are design matrices, 7 > 0 is called
the ‘learning interval’.

Let X = X — X and g = Uq — Ug, then the error dynamics
is given by subtracting (35) from (30)

X = (Ay — LyCo)X + Eyd + Byita, ey =CoX  (36)

After the attack is detected (for t > T}), from (2), ue = ue,s.

Combine (27) with (34), then
Up = Knip + 7 — Ko X + g + 1 — 1 (37)

Substitute (37) into (1) and the closed-loop system is given
by

&p = Acxp + BK,Z + Blg + Ed + Br (33)
Subtract (5) from (38) to get
ép = Acep,+ BK,X + Bi, + Ed (39)
X . .
Define £ = [ . } and combine (36) with (39) to get
p
€= (A¢ — LeCe)E + Eed + Beiig, ey = Ceé  (40)
where
- A, 0 | Ls | By
el e 8] ] ee[ 2]
B,
Be=| ],ogz[cx 0].
(41)

Remark 5: From the structure of (41), it is clear that
rank(CeBe) = rank(CyB,) and rank(B¢) = rank(B,),
which when combined with Proposition 1, it follows that
rank(C¢Be) = rank(Be¢). Again from the structure of (41),
the Rosenbrock matrix of (A¢, Be, C¢) is

s, — A, 0 B,
Re = —BK, AN, —A. B (42)
Cx 0 0
Define
I, 0 O I, 0 O
Sk = 0 0o I, |,S,= 0o 0 I (43)
o I, O o I, O
and then
rank(Rg) = rank(SLRgsR)
)\I3n - A:c B;c 0
= Cx 0 0 (44)
—BK, B | AL, — A,

From Proposition 1, it is known that (A¢, Be, C¢) is minimum
phase.

Proposition 2: From Remark 5, there exist a s.p.d. matrix
Pe, matrices L¢ and K¢ such that

(A¢ — LeCe)" P + Pe(A¢ — LeCe) < 0, (45a)

B{ P: = K¢C¢ (45b)

The proof of Proposition 2 is directly from Lemma 1.

Then we have the following main result.

Theorem 1: The proposed secure controller (34)-(35) can
ensure the acceptable performance (11) if
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o there exist matrices L¢, K¢ and a s.p.d. matrix P¢ such

that v P
Qe = ¢ e <0 46
T BP (270 40
and (45b) are satisfied simultaneously, where
e = (A¢ — LeCo)'Pe + Pe(Ae — LeCe) +

[0 L, ]"CTC[0 L, ],0<7; <7,

Ky = K¢ (47)
e K is chosen as
1
Ki=kland 0 < k; < <1 48
1 11 an N S| (43)
where 0 < v < 1 is an arbitrary constant,

o T is selected appropriately such that

[A+]] < Ky (49)

where A; = uq(t) — Kiuo(t—7), ky > 0 is an arbitrarily
small constant.
Proof: 1t follows from (35c¢) that

falt) = ua(t) — da(t)

Ua(t) — K1la(t — 7) — Kaey .

ua(t) — Klua(t — T) —+ Klﬁa(t — ’7') — K2€y75
A+ Klﬂa(t — ’7') — KQey,c

(50)
Construct a positive function as

1% ETPl+ [T (w)ita(w)dw (51)

where P: is from (46), and differentiate V' with the use of
(40), then

V

= &' [(Ac = LeCe) " Pe + Pe(A¢ — LeCe)| €+
28" P Eed + 26" Pe Belig + Uy (t)ta(t)
—aX(t —7)ia(t —7)

(52)
Let Terml = 26" Pe Beiig, + U (t),(t), and use (45b), (47)
and (50) to get

Terml
2§TC§TK§T(AT + Kita(t — 1) — Kaey o) + (Ar

+K17:La(t — ’7') — ngyyc)T(A-,— + Klﬁa(t — ’7') — KQ(iyyC)

265,CK§T(AT + Kl’l],a(t - T) - K26y,c) + (AT + K1
ﬂa(t — ’7') — K2€yyc)T(AT + Klﬂa(t - T) — K2ey,c)
—el' KIKseyc+ AT Ky (t — 1) + g (t — 7)K{ A,

Term?2
+ATA, +al(t — 1) KT Kyaig (t — 1)
(53)
From the Young’s inequality [16], it follows that
Term2 < SATA; + v, (t — 1) KT Kiaa(t —7),  (54)

where 0 <~ < 1. By substituting (54) and (53) into (52), and
using (48), V' can be further written as

Vo < € [(A¢ — LeCe) " Pe + Pe(Ae — LeCe)] €+
26T PeEed — €T KT Kyey . + AT(1+1/71)A,
+al(t — 1) (yKLIK1 + KET Ky — Dag(t —7)
< €T [(Ag — LeCe) TP + Pe(Ag — LeCe)] €

+26T PeEed + (14 1/7)k?

Since k¢ can be arbitrarily small, there must exist 0 < v < s

such that (1+1/v)k} = ~7d"d.
Define W = V+§T{I(1 }CTC[ 0 I, |¢—~2d"d
Yp—Yres
and it follows that W = [¢T d”] Qe [ 2 }, where Q¢ is from

(46). Since {2z < 0, W < 0. There are two cases: if V>0,
then ||y, —yrer|| < 7sl|d]; if V' < 0, then V will decrease until
V > 0 holds. Hence [|yp — ref|| < 7slld] can be ensured.
Here completes the proof of Theorem 1. [ ]

Remark 6: With the proposed secure controller (34)-(35),
the output tracking performance ||y, — yres| < 7sl|d|| can
be achieved. It is noted that the adaptive observer is used to
suppress the effect of attacks, not to provide the estimates of
states and attack signals. Hence the estimation precision has
no influences on the control effect, different, for example, from
the observer-based scheme reported in [19]. Moreover, there
is no assumption on the amplitude of the attack signal u,, as
for example in [20] where the attack signal was assumed to
be bounded.

Remark 7: Define a new variable Ly = P¢L¢, then (46)
can be transformed into an LMI with respect to the variables
P; and L¢ as follows:

. He(PgAg — EgCg) + Cx

PeE¢
e = El P,

~(2 -t | <0

(55)
where Cx = [ 0 I, }TCTC’ [ 0 I, ] However, it is not
a trivial work to find a systematic solution satisfying (55) and
(45b) simultaneously. To solve this difficult problem, similar

to [17], we rewrite linear equation (45b) as

Trace[(Bf Pe — K¢Ce)" (B Pe — K¢Ce)] =0 (56)
Further, we introduce the following condition
(BEPe — KeCe)"(BEPe — KeCe) < el (57)

where ¢ is a small enough positive scalar. By Schur comple-

ment [15], (57) is equivalent to
—EI3n
N L, (58)

which is an LMI with respect to variable P and K¢. Now,
standard LMI toolbox in Matlab can be used to solve (55) and
(58). The feasilibilty of (55) and (58) is ensured in Proposition
2

IV. NUMERICAL EXAMPLE

In this section, simulations will be conducted to verify the
effectiveness of the proposed scheme.

A. Example and simulation conditions

We consider the continuous-time linearized model of the F-
404 engine [21], described as ©# = Az + Ed(t) where d(t) =
0.001 sin(t) + 0.002 sin(2t),

—1.46 0 0.248 0.2
A= 01643 —-04 -03788 |,E=| 0.8
0.3107 O —2.23 0
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Assume that the input and output matricesare B= | 0 1 |,
0 0
1 00 . .
C = 01 0l the measurement noise v(t) is the

white noise vector, the attack signal is formulated as u, =

0.0127¢
[ 0.7316e } which starts at T,, = 15s. The initial states

0.01 sin(t)
of the plant and the attacker are z,(0) = [-1 1 1]7 and
24(0) = [0 0 0], respectively. The reference command is
r=[11".

The simulations are done for the following four cases:

Case 1 Covert attacks have not compromised the plant;

Case 2 Covert attacks compromise the plant without the
signal generator;

Case 3 Covert attacks compromise the plant with the signal
generator;

Case 4 Covert attacks have been detected, and the secure
controller is operating.

B. Simulation parameters

The design parameters are chosen as 7 = 0.001 (which is
the simulation step), s = 2, vs = 1,

1407 163.48 738.44  —180.32
L, = | 60.28 653.48 ,KQ[_18032 5309 ]
| 085 —0.14 ' '
~72.92  —0.38 —0.34
K1:0'998812’K":{ —0.37  —74.66 0.37 ]
860.27  —147.13 ]
—486.29  373.18
—5.86 1.33
—1874.23  632.24
L,=| 48272  564.16
2415 6.16
914.44  —132.97
~253.55  429.37
1231 —3.00 |
(59)

C. Simulation results

Simulation results for the four cases are presented in Fig.
2-Fig. 5. The simulation plots including the system outputs
Yp,i»t = 1,2, the controller inputs y. ;,7 = 1,2, the controller
outputs u. 4,7 = 1,2, the system inputs u,;,¢ = 1,2, the
evaluation function ||7.||, the output tracking error ||y, — yre ||
and threshold ~s||d||.

The simulation results for Case 1 are presented in Fig. 2,
and it is clear that ¥, = Yo, up = Ue, |Fe| < vs||d|| and
lyp — yresll < 7vs|/d||. Hence the nominal controller (8) can
guarantee the acceptable performance (11) and there are no
false alarms.

The simulation results for Case 2 are presented in Fig. 3.
Comparing with Fig. 2, it can be seen that the controller inputs
Ye,i,© = 1,2 and the controller outputs u.;,7 = 1,2 have no
changes, hence |J.|| < vs||d|| namely a missing alarm occurs
(covert attacks are masked); but the system outputs y,;,¢ =
1,2 and the system inputs u,;,¢ = 1,2 undergo substantial

changes for t > T, hence |yp, — yres|| > 7s||d|| for t > T,
and the acceptable performance (11) cannot be ensured.

To reveal covert attacks, the signal generators are con-
structed in Case 3 whose simulation curves correspond to
Fig. 4. Comparing Fig. 4 to Fig. 3, it is clear that both
the controller inputs y. ;,¢ = 1,2 and the controller outputs
Uc,i,© = 1,2 change substantially for ¢t > Tg; |gcll > 7s/d]]
for t > Ty = 15.01s (namely covert attacks are unmasked);
however ||y, — yresl| > vs|/d|| since the nominal controller is
still used.

In Case 4, the proposed secure controller is adopted and
simulation plots are presented in Fig. 5, where ||y, — yres| <
vs|/d]|, which shows the effectiveness of the proposed secure
controller.

V. CONCLUSION

In this paper, an active secure control scheme including
attack detection and secure control has been proposed. It has
been shown that covert attacks cannot be detected with the
classical methods since the signals received by the controller
undergo no changes before and after covert attacks. In order
to unmask such attacks, signal generators are constructed in
both layers, and judicious extra signals have been insert-
ed into the network as soon as the Cyber-Physical System
(CPS) begins operation. A secure controller, based on an
adaptive observer, has been designed to maintain a certain
level of tracking performance even in the presence of attacks.
The learning observer’s estimation precision does not impact
control effectiveness; its role is to mitigate the impact of
covert attacks. The paper also includes numerical simulations
that demonstrate the effectiveness of the proposed scheme.
Future research will explore managing the transition between
nominal and secure controllers, consider more complex control
performance indicators, and system modeling. These topics are
currently under investigation.
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APPENDIX
THE PROOF OF PROPOSITION 1

The invariant zeros of (A, By, C,.) are given by the values
of A that make its Rosenbrock matrix (denoted by R, :=
)\I3n - A:c BJ,
et
3

}) lose rank [13]. Using the partitions in
0), it follows that

M, - A, -BK, —L,C B
0 A\, —A; L,S,C 0

Re = 0 0 ‘ AL, ’ A Ba—t | 9
C 0 -C 0
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1 _ n
Define Tr = I, 0 I, 0 |
o o0 o0 I,
I, 0 0 0
0 I 0 0
2 n 3 _
T 0 0 I, 0 |’ T -
0 Kp,a/s 0 1,
I, -1/sI, 0 O I, 0 0 O
o L 0 0| ,_| 0 L 00
0 0 I, O > oL -1, o I, O |’
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I, 1/sI, 0 O
0 I 0 O
2 _ n 3 _
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then
rank(R.,)
= rank(TngTgTLleTéTéTg)
A, — A, 0 0 B
- sL,C AL, — A, 0 0
= rank 0 0 M, - A —DBsja
0 0 -C 0
From Assumption 3, )\IZE, A _B(f [o } is full of column

rank for any A that lies in C; namely the right complex plane.
From Remark 3, it is known that the values of \ that make
AL, — A, and A\I,, — A, lose rank are both lie in C_ namely the
left complex plane. Hence (A,, By, C;) is minimum phase.
From C,; B, = (s/a)CB and Assumption 2, it is known that
when s # 0, rank(Cy B,) = rank(B,). O
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