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Post-Quantum Cryptography (PQC) for Cooperative ITS: ready for transition?

Quantum Computing threats to C-ITS

When a cryptographically-relevant Quantum Computer
becomes avallable, classical asymmetric crypto
standards might be broken:

»Used crypto not guantum-safe.
»No more trust in PKI

POC Benchmark goal

Assess whether PQC algorithms can be used on
common hardware without impacting C-ITS standards

Benchmark set-up and results

4 platforms representing low end/high end OBU, RSU,
PKI server + Supercop (version 2022-05-06 round3)
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Misbehavior

Side Unit Authority

1. Sighed message size in Bytes
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2. AT certificate size in Bytes

comparison of different certificate formats: classical (B), PQC
(C), full hybrid (D), partial hybrid (E):
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@ Authorization Ticket (pseudonymous certificate) must
be transmitted in a basic CAM every second

fragmentation

3. Verification operations per second (1109 Bytes)
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@ Must reach NIST Security level 1. At least 1000
verifications per second,

Signature time shall be less than 5ms
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Conclusion/ perspectives

> ECDSA/Falcon selected for hybrid signatures
(backward compatible + best tradeoff bandwidth,
performance & security)

> KYBER meets our requirements for encrypted
data

> 40 new candidates were submitted to NIST call for

additional signature schemes. Some have smaller
signature and public key size but verification
performance seems to low in C-ITS context

Trusted Autonomous Mobility (TAM) project
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