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Blockchain technology is well known for its security. According to Deloitte, more than 84 percent of firms believe blockchain will provide greater security than traditional IT systems. The unique qualities of blockchain make it a perfect choice for protecting any corporate system, including IoT. Decentralization, the capacity to automate transactions with smart contracts, the right use of consensus, and the ability to provenance assets are key characteristics enabling its security functionality. However, issues occur with the way blockchain networks implement security. It provides immutability and transparency, but it does not provide comprehensive evidence..

I. INTRODUCTION

The Internet of Things (IOT) [START_REF] Chander | Internet of Things: Foundation[END_REF] is viewed as a technology with the potential to significantly alter several areas. The Internet of Things aspires to convert items into intelligent datasharing devices. It is a huge network that connects numerous devices equipped with sensors and electrical components, allowing these devices to share and gather data as well as conduct specified tasks. The goal of such an ecosystem is to increase machine-human interaction through hardware-software collaboration while lowering costs and resource usage. The Internet of Things has emerged as one of the most important technologies of the twenty-first century. It guarantees that people, processes, and objects communicate in real time. Physical things can communicate and gather data with minimum human interaction thanks to low-cost computers, the cloud, big data, analytics, and mobile technologies. Digital systems in this hyperconnected world can record, monitor, and adapt every interaction between linked things. IoT allows humans and digital worlds to interact. Major technological and security challenges [START_REF] Chander | Internet of Things: Foundation[END_REF], however, remain unaddressed. Security is a fundamental issue with IoT that has delayed its wider adoption. This technology employs a distributed client-server paradigm that necessitates the management of the network by an administrator or central body. This central authority is regarded as a vulnerability in IoT security. IoT devices and sensors rely on this authority to decide their behavior in typical situations. If the central authority's security is breached, the information supplied by smart devices is primarily at the mercy of hackers. Because vast volumes of data may be acquired at once, hackers find targeting the central authority particularly appealing. Denial of Service (DDoS) attacks are common on IoT infrastructure. This sort of attack attempts to overwhelm the central server with a large number of concurrent data requests, resulting in a denial of service for targeted system users. Unsecured IoT devices are a prime target for hackers, who may use lax security to entice them into initiating DDoS assaults. IoT systems have security flaws for the following reasons:

 Inadequate computational power.  In IoT systems, there is insufficient access control.  Due to the technological imitation of IoT devices, there is a lack of regular fixes and upgrades. The Internet of Things has been linked to large cyberattacks, which frequently include the use of susceptible connected devices to aid hostile behavior. As a result, various groups have asked for realistic solutions to close the security gap. Several IoT data security issues may lend themselves to blockchain [START_REF] Ravi | Introduction of blockchain and usage of blockchain in internet of things[END_REF] technology solutions. This technique has the potential to lessen the danger of IoT devices being compromised by a central authority while also improving the scalability of IoT installations. In theory, this would secure IoT networks in a variety of ways, such as by reaching a group agreement on abnormal network behavior and quarantining those nodes that are likely to act abnormally. Therefore, this paper focuses on studying The Implications of Quantum Computing for Iot and Blockchain. It also studies the classical cryptography and quantum computer. Then, it presents a the integration of blockchain with IoT and the implications of Quantum Computing for Cryptography.

II. BACKGROUND

A. Classical cryptography

Cryptography [START_REF] Ullah | Elliptic curve cryptography; applications, challenges, recent advances, and future trends: A comprehensive survey[END_REF] is a technology used to safeguard communication between parties in a public setting from unauthorized users and malevolent attackers. There are two processes in cryptography: encryption and decryption, which are performed at the transmitter and recipient, respectively. Encryption is the technique of combining basic multimedia material with keys and converting it into an unreadable coded version. Decryption is the opposite of encryption in that it uses the same extra data or other keys to decode the encryption and convert it to actual data. Cryptography is a mathematical discipline that focuses [START_REF] Ullah | Elliptic curve cryptography; applications, challenges, recent advances, and future trends: A comprehensive survey[END_REF] on the computational complexity of factoring a huge number. The security of classical cryptography is predicated on the mathematical issue of factoring instances of huge numbers, which is extremely difficult. In traditional cryptography, the original data is changed into an encrypted format so that it may be transmitted via unprotected communication channels. A key is a string of data that is used to regulate the translation of data from plain text to ciphertext. Because the key is necessary to retrieve the original information from the ciphertext, this design keeps the data safe. No one can read the data without the key. The sole authorized recipient is considered to have the key to this strategy. There are two sorts of procedures in classic cryptography:

 Symmetrical cryptography: A single key is used to encrypt and decode data in symmetrical cryptography. This encryption key is a personal one. The restriction of this encryption technology is that this private key may only be exchanged between the authorized sender and receiver.  Asymmetric cryptography: Asymmetric cryptography employs a key pair consisting of a public key and a private key for encryption and decryption. A sender can encrypt data using his public key, and the ultimate recipient can decode it with his private key. This approach addresses the issue of key distribution. Blockchain [START_REF] Hajar | Blockchain Security Attacks: A Review Study[END_REF] applications, notably cryptocurrency, employ digital signatures to confirm ownership by signing transactions using a private key. Blockchain technology relies heavily on asymmetric cryptography methods such as:

 Diffie-Hellman  DSA  ElGamal  RSA  Elliptic curve cryptography The strength of a public-key encryption scheme is determined by the ability to deduce the private key from publicly available key information. Although this is impractical, it is not impossible because security is purely dependent on key size and key generation technique. Because of their complexity and the time required to encrypt and decrypt big data, asymmetric keys are rarely generally employed. Rather than encryption techniques, they are often utilized in digital signatures or key exchange systems. All asymmetric key techniques are built on a number-theoretic issue that ensures key generation, encryption, and decryption operations. Based on many approaches to tackling a mathematical issue in number theory. In the blockchain, there are three basic asymmetric publicprivate key generation algorithms:

 Factorization of primes  Discrete logarithm  elliptic curve Each cryptographic primitive employed in blockchain technology serves a specific purpose. Hash functions and digital signatures are two cryptographic principles that are often employed in blockchain applications. Cryptography is mostly employed in the blockchain's consensus and application layers. A hash algorithm is largely used to generate a block's identification, to secure the integrity of the blockchain, and as a fundamental component in consensus algorithms such as Bitcoin's proof-of-work. The digital signature, on the other hand, is used to validate events by embedding them in transactions at the application layer.

B. Digital signatures

A digital signature is a technique for proving ownership of digital documents. Because of its asymmetric key feature, public-private key cryptography is commonly employed in digital signatures. The owner can use the private key to sign a communication or document, and the verifier can use the public key to verify their ownership. The approach is analogous to the usage of handwritten signatures in the offline world, in that an asset owner may use his signature to conduct any operation on that asset, and anybody can validate the signature by comparing it to a previously used signature. Digital signatures might be used as a way to ensure an action's legitimacy, non-repudiation, and integrity.

C. Cryptographic hash

A cryptographic hash function is a sort of function that converts data of any size to a fixed-length string known as a hash. Certain features of hash functions make them excellent for use in cryptography. In the blockchain, hashing is used to generate a unique identity string for each block by computing its hash value. Each block preserves the preceding block's hash value, producing a chain of blocks. The integrity of the blocks in the blockchain registry is ensured via hashing.

D. Quantum computers

The traditional computer stores data on its hard drive, processes it with its processor, and converts it to sound or picture. This data is encoded in binary, or with 0 and 1. A computer's memory is therefore composed of billions of cells, each of which contains either a 0 or a 1. A bit is one type of cell. To handle these bits, the computer is populated with little electrical components called "logic gates" that operate together. However, as time passes, computers frequently encounter difficulties that they are unable to handle. To increase the power of a computer, you will need:

 Increase the number of transistors accessible (for information processing).  Increase its RAM (for storing data). Unfortunately, there comes a point when adding more memory and CPU power isn't enough to satisfy the computer. As a result, the concept of a quantum computer that operates in a fundamentally new manner emerged. It is based on two quantum physics phenomena:

 superposition of quantum states  Entanglement in quantum mechanics Instead of employing bits that can only be 0 or 1, the quantum computer employs quantum bits (qbits). These are neither 0 nor 1, but rather a superposition of 0 and 1. A 4-bit quantum computer will do calculations 16 times quicker than a traditional 4-bit computer, and so on. Every time we add a qbit, we double the power of a quantum computer! This is not the case with a traditional computer.

III. BLOCKCHAIN AND IOT

Blockchain is a decentralized technology that allows safe and transparent global transactions [START_REF] Reyana | Blockchain for internet of things I[END_REF]. It is a method of sending data from one user to another while undergoing verification. This solution has several benefits for securing the secrecy of IoT data, including:

 Decentralization: Decentralization is one of the most important features of blockchain technology for safeguarding IoT data. In contrast to traditional centralized systems, which store data on a single server, blockchain data is dispersed throughout a network of computers, making it more resistant to attack. This distributed method is critical in the case of the Internet of Things, where millions of devices are connected, to ensure that data is not hacked. For example, if a hacker attempts to edit data on one node, the other nodes in the network will examine the adjustments and reject the data if they do not match. As a result, hackers will find it more difficult to breach IoT devices and steal critical data.  Records that cannot be changed: Another advantage of blockchain technology for IoT data security is its capacity to establish immutable records. Once data is put on the blockchain, it cannot be changed or removed, resulting in a tamper-proof record of all transactions. This feature is useful in the Internet of Things since it assures that data remains intact and cannot be manipulated by unauthorized parties. Assume an IoT device collects health data from a patient. In this situation, the data may be put on the blockchain, where it will be safely and permanently kept. This assures that the data stays private and safe and that no one, not even the device manufacturer or a malicious actor, can tamper with it.  Security : To safeguard data, blockchain technology employs powerful encryption and cryptography. Each block in the chain is connected to the preceding block using a cryptographic hash function, making data modification impossible without notice. Furthermore, each transaction is confirmed using a digital signature, which ensures that only authorized parties have access to the data. Given the sensitive nature of the data gathered, this level of security is critical in the case of the IoT. Blockchain may be used to encrypt and protect IoT data, ensuring that only authorized parties have access to it.  Transparency : Blockchain technology's decentralized nature also provides transparency, allowing all participants to monitor and verify transactions. This capability is useful in the IoT since it ensures accurate and dependable data. Assume an IoT device collects environmental data such as temperature, humidity, and air quality. In this situation, the data may be posted to the blockchain, where it will be recorded and authenticated by the network in real time. This guarantees that the data stays accurate and dependable and that it may be utilized by a wide range of stakeholders, including researchers, policymakers, and individuals. Considering these benefits, blockchain should provide a verifiable and secure means of documenting devices and associated operations. As previously said, blockchain is viewed as a vast, decentralized database capable of documenting every data deletion or alteration. Every transaction is accompanied by a digital signature that cannot be changed or erased. This solution can also keep a susceptible device from sending misleading data and disturbing the network environment [START_REF] Rudra | Impact of blockchain for internet of things security[END_REF]. Because the decentralized networks of the technology would negate any central assault on connecting devices in IoT ecosystems, To obtain the data they desire, cybercriminals would have to attack specific nodes on the blockchain network. Smart devices [START_REF] Golani | Iot challenges: Security[END_REF] in this network can actively engage in the validation of data exchanges. This means that the network would be able to protect itself against security flaws like DDoS assaults and other types of attacks by confirming a preset acceptable behavior for any abnormality. When a network device is discovered to not be acting appropriately in accordance with the rules set in smart contracts, it can be separated from other connected devices to prevent it from accessing other critical IoT data. The combination of blockchain and IoT offers enormous potential for the development of a service market and allows businesses to generate value from the data they gather.

IV. IMPACT OF QUANTUM COMPUTING FOR CRYPTOGRAPHY

The integration of blockchain with IoT offers enormous potential for the development of a service market and allows businesses to generate value from the data they gather. However, quantum computing attacks are currently posing significant problems for blockchain. In fact, blockchain technology is a chain of data blocks connected together by a cryptographic hash. A cryptographic hash is a function that converts any block of data into a fixed-length output. Each block's hash serves as a fingerprint for the preceding block, allowing a hash verification procedure to be conducted on the prior block to check that it yields the proper hash. If the prior block is altered in any way, the hash will be incorrect and the chain will be broken. The blockchain also uses public-key cryptography, with the public and private keys consisting of a string of alphanumeric letters. To communicate encrypted data to another user, the sender must use the recipient's public key, which is, of course, broadcast on the network. The sender can use this public key to encrypt his data and deliver it to the receiver. The data may then be decrypted using only the receiver's private key, which the recipient maintains secret. Private keys are frequently used to sign and authenticate transactions when blockchain systems promote them. Today's fundamental issue is that many cryptographic methods, whether used for hashing or signing, are vulnerable to attack by quantum computers. Because these cryptographic techniques are based on complicated mathematical problems with one-way functions, the public key can be easily obtained from the private key but not vice versa.It takes an astronomical amount of time to do such a calculation to derive the private key from the public key. When quantum computers become sufficiently robust to execute the Shor algorithm on a large scale, asymmetric algorithms used in the context of a blockchain, such as ECDSA and ECDH, will no longer be secure. Quantum computers will be able to solve them in a short period of time. Quantum computing provides new ways to circumvent the numerous attack surfaces of the IoT and blockchain. This is why, before quantum computers are deployed, we must develop post-quantum cryptography techniques to prevent security vulnerabilities.

V. CONCLUSION

Blockchain is now a reality, and it has altered every imaginable aspect of human existence, including IoT. However, blockchain is now under threat from the coming technology of quantum computing, which has the powerful potential to render blockchain's high-security encryption obsolete. However, blockchain technology must reinvent itself and advance its cryptographic technology beyond the grasp of quantum computers. Furthermore, rather than viewing quantum computing as a danger, blockchains must leverage its potential and capabilities to strengthen cryptography and increase security to new heights.