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Abstract. Efficient identity management is not only a concern of the virtual world but also
paramount for modern open societies like the European Union. Non-intrusive, Al-based
techniques of continuous authentication have recently been proposed to increase the secu-
rity, efficiency and user friendliness of online systems and services. We introduce the re-
search project aura.ai that will investigate how to transfer and apply these novel means of
Al-based authentication in the public transportation area of the Upper-Rhine region.
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1 Introduction

Identity is a crucial feature of anything valuable. It is even more critical for human beings and
their various roles, such as being a European citizen. Their identity is key to the property they
own and the rights/obligations they have. Identity is intricately linked with the ability to prove it
and the ability to validate such proofs, which is known as authentication. There are various means
of authenticating humans, including physical means like ID, passport, driving license, or banking
cards, and virtual means like passwords, certificates, credentials, and others. All of these hold
the risk of getting lost or even being misused. Depending on the case, this might be trivial or
disastrous. Such risks lead to additional security measures like multi-factor authentication, com-
bining two or more means [1]. On the one hand, this safeguards authentication, but on the other
hand, it increases complexity and effort [2], which opens room for various trade-offs.

In the digital domain (including the digitalized, cyber-physical world), progress has been
made to seamlessly authenticate people in a cost-efficient way. This builds on early ideas to
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recognize behavioral patterns that are typical or outright unique to human individuals, like their
keystrokes [3]. Today, artificial intelligence (Al) offers novel ways to realize recognition of be-
havioral patterns and apply it to strengthen other means of authentication [4] (for enhanced se-
curity) or even to substitute them (for convenience). In the following, we introduce one such
technology, namely FML-CA, and its application for public transport in the Upper-Rhine region.

2 FML-CA: Federated ML for Continuous Authentication

Ongoing automated authentication based on contextual information is known as continuous au-
thentication (CA) [5]. A novel way of realizing CA uses machine learning (ML) of behavior [6],
such as spatial location, movements or swiping on a touch device. The network is another valu-
able source of behavioral data [7], where, for example, communication patterns, access location,
low-level authentication features, and technical fingerprints may be collected. In any case, learn-
ing behavior requires training based on behavioral data of individuals or generalizable data of
groups. The latter case benefits from public or shared data of people and organizations.

Handling behavioral data and patterns always raises privacy concerns. Regarding behavioral
data, federated machine learning (FML) [8] allows the distributed training of partial patterns at
the place where they originated and without the need for sharing them. In the end, the partial
patterns are aggregated into a single Al model that represents the knowledge of all federation
partners (people or organizations). Only the aggregated model is shared, and security technolo-
gies ensure the preservation of individual privacy [9], adequate contributions of all participants
[10], and the absence of fraudulent manipulation.

The application of Al models for authentication is possible without revealing the models or
their input data to the party that requests the authentication by means of homomorphic encryption
(HE) [11]. Also, the real-time behavioral data of individuals being authenticated may be gathered
by third parties without exposing their identities by means of pseudonymization. Altogether,
FML-based CA (FML-CA) can be achieved while respecting privacy.

3 FML-CA for Public Transport in the Upper-Rhine Region

An interesting application area of FML-CA is public transportation, especially for such cases
that include international operations crossing borders. To this end, we are focusing on the Upper-
Rhine region that spans 350 kilometers along the river Rhine at the borders between France
Germany and Switzerland. This tri-national region is involved in the European Territorial Coop-
eration program (also known as Interreg"). Therefore, it offers optimum conditions to implement
innovative trans-national applications of FML-CA.

The research project aura.ai aims to tap the potential of FML-CA in the public transport area
of the Upper-Rhine region. The goals of aura.ai are to make Upper-Rhine mobility more secure,
less expensive, and more comfortable by using FML-CA. More concretely, the project will cap-
italize on experiences in the context of the regiomove project?. regiomove is a mobility platform
in the Karlsruhe area involving multiple federated providers of mobility services. Currently, a
similar platform is being built for the Ortenau region and it is planned to connect the two plat-
forms enabling interregional booking. Furthermore, the goal is to enable cross-border connec-
tivity to Strasbourg. Therefore, regiomove is an excellent example of interregional and cross-

T https://interreg.eu/

i https://www.regiomove.de/




border mobility. It will provide the application context for utilizing FML-CA, leading to tech-
nologies and lessons learned that can be also transferred to other regions in the Upper Rhine area,
such as the Basel region.

Today, regiomove builds on close legal relationships of partners on the core platform to pro-
vide integrated IT-support for multimodal mobility (route planning, ticketing, bike/e-scooter/car
sharing, etc.) in Karlsruhe. Currently, travelers are centrally authenticated to enable seamless use
of all services, which is paramount for the required user experience. While reliable permanent
login is already challenging in the centralized case, the integration of mobility services of other
regions and beyond the core platform federation cannot be done centrally anymore. This hampers
the extension of the mobility solution to cover the whole tri-national region and forces travelers
to self-organize multiple accounts of regional providers, re-authenticate, and experience media
breaks, thereby also reducing the acceptance and usage of public transport as such.

Aura.ai aims to demonstrate that FML-CA can help to solve authentication-related hurdles
of interregional multimodal mobility solutions. As a Proof-of-Concept (PoC), we want to apply
FML-CA to enable permanent login for services without traveler distraction by automated re-
authentication and demonstrate this for the mobile app of the regiomove platform. Building on
this core, aura.ai is going to study how to enable automated switches between regional mobility
providers based on FML-CA instead of manual logins for services of the Karlsruhe, Ortenau and
Strasbourg areas. Overall, this will open the perspective of a seamless network of mobility ser-
vices across the tri-national region.

4 Aura.ai Technical Building Blocks

Concerning the methods and technologies to be applied in aura.ai, fundamental methods for
FML-CA have been studied in the research project KIWI® at Karlsruhe University of Applied
Sciences [12]. These approaches will be augmented, extended, and complemented in two direc-
tions, to make them applicable in the case of aura.ai.

First, network modeling and monitoring mechanisms in the domain of multi-provider/cross-
border public transport, that are developed at the Université de Haute Alsace (UHA), enable the
continuous gathering of real-time data, such as low-level login features, as a basis for CA.

Second, a proxy (PrivID) for a common authentication protocol, that is being developed at
Fachhochschule Nordwestschweiz (FHNW), bridges the FML-CA approaches to already estab-
lished technologies on the Web. PrivID extends the standard functionality of a basic authentica-
tion protocol (e.g., Oauth2/SAML2 [13]) to allow CA with privacy-preserving pseudonymiza-
tion between various providers. This pseudonymization is necessary to connect authentication
providers who want to share a joint account but are unwilling or unable (e.g., due to jurisdictional
restrictions) to provide customer information. PrivID will introduce consumer-specific pseudo-
nyms while the data functionality (e.g., a pseudonymized email address or a name in a front-end)
remains maintained without breaking pseudonymity. Such features are exceptionally important
in a transnational mobility context, as jurisdictional rules even may forbid sharing such data.

Together, aura.ai aligns these technical building blocks to augment FML-based CA with vital
features for innovative cross-border public transport services.

$Artificial intelligence in secure web infrastructures with digital identity management (Kiinstliche Intelli-
genz in sicheren Web-Infrastrukturen mit digitalem Identitdtsmanagement - KIWI) funded by the German
Federal Ministry of Education and Research (BMBF, 16KIS1142K, https://www.h-ka.de/iaf/kiwi)




5 Conclusion

The upcoming research project aura.ai is targeting various innovation areas like digitalization,
cybersecurity, and sustainable mobility. It will make existing scientific results, namely FML-
based CA with pseudonymized network data, usable for the economic sector of public transpor-
tation. Measures of the project will include the development of demonstrators and the conduction
of pilot applications in cross-border public transportation. The tri-national Upper-Rhine region
will significantly benefit from the project as it will help to a) bring together transport service and
IT providers from multiple countries, b) foster the free movement of people within the region,
and c¢) make public transport even more attractive to citizens. Furthermore, aura.ai includes an
approach to Al governance that will ensure the absence of bias and equal treatment of people
regardless of gender, race, or disabilities. Overall, aura.ai will make a difference for the holistic
benefit of the Upper-Rhine region in line with the goals of the European Union.
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