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ARTICLE INFO ABSTRACT

Keywords: The passive capture of Wi-Fi traces using sniffers is a promising technique for characterizing the wireless
Wireless activity of a target area without disturbing users with intrusive measurement tools. The main problem with
Passive measurements this technique is that individual sniffers miss packets, which may lead to an inconsistent representation of
Completeness the scenario. In this paper, we advocate that redundancy (i.e., collocating two or more individual sniffers) is
Redundancy . . . . .

Wi-Fi necessary to achieve a reasonable picture of the wireless traffic at the time of the measurement. We formulate
Experimentation the notion of traffic completeness and investigate it experimentally by analyzing Wi-Fi traces obtained by up
Traces to 14 co-located sniffers (Raspberry Pi 4) in an office area. We make several observations, including the fact

that all individual sniffers capture packets that none of the other sniffers capture. Our results confirm that,
depending on the level of completeness that experimentation needs, redundancy is necessary. Moreover, we
highlight the importance of characterization of the wireless environment. We define and analyze a few metrics

for the characterization.

1. Introduction’

Countless improvements in wireless network algorithms and pro-
tocols come from observations in real deployments [1-4]. Measuring
wireless traffic is, however, extremely challenging because of the inher-
ent volatility of wireless links [5]. Active traffic capture is potentially
exact, but it requires the deployment of probes at as many nodes as
possible. When the scenario involves nodes that do not belong to the
same administrative entity, such as an open environment in a city,
capturing a significant part of the traffic becomes difficult or even
impossible. For example, to gather traffic from smartphones, one can
either deploy probes at all access points associated with the user or cre-
ate a measurement application and request that users install it on their
devices. Volunteered users may represent an insufficient population
sample, resulting in inaccurate, misleading, and biased results.

An efficient alternative is to perform passive measurements by
deploying multiple sniffers throughout the target area [6-8].% Sniffers
are devices operating in monitor mode that collect wireless packets
regardless of the nature of the packets. It is a cost-effective and scalable
measurement strategy that does not require users to be bothered by
intrusive services. However, due to inherent characteristics of the wire-
less medium, such as multi-path, fading effects, or collisions, there are

* Corresponding author.
E-mail address: mohammad-imran.syed@lip6.fr (M.I. Syed).

no guarantees that a single sniffer can capture all packets it is exposed
to, resulting in incomplete traces. In Fig. 1, we illustrate a typical sce-
nario where four sniffers (s, ..., s;) do not have the same “view” of the
wireless traffic due to detection impairments. A consequence of such
an uneven sniffer behavior leads to discrepancies in the measurements,
and further analyzes relying on such incomplete traces are likely to be
biased or erroneous.

We advocate the use of super-sniffers to get around the problem of
individual trace incompleteness. It involves adding redundancy to the
system by co-locating two or more sniffers to increase the likelihood
that at least one of the sniffers captures a packet. The super-sniffer
s — 8, — s3 — s, obtains a combined trace in Fig. 1 that presents a
better view of the medium. The main question we address in this paper
is how the level of redundancy helps improve the measurement quality. As-
sessing the value-add of increasing the redundancy is necessary to help
designers balance the quality of the measure against the extra money
required for the additional node. To answer this question, we propose
a definition of a trace’s relative completeness, which gives the fraction
of packets that a super-sniffer of a given size captures in comparison
with the super-sniffer of maximum size (see Section 4 for the formal
definition of “relative completeness”). As we will see in this paper, the

1 This paper is an extension of our work originally presented in the 2022 International Wireless Communications and Mobile Computing Conference (IWCMC
2022) [18] and in the 2022 IEEE 95th Vehicular Technology Conference: (VTC2022-Spring) [19].
2 However, it is important to know which data to sniff while maintaining user privacy.

https://doi.org/10.1016/j.adhoc.2023.103287

Received 21 December 2022; Received in revised form 22 August 2023; Accepted 30 August 2023

Available online 9 September 2023

1570-8705/© 2023 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


https://www.elsevier.com/locate/adhoc
http://www.elsevier.com/locate/adhoc
mailto:mohammad-imran.syed@lip6.fr
https://doi.org/10.1016/j.adhoc.2023.103287
https://doi.org/10.1016/j.adhoc.2023.103287
http://creativecommons.org/licenses/by/4.0/

M.I. Syed et al.

Ad Hoc Networks 151 (2023) 103287

Captured traces

— e
captured oo
packet | S2
missing

packet

Combined Trace

S1+S2+83+54

Fig. 1. Trace completeness. Because of the nature of the wireless medium, sniffers may miss several packets. We need to combine individual traces to get as close as possible to

the complete trace.

relative measure of the environment fits well open environment where
we do not know exactly what each source transmits.

The classification and characterization of the wireless network and
environment is an important factor that can be achieved through
passive measurements. It leads to interesting insights because of the
unpredictability of the nature of the wireless networks [9,10]. How-
ever, the characterization is done with only one sniffer. We define the
following metrics for the characterization of the wireless environment
in Section 3: (i) access point completeness, (ii) detection of nodes, and
(iii) presence of nodes for a shorter duration. We assess these metrics
as an application of relative completeness.

We adopt a fully experimental approach. We focus on Wi-Fi traffic,
although the methodology is general and can be applied to other
technologies. To this end, we have designed and implemented a capture
tool to circumvent issues with the individual sniffers, such as clock
synchronization and drifts (see Section 5). As sniffers, we use Raspberry
Pi 4 devices running on battery as the main module with a specific ex-
ternal Wi-Fi module. We assess the capture quality of individual sniffers
and super-sniffers with up to fourteen-redundancy (i.e., a super-sniffer
composed of fourteen co-located sniffers). We collected Wi-Fi MAC
header traces in a private working environment for 24 h, corresponding
to approximately 84 Gbytes of traces.

We make several observations related to completeness that we will
discuss in detail in Sections 6-8. Firstly, we observe that the individual
sniffers achieve relatively little completeness, which asserts the need
for redundancy. We observe that three sniffers perform comparatively
poorly based on our analysis of all fourteen individual sniffers, so we
clean the dataset to remove those three sniffers from our analysis.
Secondly, the symmetric difference of the traces from two individual
sniffers is never null (around 20% difference), meaning that com-
bining any two sniffers always brings new information. Even more
surprisingly, each individual sniffer captured packets that none of
the other sniffers captured. Thirdly, commercial off-the-shelf devices
like Raspberry Pi are powerful enough to play the role of a sniffer,
even in situations of high wireless activity. Fourthly, sniffers regularly
miss packets, highlighting that the environment largely determines the
quality of the sniffing process.

We similarly make observations for the characterization of the
wireless environment that we explain in Section 9. Since we know the
locations of access points in our experimentation system, we observe
different levels of completeness for access points as a function of
redundancy. The knowledge of the location of access points helps us to
detect the presence of nodes in the vicinity of access points. Lastly, we
observe that redundancy helps in the detection of more number nodes

that are present for a shorter duration which is critical for measuring
mobility.
In summary, the contributions of this paper are:

Metric for relative completeness. We propose a formal defini-
tion of completeness that incorporates the notion of redundancy.
We formulate the completeness of the super-sniffer, which we
evaluate experimentally.

Experimental evaluation. We follow an experimental approach
to assess the behavior of the temporal variation in completeness
per 5 min over 24 h. We analyze how completeness varies over
time.

Access point completeness. We know the locations of access
points in our experimentation area and we investigate the com-
pleteness they achieve as a function of the size of the super-sniffer.
Traffic load. We investigate the effect of varying traffic loads on
the completeness of traces. As the traffic capture duration is 24 h,
the amount of traffic varies at different times of the day.

Role of sniffers. We analyze the performance of individual snif-
fers to highlight the fact that all sniffers do not perform in the
same manner and to help us identify the sniffers that perform
consistently poorly despite the conditions in the wireless medium
changing over 24 h.

Detection of nodes. We detect the presence of nodes in the
vicinity of access points based on the knowledge of the location
of access points and RSSI values seen by the sniffers.

Pairwise completeness. The sniffers complement each other in
improving the quality of passive measurements when considering
them in pairs. We call this pairwise completeness and evaluate it
for eleven sniffers after cleaning the dataset.

Presence of nodes for a shorter duration. The duration of the
presence of a node at a certain location is vital for measuring
mobility. We analyze the number of nodes present for a shorter
duration and link it with redundancy in the number of sniffers.

The rest of the paper is organized as follows. Section 2 explains
the state of the art and how our work stands out. In Section 3,
we define the metrics for characterizing a wireless environment. We
define and formulate relative completeness in Section 4. Section 5
explains the experimental methodology. In Section 6, we discuss the
data collection and examine the characteristics of the data that we
collect. We evaluate the performance of individual sniffers and thus,
provide practical evidence of the need for redundancy in Section 7. We
measure the improvement in the quality of sniffing by the introduction
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of redundancy in Section 8. Section 9 provides the analysis for the
metrics of wireless environment characterization that we define in
Section 3. We discuss our findings in Section 10. We conclude the paper
and list some open issues in Section 11.

2. Related work

Xu et al. merge the individual traces into a single and then run
an inference procedure to reconstruct the missing [11]. It needs at
least one packet of a conversation in a trace to infer the missing
packets and its accuracy also depends on the capture percentage. The
evaluation is dependent on a simulation where the process removes
packets from the trace randomly whereas, we keep the packet with
the best RSSI value. Wit is a tool to merge multiple traces and then
reconstruct the missing packets by inferring if they were received by
the destination by making use of the frames like Association Request
and Response [7]. PMSW is a passive monitoring system that relies
on sequence numbers to infer the missing packets in a wireless sensor
network. However, it only captures data and acknowledgment packets,
leading to a complex synchronization solution [12]. There are no con-
versation, data, or association frames as we rely on probe requests for
contact traces. Sammarco et al. rank the traces collected from multiple
sniffers based on similarity to determine which traces should be merged
to achieve maximum completeness. It decreases the number of merge
operations [13].

Schulman et al. estimate the number of missed packets using se-
quence numbers and re-transmission bit [14] but they do not capture
traffic of their own and rely on datasets available on CRAWDAD (now
part of IEEE DataPort) [15], whereas, we collect our own traces. The
dependence on the re-transmission bit would create some bias because
it is hard to infer how many packets are re-transmitted because they
have the same sequence number.

Mahanti et al. examine the beacon and acknowledgment frames,
MAC-layer sequence numbers, and placement of the sniffer to address
the incomplete traces [16]. They use the results from one sniffer to
create a layout of four sniffers on three floors. The amount of packets
captured in 24 h is nearly the same as that captured by our sniffers
in 10 min. Garcia et al. develop a passive monitoring system called
EPMOSt which focuses on election to choose the nodes of the target
area for their packets to be captured by the sniffers but more in terms
of energy consumption which reduces the number of packets captured
by 0.62% [6].

LiveNet provides a platform for monitoring and processing passive
traces but the transfer of packets to the serial port seems to result in
packet loss and the validation is also based on the data measured in a
controlled environment [17].

Our work stands distinctive as we focus on redundancy for trace
completeness based on real-world experiments in an uncontrolled en-
vironment and do an exhaustive temporal analysis over the period of
24 h in an office environment with a varying traffic load in the wireless
medium. We remove the poorly performing sniffers from the analysis.
Moreover, our solution is more oriented toward contact traces and
mobility reconstruction.

3. Wireless passive measurements: How to characterize the wire-
less environment

Passive measurements have been around for a number of years
and have found use in various domains particularly wireless as well
as Internet measurements. In the context of wireless measurements, it
is interesting to explore the wireless environment. However, wireless
passive measurements are always done with a single sniffer placed at a
specific location. As we mentioned earlier, a single sniffer is not enough
to capture traffic representative enough of the wireless medium as it
misses packets because of the inherent characteristics of the wireless
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networks. It is, therefore, not possible to explore and understand the
characterization of the wireless environment without redundancy.

The characterization of the wireless environment is an important
aspect of passive measurements and it is measured in several ways by
analyzing the traces and finding trends for the wireless traffic captured.
The characterization helps to gain insights into the performance and
behavior of the sniffers as well as the environment making use of the
traces we capture by passive sniffing. To this end, propose and define
several metrics in the following section.

3.1. Metrics for characterization

We perform real-world passive measurements and use the traces to
help us characterize the wireless environment. We use three metrics to
characterize the wireless environment of our capture: (i) access point
completeness (ii) node detection (iii) duration of the presence of nodes.
We explain each of these in the subsequent text.

Percentage of packets captured from access points. The access
points are present at different distances and even on different floors
with respect to the location of the sniffers. The percentage of packets
that the sniffers receive from a certain access point leads us to represent
this value as a function of redundancy in the number of sniffers.

Detection of nodes. The detection of the presence of a node at a
certain distance is an essential factor for localization. It is possible to
detect the vicinity of a node if some information about the location of
the access points with respect to the sniffer is known.

Presence of nodes for a shorter duration. The duration of the pres-
ence of the nodes is a critical factor for measuring mobility as well as
localization. The nodes that remain present in the vicinity of a sniffer
for a short amount of time, need to be captured with precision to be
later able to extract the correct trajectory of the users.

3.2. Fetching the metrics

We fetch the information to evaluate the above-mentioned metrics
as follows:

1. We know all the MAC addresses and the locations of the access
points present in our experimentation set-up. This information
leads to the identification of the presence of packets sent by
the access points in our traces. Once we have the traces for
each access point, we perform the merging operation to re-
move the duplicate packets which new information each level
of redundancy brings to the percentage of packets captured.

2. We assess the RSSI values of the packets we receive from the
access points. Since we know the location of the access points,
we categorize the presence of nodes at a certain distance from
the sniffers. We utilize the ground truth of the distance of access
points and their RSSI values to analyze the RSSI values of other
nodes and hence, detect the presence of those nodes at a certain
distance.

3. We have the MAC address and time-of-arrival of each packet
in our traces. We organize the data to find how many sniffers
captured each packet. This helps us to analyze the presence of
nodes for a duration of up to 30 s as a function of redundancy.

4. Relative completeness

As we introduce redundancy in the number of sniffers, we coin the
term super-sniffer. A super-sniffer of redundancy m is composed of m
individual sniffers. In Fig. 2, we illustrate a super-sniffer of size three.
We have 14 sniffers in our experimental set-up (see Section 5), so the
maximum size of the super-sniffer in our experiments is 14.

Before proceeding, let us first define the notion of “relative com-
pleteness”:
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S1

2}

3 individual sniffers 1 super-sniffer of size 3

Fig. 2. A super-sniffer. 3 individual co-located sniffers grouped together form a
super-sniffer of size 3.

Definition 4.1 (Relative Completeness). The relative completeness is the
proportion of packets that an individual sniffer or a super-sniffer cap-
ture “relative” to the number of packets captured by the super-sniffer
of maximum size (i.e., m = 14 in our case).

We formalize it as follows. Let S = {s,,5,,...,5)} be the set of
M sniffers that we have at our disposal to compose a super-sniffer,
T, be the trace (i.e., set of packets) captured by sniffer s; € S, and
T ={T,.T,,.....T,  }.

We define z™ as a subset of m elements of 7 and II™ be the set of
all instances of different combinations of z":

7 = (st ) = (X = (6 %),

X1,Xp, ..., X, €T,

X| F Xy F L FE Xy} (9]

where (A: ) is the number of combinations of super-sniffers of size m

that can be built out of M sniffers.

The outcome trace of a super-sniffer is a single trace resulting from
the combination of the individual traces of the sniffers composing the
super-sniffer. We refer to such a trace as AT , i.e., as the union of the
traces 7" € 1", i =1,2,... (A’:)

AT ST, UTy U UTy, ToTy... Ty €27, @
and
Ta;éTb7é...7éTm~ 3

As underlined earlier, the maximum reachable quality is obtained
when the super-sniffer is M-fold redundant (i.e., it is composed of all
M individual sniffers):

Apax = A7 =T, UT, U--UT,,,. @

max

We need to make two observations now. Firstly, note from Eq. (1)
that IT™ has a single element, which is z™. Therefore, the quality
of a capture is denoted by A™'. The value of this measure quality is
obtained by taking its ratio with the result of maximum value when all
M sniffers are considered. Secondly, A, is the best result that we can
obtain. That is why we consider it as the reference number to define
the “relative” completeness:

_ 147

| Amax|

There are multiple super-sniffers of size m, each one resulting from
a different combination of m out of M sniffers. Each of the (1:: ) super-
sniffers leads to a different value of completeness. We can then define
two special cases, which come respectively, from the super-sniffer that
leads to the largest completeness and the super-sniffer that leads to the
smallest completeness:

C(A™)

(5)

C" = max C(A%) 6)

max i=12,...(M)
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Fig. 3. Experimental methodology. The steps involved in the complete process of
collection, privacy protection, processing, and analysis and outcome of the traces.

and

m
min

= min  CA%). @

i=12,..("

Number of traces per size of super-sniffer. We need to build traces
#!" for all combinations of sniffers of different sizes. If we consider
m = 4, then IT" in Eq. (1) is equivalent to {nf,ng,...,zr“M)} which

means that we need to build traces for all combinations of m = 4
sniffers out of the total M sniffers. It represents all combinations of
sniffer s, with combinations of three sniffers other than s;, similarly
combinations of sniffer s, with three sniffers other than s, itself, and
o on.

5. Experimental methodology

In this section, we explain our experimental methodology. The
methodology follows the structure depicted in Fig. 3 (we will explain
each step below). In previous companion papers [18,19], we collected
traces using fewer sniffers and only for a very limited time (less than
one hour). Here, we go much further as we use more sniffers and run
the traffic capture for 24 h — we are able, then, to investigate, among
others, the effect of the temporal evolution of the wireless traffic on the
quality of the capture.

The measurement process follows the flow shown in Fig. 3. We
describe each of the steps in the following.

Trace collection. Sniffers run tcpdump to collect traces [20]. We
configure some filters to gather only the header fields we need for
this work (for example, to avoid capturing personal data as discussed
below). The outcome of the capture process is one pcap file per
individual sniffer.

Trace anonymization. The privacy of the users is a top priority for
us. We anonymize the traces by running several protection techniques
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on the packets. Firstly, we do not disclose the geographic locations
of our measurements. Secondly, we configure the sniffers to capture
only the headers of the packets. In our work, we need the header as
it brings the necessary information to combine traces from different
sniffers. But, since headers contain the MAC addresses of the devices,
which are considered personal information, we need to provide extra
privacy guarantees. To this end, we hash and then truncate the MAC
identifiers of the headers.

Identification of reference frames. We use a combination of different
header fields to identify reference frames that are present in both traces:
(i) sender’s hashed and truncated MAC address, (ii) sequence number,
(iii) frame sub-type, (iv) Frame Checksum Sequence (FCS), (v) fragment
number, and (vi) timestamp as per the [EEE 802.11 standard [21].

Synchronization of reference frames and traces. The beacon and
probe response frames are the closest representatives of real-time clocks.
These frames lay the foundation for the synchronization process. The
tool can only synchronize two traces at a time. Therefore, a reference
trace and as well as the trace which has to be synchronized is the input
to the tool. The first step is to extract the beacon and non-re-transmitted
probe response frames from both traces independently. These frames
are called unique frames. The next step is to extract the unique frames
that are common in both traces. The coverage areas of the sniffers
capturing these traces must overlap to execute this step. The common
frames are referred to as reference frames. Next, the timestamps of
reference frames are synchronized using linear regression over a sliding
window of 3 frames. The synchronized reference frames are then used
to synchronize the complete trace. The tool provides an additional
option of concatenating or merging the synchronized traces.

Trace merging. The principle behind a super-sniffer is its ability to
merge traces collected by its individual sniffers. The merging process
requires that input traces be synchronized so that a packet that appears
in multiple individual traces is identified unambiguously. We devel-
oped a Python tool called PyPal that performs such an operation [22].

6. Dataset: Collection and characteristics
6.1. Data collection

We have fourteen sniffers in our measurement set-up, whose main
component is a Raspberry Pi model 4B (RPi4 hereafter) [23]. We use
an external Wi-Fi module, Alffa AWUSO51NH, one per sniffer [24]. The
advantage of this specific external Wi-Fi module is that it can be easily
set to monitor mode. The monitor mode is a radio mode that makes it
possible for the Wi-Fi card to passively listen to all Wi-Fi traffic in the
wireless medium. We choose the 2.4 GHz band and channel 1 for our
measurements.® Fig. 4 shows the components of our sniffer.

We deploy the sniffers in the form of super-sniffer as we depict it
in Fig. 5. We capture the traces indoors in an office scenario where the
traffic load is high [18], which allows us to study the variation in the
amount of traffic over time. We co-locate the sniffers and they remain
stationary for the whole duration of the capture. We perform one test
for 24 h. We collected the traces from 17:30 on 12th July 2022 to 17:30
on 13th July 2022.

We position fourteen collocated sniffers atop two boxes, each mea-
suring 24.1 cm in height. This arrangement effectively accommodates
all sniffers within a room simultaneously. In earlier experiments de-
tailed in companion previous publications [18,19], we have shown
that the particular height placement of sniffers has no impact on the
study’s outcomes, with these experiments being conducted indoors and
outdoors on surfaces such as floors and tables.

3 Channel 1 in the 2.4 GHz band was the most active in our setup.
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e

Fig. 4. A single sniffer. It is composed of a Raspberry Pi 4B node, an Alfa AWUS
051NH antenna, and a powerful external power supply to allow us to carry out the
measurements for a longer period of time.

Due to the ongoing nature of the experiments, which run overnight,
outdoor measurements are unfeasible as continuous equipment super-
vision is required. Therefore, we opt for an indoor setting. The chosen
room holds a central location, allowing us to capture packets from
many devices. Additionally, we carried out preparatory tests of smaller
durations to validate the selection of this location, the results showed
a similar pattern of results that we achieve with the 24-h collection,
irrespective of the height or exact placement of the sniffers. Moreover,
this room provides a secure environment for our testing equipment,
mitigating tampering or unauthorized access concerns.

Trace organization. As we collect all the traffic over an extended
period of time, the size of the traces that we collect is 84 GB. The traces
themselves but the number of merge operations we do for measuring
redundancy makes the processing complicated and overloaded. We
analyze all possible combinations of sniffers for a given redundancy,

which gives a total of (}) = #lk), combinations. We have 16,369

possible combinations with 14 sniffers. As the first step after time
synchronization, we select a time granularity of 5 min for ease of
processing and speeding up the calculation and analysis. We split each
trace into 288 5-min sub-traces to cover the whole 24-h period. We
merge the traces for each 5-min slot independently for all combinations
of super-sniffers of all sizes.

6.2. Data characteristics

In this section, we detail the characteristics of the data we collect.
We discuss (i) the traffic load in the medium (ii) what kind of traffic
we capture (iii) why we capture all kinds of traffic (iv) the number of
different source MAC addresses detected over 24 h.

Types of 802.11 frames. There are three types of 802.11 frames
namely management, control, and data. The “type” field in the 802.11
frames indicates if it is a management (0), control (1), or data (2) frame.
The frames such as association request, probe request, beacon, authen-
tication, probe response, and disassociation fall under the category of
management frames. Each of these subtypes has a number associated
with it. We can use O in the “type” filter to get the management
frames. We can pair the “type” field with the “subtype” field to filter
out a certain kind of management frame. Similarly, the Ready to Send
(RTS), Clear to Send (CTS), acknowledgment (ACK), block ACK, and
beamforming report poll are types of control frames. We discuss how
the traffic for these frames varies over time in the following text.

Traffic in the medium. Fig. 6 shows the number of packets per 5 min
for the duration of 24 h. We only capture headers so these curves do
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Fig. 5. Testing location and composition of the super-sniffer. The order in which we
place our co-located sniffers to form a super-sniffer of maximum size 14.

not fully characterize the load in terms of the utilization of the medium
i.e. the data packets are less in number but they may occupy a larger
portion of the medium because of a bigger size. Note also that our
capture is based on the sniffers that only support the IEEE 802.11n,
so we do not capture IEEE 802.11ac and 802.11ax traffic, and data
packets sent with the highest Modulation and Coding Scheme (MCS)
values [25]. Management frames (probe request/response, beacons,
etc. [21]) are often sent at a lower data rate, which is why they make
up a large portion of the load and at a consistent rate.

The orange, light gray, and dark gray curves in the figure depict
the data, management, and control frames respectively. The blue line
represents all the traffic. The x-axis and y-axis represent time and the
packets captured per 5 min respectively. We see in the figure that
the traffic load is higher in the late afternoon and morning because
more people are present during office hours. At the same time, there
is comparatively less traffic in the evening and at night. The traffic
remains consistent in the non-peak hours; in fact, it is mostly the
management frames that make up the traffic during that time. The
traffic varies more during the peak (or office) hours when we also see
control and data frames. The data frames cause small peaks but the
control frames contribute the most to the load variation over time.
There are a few sharp spikes when the control frames shoot and they
result in high fluctuation of the traffic load in the medium. This is the
kind of variation that will help us understand the impact of traffic load
on the level of completeness that the sniffers can achieve.

If there are no devices at all in the coverage area of an access
point, the access point only sends broadcast beacons i.e. management
frames. So when there are some devices present, there is communica-
tion between the devices and the access point starting with a probe
request. There are a few management frames to initiate the connection
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Fig. 6. Traffic load for the whole duration of 24 h. The traffic is split into the data,
management, and control frames, per 5 min each.

with the access point but after that, it is actual data transfer that
takes place. The number of data frames, therefore, increases. However,
there are more control frames than data frames for one complete
communication. As the medium access protocols like CSMA dictate, the
communication starts with control frames when a node that wants to
start a communication, sends a Ready to Send (RTS) frame. Similarly,
there are other control messages like CTS, ACK, and block ACK that
constitute a single communication instance. That is why the number of
control frames per MAC address rises during peak hours when there are
non-access-point devices present in our experimentation area.

Reason for capturing all traffic. We see that management frames have
negligible variation over the course of 24 h and can, hence, not be
used to study the impact of load variation on completeness over time.
Similarly, the data frames have no variation either. Moreover, they are
almost non-existent during the nighttime when there is no one in the
office space. We see the most variation in the case of control frames
but we cannot solely rely on them because they fall to a very low level
during the night, indicating the lack of traffic for a meaningful analysis.
Therefore, we consider all these frames in our experiments because they
truly help us to understand the impact of the evolution of the traffic
load in the wireless medium on the quality of trace capture.

Number of sources detected over 24 h.* Fig. 7(a) presents the number
of unique MAC addresses per 5 min on the y-axis as a function of time
on the x-axis. We see that the number of unique MAC addresses per
5 min corresponds to the traffic load in Fig. 6. The traffic in the medium
increases when the number of unique addresses increases i.e. there are
more devices present in the office area. The value also decreases during
the night because fewer people are present in the vicinity. We observe
a surge in the number from 13:30 onwards, as there are more devices
in the office area during that period.

Fig. 7(b) displays the average number of packets per MAC address
per 5 min (on the y-axis) over the course of 24 h. This figure helps us
understand the density of the traffic present in the medium over time.
With more devices during the daytime, the average number of control
frames per MAC address rises. The average number of management
frames per source also drops during this time because a higher number

4 A source MAC address does not equate to a device because of the MAC
address randomization implemented by the devices [26]. But our study spans
5 min and the MAC randomization happens either after 15 min or never for
older devices.
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Fig. 7. The distribution of the number of unique MAC addresses and the average
number of data, management, control, and all frames per MAC address. The results are
per 5 min.

of devices results in higher activity. Similarly, during the nighttime,
the average number of data and control frames per MAC address falls
to a negligible level. We have packets from 19 access points in our
traces but the amount of packets from 13 of those is negligible. We
capture packets from only 6 access points for the whole duration of our
experimentation. The packets during the night are there from at least 6
or at most 19 access points. It implies that a smaller number of devices
are transmitting packets during the night. Therefore, the ratio number
of packets per MAC address increases during the night. It is coherent
with the fact that the number of unique sources drops during the night
because of the presence of no people. Since we perform the testing
in the office area, there are no people in the area during the night
(except the security personnel) which means there are fewer laptops,
smartphones, tablets, and other Wi-Fi-compatible smart devices. As a
result, there is negligible communication between the devices and the
APs, consequently, there would be an insignificant number of data and
control packets.

However, the APs keep sending beacons (a type of management
frame) periodically. Therefore, the average number of management
frames per MAC address increases during the night even though the
number of MAC addresses decreases. This average is low during the
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day because it is calculated over a more significant number of devices
present in the vicinity. As there are only a few APs on the premises, that
is the reason we see a spike in the average number of packets per MAC
during the night despite having a low number of unique MAC addresses
as no users connect to the Wi-Fi network.

All these data characteristics help us do the analysis of the per-
formance of single sniffers as well as super-sniffers in the subsequent
sections.

7. Individual completeness

In this section, we analyze the performance of each individual
sniffer to identify if there are any faulty sniffers which could have a
negative impact on the performance.

7.1. Completeness as a function of load

Fig. 8 shows the average completeness of all 14 sniffers per 5 min.
The blue line represents the average completeness whereas the red bars
are representative of the standard deviations of the completeness values
of all 14 sniffers. We have the completeness values on the y-axis and
time on the x-axis.

We observe that the completeness values decrease as the traffic load
(Fig. 6) in the medium increases. The completeness crosses 60% when
the load is low during the night, but it falls as low as 40% when the load
is higher. In either case, the average completeness appears low. Each
single sniffer misses around 40% to 60% of the packets depending on
the time of the day.

When we look at the red bars, we notice that the values of the
standard deviation differ, and at some points, they are larger compara-
tively. It means that there is a significant difference in the completeness
values of the individual sniffers. A couple of questions arise: (1) are
some of the sniffers faulty? (2) is it the same sniffer(s) that consistently
performs poorly and leads to bad results? We answer these questions
in Section 7.2.

7.2. Not all sniffers are good

Fig. 9 shows the completeness of all 14 individual sniffers over 24 h.
We see that there are a few sniffers that perform consistently poorly.
When we look at the zoomed parts of the figure, we identify that 3
sniffers, namely ss, s,;, and s4, achieve low completeness values. We
recall from Fig. 7(a) in Section 6.2 that the number of devices keeps
changing over the period of 24 h. It means that the medium and the
conditions change over time. This implies that the problem comes from
the device itself, not the environment (multi-path, collisions, etc.).
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Fig. 9. Completeness of each sniffer. The completeness level of each individual sniffer. The zoomed area highlights that 3 sniffers perform consistently poorly.

7.3. RSSI

We explore the RSSI values of packets captured by each sniffer
to further highlight the fact the aforementioned three sniffers are
faulty. While the RSSI value is not an absolute measure of the qual-
ity of a link [4], quality of reception is often considered acceptable
above —70 dBm and poor under —70 dBm [27]. Fig. 10 presents the
percentage of packets captured with acceptable and poor RSSI, and
packets missed, for each of the 14 sniffers. We see that the sniffers
ss, 811, and s, capture the least percentage of packets with poor RSSI,
proportionally. Sniffer s,, captures a negligible amount of packets with
poor RSSI in comparison with other sniffers. It reiterates our finding
that these sniffers are faulty and can lead to a biased analysis.

7.4. Cleaning the dataset

From this point on, we use a subset of the dataset for our analysis.
We remove the worse performing sniffers ss, s,;, and s;, from the
analysis part, we are, hence, left with 11 sniffers (i.e., a super-sniffer
of maximum size 11).

We understand that the decision of pursuing with 11 sniffers can
introduce some bias in our analysis but we want to continue with
consistent sniffers. So, 21% of the sniffers lead to a poor dataset in our
experiments. We need to investigate more in the future what could be
the exact reason for this malfunction and whether would there be a
possibility of fixing it. Along with that, we need to devise a strategy to
select how to choose the best-performing sniffers for the experiments.

7.5. Are single sniffers enough?
Single sniffers may not be enough in several situations such as (i)

Trajectory reconstruction: we see more than 40% packet loss, if a single
sniffer misses the one important packet that is needed for measuring

Percentage of packets

81 52 83 84 S5 S6 S7 S8 S9 $10511512513514
Sniffers identifiers
s > -70 dBm
T < -70 dBm
/0 Packets missing

Fig. 10. RSSI. The percentage of packets captured with good (>—70 dBm) and bad
(<=70 dBm) RSSI, as well as the percentage of packets missed by each individual
sniffer.

the mobility, it can lead to flawed analysis (ii) Localization: such a
significant packet loss can have dire effects on the search, rescue,
and safety activities, especially in the case of emergency and disaster
management.

These observations strengthen the case for the use of a super-
sniffer. In the next section, we present our analysis to highlight the
improvements that a super-sniffer brings.
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8. Super-sniffer completeness

To recall, we use a clean dataset for the analysis that we present
from here on. We remove the three sniffers that performed poorly in
comparison with the other 11 sniffers.

8.1. Pairwise completeness: Combination of 2 single sniffers

We define the pairwise completeness as a metric to rank the individual
contribution of a sniffer towards completeness when paired in all
combinations with other sniffers. In other words, when two traces are
merged, how much information comes exclusively from the first trace,
and how much comes from the second. Fig. 11 represents the pairwise
completeness. We compare the pairwise completeness of each sniffer
with s,5 as it has the highest individual completeness.

The values inside the circles represent the values of completeness of
individual sniffers over 24 h. The labels outside the circles identify the
sniffer. The value on each edge of this star indicates the improvement
in completeness the 2 sniffers bring as a pair.

The node s; brings an improvement of 11% when it is considered
as a pair with node s3, and s,; brings an improvement of 14% to s;.
We see a 13% improvement when the node s, is paired with 55, and
the improvement is 17% when we pair s;; with s,. The minimum and
maximum values of improvement are 9% and 18% respectively.

There is a trend that with increasing individual completeness of
sniffers, their average pairwise gain also increases. We believe this
metric can enhance the quality of measurements if only two sniffers are
to be used. This graph can help us in the following ways, alternatively:

« It enables us to carry out an experiment of a small duration with
all m sniffers co-located and then find out the best two sniffers for
further experiments.

+ We do the experimentation as planned and then we create this
star as an initial analysis to select the two best nodes.

In this way, we are sure of getting the best traces for different
analyses.

8.2. Completeness gain

We define the completeness gain as the improvement a super-sniffer
of each size introduces. The completeness that we consider here is the
average of all combinations of the super-sniffer of a specific size. Hake’s
method of finding the normalized gain is widely used for determining
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the quality a new method brings in comparison with the existing

methods/results [28]. The formula is as follows:

() = (ost) = (pre) ®
100 — (pre)

where (pre) and (post) refer to the results obtained before and after

the improvements, respectively. The normalized gain is also known as

the g-factor.

Fig. 12 represents the normalized gain of average completeness for
super-sniffers of all sizes. We see that adding a single sniffer to compose
a super-sniffer of size 2 results in a significant gain in completeness.
There is still significant gain when we add another sniffer to the super-
sniffer, i.e., m = 3. We get some gain as we keep adding sniffers until
we get the super-sniffer of maximum size m = 11; however, the value
of gain keeps reducing.

8.3. Overall completeness depending on the super-sniffer’s size
In this section, we present the results of completeness for super-

sniffers of all sizes as well as our reference super-sniffer. We build our
super-sniffer as follows:
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completeness over time.

Single sniffer: m = 1. The reference in this case is the single sniffer
that gives the best completeness.

Reference super-sniffer of size m = 2; which is the combination
giving the best completeness among all super-sniffers of size 2
containing the reference single sniffer (i.e., m = 1).

Reference super-sniffer of size m = 3 is the one giving the best
completeness among all super-sniffers of size 3 containing the
reference super-sniffer of size m = 2.

We proceed the same way for the remaining super-sniffers up to
m=11.

Fig. 13 shows the minimum, maximum, and average completeness
for all combinations of m sniffers, and reference completeness of our ref-
erence super-sniffer, represented by blue, yellow, green, and red lines,
respectively. The numbers above the lines represent the improvement
that our reference super-sniffer of each size brings to the table. The
x-axis represents the time, while the y-axis gives the completeness for
a combination of up to 11 sniffers. These are the results over 24 h.

We observe that the completeness improves by 13% by adding only
one sniffer to make a reference super-sniffer of size m = 2. Adding
one more sniffer brings a further improvement of 6% in the value of
completeness. We keep seeing some improvement as week keep increas-
ing the size of our reference super-sniffer. The rate of improvement
keeps decreasing with every addition of a sniffer to the super-sniffer,
but each sniffer brings new information to the super-sniffer We observe
that when we go from the super-sniffer of size m = 9 to m = 10 there
is no improvement in reference/maximum completeness in our case;
there is still an improvement of 2% in the case of minimum and average
completeness though.

We also notice that the maximum and reference completeness are
identical for super-sniffers of all sizes. It means that the super-sniffer
of a certain size that achieves maximum completeness is part of the
best-performing super-sniffer of the succeeding size. The minimum and
maximum completenesses are also not too far apart.

Fig. 14 shows the completenesses of our reference super-sniffer as a
function of time. We see that the completeness improves significantly
by adding just one sniffer to make the super-sniffer of size m = 2.
The improvement is around 10% for the whole duration of 24 h and
it also varies concerning the traffic load. The rate of improvement
keeps decreasing with every addition of a sniffer to the super-sniffer,
but each sniffer brings new information to the super-sniffer. We note
improvement in the quality of the trace capture with redundancy
irrespective of the traffic load and time of the day.
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sniffers of all sizes over the course of 24 h. This shows the variation in the level of

The value of completeness decreases when there is more traffic in
the medium during office hours, most notably around 10:00 in the
morning. The use of a super-sniffer, however, helps improve the quality
of capture even during the high load. It indicates that, comparatively,
a higher number of sniffers are needed when the traffic in the medium
is really high. In either case, our concept of super-sniffer increases the
value of completeness.

8.4. RSSI

Fig. 15 depicts the percentage of packets captured by combinations
of each number of sniffers with good or bad RSSI values as well as
the percentage of the packets missed. We see that around 80% of the
packets are missed if we use single sniffers because 20% of the packets
are captured by only individual sniffers. 10% packets are captured by
strictly 2 sniffers. Similarly, around 15% and 30% packets are captured
by 10 and all 11 sniffers respectively. There are redundant packets
that are removed in the process of merging, but there is a percentage
of packets missed by a fewer number of sniffers. This finding further
strengthens the use of a super-sniffer to improve the quality of the
capture.

8.5. Discussion

We capture whatever is present in the medium at the time of
experimentation irrespective of the environment and the surroundings.
We realize that our experimental setup has a limitation as there is
no benchmark set in a controlled environment. However, we plan
to perform experiments in an anechoic chamber in the near future
where we will not only have our sniffers but also a certain number
of access points as well as users with a deterministic load. It will
help us measure and define absolute completeness in the true sense.
The individual completeness of single sniffers will then be measured
based on this absolute completeness. We believe this will improve
the performance of the super-sniffers. Moreover, we plan to study the
results of redundancy by using multiple Wi-Fi adapters with a single
Raspberry Pi node. We believe that this redundancy coupled with the
benchmark set by an anechoic chamber will reduce the financial cost
and improve energy efficiency.

9. Application of relative completeness: wireless environment
characterization

In this section, we evaluate the metrics for the characterization
of the wireless environment, which we defined in Section 3, through
passive measurements.
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missed by the combination of each number of sniffers.

Table 1
Access point locations.
Access points Floor Corridor
AP1 1 Perpendicular
AP2 1 Same
AP3 2 Same
AP4 2 Same
AP5 4 Same
AP6 4 Same

9.1. Access point completeness

Our traces contain packets from a total of 19 access points (APs).
However, we constantly capture packets over the whole duration of
24 h from only 6 APs. Therefore, we can compute completeness for
these 6 APs for those we receive packets in all 288 5-min sub-traces.
We have only 6416 packets from the rest of the 13 APs combined with
several of them having no packets for several 5-min sub-traces. In fact,
we capture only 1 packet from one of the APs that is installed at the 5th
floor, while we place our experimentation set-up at the 1st floor. The 6
APs are placed as we show in Table 1. The value “same” in the corridor
column means the AP is installed on the same side of the corridor as our
sniffers whereas “perpendicular” means the AP is in the corridor that
is perpendicular to the corridor where the sniffers are present. We see
that 2 APs are located on the 4th floor and we capture their traffic for
the complete 24 h. Whereas, there are APs in the same corridor as our
sniffers but we see a negligible amount of packets for completeness in
our traces. It is possible that these APs switch channels as we configure
our sniffers to channel 1.

Fig. 16 highlights the completeness achieved by our reference super-
sniffer for the 6 APs that we mention in Table 1. We see that AP5
achieves the lowest completeness which is not surprising because it is
located on the 4th floor. However, AP6 from the same floor achieves
higher completeness. AP1 is located in the perpendicular corridor and
it has comparatively lower completeness. AP2, AP3, and AP4 achieve
similar completeness. We see that completeness improves for all the
APs with the increase in the size of the super-sniffer. The difference in
the levels of completenesses is very narrow from super-sniffer of size
onwards.

To study the completeness of a specific node over a longer duration,
we need to capture its traffic for longer periods. Moreover, the sniffers
are able to capture the packets in the indoor environment even from
far away nodes.

11
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Fig. 16. Access point completeness. The completeness of our reference super-sniffer
for the 6 access points that are present in our traces for the whole 24-h duration.

Table 2
Detection of nodes.

Floor Corridor % of nodes detected
1 Perpendicular 18.56

1 Same 14.43

2 Same 23.71

3 Same 4.12

4 Same 26.81

5 Same 12.37

9.2. Detection of nodes

Since we know the location of the APs, we analyze the RSSI values
of the packets captured from each of those. As we mentioned in the
previous section we captured only 1 packet from one of the APs, we,
therefore, ignore this AP for the analysis we present in this section. We
select one 5-min slot where we capture packets from all 18 APs. We
calculate the mean, RSSI values for each AP; firstly we calculate the
mean of the RSSI values for each packet that is seen by multiple sniffers,
and then we take the mean of RSSI values of all packets received from
a certain AP. The averaging of the values helps us to get the value that
our sniffers see from a specific AP.

We use this information as a training set to compare the RSSI values
of APs with the RSSI values of other devices and detect the presence of
a node at a distance similar to the distance between the sniffers and the
AP. We extract the RSSI values of all packets that the sniffers capture
from each unique device present in our traces in a similar manner. We
then calculate the average of the RSSI values for each unique device.®
We map the average RSSI values of these devices with those of the APs.
Since we have multiple APs in a single corridor, we see a similar RSSI
value at the sniffers with a similar standard deviation. We group these
APs as a single location.

We present the results in Table 2. We see that by making use of the
RSSI values, we are able to detect the presence of nodes at the same
distance as that of a group of APs even on the 5th floor. The results are
consistent for all 5-min sub-traces.

9.3. Presence of nodes for a shorter duration

The duration of the presence of nodes is a key factor for measuring
pedestrian mobility for trajectory reconstruction. A mobile node is
present at a certain location for a short time before moving on to the
next point of reference. We present the analysis of the presence of nodes

5 Note: We consider unique addresses in our traces as unique devices.
However, multiple MAC addresses might belong to a single device because
of MAC address randomization.
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for a duration of up to 30 s in the context of redundancy in the number
of sniffers. Note that we consider the packets received from non-access-
point devices only because the presence of access points is of no use in
this context as they stay there all time. We choose one peak-hour and
one non-peak-hour 5-min slot for the clarity of analysis, the results are
similar for all 5-min slots.

Fig. 17 represents the number of nodes present for up to 30 s as
a function of the number of sniffers. The orange line represents the
peak-hour slot whereas the blue line is for the non-peak-hour slot.
The numbers at the of the lines represent the number of new devices
detected by a redundancy of each size. The number of nodes increases
by a smaller proportion with the increasing number of sniffers in the
non-peak time. The non-peak time slot is during the night when there
are very less non-access-point devices present in the vicinity of the
sniffers as discussed earlier in Section 6.2. However, we still detect new
devices with the increase in the number of sniffers.

On the other hand, we detect a large number of devices even with
a single sniffer in the peak-hour slot. The number of devices detected
keeps increasing with the size of the redundancy. The number of new
devices detected is also higher in this case e.g. we detect 68 new devices
by adding just one sniffer to get a redundancy of size 2. Similarly, for
3 sniffers, we detect 116 additional devices as compared to a single
sniffer. The detection number keeps decreasing with the increase in the
number of sniffers.

The important point to note is that single sniffers miss nearly 56% of
the devices. This is really critical in the case of trajectory reconstruction
when the users are mobile and stay at one given location for a smaller
duration. We end up missing a lot of devices if we use only one sniffer
and we see from the figure that redundancy improves the results,
thus, making it possible to detect more packets. The redundancy in
the number of sniffers, therefore, improves the results of measuring
mobility.

Reason for 30-s limit selection. If an access point is placed correctly
it should offer a coverage of up to 150 ft or 54.72 m indoors for the
2.4 GHz band [29]. For contextualization, the average walking speed
of an adult is between 1.2 m/s and 1.4 m/s [30,31]. An adult mobile
user will take between 32.14 and 37.5 s at maximum, depending on
the distance from the access point, to go out of the coverage range of a
2.4 GHz access point. We believe 30 s is a good limit for the duration
of presence for measuring the detection of mobile nodes.

10. Discussion
We know that a single sniffer performs poorly irrespective of the

conditions of the wireless medium. There is a need to introduce redun-
dancy in the number of sniffers to improve the quality of the traces but
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it comes at a financial as well as management cost. There is a trade-
off between the cost of the sniffers and the level of performance in the
quality of trace capture. We advise choosing a higher number of sniffers
when the traffic load in the medium is high.

At the same time, one needs to be careful about the choice of
sniffers. We notice that all the sniffers do not behave the same way
despite the conditions of the medium changing over the course of
24 h. We show that the faulty sniffers can be removed from the
detailed analysis after some initial diagnosis but it is not easy to have a
consistent platform from the very beginning. We plan to explore, firstly,
the exact cause of poorly performing sniffers, and secondly, address the
need of setting up a good sniffing platform from the beginning of the
experiments.

11. Conclusion

In this paper, we elaborate on the notion of trace completeness. We
present the analysis for traces captured simultaneously by eleven co-
located sniffers over 24 h. We highlight the importance of grouping
sniffers into super-sniffers to improve completeness significantly. At the
same time, we highlight that completeness varies over time depending
on the traffic load in the wireless medium. We also evaluate the metrics
access point completeness, detection of nodes, and presence of nodes
for a shorter duration to characterize the wireless environment. Using
passive measurements with only one sniffer, we miss a significant
number of transient nodes that are present for a shorter duration. We
plan to create a layout of the sniffing platform to avoid faulty sniffers
from the very beginning, as well as identify the root cause of a few
sniffers performing poorly. We also plan to evaluate MAC-address-
based completeness. We finally intend to do measurements on different
channels to study the impact of channel selection on completeness.
Moreover, we plan to perform experiments in a controlled environment
with an anechoic chamber to benchmark the absolute completeness.
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