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Abstract

Kleene Algebra with Tests (KKAT) provides a framework for algebraic equational reasoning about
imperative programs. The recent variant Guarded KAT (GKAT) allows to reason on non-probabilistic
properties of probabilistic programs. Here we introduce an extension of this framework called ap-
proximate GKAT (aGKAT), which equips GKAT with a partially ordered monoid (real numbers)
enabling to express satisfaction of (deterministic) properties except with a probability up to a certain
bound. This allows to represent in equational reasoning ‘a la KAT’ proofs of probabilistic programs
based on the union bound, a technique from basic probability theory. We show how a propositional
variant of approximate Hoare Logic (aHL), a program logic for union bound, can be soundly encoded
in our system aGKAT. We also show with an example that aGKAT is more general than aHL, in the
sense that it can prove some probability bounds that aHL cannot.

1 Introduction

Kleene algebra with tests (KAT) has been introduced in [20] as an algebraic framework for program
verification. A KAT is a two-sorted structure, consisting of a Kleene algebra and a Boolean algebra
of tests: the Kleene algebra part accounts for programs, with sequential composition, branching and
iteration; the Boolean algebra part accounts for the predicates used to build if-then-else instructions,
while loops and assertions, as well as, being KAT able to subsume propositional Hoare logic [21], for
the pre and post-conditions. This framework allowed to give algebraic proofs corresponding to several
approaches in program verification, see e.g. [21] [I 23], and has been implemented as a library for the
Coq proof assistant [27]. It has also been followed by several variants, like NetKAT [2], which allows to
reason about software defined networks, Concurrent NetKAT [30] for concurrent networks, CKAO [I7]
for concurrent programs and more recently TopKAT for reasoning about incorrectness [31].

Recently the variant Guarded KAT (GKAT) [29] has been proposed as a restriction of KAT where
all sums and iterations are guarded by tests. It offers several advantages over KAT, including the fact
that the complexity of its equational theory is lower (almost linear time, provided that the number of
tests is fixed) and the existence of a probabilistic model. The latter paves the way for using GKAT for
reasoning about probabilistic programs. However an important feature of this system is that the tests of
GKAT remain the same as those of KAT, namely they express Boolean properties on states. Therefore
the framework of GKAT allows to encode probabilistic programs, but the assertions about them are
non-probabilistic.

In this paper our goal is to extend the GKAT approach to reason about probabilistic programs
satisfying properties with a given probability bound (. The objective is not to design an expressive
framework for advanced probabilistic proofs, but instead to allow for simple probabilistic reasoning with
a low technical overhead.

Concretely we target proofs based on the union bound principle, a property from basic probability the-
ory, which can be stated as follows: given some properties Ay, ..., A,, one has PrlUf_, 4;] < > | Pr[4;].



This principle is ubiquitous when reasoning about properties of randomized algorithms [26] and in their
application in security, privacy [9], learning theory [18§], etc.

A previous approach for reasoning about probabilistic imperative programs using the union bound
principle had been provided by the union bound program logic aHL [5]. This is a Hoare logic for reasoning
about probabilistic programs with non-probabilistic assertions but with judgements carrying a numeric
index for tracking the failure probability. That is, judgments have the form kg ¢ : ¢ = ¢ where 8 is an
upper bound on the probability that — is true after executing c starting from a memory satisfying ¢.
The authors illustrated how this logic could be used for the verification of accuracy of some algorithms,
in particular in the setting of differential privacy. A relational variant of this logic is handled by the
Easycrypt tool [8, 4] , which can be used for proving properties of cryptographic protocols as well as
differential privacy properties of programs.

A natural idea is thus to adapt the union bound logic aHL to the GKAT framework. To do this
and capture the union bound reasoning in an algebraic framework we extend GKAT with an additional
relation, denoted <, relating GKAT expressions with elements of a partially ordered monoid, typically
real numbers on [0,1]. We call this new system approzimate GKAT (aGKAT). An important feature
of this structure is that we want the new setting to subsume standard GKAT, requiring aGKAT to
satisfy the theory of GKAT. A second feature is that we want the probabilistic model of sub-Markov
kernels to be a model of our new structure, when we consider the monoid of real numbers. For this
particular instantiation, the meaning of < will be that ¢< S holds if the probability of successful execution
of program c is bounded by 3. The theory of aGKAT extends the one of GKAT, by a small set of axioms
characterizing the properties of the new relation <. We illustrate how this theory allows for a concise
form of equational reasoning for establishing probability bounds on some GKAT programs. Moreover, in
order to demonstrate the expressivity of aGKAT, we encode aHL in it. This is inspired by the classical
result of Kozen [2I] showing that propositional Hoare logic can be encoded in KAT.

Outline. In Sect. [2] we will recall GKAT and its probabilistic model, and in Sect. [3| we will recall
the Hoare logic aHL. Then in Sect. [4] we will define our system, aGKAT, its theory and its semantics.
After that in Sect. [§] we will provide an encoding of the logic aHL in aGKAT and prove its soundness.
In Sect. [6] we give an example that can be handled in aGKAT but not in aHL. Sect. [7]is devoted to
another example, the analysis in aGKAT of the accuracy of the probabilistic algorithm Report-noisy-max.
Finally, Sec. [8] overviews related work and Sec. [0] enumerates possible directions for future work.

2 Guarded Kleene algebra with tests

This section recalls the language and the semantics of Guarded Kleene Algebra with Tests (GKAT) [29], an
abstraction of imperative programs where conditionals and loops are encoded as guarded sums (¢; + ¢2)
and guarded iterations (¢(*)), respectively, guarded by Boolean predicates b. The structure is a restriction
of KAT in which we are not allowed to freely use operators + and * to build terms. In other words,
GKAT does not allow nondeterminism.

2.1 Syntax

The syntax of GKAT is defined with a set of actions ¥ and a finite set of primitive tests T, which are
disjoint. We denote actions by a and primitive tests by p. The sets of Boolean expressions BExp (also
called tests) and GKAT expressions Exp (also called programs) are then defined by the following gram-
mars:

b, b1, b € BExp ::= ¢ er. o € Exp -
s €1, €2 =

| 0 false
| 1 true | a€X do a
| cr \ b € BExp assert b
p p
c1-c c1; ¢

| by - by by and by | tee o
| b 4 b b b | c1 +p c2 if b then c¢; else co

or
| ! 5 2 ! ‘b 2 | e while b do ¢

no

where, for any b, by, by € BExp, operators -, + and ~ denote conjunction, disjunction and negation,
respectively, and, for any ¢, ¢;, co € Exp, the operator - denotes sequential composition. The notations on
the r.h.s. are given to help intuition and will sometimes be used when writing programs. We introduce
command skip as a shorthand for assert 1, which is encoded by the Boolean expression 1.



The precedence of the operators is the usual one, i.e. the operator - has higher precedence than operator
+5, and ()(b) has higher precedence that {'| To simplify the writing, we often omit the operator - by
writing ¢ co for the expression ¢ - cq, for any ¢, o € Exp.

We are interested in using GKAT for representing probabilistic programs. For that, let us first fix
a few definitions. Given a set S, D(S) is the set of probability sub—distributionsﬂ over S with discrete
support, i.e. the set of functions f : S — [0, 1] such that Supp(f) = {z € S | f(z) > 0} is discrete and

f sums up to at most 1, i.e. Y f(s) < 1. In particular, the Dirac distribution §; € D(S) is the map
s€s

N | Lifw=s
w w=s|=
0, otherwise

Example 2.1 (Imperative programming language). Take a set Var of variables and a set Distr of sub-
distributions over R with discrete support. Consider a simple imperative programming language defined
by the following grammar:

terms t € Terms i=xz € Var|r €ER | ta +to | 1 — b2 | &1 X ©2

distributions d € Distr
tests b € Tests ::= false | true |t < ta |t =t | mot b | by and ba | by or by

commands ¢ € Comm::= skip |z < t |z <& d | c1; ¢o | if b then ¢ else ¢z | while b do ¢

This language can be modeled in GKAT by taking as sets of actions and primitive tests respectively
Y={z <+t z &4 | © € Var,t € Terms,d € Distr} and T={t; < ta, t1 = to | t1,t2 € Terms}. The
first action evaluates term t and assigns the result to x and the second one samples from d and assigns
the result to x. Note that technically speaking according to the definition of GKAT the set T should be
chosen finite, which is not the case here, but as observed in [29] Sect. 2.8 Example 2.5 we can use a finite
subset T of T for reasoning on pairwise equivalence of programs which terminate.

Observe that while programs ¢ may be probabilistic, due to the use of samplings, the tests b as for
them are deterministic, i.e. they do not use any probabilistic primitives. In particular the conditional
branching in programs is only done on deterministic tests.

2.2 Semantics

We now present the semantic interpretation of GKAT that we will be using, the Probabilistic model [29)
ﬁ We first review some basic concepts needed for the semantics. The Iverson bracket [b], for b € BExp,
is the function taking value 1 if b is true and 0 otherwise. Typical models of probabilistic imperative
programming languages interpret programs as Markov kernels on a set S, i.e. maps from S to probability
distributions. The semantic model defined below interprets programs as sub-Markov kernels, i.e. Markov
kernels on sub-distributions.

Definition 2.1 (Probabilistic interpretation). Let i = (State, eval, sat) be a triple where:
e State is a set of states,
o for each action a € X, eval(a) : State — D(State) is a sub-Markov kernel,
e for each primitive test p € T, sat(p) C State is a set of states.

The probabilistic interpretation of an expression ¢ with respect to i is the sub-Markov kernel P;[c] :
State — D(State) defined as follows:

1. Pi[a] := eval(a)
2. Pi[b](0) := [0 € satT(b)] x &,
3. Piler - e2(0)(0) := 2 Pilleal(0)(0”) x Pifez] (o) (o)

4. Pifer +b c2](0) == [0 € satt(b)] x P;[er](0) + [0 € satT(b)] x Pi[c2] (o)

1For example the GKAT expression c§b1> - €2 +p, €3 reads as ((cibl)) - c2) +py 3.
2Some examples of distributions are the tossing of a fair coin, with probability 0.5 for 0 and 1, and the (discrete version of

the) Laplacian distribution £,(a) centered in a with parameter p. The density function of £, (a) is given by % exp(%).
3Note that more interpretations of GKAT are presented in [29], namely a relational model and a trace model.



5. Ple)0)(@) = lim Pil(e+s 1)" - H(0)(c")

where sat! : BExp — 25%2% is the lifting of sat : T — 25%*2% to arbitrary Boolean expressions over BExp,

and x denotes both multiplication on real numbers and the pointwise multiplication on sub-distributions.

For instance the definition of P;[b](c) means that it is either d, if o belongs to satf(b), or the constant

sub-distribution equal to 0 otherwise. Intuitively P;[c](c)(c”’) is the probability that the execution of ¢

on initial state o terminates on state o', and Y P;[¢](c)(¢’) is the probability that the execution of ¢
~

on initial state o terminates on a state (we then also say that it is a successfull execution). Observe thus
that we really need to consider sub-distributions and not only distributions.

Remark 2.1 (Finite state case). In the case where State is a finite set of size n, say {s1,...,8,} then
a sub-Markov kernel f can be represented as an n x n matric M = (a; ;) je1,n)- Fach coefficient a; ; is
defined as a;; = f(s:)(s;). So in particular the sum over each line is inferior or equal to 1. We denote
f = M. For tests b, the matriz P;[b] has only diagonal coefficients, with value a; ; = 1 if s; € sat' (b),
a;; =0 if s; not in sat'(b). In the case of c; - c2, the matriz Pi[cy - co] is obtained by the matriz product

of Piler] and P;[co]. See Appendiz[1]] for an ezample.

In the following we will consider programs over a finite set of variables Var and the set of states will
be the set of memories, that is to say functions in Var — D where D is the domain of variables (we can
take for instance D = Q, the rational numbers). If z € Var and o is a memory, then o[z + ¢] is the
memory identical to o except that it maps z to the evaluation of ¢ in memory o. The interpretation of
actions a € ¥ as sub-Markov Kernels is then given by eval(z < t)(0) := 5[5 and eval(z & d)(o) =

Z d(t) : 60[1:(715]-
teSupp(d)

In the sequel memories will often be denoted as m.

2.3 Axioms

The theory of GKAT introduced in [29] is given by the axioms from Fig. Note in particular the

c+pe = ¢ (1)
c1tpea = catpa (2) c-0 = 0 (8)
(c1 +py €2) g 3 = c1 +by-0p (€2 41y €3) (3) Lre = ¢ )
cttpez = b-citpe2 (4) c-l = ¢ (10)
ci-catpca-c3 = (c1+pce)-c3 (5) = e Wy (11)
(c1-¢2)-c3 = c1-(c2-c3) (6) (¢ 4oy 1)(51) — (b - c)(b1) (12)
0¢c = 0 0 — e
a—asne e Bla)=0 (13)
c3 = Cy - C2

Figure 1: Axiomatisation of Guarded Kleene algebra with tests

fixpoint axiom . Intuitively, it says that if expression c3 chooses (using guard b) between executing
c1 and looping again, and executing cs, then c3 is a b-guarded loop followed by ¢;. However, the rule
is not sound in general. In order to overcome this limitation, following [29] (Section 3.1, Definition
3.2), the side condition E(¢;) = 0 is introduced, ensuring that command ¢; is productive, i.e. that it
performs some action. To this end, the function E is inductively defined as follows: E(b) := b, E(a) := 0,
E(ci+b ) :=b-E(c1)+b-E(ca), E(c1 - ) := E(c1) - E(c), E(¢'®)) := b. We can see E(c) as the
weakest test that guarantees that command c¢ terminates successfully but does not perform any action.

Moreover, note particularly the following observation: in KAT the encoding c¢;(bcy + bes) = ¢ bey +
c1bes is not an if-then-else statement; it is rather a nondeterministic choice between executing cq,
then testing b and executing cs, and executing ¢;, then testing b and executing c3. The corresponding
encoding in GKAT would be ¢ (ca+p ¢3) = €12+ ¢1 ¢3, an equality which is actually not valid in GKAT.
Since GKAT is restricted to deterministic programs, there is no valid correspondence between the KAT
encoding, which is not an if-then-else statement, and the hypothetical correspondent GKAT encoding,
which is not valid. That is why left distributivity does not hold in GKAT for any ¢ € Exp; it only holds
for the particular case of ¢; € BExp, i.e. if ¢1 is a test.

We define the relation < on tests as: by < by iff by + by = be. Contrarily to KAT [20], the relation
< is not defined on an arbitrary GKAT expression, only on tests. In Appendix [I0] we recall additional
derivable equations in GKAT from [29].



Since any test is a program (BExp C Exp), the grammar also allows to write expressions as by +; ba,
for any b € BExp. We thus establish the following propositiorﬁ (proof in Appendix which expresses
the guarded sum +;, for any b € BExp, in terms of the disjunction + on tests.

Proposition 2.1. For any tests b, by, by one has: by +p bo = bby + bbs.

By Boolean reasoning, we can observe that bb 4 bb = 1. This observation will be useful later to prove
the soundness of some aHL rules in aGKAT.
We also state the following proposition (see Appendix [12|for the proof):

Proposition 2.2. For any tests by, by one has: by + ba = b1 +4, ba.

3 Union bound logic - Approximate Hoare logic

In this section we recall Approzimate Hoare logic (aHL) [5], a logic based on the union bound, a tool from
probability theory for analyzing randomised algorithms. A judgment in aHL is of the form Fg c: ¢ = ¢
where: ¢, v are first-order formulas representing non probabilistic pre- and post—condition&ﬂ respectively;
B is a value in [0, 1] and it is an upper bound on the probability that the post-condition ¢ does not hold
on the output distribution, assuming that ¢ holds on an initial memory m. We assume a probabilistic
interpretation i and we will denote m |= ¢ if ¢ is valid in memory m. The validity of the judgement is
thus stated by:

Definition 3.1 (Validity of aHL judgment). A judgment Fg ¢ : ¢ = ¢ is valid if for every memory m

such that m = ¢, we have P;[c](m)[)] < 5.

Figure presents the deduction rules of aHL. Let us comment on some of these rules. The rule (Rand)
handles sampling from a distribution d; we can assume a postcondition ¢ after the sampling, provided
that under the assumption of precondition ¢, the statement 1 fails with probability at most 3.

The other rules are similar to standard Hoare logic rules annotated with suitable probability indexes
B. The rule (Seq) says that when composing two programs c¢ and ¢’, the failure probabilities of the
two programs with respect to their postconditions add together. The (Cond) rule states that if the two
branches of the conditional have the same index £, then we can keep the index [ for the conditional.
In rule (Weak) the premise = ¢ = ¢ means that, in any model, ¢’ implies ¢. This (Weak) rule
allows to strengthen the precondition, weaken the postcondition, and increase the index S (which means
overapproximating the failure probability). The (And) rule can be seen as an application of the union
bound principle. It enables to combine two postconditions by a conjunction, provided we add up the
failure probabilities. As to the (Or) rule, it allows to take the disjunction of two preconditions, if they
have the same failure probability, and keep this index for the disjunction. Note that thanks to the (Weak)
rule we could also in (Or) consider two indexes 8 and ' in the premises, and their maximum in the
conclusion (the same is also true for (Cond)). The rule (False) might first seem a bit strange as it allows
to conclude false, but note that its index is 1, which means that false holds in the final memory with
probability 0. Finally, considering the ( While) rule, observe that it is slightly more restrictive than the
corresponding classical one of Hoare logic. Its side conditions ensure that the loop terminates in at most
k iterations except with probability k8. Its first side condition states that the variable b, only takes
non-negative integer values.

4 Approximate Guarded Kleene algebra with tests (aGKAT)
4.1 Definition and theory of aGKAT

Recalling that GKAT encodes only Boolean assertions on probabilistic programs, we want to extend this
kind of reasoning in order to capture aHL properties. We want to define a structure which would allow
to express the fact that a probabilistic program c satisfies a deterministic postcondition, except with a
probability up to a certain bound. For that we will extend GKAT with a relation between a GKAT
expression and a value S from a partially ordered set. Such a set is defined as follows:

Definition 4.1. A preordered double monoid (pod-monoid) is a M = (M, <,-,1,+,0) where:

4We thank the anonymous reviewer of another paper for pointing out to us the fact that this property is derivable in
GKAT.
5Note that ¢ and 1 are properties of memories rather that properties of distributions over memories.



o Skip:

e Rand:
Fo skip: ¢ = ¢
o Assn: Vm:mlE ¢ = Pz & dl(m)[¢)] < B
Fodoa & d:g=
Fodo z < t:¢[t/z] = ¢

e Seq:

e Cond:
F[302¢:>¢/ Fﬁ/C’Z¢/:>¢”
Fappr ¢ ¢/ 9= @ ) B
Fgc:pANb=>v% Fgc' :dpANb=>1Y
g if b then celse ¢/ : ¢ = ¥
o Weak: o And:
, - , < g Fgc:p=1 Fﬁ/c:¢2w/
Eo' =6 bpcio=y Fu=y 58 P RSN
Fgrcig =1/

o False:

o Or: m

Fgcip=1 Fgc:¢,:>1/1
FgcipV e =
o While:
by = N, = (¢ A b, <0—b), Fgc:¢p= ¢, V7]>O:H)c:¢/\b/\(b,u:n):>(bv<n)

Fr.g while bdo c: ¢ A (b, < k) = ¢ A b

Figure 2: Approximate Hoare Logic rules (aHL)

e < is a preorder on M,

o (M,-,1) and (M,+,0) are two monoid structures, whose operations - and + are monotone w.r.t.

A

Note that we do not include any axiom relating - and +. This structure is thus sufficient to model the
probability bounds from aHL. In the sequel we will consider the pod-monoid consisting of the real unit
interval [0, 1] equipped with multiplication and addition truncated to 1, that is to say min ((81 + 52), 1),
where + is the ordinary addition.

We then give the main definition of this section.

Definition 4.2. Approzimate GKAT, denoted as aGKAT, is an extension of GKAT with a pod-monoid
M and a predicate symbol < on Ezp x M. The theory of aGKAT is the union of axioms of pod-monoid,
and those of Fig. [1] and Fig. [3

(c1<9f1 AN c2<dB2) = c1-c2<dP1-P2 (17)

(ci1=c2 A c1dB) = c2<df (14)
(c<aBi A B1<B2) = c<af2 (15) e qqﬁi T 82;
C
(c-e1dpfi Ac-cadfa) = c-(eitpe2)dBr+p2 (16) 040 (20)

Figure 3: Axioms on the relation <

Recall that the intended meaning of < in the case where M = ([0,1],<,-,1,+,0) is that ¢ < holds if
the probability of successful execution of program c is bounded by 8. Observe that the <-axioms of Fig.
are arguably simple, are Horn clauses and that none deals with guarded iteration c¢(*).

Let us explain some intuitions underlying these axioms. Axiom simply says that any program
has a probability of successful execution bounded by 1, while (20]) states that program 0 (which is assert
false) has probability 0 of successful execution. Axiom says that the statement still holds if we



increase the probability ;. Axiom states that programs which are equal (up to the GKAT axioms
of Fig. [1J) admit the same probability of successful execution. Axiom says that if the two branches of
a conditional admit a bound § for their successful execution, so does the conditional itself. As to Axiom
, its meaning is that the probability of successful execution of the composition of two programs c;
and ¢y is bounded by the product of the probabilities of successful execution of respectively ¢; and cs.

Maybe the less intuitive axiom is Axiom . Note that the difference with Axiom is that for
Axiom any initial state s either satisfies b or b, and so only one branch of ¢; +4 ¢y is explored. By
contrast in Axiom any initial state s might lead by the probabilistic execution of ¢ both to states
satisfying b and to states satisfying b, so triggering both branches of the conditional. We will come back
to this axiom in Remark F.2] below.

After these intuitive considerations, we now formally define a semantic interpretation of aGKAT as
follows:

Definition 4.3. A probabilistic interpretation of aGKAT is obtained by extending a probabilistic inter-
pretation P; of GKAT given in Sect. [2.3 in the following way:

e we consider a triple i = (State, eval, sat) of Def. interpreting GKAT,

e the pod-monoid M is interpreted as indicated above by ([0,1], <,-,1,+,0) where - is the product and
+ the truncated sum,

e the predicate < is interpreted by the relation between sub-Markov kernels f and [0, 1]-reals 8 consist-
ing in the pairs (f,B) satisfying Vs € State, Ly cstatef (5)(8') < B, i.e. for any s, the total mass
of the sub-distribution f(s) is bounded by S.

We still denote the interpretation of an expression ¢ as Pi[c].

If 7 is an interpretation and F' a lst-order formula on the signature consisting of terms in Fzp and in
real numbers and predicates = and <, we write ¢ = F if F' is valid in the model defined by 4. By abuse
we will simply write |= F if ¢ is clear from the context. So by the definition above we have in particular
that i = c< S if Vs € State, >, Pifc](s)(s') < 8.

s’ €State

We now establish the following proposition.

Proposition 4.1. Any probabilistic interpretation of aGKAT is a model of its theory, i.e.:

1. the interpretation of aGKAT expressions satisfies the axioms of GKAT (Fig. [1)) and that of ([0,1], <
.+, 1,+,0) satisfies the axioms of pod-monoid,

2. the axioms of Fig. [3 (azioms to (20)) are satisfied.

Proof. (Prop. See Appendix The most delicate case is that of Axiom . O

Remark 4.1. Proposition implies that if i is a probabilistic interpretation and if a statement ¢ <
is derivable from the aGKAT axioms and possibly some semantic hypothesis of the shape i |= A, then
i = ¢< B holds. Note that Prop. implies in particular that if i is a probabilistic interpretation and
A = B is an instance of an axiom in Fig. @ then if i = A we can deduce that i |= B. This is because
as i 1s a model, classical logic rules are sound in it.

Remark 4.2. Note that by analogy with Axiom @, one could have expected an azxiom stronger than
Azxiom (@, namely that if (¢-c1 <98 A ¢+ ca <) then one would have ¢ - (¢1 +p ¢2) < B (this would then
generalize Axiom @ when taking ¢ = 1). However it turns out that this candidate additional aziom is
not valid in the probabilistic model. A counter-ezample is given in the Appendiz[I]}

Proposition 4.2. The following property is derivable in aGKAT:
(c-b1aPf1 A c-ba<af2) = c- (b1 + b2) 4P+ B2

Proof. Observe that by + by = by +3, b2 by Prop. and use Axiom . |
The proposition below refines in some sense Axiom .

Proposition 4.3. The following property is derivable in aGKAT:

(c-b-anafr A 0-5-02462):c-(cl+1,02)<lﬂl+ﬁ2



Proof. Observe that ¢; 44 ¢co = b - c; +4 b - ¢ by Axiom , Axiom , applied two times. Then apply
Axiom to ¢, ¢f = bey and ¢ = bes. O

Remark 4.3 (Axiom (6], left distributivity and union bound). Recall that KAT [20] has an aziom of
left distributivity c- (c1 + c2) = ¢- ¢+ ¢+ ¢co. It does not hold in GKAT with the guarded sum +; though.
In some sense axiom (@ (or its refinement Prop. can be seen as a kind of compensation for this
lack of left distributivity because it allows, when one is reasoning about an expression c - (c¢1 +p c2) (in
order to establish a bound ), to continue the proof with two branches, respectively on c¢- ¢ and on c- ca.
If one obtains two bounds ¢ - ¢; < f;, for i = 1,2 then one can deduce that ¢ - (¢1 +p c2) < f1 + Ba.

Moreover if ¢1 and co are tests by and by, then by Prop. by + b = by +p, ba. So ¢ (b1 + ba) =
¢+ (b1 +p, b2)<9B1+ B2. So the probability that after execution of ¢ the test (by + by) is satisfied is inferior
to the sum of the probability that by is satisfied and of the probability that by is satisfied. This is the
application of the binary union bound principle on post-conditions, and it can easily be applied to an
arbitrary union bound.

4.2 Semantic reasoning

When reasoning about concrete programs, we want to establish properties on their semantic interpreta-
tions. That might sometimes require, besides the axioms of aGKAT, the use of some semantic properties.
One such example is that some actions can be commuted without changing the semantics of the program.
We establish thus some notations:

Definition 4.4. Given two GKAT program c¢ and ¢’ and a probabilistic interpretation i, we write ¢ = ¢’

if i = c=7¢, ie Pifc] =Pi[].
This definition is required to establish the following proposition.
Proposition 4.4. Consider GKAT programs ¢ and c’, and a probabilistic interpretation i.

1. If b is a test which only depends on the values of some variables x1, ..., x, and if c leaves the values
of those variables unchanged, then we have c-b=b- c,

2. Ifc=c andi = c<B, theni = ' <1p.

Observe that holds because the syntax of programs does not allow any form of aliasing and (2)
because the property i = ¢ < 8 only depends on the semantic interpretation P;[c].
Let us now illustrate the use of aGKAT on a small example.

Example 4.1 (Double tossing). Consider the program c below:
¢ = (z& Coin)- (a1 +(e=1) ¥ < 0), where ¢c; = (v & Coin) - (y + 1 +(o=1) ¥ < 0)

Consider the interpretation ¢ where Coin is the distribution of a fair coin, that takes value 0 (resp. 1) with
probability 1/2 (resp. 1/2). This can be represented either by adding to the theory two azioms describing
the behaviour of Coin, namely azioms (z < Coin)-(z = 1)<a1/2 and (z < Coin)-(z # 1)<1/2, or by using
the following semantic properties of i: = (z < Coin)-(z =1)<1/2 and = (z <& Coin) - (z #1)<1/2.
We want to prove that after the execution of c, the probability that y equals 0 is below 3/4, and the
probability that y equals 1 is below 1/4, i.e. Ec-(y=0)<3/4 and Ec-(y=1)<1/4.

Recall first that as i is a model, by Prop. it satisfies all azioms of Fig. [1] and Fig. [3, and all
classical logic Tules are sound in it (see Remark . Now, by using Aziom (@, ¢ (y = 0) can be
rewritten as follows:

c-(y=0) = (z¢ Coin)-(c] +(ue1) y + 0(y =0))
¢ = (z¢ Coin)-(y+ 1(y =0) +(u=1) y < 0(y = 0))

Let us mame the following expressions, corresponding to the various possible branches of executions of
c-(y=0):

o = (z& Coin)-(z=1)-(z & Coin)-(z=1)-(y+1)-(y =0)
s = (z& Coin)-(z=1)-(z & Coin)-(z#1) - (y < 0)-(y=0)
s = (@& Coin)-(x#1)-(y«0)-(y=0)



First, from the model we know that (y < 1)-(y =0) =0, so ¢a = 0 s0 = ¢ < 0.

Then, as = (z <& Coin) - (z #1)<1/2, by Axioms E and we have | ¢y <1/2.
Then, as |= (x <& Coin) - (z = 1)<1/2, by Azioms 17) and m we have = ¢3<1/4.

By applying Prop. [[-3 to ¢z and c3 we get: |= (z <& Coin) - (z=1)-¢; <« 1/4 (21)

By applying again Prop. this time to and by = ¢4 <1/2 we finally obtain |= ¢ - (y =0)<3/4 (=
1/4+1/2). We give in Append’i:c a step-by-step fully explicit version of the proof above. The proof
that = ¢ - (y = 1) <1/4 holds is similar.

5 Encoding aHL in aGKAT

We want to relate deduction in aHL and reasoning in aGKAT, by following the approach of [2I] on the
encoding of propositional Hoare logic in KAT. We consider the programming language of Example [2.1] but
the results remain valid if we consider extended grammars of terms, distributions, tests and commands,
where the class of tests is closed by substitution of terms ¢ (as in Example . We will encode aHL
derivations consisting of judgements g ¢ : ¢ = ¢’ where ¢ and ¢’ belong to the class of tests.

Concretely the idea will be to encode the aHL judgement kg ¢ : ¢ = ¢’ by the aGKAT statement
¢ c-@ <B. Similarly to [21], showing that an aHL rule is sound in aGKAT will consist in proving that
the conjunction of the aGKAT equations encoding the premises of the aHL rule implies the equation
encoding the conclusion of the rule.

Observe that similarly as for Hoare logic, some rules of aHL, namely axiom rules (Assn) and (Rand),
do not depend on aHL judgements as premises but rather on an interpretation of actions and predicates,
and possibly a semantic condition (for (Rand)). Thus we do not expect to derive their encoding as an
equation valid in the theory of aGKAT. Instead, one could add new axioms corresponding to (Assn)
and (Rand) for specific distributions (as mentioned in Example , or alternatively when dealing with
examples consider a particular interpretation 7 and thus reason on equalities of expressions in the model.

Fig. |4 lists the interpretations of the rules of aHL (Figure [2]) in aGKAT, by encoding aHL judgments
as aGKAT equations. Note that the rule (Assn) uses the test ¢[t/z]| obtained by substituting the term ¢
in ¢, which does belong to the class of tests by definition.

e Skip: B e Assn: B
616 <0 (22) Blt/z](z + t)p<0 (23)
e Rand:
(Vm-m ¢ = Pile & d(m)g] < B) = ¢z & d)g<p (24)
o Seq: e Cond:
(pcd’ aB) A (¢'c' ¢ aB') = pec’d” a B+ B (25) ($bep 4 8) A (¢pbc’h<aB) = ¢(c+y )P < (28)
o Weak: e And:
(< )N (Ppcp<aB) A (W <P)A (B B) = ¢ e’ ?2%/) (e AB) A (¢’ 4 B') = peypp’ < B+ B (29)
e Or: e False: B
(pcp<aB) A (¢'cp<aB) = (¢ + ¢ )epa B (27) pcl <l (30)
o While:

(E by €N) A (F (¢ A (by 0)) = b) = (¢chaB) A (Y, 54 dblby =n]c[b, < n]<0) = o[b, < klcVpbaks  (31)
Figure 4: Interpretation of aHL rules in aGKAT

The next theorem establishes the main result of the paper.

Theorem 5.1. All the rules of the system aHL, union bound logic, except (Assn) and (Rand), have an
aGKAT interpretation (in Fig. that is derivable from the azioms of aGKAT.

Note that the interpretation of the (While) rule, in Fig. |4l is not a plain aGKAT formula, but
has some semantic premises. This is because the aHL (While) rule itself is expressed with semantic
premises. The proof of Theorem can be found in Appendix The most interesting cases are (Seq)
and (And) rules, and the most difficult one is that of (While).



Observe that an interesting feature of aGKAT is that none of its <-axioms (Fig. [3|) refers to guarded
iteration ¢(*); and nevertheless aGKAT is as expressive as aHL and allows to derive its (While) rule.
Another interesting specificity of aGKAT w.r.t. to aHL is that in aGKAT the axioms for reasoning on
program equivalence (those of GKAT, Fig. [1)) are disjoint from those for reasoning on probabilities (Fig.

3)-

6 An example showing that aGKAT is more expressive than
aHL

We have shown that aGKAT allows to encode aHL, but in this section we will show that aGKAT is more
expressive than aHL, in the sense that in can prove some bounds that aHL cannot.

Example 6.1 (While program). Let d be the distribution corresponding to a fair dice with three outcomes,
that is to say that d has support {0,1,2} and d(0) = d(1) = d(2) = 1/3.
We consider the program c below:

¢ = (z&d)-(z& a)E=0 [z =1

So ¢ can be described as follows:

it samples d a first time and assigns the result to x; then until it obtains (z # 0) it repeats sampling d
and assigning the result to ; if at some point it obtains (x # 0), then if (x = 1) it terminates successfully,
otherwise (that is to say if (x = 2)) it aborts.

The analysis of the probability of successful termination of ¢ goes as follows:

with the first sample one obtains (x = 1) with probability 1/3 and then the program terminates suc-
cessfully; or one obtains (x = 2) with probability 1/3 and then the program aborts; or one obtains (z = 0)
with probability 1/3 and we execute ¢ again.

So the probability of successful termination is:

1, 1 1

D) () LIS
2—1(3) 3 1_

Let us now proceed with an analysis in aGKAT. We represent the properties of d with the following 4
azrioms:
(z & d)[z=1i]<a1/3 fori=0,1,2 ,(z & d)[z #0,1,2] 0.

We can then derive the following proof by using GKAT axioms:

c (z & d) - (& d)==0D . [z = 1]
= @&d) - (z&d)- (¢ & a)=D Flo=oy 1) - [z = 1] by ax. (11
= (@€ d) - (Itpg (@& d) - (@ & QE=D) - fo =1 by ax. ()
= (& d)-(z#0] Fago) [2=0] (z & d) - (z & d) =0y [z = 1] by ax. and
= ) (A0 5= 1) gy [5 = 0] (2 & d) - (2 & =D [z =1)) by ax. §
= (& d) ([ =1 +pp [z =0 (2 < d) - (2 & @) =0 [z = 1]) by properties of tests
(& d)- ([z =1] Fzo) [z =10]-¢)

We know that (z <& d)- [z =1]<1/3 and (z & d) - [z = 0] < 1/3. By using axioms and we
deduce that (z & d)- [z =0]- c<1/3.

By applying axiom to the last line of the derivation we obtain ¢<1/3+1/3 =2/3.

We can then refine this bound by proceeding by recursion. Denote 8y = 1 and S;41 = % (14 ;) for
i > 0. That is to say that 3; = Z;Zl(%)j + (%)Z Let us prove by recursion on ¢ that one can derive c¢</3;
for any i > 0.

The property holds for ¢« = 0. Let us assume it holds for i. By applying as before axiom to the
last line of the derivation and by using the recursion hypothesis we can derive ¢<1/3+1/38; = B;+1. So
by recursion we conclude that for any ¢ > 0 we can derive ¢ < ;.

As moreover the sequence (3;) converges to £ (3)" = § we can deduce meta-theoretically that c< %
(although we cannot derive this limit bound within our system).

However we can verify that one cannot derive in aHL the property ¢ < 32, that is to say c<« g. Indeed

the aHL judgement corresponding to ¢ <lg is 59 (2 & d)-(z & d)[==% . T = [z # 1]. However in
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order to be able to apply a (While) rule in aHL one needs to have an integer variable b, that strictly
decreases at each execution of the body of the loop, which is not the case here. So one cannot apply any
(While) rule, and thus one cannot prove this bound.

This example thus shows that aGKAT is more expressive than aHL, in the sense that it can prove
probability bounds that aHL cannot.

7 Example of the Report-noisy-max algorithm

We now consider the example of the Report-noisy-maz algorithm, which has been analysed in [5] with
the logic aHL. Our analysis here using aGKAT will be similar, but the equational approach of aGKAT
will simplify some steps. The full proof can be found in Appendix [I7}

We consider a finite set R and a quality score function gscore, which takes as input a pair of an element
r of R and a database d, and returns a real number. The goal of the algorithm is to find an element r*
of R which approximately minimizes the function gscore on d. The algorithm is randomized and only
computes an approximate minimization because it is designed to satisfy a differential privacy property
(see [9]). The algorithm proceeds by computing for each element r of R the quality score gscore(r, d)
and adding to it a Laplacian noise (according to the Laplace mechanism for differential privacy [9]) and
returning the element r* with the highest noisy value.

Here we do not deal with the privacy property of this program, but instead our objective is to study its
accuracy, that is to say to bound the difference between the value of gscore(r*, d) and the real minimum
of gscore(-,d) on R. The algorithm is encoded in GKAT as the program ¢ = (flag < 1); (best «+
0); (Ro « R); (R + @); R#?; return(r*) where

¢ = (r < pick(R)); (noisy[r] & Les2(gscore(r,d))); (a1 45 1); (R + R\{r}); (R' + R U{r})
where ¢1 = (flag <= 0); (1™ <= 71); (best < noisy[r]) b= (noisy[r] > best) + (flag == 1)

The variable flag has Boolean values ({0,1}), R, Ro and R’ are sets, r, r* range over elements of R,
noisy[r] and best range over reals. The notation noisy[r| is an array-like notation for representing n
variables, where n is the size of the set R. Note that variable R’ does not play any role in the algorithm,
it is just used to express properties of the execution.

This program uses the following kinds of actions and tests:

e actions for operations on sets: picking an (arbitrary) element r from a set (r < pick(R)), removing
(R + R\{r})) and adding an element (R’ +~ R’ U {r}),

e sampling from a Laplacian distribution centered in ¢ with parameter p : (z & L,(a)),

e tests: inequalities for reals, equality for Boolean value, comparison to empty set for sets [R # ;
we will also need a finite number of additional tests for expressing properties on the execution, that
we will see later.

We recall the following accuracy property of the Laplace distribution [5]:
Lemma 7.1. Let § € [0,1], v a sample from L,(a). Then Prg (q)[| v —a[> %log(%)] < B.

Therefore we have |= (z <& £,(a))[| z — a |> %log(%)] < 3. Hence for the sampling in c:

B
| Ro |

= (noisy[r] < Ls2(gscore(r, d))) - by < (32)

where by = [ | noisy[r] — gscore(r, d) |> 2 log(lR"‘)]

Now we want to establish a property for the whole program c¢’. Observe that b; only depends on
the values of noisy[r] and gscore(r, d). Moreover nozsy[ ] and qscore(r d) are not changed by the last 3
actions of ¢’. Therefore by applylng Prop 1| we get ¢’; by = " where ¢ is obtained by inserting in ¢’
the test by just after (noisy[r] & EF/Q(qscore(r d))). As we know by that for any ¢y we have = ¢ <1,
by combining this with axiom (17]) and we get = ¢ U | This is a step where aGKAT has prov1ded
us a concise and simple reasoning. Therefore, as ¢’; b; = ¢”, we get by Prop. 2% = b < IR -

We want to prove an invariant for the body ¢’ of the whzle loop in ¢. For that consider the test b
corresponding to the predicate ¢o = Vr € R’, | noisy[r] — gscore(r, d) |< 2 log( ‘Ral)

We have: by b - (R <R U{r})-bp = 0 (33)
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Let ¢y be ¢’ deprived of the last action, i.e. ¢’ = ¢z (R’ <= R'U{r}). The reasoning we did on ¢’
before can be repeated for ¢y, and so as for ¢’ we get: | ¢y b1 < % Therefore by axioms and

we get |= by - ¢+ by < RLO (here again aGKAT helps us with conciseness). Moreover as ¢y does not modify
ii

R’, by using Propl4.4lll{ we get = by - ¢5 - by <0. Thus by using the aGKAT encoding (Theorem |5.1)) of
the aHL rule (And) we obtain from the two previous statements: = by - ¢o - by - by < % Equation 1]
gives us = (by - be) - (R R’ U{r}) - by <0.

By using the aGKAT encoding of the aHL rule (Seq) we get from the two last statements: = b - ¢’ -

by % By using the aGKAT encoding of the aHL rule (While) we get from this last statement, since

the loop runs for | Ry | iterations, = by - ¢/R#2). by« 3.

Finally as (R’ + @) - by = 0 we deduce from this statement using (Seq) that |= ¢ - by < 3. So we have
proven using aGKAT that the property corresponding to the following judgement holds: g ¢ : T =
VreR, | noisy[r] — gscore(r,d) |< %log(%).

In Appendix [17] we continue the proof to finally obtain an accuracy bound for the algorithm.

8 Related work

Several works have explored the use of program logics for the verification of probabilistic programs.
Some of these works have explored approaches based on Hoare-like logics [I5] while some other ones have
developed the approach of weakest-pre-expectations, e.g. [24] [16]. The paper [7] has extended standard
Hoare logic to deal with a language containing a probabilistic choice operator, and in which predicates
express claims about the state of a probabilistic program. In this work, a semantics for the language
is given and a Hoare-style deduction system presented, and proven to be correct w.r.t. the semantics.
Another example is the union bound logic aHL [5] that we already presented. More recently, Graded
Hoare logic (GHL) was introduced in [I0] as a parameterisable framework for extending Hoare logic with
a preordered monoidal analysis, with a few examples of applications: the union bound logic aHL [5]; logics
for analysis of computation time; or the logic for reasoning about program counter security [25]. Other
works even explore extensions of propositional dynamic logic to probabilistic programs, as [22]. This
article proposes a probabilistic analog of PDL, which generalises the non-deterministic logical constructs
and proof rules in PDL to arithmetic analogs in the probabilistic version.

Other approaches to probabilistic program verification were also introduced in the literature, relying
on algebraic structures to wrap the apparatus of logical systems into more elegant frameworks. Some
of these approaches are extension of Kleene algebra with tests, of which we give a few examples. A
probabilistic extension of GKAT (ProbGKAT) was introduced in [28] for reasoning about imperative
programs with probabilistic branching. One difference to our approach is the syntactic introduction of
the probability, by the operator @,, where 7 is a probability; we rather do it semantically, by taking
samplings as basic instructions, more in the style of the probabilistic assignment operator of the language
pIMP [I4] for instance. Additionally, [28] provides an non-algebraic axiomatisation for the structure and
proves its completeness.

Another KAT extension was given in [I1] which aimed at capturing fuzzy programs by replacing
the Boolean algebra of KAT by a lattice, with the goal of being able to reason on fuzzy (non Boolean)
properties [13].

A variant of GKAT was introduced in [I2] as a relational structure to reason about properties of pairs
of probabilistic programs (e.g. non-interference between variables), in the style of the system BiKAT [3]
in the non-probabilistic setting. Still in the domain of relational reasoning, we can mention relational
differential dynamic logic [19], which is specifically designed for the verification of cyber-physical systems,
in a process that the authors called synchronizing the dynamics for comparing two systems.

9 Discussion and future work

We believe that a promising aspect of aGKAT and of the axiomatic presentation we introduced in this
paper, is that they can contribute to extend the range of applicability of (co)-algebraic techniques of
verification illustrated e.g. in [Il 23] 29, 2] to the realm of approximate reasoning on program effects
[5L [6 T0]. This suggests several exciting research directions, which we discuss below.

Towards decision procedures. Recall that the paper [29] has given a decision procedure for the
equivalence of GKAT programs whose complexity is almost linear time, assuming that the number of tests
is fixed. This procedure is based on a new automata construction. One could investigate in an analogous
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way decision problems in aGKAT for statements of the form ¢ < 8. The problem could be expressed
with some semantic hypothesis, typically some probabilistic assumptions on the randomized primitives
used by the program. Our axioms on the relation < (Fig. (3)) are quite promising in this respect since
they are Horn clauses. Combining automata methods [29] and Horn clauses deduction techniques might
lead to some efficient procedures. In [28], the authors present a decision procedure for demonstrating the
existence of bisimilarity between two ProbGKAT expressions.

Extension to other effects. In the present paper we restricted ourselves to a specific pod-monoid
with specific interval of values and set of operators, which were enough to capture aHL and handle
the initial intended goals of reasoning on probabilistic properties. However we would like to push this
approach further. By using a generic and external structure to the main algebraic model of programs, we
could follow a parametric approach, and obtain more freedom on the structure chosen to capture a wider
range of quantitative analysis of effects, like for instance: the analysis of computation time model, by
taking the natural numbers and the arithmetic sum as the monoidal composition; the program counter
security model, by taking a set of binary values and the string concatenation as the composition; and
the union bound logic itself. Those are a few concrete models considered for a generic version of Hoare
Logic, analysed in [10].

We want to stress however that it is not trivial to capture in the same generic setting both the union
bound logic and the logic for analysis of computation time. The system aGKAT as it stands does not
allow to do that. In particular axiom implies that the neutral element of the first monoid is also
maximal for the order; this is not the case in the monoid (N,+) (or even (N°°,+)) used for the Hoare
logic for analysis of computation time [I0].

The framework of pRHL could also benefit from an algebraic approach, calling for a structure taking
into account the parametric reasoning about judgments themselves. One would need to embed the
parameters into the structure itself, resorting, for example, to a relation between algebraic terms and the
elements from the structure which model these parameters

Towards a stronger completeness. Another possible direction for future work would be to study
completeness of aGKAT with respect to some class of Horn clauses which embed aHL rules. That would
mean to prove that the theory of aGKAT could always derive equations that represent valid aHL rules.
We could draw inspiration from Kozen’s classical work [21], in which an analogous result was proven for
KAT with respect to a class of Horn clauses which embed propositional Hoare logic.

Towards relational properties. In this paper we have considered properties on single executions of
a program, but some important questions can be expressed as relational properties on pairs of execution,
for instance non-interference, continuity or sensitivity properties. An extension of Kleene algebra with
tests called BIKAT for relational properties was introduced in [3] and another framework for probabilistic
relational properties was proposed in [12]. It would interesting to explore if the approximation construc-
tion we defined in the present paper could be applied to the probabilistic relational setting of [I2]. This
would be analogous to the move in the relational Hoare logic setting, from pRHL to apRHL.

Non-determinism and probabilities. One of the advantages of the syntactical restriction of
GKAT is to facilitate the inclusion of probabilistic models, by neglecting nondeterminism. While usually
avoided, and always difficult, one possible direction for future work could be to consider a language with
both nondeterminism and probabilities, capturing more application scenarios.
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Appendix

A Derivable GKAT facts

e+, (ca 4, c3) =
€1 +b C2

by - (c1 +u, c2)
c+p 0 =

€1 +o C2
b-(c1+p0c2) =

(c1 +by €2) +by4by €3 (34) c® = ™.y
c+p by (35) = (be)®

bier +u, bico (36) |

be (37) M =0

C (38) p{P2) — by

bey (39) o) (biba) | (b2)

Figure 5: Derivable GKAT facts

B Proof of Proposition

b-by+—b-by

{
(b- by
{
b (b-
{
(b-b-
{
(b- b

{
bb1

i

+b-by)+p (b-by+—b-bo)

and}

Bt = Bbo) by mb-(b-bit—b-bo)

50}

Br b= bba)4p (= b-b-bi+—b-—b-b)

B.A. and }

+0)4+5 (0+ -0 bo)
B.A.}

)+ (2 b b2)

and }

by +b bz

C Proof of Proposition

Because the tests form a Boolean algebra we have:

Now we have:

b1 +5, b2

by = by + bibe (absorption law)

b1b1 + by by by Prop.
= by + by by by idempotency
= (b + b1b2) + by by by the equation above
= by + (b1 + b1)be
= b1+ by

D Proof of Proposition

The fact that the probabilistic interpretation satisfies the axioms of GKAT is known from [29]. It remains
to prove that the interpretation 4 satisfies the axioms of Fig.
Consider a set of states S. Axioms and are trivial.

Axiom :
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By assumption we know that:

Vsesv Z Pi[[cl]](s)(s/) < 517 vsesv Z PiHCQ]](S)(S/) < ﬁ?

s'es s'eS

So we have:

Veess > Piller - e2](s)(s") > Pilled(s - Pille2](s")(s)

s'es s'eSs'es

= > > Plal(s)(s”) - Pileall(s")(s")

s'"eSs'esS
by commutativity of +

= D (Pilal(s)(s”) - Y Pille](s”)(s)

s''eS s'es
by distributivity of . over +

< Z Pileil(s ) - B2 by assumptions
SII ES

< f31 - 32 by assumptions

We then conclude, by Definition c1-ca<f - Ba.

Axiom :

Assumptions: ¢, <8 <V, g, > Pici](s)(s') < Band ca<af <V g, > Pilea](s)(s") < B.
s’'eS s’'eS

Goal: ¢1 +p 2B © Vg, D Piler 4+ 2] (s)(s") < B
s'es

3> Pillei](s)(s') if s € satt(b)

e co](s S/ — s'es
SlZg;ng[[ +5 ﬂ( )( ) Z PZ'[[CQ]](S)(S/) ifse satf(ﬁ b)

s'eS
By assumptions, ¥, 2 Pileil(s)(s") < f and 3 Puleal(s)(s)) < 6.
s'esS s'esS
Hence we conclude Y P;[e1 +5 c2](s5)(s') < 8, i.e. by Dcﬁnition c1+p 24 f.
s’es
Axiom :

By assumption we know that:

Vees: 2o Pilcal(s)(s) < B and Vg, 30 Pilcea](s)(s") < Ba.
s'€S s'€ES

Now, we have:

Ves: Y Pille(er +4 e2)[(5)(s")

s'esS

= { Definition

ST N Plel(s)(s”) - Puler +b 2l ("))

s'eS s""es
= { commutativity of +}

S Pillel(s)(s”) - > Piller +o el (s”)(s)

s'’esS s'es

= { (Definition }

Do Pl - (Y0 Pillals)(s)+ Yo Pilleall(s”)(s)

s"eS s'€satt(b) s’€satt (= b)

= { distributivity of - over —|—}

Y Piles)s”) - D Palad(s")(s)

s”"es s’'€satt(b)
+ > Pl D Palled(s")(s)
s"es s'€satt (= b)
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= { commutativity of +}

SN Pillel(o)(s”) - Pillead(s)(s))

s'€satt(b) s”"€S

+ Y S PlAE)$") - Plel(s")(s)

s'€satt(= b)s"”€S

{ Definition

Yo Pileals)s)+ Y Pieea](s)(s)

s’€satt(b) s’€satt(— b)

IN

{ assumptions}
B+ B2

Hence we have proven that c(c; +p ¢2) <81 + B2 holds in the model.
The validity of Axiom comes directly from Definition

Axiom :
Veess Z Pi[0](s)(s") = 0 < 0. Hence, by Deﬁnition 0<0.

s'es

E Counter-example for Remark (Invalid statement in the
probabilistic model)

Let us take as set of states State = {51, s2}. We use a matrix notation for Markov kernels: the matrix

(Zl’l 21’2> represents the Markov kernel f such that, for all 7,5 € {1,2}, f(s;)(s;) = a;;. Recall
2,1 02,2

that intuitively this means that the execution of the program (represented by f) on initial state s; has

probability a; ; to terminate on state s;. So in particular the sum over each line is less than or equal to

1. We abusively denote: f = (Zl’l Zl’z)
2,1 02,2
C(1/2 1)2
““\12 172
(1/2 1/2)

0
Coel=ccy— (1/4 1/4)

Let us define:

1
C2

0
0 0
1/2 1/2
Then we have:

1/4 1/4

So we have: ¢-¢;<91/2 and ¢ - ¢2 <91/2, because the sum over each line is equal to 1/2.
Let us take for b the test on states s defined by b = [s = s;]. Then we have:

e (12 102)
c-(c14p c2) = Gg }ﬁ)

So ¢+ (e1 45 ¢2) <1(= % + 1) holds, Axiom is satisfied. And the minimum S which satisfies
¢ (c14p c2) < B is 1, thus the candidate statement of Remark is not valid.

So:
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F Proof in the double tossing Example

We give here a step-by-step explicit proof of the proof in Example

¢-(y=0)=(z & Coin) - (¢ +(a=1) y + 0(y = 0)) by Axiom
c-(y=0)=(z & Coin)- (x=1)+ (2 #1)) - (¢} +@u=1) y < 0(y = 0)) by boolean properties
(z € Coin) - (x # 1) - (¢ +(=1) y < 0(y = 0)) = (z & Coin) - (x # 1) - (y = 0) - (y = 0)
by fact (39) in Appendix
(z & Coin) - (z =1) - (¢} +(oe1) y < O(y = 0)) = (z & Coin) - (z = 1) - ¢| by fact
(z & Coin) - (z=1)-¢| =

(z & Coin)-(z=1)(z & Coin) - (z=1)+ (¢ #1)) - (y  1(y = 0) +(s=1) y < 0(y = 0))

by boolean properties
(z & Coin) - (z=1) - (z & Coin) - (z =1) - (y < 1(y = 0) +(s=1) y < 0(y = 0)) =
(z & Coin) - (z=1)- (z & Coin) - (z =1) -y + 1(y = 0) by fact
(z & Coin)-(z=1)-(z & Coin) - (z #1) - (y < 1(y = 0) +(s=1) y < 0(y = 0)) =
(z & Coin) - (z=1)- (z & Coin) - (z # 1) -y + 0(y = 0) by fact
y < 1(y = 0) = 0 by the model
= o= (2 & Coin)- (z=1)(z & Coin)- (z=1)-(y + 1) (y = 0) <0 by (53) and axiom (I7)
= (z & Coin) - (z # 1) <1/2 by the choice of interpretation i
== (z & Coin)-(z#1)-(y+0)-(y =0)<1/2 by (53), axioms and (17)
= (z & Coin) - (x #1) - (¢l +(e1) y < 0(y = 0)) a1/2 by and
= (z & Coin) - (z = 1) <1/2 by the choice of interpretation i

(46)
(47)
(48)

(49)

—
ot
oo

)2032(:3(1C’oin)-(mzl)-(z(iCoin)~(x7é1)-(y<—0)-(y:())<11/4by (55), (58), axioms (I9) and (I7)

= (z & Coin)-(z=1)-¢;<1/4 by G4, (9, E1), and Prop.

E(z & Coin) - (z =1) - (c} +@=1)y < 0(y =0))<1/4 by and

= (z & Coin)-(z=1)+ (z £ 1)) - (] +@=1) ¥ + 0(y =0)) <3/4 by (57), and Prop. [4.3
¢ (y=0)<3/4 by ([@7) and (62)

G Proof of Theorem [5.1]

e Skip:
Goal: ¢1- ¢ <0

P1= ¢
=
o=@
= {BA}
0
By axiom , 0<«0.
e Seq:
Assumptions:
pc ¢’ <
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and

¢/C/_‘ ¢I/</BI (65)

Goal: ¢ec’— ¢" <+ '

pec’— ¢
= {BA}
pclc'= ¢"
= { Proposition and B.A.}
pc(¢' +o = ¢')c'= ¢
{ )
pc(¢'c'= ¢ 4o m ¢ = ¢")

We have ¢c(¢'c’— ¢"") < 5/, by axiom because ¢c <1 (axiom [19) and (65).

Additionally, we have ¢c(— ¢'c'= ¢'") = (pc— ¢')c'— ¢ <1, by axiom because and
/= ¢ <1 (axiom [19).
Hence, by axiom , pc(d =@ +y = @) B+ B, s0 e’ ¢ 9B+ B

Cond:
Assumptions:
he < (66)
and
¢= b~ p<ap (67)

Goal: ¢(c+p )< p

By axiom and fact , d(c+y )Y = dpen p +4 ¢’ ¢ and by , @ and axiom ,
we have ¢c— ¢ +p dpc'— P < f.

Weak:
Assumptions:
pcm (68)
'o=0¢ (69)
P’ =1 (70)
and
B<p (71)
Goal: ¢'c— ) a
By Boolean algebra, we derive
W=y e yayp=ay (72)
Hence, we reason,
¢y
= { and 1'
e’y
= { BA)}
¢ (e )=y’
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By axiom (19), ¢/ <1, = ¢’ < 1. So, by and axiom (17), we have ¢/(pc— )= ¢ a1-5-1=B.
By and axiom (5], we conclude ¢/ (¢pc— )=’ < f'.

And:
Assumptions:
e < (73)
and
e ap (74)

Goal: g (Y1) 4B+ B

By Boolean algebra and Proposition we reason ¢pc— (YY) = gc(= Y+ v¢') = pe(= P+- = Y')
and by premises and , and by axiom we deduce

pe(m Pty )9+ 4

and by axiom we have ¢pc— (Y ) < B+ f.

Or:

Assumptions:

and

Goal: (¢+ ¢ )ecmp<ap

¢'em
-
PP tg ¢'em

o
]
<
+
e [C&

=

By premises , and axiom , pcm Y+ dem .
False:

¢c— 0= ¢cl = ¢pc <1 by axioms , and .

While. We assume that the left-hand side of the implications in hold and we want to prove
for any integer k the following formula: ¢[b, < k]c¢®)= (¢— b) < kB. Note in particular that by
assumption, b, only takes integer values.

Let us first show that we can simplify the expression in the property to prove:

$by < K= (¢ b) = ¢[by <kl (= p+b)
= @by < k]e®=b(= ¢+ b), by
= lby <KD (= b= ¢ +0)
= lby < KM= b g
= o[b, < k]c(b)—' ¢, by again.
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Therefore we only need to prove for any integer %k the following property, which we will do by
induction on k:

IH(k):  ¢lby < KM= ¢ akp (77)
— Case £k =0:
As = ¢ A by, <0 — — b we have:
by < 0] = ¢[b, < 0] b
Moreover — be(?) = = b, by Axiom .

Therefore:
¢lby < 0]cP)= ¢ =
o[by < 0] m“ﬂ¢
Plby < 0= bm ¢ =
¢ d[b, < 0] b=

So TH(0) holds.
— Now, assume IH (k) holds and let us prove IH(k + 1).
As b, takes integer values we have:

[by <k +1] =[b, < k] +[b, =k +1].

So:
¢[bv S + l]C(b ¢ =
¢([by < K]+ [by = k +1])cP)= ¢ = by Prop.
o([by < K] ibu<h [by =k +1])elP) =6 =
Olby < k] ¢+, <py B[by =k + 1]V = ¢

We know by IH (k) that: ¢[b, < k]c(®)= ¢ <kp.
Assume for the moment the following lemma:
Lemma G.1.

ooy =k + 1P ga(k+1)8
Then by using axioms and we obtain:

¢lby, <k +1]cP=ga(k+1)8
So we have proved IH (k + 1).

We now thus only have to prove Lemma [16.1
By assumption we have:

V>0,  ¢bb, =mnlc[b, >n]<0 (78)
We obtain by Axiom :
be® = e (79)
b = o (80)
Moreover, since by assumption, b, only takes values in N, we have:
1 = [by>k+1]+[b, <k (81)
= [bv Z k + 1] +[bv2k+1] [bv S k], by Prop. (82)
Let us now prove the statement of Lemma [T6.1}
P[by = k 4 1)c®)
P[by, = k + 1](b + - b)c<b> ¢ = by Prop.
Glby =k +1](b+, = b) W)= ¢ = by Ax. (5)
¢lby = k + 1] (be® - ¢+bﬂbc(b = by (80)
olby =k + 1](be®) = ¢+, = ¢) = by .
[by =k + 1] (6bc) = ¢+ ¢ﬂ ¢) =

[by =k + 1](¢bctP) = ¢ +4 0) =

[b, = k + 1]¢pbc®)= ¢ = by

P[by = k + 1)bec®)= ¢, =

db[b, = k + 1]ec®) = ¢ =

¢blby =k +1]c([by > k+1] +p,5841) [bo < E])cP) ¢ =
$blby =k +1e([by > k+1]c® = ¢ +pp, 5041y [bo < K= 0)
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In order to bound with < the expression above, it is sufficient by Axiom to bound with <«

respectively the two following expressions:
oblb, =k + 1c[b, > k +1]cP= ¢
¢blby =k + 1c[b, < k]cP= ¢
For the first expression we can use for n = k£ + 1 and we obtain:
@blby =k + 1]c[by >k + 1]c!P) = ¢ <0
For the second expression, let us temporarily assume the following lemma:

Lemma G.2.
Gblby =k +1]c[by < k] = g a(k+1)8

Then by applying Axiom to property and Lemma we obtain:
Gblby =k + 1c([by >k + 1] +p,5hr1) [bo < k)P pa(k+1)3

and thus:

ooy =k +1]cP=gpa(k+1)8
which proves Lemma [16.1
There thus only remains to prove Lemma [16.2

We have:
Pb[by, = k + 1]c[b, < k]cP)= ¢ =
Pblby =k 4 1]c(p + = ¢)[by < K¢ ¢ = by Prop. 2.2
¢blby =k + 1]c(p +¢ — )[b <k] - ¢ = by Ax. ()
¢b[bv:k+1]c( [b < K]t ¢+¢ﬂ¢>[b < kle® = ¢)

As before we want to use Axiom ) to bound the latter expression.
First note that:

$lby <K= pakB, by IH(k)
blby =k +1]c<l, by Axiom [19]
From that we obtain:

¢blby =k + 1c[by < klc®)= ¢ =
(¢blby =k +1]c)(¢[by < k]c(b) ¢)a1-(kp), by Ax. (17)

So
(¢b[by =k + 1]c)(8[by < k") = ¢) < kB
MOI“eOVGI" we have:

[by =k +1]b«l, by Axiom
pc— p <, by assumption (premise of the rule)

[by < k]c™”= ¢ a1, by Axiom

And thus:
(bb[bv =k+ 1]Cj ¢[bu < k]c(b)j ¢ =
b[by =k + 1]pc— ¢[by < k]cP)= ¢ =
(b[by =k +1])(¢c— @) ([by < KlcP)=g)a1-5-1
by , , and
So

(b[by =k + 1])(pc— @) ([by < k]c(b)_‘ ¢)<p
Now, recall that we had shown previously:

ob[b, = k + 1]c[b, < k]c®)= ¢ =
®b[by, = k + 1]c(d[b, < k]C(b)—‘ ®+¢ 0 @[by < k}c(b)—\ o)

By applying Axiom (|L6]) to this latter expression, with ( . ) and (| we get:
oblb, = k + 1]c[by <k] ¢<1(k+1)5

(91)

We have thus proven Lemma and hence concluded the proof that IH (k) implies IH (k+1).
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Then by induction we can conclude that IH (k) holds for all integers k. The case of rule (While)
is completed.

H Example: Report-noisy-max algorithm

We will now consider the example of the Report-noisy-maz algorithm, which has been analysed in [5]
with the logic aHL (see also [9] for more background on this algorithm). Our analysis here using aGKAT
will be similar to the previous one in aHL, but the equational approach of aGKAT will simplify some
steps.

We consider a finite set R and a quality score function gscore, which takes as input a pair of an element
r of R and a database d, and returns a real number. The goal of the Report-noisy-max algorithm is
to find an element r* of R which approximately minimizes the function gscore on d. The algorithm is
randomized and only computes an approximate minimization because it is designed to satisfy a differential
privacy property (see [9]).

Report-noisy-max proceeds by computing for each element r of R the quality score gscore(r, d) and
adding to it a Laplacian noise (according to the Laplace mechanism for differential privacy [9]) and
returning the element r* with the highest noisy value.

Here we do not deal with the differential privacy property of this program, but instead our objective
is to study its accuracy, that is to say to bound the difference between the value of gscore(r*, d) and the
real minimum of gscore(:, d) on R.

The algorithm Report-noisy-max can be written as a GKAT program c as follows (we use intermediary
notations ¢/, ¢; and b for readability):

¢ = (flag « 1); (best < 0); (Ry + R); (R + @); F#?L return(r*)
where
= (r+« pick(R)); (noisy|r] & Le/2(gscore(r, d)));
(e1 4+ 1);
(R < R\{r}); (R« R U{r})
c1 = (flag < 0); (r* < r); (best + noisy[r]))
b = (noisy[r] > best) + (flag == 1)

The variable flag has Boolean values ({0,1}), R, Ro and R’ are sets, r, r* range over elements of
R, noisy[r] and best range over reals. The notation noisy[r] is an array-like notation for representing
n variables, where n is the size of the set R. Note that the variable R’ does not play any role in the
algorithm, it will just be used to express properties of the execution.

This program uses the following kinds of actions and tests:

e actions representing basic operations on sets: picking an (arbitrary) element r from a set (r <
pick(R)), removing an element ( R + R\{r})) and adding an element (R’ + R’ U {r}),

e sampling from a Laplacian distribution centered in a with parameter p : (z < £,(a)),

e tests: inequalities for reals, equality for Boolean value, comparison to empty set for sets [R # ];
we will also need three additional tests for expressing properties on the execution, that we will see
later.

We recall the following accuracy property of the Laplace distribution [5]:

Lemma H.1. Assume [ belongs to [0, 1] and let v be a sample from the Laplace distribution L, (a), then
we have:

Pre ol v—a > %bg(%)} <8 (92)

Therefore the Laplacian distribution satisfies the following property:

= (@& Ly z—al> %log%)] ap (93)
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This corresponds to the following instance of the (Rand) axiom in aHL (see Fig. [2):

Vm, Pife & Ly(a)](m)]| & —a|> }log(§)] < B

<
Fpdo (z & Ly(a)): T =|z—a|< Llog()

Now, gives us for the sampling in program c’:

E (noisy[r] & L./2(gscore(r, d)))[| noisy[r] — gscore(r, d) [> %10g(| 7;'0 |)] q B (94)
We want to establish a property for the whole program c¢’.

Denote as by the test [| noisy[r] — gscore(r, d) |< 2 log(lR0 )]. Observe that b; (and thus also b;) only
depends on the values of noisy[r] and gscore(r, d). Moreover nozsy[ ] and gscore(r, d) are not changed by
the last 3 actions of ¢’. Therefore by applymg Prop 1| we get ¢’; by = ¢” , where ¢ is the expression
obtained by replacing in ¢/ (noisy[r] & L. /2(gscore(r, d))) by (nozsy[ ] & £E/2(qscore(r, d))); br.

So we know that:

= (noisy[r] < Les2(gscore(r,d))); by < |R6| (this is ) (95)
0
Ec¢ < 1 forany ¢y, by axiom (19 (96)

So by applying axiom to and we obtain that &= ¢ <1 | Therefore as ¢’; b; = ¢” we get
by Prop. [-4]2] that:

B

¢ b4 ——
=g

(97)

We want to prove an invariant for the body ¢’ of the while loop in c. For that consider the test by
corresponding to the following predicate:

2
b =VreR, | noisy[r] — gscore(r,d) |< = log(| 7;0 ‘>
€
We have:
bZ'bl'(’R«/FR/U{r})'be = 0 (98)

Let us denote as ¢z the expression ¢’ deprived of the last action, that is to say: ¢’ = c2-(R' < R'U{r}).
The reasoning we did on ¢’ before can be done for ¢z, and so just as we have:

g
': Cc b1 < — (99)
| Ro |
Therefore by axioms and we get:
B
': b2 Co - b1 L — (100)
| Ro |
Moreover as ¢y does not modify R’, by using Prop we get:
= by-cy- by <0 (101)

Thus by using the aGKAT encoding (Theorem [5.1)) of the aHL rule (And) we obtain from and
(101):

'Zbg Cco b1 b2<] (102)

| Ro |
Equation gives us:

(b bo) - (R <R U{r}) by <« 0 (103)
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By using the aGKAT encoding of the aHL rule (Seq) we get from ((102]) and (103):

B
| Ro |

= by ¢ By (104)

By using the aGKAT encoding of the aHL rule (While) we get from (104)), as the loop runs for | Rg |
iterations:

= by - R721 5y a8 (105)

Finally as (R’ + @) - by = 0 we deduce from (105) using (Seq) that:

Ec-by<f (106)
So we have proven in aGKAT the encoding of:
gc: T=VYreR, |noisy[r] — gscore(r,d) |< - log( 3 ) (107)

In order to obtain a property relating gscore(r*,d) to the values of gscore(r,d) in order to have
an accuracy result, we need to relate noisy[r*] to the noisy[r]. For that we will consider the following
predicate:

¢3 =VreR, (noisy[r*] > noisy[r]) A (best = noisy[r*]) (108)

Denote as b3 the corresponding test. We have:

Fbs-c by 9 0 (109)
= b3 R791. 55 < 0 by (While) rule (110)
=c-b3 < 0 because (R « @) b3 =0 (111)
Then from (106) and we get with rule (And):
):C~b2'b3 < ﬁ (112)

By arithmetical reasoning we have that ¢2 A ¢3 implies that for any r in R’ we have:

| Ro |
B

2
gscore(r*,d) > qscore(r,d) — —log( ) (113)
€

Therefore if b, denotes the test corresponding to

¢y =VreR, gscore(r*,d) > gscore(r,d) — %10g(| 7;0 |) (114)
we have:
by - b3 = (by - b3) - by (115)
Therefore from and we get by rule (Weak):
Ec by < B (116)
So we have proven using aGKAT that the property corresponding to the following judgement holds::
Fge: T=VYreR gscore(r,d) > gscore(r,d) — ilog(”éo) (117)

This shows an accuracy property for ¢: with failure probability 3, the result r* of ¢ gives a quality score
which is not far below the quality score of any other element r of R’ (that is to say Ro).
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