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Abstract

Industry 4.0 involves major changes in manufacturing process manage-
ment. Both the Internet of Things and cloud computing allow online
interactions between third parties, such as providers, customers and
suppliers, with the traceability system of a factory. Several blockchain
based approaches have been proposed to increase confidence in trace-
ability data, and reinforce trust. However, the transparency brought
may be at the cost of risks to factory’s confidential data expo-
sure. This paper investigates the way these critical data, that are
necessary to post-assembly audit, could be included into traceabil-
ity data, and validated through the related transactions by the third
parties, without compromising their confidentiality. Accordingly, this
proposal includes the description of a blockchain based traceabil-
ity system, and its implementation using the Multichain platform.
In addition to its confidentiality-preserving feature, we discuss the
way energy consumption and storage volume induced could be man-
aged so as to favor its effective adoption by manufacturing factories.

Keywords: Traceability, Industry 4.0, Confidentiality, Blockchain
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1 Introduction

With industry 4.0, new technologies have been brought into the supply chain
environment, where they still contribute to improve efficiency. Various equip-
ment using these technologies generate an increasing amount of data during
their operations related to traceability. Traceability can be defined as the abil-
ity to access any or all the information concerning a product which is under
consideration throughout its entire life cycle by means of recorded identifi-
cations [1]. The growing number of normative and qualitative constraints to
manufacturing factories, and customer requirements for high-quality products
often lead to the verification of traceability data in order to determine the
origin of the defects. Therefore, maintaining detailed, up-to-date and well-
stored traceability data is a key strategy for manufacturing factories in order
to accelerate product defect verification, and determine the causes. Moreover,
manufacturing companies may be compelled to reveal confidential data to
investigators in order to prove their point of view regarding the cause of the
defects. To be completely convincing, this point of view should rely on data
which were transparently exposed to the partners through the traceability sys-
tem at the moment when the product’s manufacturing occurred. Therefore, an
effective way of including confidential data into traceability processes without
compromising industrial secrets is required.

In this paper, we propose an approach which uses the blockchain technology
in order to store traceability data, which are monitored and validated by the
manufacturing company’s partners with full transparency. However, so as to
preserve confidentiality, the confidential data involved are not directly inserted
into the blockchain, but only the derived information allowing to prove the
unicity, integrity and authenticity of the actual confidential data to the inves-
tigators in case of litigation. Instead of a complete Industry 4.0 traceability
model, the proposed approach focuses on a product-centred traceability regard-
ing the interactions occuring inside the factory perimeter only, which is enough
to demonstrate both confidentiality-preserving and transparency properties.
The presentation of this paper is organized as follows: section 2 introduces
the related work and points out the main issues addressed in our contribu-
tion; section 3 presents our approach to product-centred traceability and how
it can achieve both transparency and confidentiality using a blockchain. An
implementation of the proposed approach with the Multichain platform is pre-
sented as the main result in section 4, along with some discussions regarding
performance indicators in section 5, before the conclusion.

2 Related work

2.1 On general aspects regarding traceability

A description of the three major components of a traceability system is
proposed by [2]: identifying Traceable Resource Units (TRUs), document-
ing transformations and connections between TRUs, and recording TRUs
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attributes. A TRU can be a trade unit (case, bag, box...), or a logistic unit (pal-
let) or a production unit (lot, batch). Multiple aspects of traceability data are
highlighted in [1], such as their heterogeneous nature or the challenges related
to interoperability and integration. Regulation and requirement aspects are
also mandatory, since they actually drive traceability policies. All these aspects
are taken into account in [1], in which the authors proposed an ontology-
based modelling description of an intelligent traceability system. In order to
evaluate the suggested model, they proposed a cloud-based application whose
description focuses on the system’s accuracy and benefits. Another notable
work [3] introduces the concept of Smart Manufacturing Objects (SMOs) in a
traceability platform in order to achieve real-time production within a smart
factory. A combination of technologies such as the Internet of Things (IoT)[4],
Radio Frequency Identification (RFID) and laser-scanner, helps converting any
resource into a SMO. In this way, production operations and behaviour can
be monitored in real-time, thus allowing a detailed and up-to-date traceabil-
ity. A review of the benefits of traceability regarding supply chain resilience is
proposed in [5], while a global cyber security analysis of traceability in supply
chain is reported in [6]. Most of these works consider confidentialiy regarding
data disclosure, which leads to solutions which mainly focus on confidential
data protection, thus removing them from the traceability data exchanged
between the partners. In this work, we consider that confidential data must
be included, in an appropriate way which is still to be defined, in the trace-
ability data exchanged when they can contribute to accelerate retrospective
investigations.

2.2 On product-centred approaches

A product is a set of attributes, called characteristics, compounded in an
identifiable way [7]. Those characteristics determine the value which is pro-
duced. Product traceability is defined by ISO 8402 as ”the ability to access
the history, the use or location of an article or an activity, or similar arti-
cles or activities by means of recorded identification” [8]. In manufacturing, it
comes down to the recording of the specific movements and modifications of a
product throughout its life cycle in the supply chain. A product-driven ontol-
ogy developed in [9] proposes a methodology which formalizes the technical
concepts and data embedded into the product itself, thus favouring interoper-
ability with other applications. The conceptualization of the information model
is based on standards such as ISO 10303 and IEC 62264. Another recent work
[10] can contribute significantly to these efforts, through the elaborated prod-
uct design lifecycle information model that they propose. More specifically,
product traceability landscape can be heterogeneous, and thereby requires
multiple technologies (QR Code, barcode, RFID) which make traceability
integration very complex. In this context, a systematic approach for prod-
uct traceability was designed by [8], with insights into the ceramic industry.
This approach combines several technologies at different stages of a product
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cycle, and supports traceability integration at the different levels required by
Industry 4.0.

The methodological approach in [7] is proposed in order to characterize the
products, the requirements, and the players involved in a traceability system
by using a blockchain-based approach. In order to trace the spare parts aggre-
gated in a manufactured product, [11] presents a blockchain-based approach
which addresses some traditional issues faced by a supply chain management,
such as transparency and active monitoring of the operations which affect
the conformity and safety of spare parts’ components. Due to its immutable
feature, the blockchain technology cannot only help identifying defective or
counterfeit parts, but also determine the assets’ origin in the traceability con-
text. The system proposed in [11] includes a decentralized storage of files based
on the InterPlanetary File System (IPFS) for spare parts’ data, smart con-
tracts algorithms, security and cost analysis. An evaluation is proposed in order
to demonstrate the reliability of the spare parts ownership tracking solution.
However, this solution focuses only on the interactions inside a single company.
Therefore, the challenges related to maintaining confidentiality of critical data
as well as transparency in an interoperability context with external partners
were not addressed.

Another example of blockchain-based product traceability is proposed by
[12] for additive manufacturing. The objective announced was to ensure secure
and reliable traceability, as well as accessibility and immutability. The pro-
posed architecture uses Ethereum smart contracts and IPFS as a distributed
file storage solution. The authors propose an evaluation focusing on security
requirements such as integrity, accountability, non-repudiation and autho-
rization. However, the questions related to the management of critical data,
transparency and trust between stakeholders are not mentioned in the study.
Yet, the cost introduced by the use of IPFS as a storage solution comple-
mentary to the blockchain is not analysed. About the evaluations, a survey
on blockchain solutions for sustainable manufacturing and product lifecycle
management empowerment is proposed in [13]. Various metrics related to the
trust in using blockchain solutions in manufacturing are introduced, regarding
transparency, decentralized decision, reputation, and customer relationship.
From the manufacturing perspective, blockchain could be used as an enabler
to drive already existing systems for workshops, such as Enterprise Resource
Planning (ERP) and Manufacturing Execution System (MES).

From the product management perspective, the blockchain could offer a
unified database to share product information. The fact that new proposals
are still presented in various manufacturing sectors [14], including textile [15],
emphasizes the importance of practical blockchain solutions to traceability in
Industry 4.0. Indeed, other technical challenges such as satisfying privacy pro-
tection needs, energy consumption and storage scalability issues are among the
primary problems which prevent manufacturers from rising their blockchain
solutions beyond proofs-of-concept [16]. They are still pointed out in a very
recent work [17], and will be part of the issues investigated in this paper.
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2.3 On security, storage and transparency aspects

Traceability is not just about recording data. Other aspects are involved in
traceability, such as ensuring confidentiality and efficient storage, and also
transparency to other supply chain players. Besides security concerns[18], sev-
eral papers in the literature investigated the use of the blockchain technology
to address these aspects [17]. Blockchain is defined as a distributed ledger of
the digital events or transactions executed between different parties, and that
can be verified at any time in the future. For instance, [19] presents a list
of blockchain solutions to traceability problems, essentially related to individ-
ual activity coordination, decentralized validation, and transaction legitimacy
and preservation. By providing transparency and immutability, the blockchain
paradigm offers a unique level of credibility for all stakeholders, and contributes
to strengthen the relationship with the customers, and attract new ones.

Security and safety are other challenges mentioned, but not actually
addressed in that work. In order to provide deep insights into this technol-
ogy, [20] proposes a review about the implementation of blockchain-based
solutions to various applications in which security remains paramount. It
outlines the way the blockchain technology could solve the issues faced by tra-
ditional systems regarding transparency, centralization, scalability, trust, and
security. The way a blockchain can be used to support smart manufactur-
ing is also discussed in [21]. The authors propose a middleware which enables
secure, trustable, traceable and reliable applications. The blockchain-secured
smart manufacturing system presented by [22] uses blockchain to address some
common issues in manufacturing systems, such as operation traceability, con-
fidentiality and trust. Moreover, it also allows to avoid the failure of key
nodes which could occur in centralized platforms. This system is based on
the international standard ISA95 (www.isa.org), widely referenced in indus-
try 4.0 regarding information technologies. The paper also introduces some
metrics related to the use of blockchain in manufacturing, namely data prove-
nance transparency, system flexibility, system sustainability and cost savings
[23]. Privacy protection is only mentioned as a future research direction for
blockchain in manufacturing.

In order to investigate the accuracy of the blockchain technology for
real-time transparency and cost savings in the manufacturing industry, [23]
proposes a comparison of the profits made by two manufacturing firms. Sev-
eral aspects are considered in this study, notably blockchain start-up costs
which are often ignored, and some other limitations related to this technology.
These implementation cost and profit issues are also examined by [24] in their
supply chain game composed of two firms, namely a supplier and a retailer,
using blockchain and smart contracts. The studied aspects include business
risks, transaction costs and stochastic cases in which blockchain deployment
is not worth it. Another proposal from[25] was a three-level blockchain archi-
tecture for cyber-physical systems (CPS) to tackle the challenges associated
with 5C-CPS structure implementation. In terms of security and storage, the
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architecture tries to achieve integrity, fault-tolerance, resiliency, privacy and
transparency.

With the advent of Industry 4.0, new manufacturing paradigms have
emerged, such as cloud manufacturing. However they still suffer from some
issues related to centralized industrial networks. Therefore, a blockchain-based
peer-to-peer (P2P) network architecture was presented by [26]. The main
objectives of this architecture were to secure data sharing, and improve cloud
manufacturing reliability and flexibility. Ensuring data trustworthiness is a
key issue to leverage big data analytics for supply chain efficiency. Thus, [27]
highlights that it is essential to determine whether the collected information
from sensors are valid or not. In order to address this issue, a combination of
UAV (Unmanned Aerial Vehicles) and blockchain-based system is presented
to handle inventory and traceability applications in big data driven supply
chain management. However, though the blockchain technology is promising,
the public disclosure of any transaction is considered as a security risk by most
organisations [6].

A confidentiality-preserving blockchain-based system presented in [28] for
transaction processing systems provides those issues with a few solutions. The
main idea consists in finding a trade-off between the benefit of information
sharing (transparency), and the cost associated to confidentiality weakening.
Confidentiality preservation in the blockchain refers to the fact that only
authorized parties can access sensitive or proprietary transaction data. The
proposed system is based on homomorphic encryption, and a recent innovation
called zero-knowledge proofs. We follow the same objectives, while avoiding
zero-knowledge proofs which introduce higher processing costs and may not be
practical for a wide range of data types involved in manufacturing processes.

3 A blockchain-based product-centred
approach to traceability

The novelty and main contributions of this work are summarized as follows :

1. First, this work refers to the most general case, where the traceability
system is accessible to all the third-parties involved in the manufacturing
factory processes. Therefore, the blockchain based architecture is designed
to include all of them. The only limitation is that anonymous nodes cannot
join the blockchain network, which leads to the choice of a permissioned
blockchain. Therefore, this proposal apply to most of the manufacturing
factories seeking a blockchain solution for their traceability system.

2. Then, We consider that any data necessary to post-production investiga-
tions must be included in the traceability data, at least in an appropriate
way for each of them. The proposed architecture offers a practical solution
regarding confidential data, thus opening the road to the solution of the
privacy/transparency challenge related to blockchain in Industry 4.0 [17].

3. Finally, practical issues such as those regarding data volume, energy
consumption and additional costs related to blockchain deployment, are
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Fig. 1 Evolution of a manufactured product inside the supply chain

investigated concretely. We show that appropriate and justified choices per-
formed case by case can lead to a situation where the blockchain is more a
solution than a problem.

3.1 Overview of a product-centred approach to
traceability

With the advent of Industry 4.0, the concept of traceability also includes
a strategic purpose which goes beyond the mere identification of both the
products and their location inside the factory. For instance, the concept of
intelligent traceability ensures product monitoring alongside its tracing and
tracking in order to enhance product quality and safety [1]. The importance of
product traceability is emphasized in the quality management standard ISO
9001:2015 [8]. Different technologies and types of information are involved in
the different phases of a product lifecycle, namely development, production,
use and disposal. In this work, our approach focuses on the traceability of
a product manufactured in a supply chain, which may include some compo-
nents provided by external entities such as suppliers. A similar approach was
adopted in [11] regarding the integration of different spare parts which com-
pose a car engine. A more complete approach has been proposed recently in
[10]. Our approach focuses on the product traceability all along the manufac-
turing process instead, and the integration of spare components is just one of
the steps. Figure 1 illustrates a typical evolution of a manufactured product in
the supply chain. This evolution considers five main steps, detailed as follows:

• Inventory when the different components of the product are recorded in
stocks. At this stage, traceability data can be the components’ reference
number, serial numbers or any other information which could help track the
products and components.
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Fig. 2 Blockchain basics and main concepts overview

• Process when the product enters the supply chain, where it can be trans-
formed multiple times through multiple substeps. Process and machine
parameters are examples of traceability data generated at this stage, and
which confidentiality can be critical.

• Assembly when a component manufactured by a third-party member is
integrated into the product. Technical information about the component
and the way it was used during the manufacturing process constitute the
traceability data at this stage. They may be critical for post-assembly audit.
A detailed work on assembly system in Industry 4.0 era is proposed in [29].

• Testing when the product’s conformity is checked. Traceability data can
be any information resulting from the tests (context, measures, etc.), which
could help establish product conformity.

• Shipping when the product is ready to be sold and shipped to a customer.
Examples of traceability data are : batch numbers, shipping numbers, or
serial numbers so as to be able to trace the product back after it left the
factory.

3.2 Blockchain basics and application to traceability

This section presents the fundamental principles of blockchain, and how they
could be applied to traceability.
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3.2.1 Blockchain basics

So as to better understand the blockchain basics, Fig.2 is proposed as a support
for the following definitions.

Blockchain network

A network formed by the computers running the block-chain. Each member of
the network is called a node. This network is also referred to as a distributed
network or a Peer-To-Peer (P2P) network.

Blockchain

The distributed ledger consisting of a growing chain of blocks linked and
secured using cryptographic tools. The idea of block connections by crypto-
graphic chains was introduced by Haber and Stornetta in 1991 [20]. Every
block in the chain contains the hash of the previous block, thus preventing
any data modification and leading to immutability [12]. Thanks to this fun-
damental feature, a block cannot be altered retroactively without altering the
subsequent blocks, thus revealing the manipulation attempt.

Block

The block is the main component of a blockchain. Its structure is divided
into two parts : the header and the body. The header contains the index
(position in the blockchain), the block timestamp in order to make existence-
proof reliable[13], the Merkle root hash (hash of all transactions in the body by
using a Merkle tree), the hash of the previous block which forms the relation
between blocks, the protocol version used by the blockchain network, and the
nonce which is the solution to the consensus algorithm when adding a new
block to the chain. The body contains a list of transactions.

Transaction

The transaction represents the data submitted to the blockchain. They are
stored in the blocks. A block can contain several transactions whose number
depends on a limit defined by the maximum block size. When a user submits
data to the blockchain, the latter generates a transaction and a transaction
hash, which identifies this transaction in the blockchain uniquely.

Consensus Algorithm

As a distributed network, the blockchain does not have any central author-
ity which could ensure a single version of the blockchain, a single truth. The
consensus algorithm precisely allows reliability and trust between the peers
in the blockchain network. Trust is built by using asymmetric cryptography,
which allows the users to deal confidently with the other participants. It con-
sists of several specific objectives, such as coming to an agreement, mandatory
participation of every node in the consensus process, etc. Various consensus
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algorithms exist, one of the most famous being the Proof Of Work used in the
bitcoin blockchain [30].

Proof of Work (POW)

An example of consensus algorithm which is used to select a miner for the
next block generation. The central idea is for nodes to compete in order to
solve a complex mathematical puzzle. The solving process requires a lot of
computational power. However, verifying the solution must be easy for the
other nodes in order to reduce both processing time and additional energy
consumption. The first node which solves the puzzle submits its solution to
the network, and the other nodes verify it. If the solution is valid, the first
miner gets a reward (for example, money in bitcoin blockchain). This reward
aims at encouraging to follow the rules, as there is no gain in breaking them
instead. Proof of Work also contributes in security reinforcement since because
it makes it difficult to alter the data in the blockchain. Indeed, any alteration
of any block would imply mining all subsequent blocks again, which would
require a huge amount of computational power.

Blockchain transactions can be made irreversible and traceable by inte-
grating the blockchain to smart contracts, thus forming a protocol, or more
precisely a self-executing code which allows the performance of transactions
in absence of a third party. It was first designed in order to avoid data tam-
pering by using timestamps. Then, Bayer, Haber and Stornetta introduced
transaction verification and validation by using the Merkle tree. In practice, a
blockchain combines the chain data structure, consensus algorithms, cryptog-
raphy techniques and automated smart contracts. The first blockchain network
initialized in 2008 by Satoshi Nakamoto [30], used a hash function to create
blocks in the chain, so that clients’ or users’ signatures were no longer nec-
essary. This implementation gave birth to the cryptocurrency network called
Bitcoin[20]. Then, smart contracts were introduced in 2010, leading to the
development of Ethereum and Hyperledger. In 2015, the convergence with
decentralized applications started, and multiple research areas were considered
(IoT, supply chain, etc.). Since 2018, various services and databases have been
evolving towards real-time, with the integration of Industry 4.0 applications.

3.2.2 Blockchain application to traceability

Several work on blockchain application to traceability have already been men-
tioned in section 2.3. The blockchain technology is mainly known for its
immutability and transparency, thus making it an accurate solution to address
traceability challenges in Industry 4.0 [24]. However, those features alone are
not enough to address all the concerns related to traceability. Instead, in our
work, immutability will be used as a central feature around which other con-
cepts gravitate to increase their strentgh. Our blockchain approach aims at
ensuring trust among the participating stakeholders, and at providing tremen-
dous advantages for product traceability regarding the following additional
aspects:
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Security

In manufacturing, traceability data are associated with privacy concerns, so
it is important to maintain this privacy in our approach. Moreover, a fac-
tory needs to master the validation process of the blockchain participants
who access its traceability system. Contrary to traditional public blockchain
solutions in which participants may almost be anonymous, a permissioned
blockchain such as the one used in this work, only allows a given number of
authorized users to access and use the blockchain.

Transparency

In a blockchain, each transaction validated generates a transaction hash which
can be reviewed by any participant. This allows verifying that a specific action
was performed in the blockchain at a given moment.

Integrity

Integrity implies maintaining data consistency, accuracy and trustworthiness
along their entire lifecycle. To ensure integrity, the traceability data are hashed,
and the hash is stored inside the blockchain. Since the blockchain is tamper-
proof, the hash can be considered as tamper-proof by extension. Integrity
verification consists in computing the hash of the data, and comparing it with
the original hash stored in the blockchain.

Confidentiality

Transparency does not mean that every information should be disclosed pub-
licly. Indeed, traceability data may contain some private information related to
the manufacturing process. Consequently, we consider that confidential data
must be managed appropriately, for example by being encrypted prior to their
insertion into the blockchain, or by inserting into the latter only some data
derived from the confidential data, instead of the confidential data themselves.
However, the data hash inserted into the blockchain regarding confidential data
must be computed from the original data before encryption or any other oper-
ation. Indeed, the authenticity and integrity will have to be verified regarding
the actual data. In this way, it will be possible to ensure both confidentiality
(through data encryption) and transparency (through derived data and orig-
inal data hash). When derived data is preferred to encryption, the protocol
producing these derived data must be exposed in full transparency, and it must
ensure that the original data cannot be retrieved from derived data. The pro-
tocols proposed in zero-knowledge approaches offer such guarantees. However,
these approaches are complex and may not be practical in the context of man-
ufacturing factory traceability due to the amount of data, and the fact that
these latter are produced in real-time along with the product manufacturing.

Non-repudiation

It ensures that a participant cannot deny any of its actions regarding data and
transactions in the blockchain. Since the participants are authenticated in a
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Fig. 3 Conceptual view of product-centred approach to traceability

permissioned blockchain, specific mechanisms should be introduced in order to
verify and keep a track of data and transaction validation. Such a mechanism
could be the use of digital signatures. Indeed, the latter offers the ability to
sign the data with a private key, and the signature can be verified by anyone
using the corresponding public key.

Fig.3 depicts an application of our approach to product-centred traceabil-
ity. Two traceability stages are represented. During the assembly phase, two
components are added to a compound product, where component A has been
manufactured by a provider, while component B has been made inside the fac-
tory. During the testing phase, conformity tests are executed by the factory,
and produce confidential data. In the middle of the figure, there is the final-
ized product which aggregates all its traceability data with different privacy
concerns (confidential or not) and different participants (provider or factory).
All of these data will be hashed in order to guarantee their integrity later in
the blockchain. However, only confidential data will be encrypted (or derived).

Fig.4 proposes an overview of blockchain application to traceability in our
approach. Firstly, traceability data are generated during the different phases of
the proposed product-centred traceability approach implying different actors
(customer, provider... etc.). Secondly, a processing layer validates, formats and
aggregates the data in order to increase their value, and make their exploita-
tion easier by the users. During this phase, the data are hashed to guarantee
integrity, and encrypted to guarantee confidentiality. Once this stage has been
completed, the data are submitted as transactions to the validator node, which
represents the factory as well as any other member of the private blockchain.
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Fig. 4 Blockchain application to traceability overview

3.3 A Blockchain-based Product-Centred Architecture
for Traceability

This section describes our Blockchain-based Product-centred Confidentiality-
preserving Architecture for Traceability (BPCAT), and the concepts involved.

3.3.1 Architecture overview

BPCAT is an architecture covering two aspects : the product’s traceability
and its integration into the blockchain. This global architecture is depicted
in figure 5, which will be described from top to bottom. Three blockchain
nodes represent the types of players or participants, namely the validator (the
company owning the traceability data), a customer (retailer, final user, etc.)
and a provider (components provider, supplier, etc.) involved in the product’s
traceability. These nodes together form the blockchain network which can be
controlled remotely by a node called the manager node. The latter aims at
giving more control to the factory owner (or a designated operator).

In this blockchain network, a blockchain runs with a copy stored on every
node. The product traceability data saved into the blockchain can be classi-
fied into multiple categories: mono-partner data which are only related to the
manufacturing factory such as product machining data (see fig.1), third-party
component integration data which involve the provider; and billing and ship-
ping data which involve the customer. Some of these data can be confidential,
and will require specific treatment, as detailed in the following sections.
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Fig. 5 BPCAT Architecture Overview

3.3.2 Data structure in the blockchain

In the blockchain, each time a new traceability piece of data is added to a block,
a transaction is created. BPCAT has some prerequisites about how data should
be structured (see fig.6). A typical blockchain transaction always includes a
transaction hash and a timestamp so as to guarantee that an action was per-
formed at a specific time in the blockchain. As mentioned in section 3.2.2, the
transaction hash does not guarantee data integrity. For this reason, BPCAT
also adds the data hash into the transaction. With the data hash, timestamp
and transaction hash, both transaction transparency and data integrity can
be guaranteed to the provider and the customer.

3.3.3 Confidential data management

Confidential traceability data refer to the data the factory owner does not
want to reveal to all the blockchain participants, but that must be included
anyhow in traceability data because they could be necessary as proofs dur-
ing retrospective investigations. Indeed, in order to avoid a conflict with the
transparency usually expected from a blockchain solution, BPCAT manages
confidential data as follows (fig. 7):

• confidential data are encrypted using an encryption method chosen by the
data owner in order to guarantee confidentiality;

• so as to guarantee transparency, BPCAT suggests that any encrypted data
in a transaction should go with a linked information which could assess its
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Fig. 6 BPCAT Data Structure Overview

authenticity and integrity when needed. The hash of the original data before
encryption, or the hash of a piece of data derived from the original data in
a predefined way, may be used to that end. All these data are inserted into
the transaction, and both the timestamp and the transaction hash guarantee
the authenticity and integrity of the entire transaction.

• in case of litigation, a participant can request decryption of the data so that
it could be compared to the hash stored along with it in the blockchain, and
thus establish its authenticity.

Figure 7 shows that encrypted data can only be decrypted by the owner
(here the validator) in order to maintain confidentiality. However, both the
provider and the customer have access to the original data hash, timestamp and
transaction hash, which guarantees integrity, authenticity and transparency.

3.3.4 File management

In order to tackle traceability data volumetric problem which could require
resorting to a cloud storage solution, BPCAT file management policy does not
impose the storage of the files inside the blockchain. Each blockchain partic-
ipant can use an external storage solution (see Fig.8). However, both the file
hash and the file path are stored into the blockchain; the first one in order
to guarantee file integrity and authenticity, and the other to retrieve the file
easily. In this way, any of the players can resort to a Cloud storage if necessary.
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Fig. 7 Confidential Data management in BPCAT

Fig. 8 File Management in BPCAT
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Fig. 9 Data signature and non-repudiation in BPCAT

3.3.5 Data signature and non-repudiation

Regarding traceability, it can be useful to solve litigations where the responsi-
bility of one player is questioned. To that end, digital signatures can be used in
the blockchain as depicted in figure 9. For every blockchain transaction involv-
ing traceability data, every player (validator, customer, provider) involved in
the related product manufacturing stage must sign the transaction. Using their
personal private key, each stakeholder signs a message containing the transac-
tion hash and a timestamp in order to authenticate the signature. Then, once
the digital signature has been computed, it is saved to the blockchain. Non-
repudiation is guaranteed thanks to all the signatures, which can be verified
by anyone using the signing player’s public key.

3.3.6 Security, confidentiality, transparency and
non-repudiation

This section summarizes the techniques used by BPCAT in order to strengthen
trust among partners regarding product traceability. Trust can be consid-
ered as the sum of security, confidentiality, transparency and non-repudiation,
which are the benefits provided by blockchain technology. Fig.10 illustrates
the different techniques used in BPCAT to achieve this objective.

Regarding security, every blockchain participant has its own node with
a dedicated address and private key in order to be clearly authenticated. A
permissioned blockchain is used to perform access control to the blockchain,
and other specific actions. For manufacturing companies, distributed systems
such as blockchain can be difficult to maintain due to a lack of control. For
that reason, BPCAT suggests to add a manager node so as to improve control.
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Fig. 10 Overview of security, confidentiality, transparency and non-repudiation in BPCAT

About confidentiality, the traceability data which are considered as private
must be encrypted. The private key used to encrypt these data must be stored
outside the blockchain in order to make sure that confidentiality does not
entirely rely on the blockchain.

As for transparency, every transaction with traceability data includes the
transaction hash, a timestamp, as well as the data hash, so as to guarantee
data integrity. Thus, in case of litigation, it is possible to recompute the hash
of any involved data, and to compare it with the hash stored in the blockchain.

Concerning non-repudiation, every transaction involving traceability data
is signed by all the participants involved in the related manufacturing stage,
using their private key to generate the signature. This process is performed
automatically, and includes the transaction hash, a timestamp, and the par-
ticipant’s private key. This signature can be verified by any participant, which
makes the authorship/validity of any traceability data impossible to dispute.

4 Implementation of our proposal with
Multichain

In order to evaluate the feasibility of the proposed BPCAT, a prototype has
been developed using the Multichain platform (https://www.multichain.com).
It is an open-source platform mainly designed to build blockchain applications
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Fig. 11 Network architecture in BPCAT implementation

for companies in the context of a private or permissioned blockchain. The
main advantages of this platform are the full control over every aspect of the
blockchain (permission management, consensus algorithms, data storage...),
the possibility to create multiple blockchains, and its ease of use for developers.

4.1 Network and actors

In Multichain, blockchain participants are called ”nodes”, and the blockchain
network is made of connections between these nodes. In BPCAT, the nodes
are like the players’ avatars in the traceability system. The proposed imple-
mentation includes a total of five nodes:

• Validator: Avatar of the factory owning the traceability data;
• Customer: The customer’s avatar;
• Provider: The provider’s avatar;
• Manager: Node controlling the blockchain and the other nodes;
• Archival: Node storing old blockchains, and allowing their exploration.

Fig.11 is a representation of the network architecture including the inter-
actions between the blockchain participants. Three networks are considered:
the blockchain network formed by the blockchain nodes, the company network
in which traceability data are generated and submitted to the blockchain, and
the external network which is an abstraction of all the interactions with the
entities outside the factory.

Hot nodes (validator, customer, provider) constitute the blockchain net-
work and are connected to one another. As the main node, the Validator will
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Fig. 12 Blockchain nodes overview in BPCAT implementation with Multichain

represent the manufacturing factory, and will publish the traceability data.
The Customer and Provider nodes will be the entry points for transparency.
Indeed, they will make it possible for the customer and provider to access
traceability data.

Contrary to the previous nodes, the Manager node refers to a Multichain
cold node: it is an isolated node which is not connected to the blockchain. From
the blockchain’s point of view, this node does not actually ”exist”. Its role
consists in controlling the other hot nodes remotely, and therefore the running
blockchain. The reason for its existence is to address one of the main issues
often mentioned by companies about blockchain, basically: ”blockchain is not
easily manageable due to its decentralized characteristic”. The remote control
consists in starting and stopping other nodes, or more globally starting a new
blockchain. Moreover, it is also responsible for the generation of other nodes’
addresses, private/public keys for data encryption, decryption and signature.
An external Public Key Infrastructure (PKI) chosen by every partners could
ensure some of these features.

The Archival node is dedicated to the storage of old blockchains and gives
the possibility to explore them later. Fig.12 shows the three blockchain nodes
and how they are monitored from the Manager node in Multichain.

Finally, it should be noticed that due to the specific composition of the
blockchain nodes, which gathers the factory and its partners, the consenus
can be simplified in order to avoid useless energy consumption. The nodes
are authenticated and the mining node for each transaction can be clearly
identified through business processes and related smart contracts.

4.2 Chain and storage management

As mentioned previously, Multichain provides an easy way to create and start
new blockchains. In BPCAT, this feature is used as a way to prevent another
drawback of the blockchain technology for Industry 4.0 factories, namely its
”constantly-growing” characteristic. For instance, we suggest a time criterion
which would determine how long a specific blockchain should run before stop-
ping it and starting a new one. In doing so: the size of the blockchains would
be stable, and both data volumetry and storage cost would be easy to esti-
mate and anticipate. Then, keeping the history of the old chains would be
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Fig. 13 Overview of traceability data in BPCAT implementation

handled by the Archival node, and data retention would consist in deleting
the blockchains whose age exceeds a certain number of years according to the
factory’s traceability policy.

4.3 Product data storage

In order to manage and store the data, Multichain proposes an abstraction of
blockchain mechanisms dedicated to data storage and management, which are
called ”streams”. They are a kind of data container working like key stores.
Each data is called an item, and an item is a key-value couple in which each key
is used to index and retrieve a specific item. An item can have multiple keys,
and the same key can be used multiple times. Fig.13 offers an overview of the
way traceability data are organized into the implementation, and the different
data types encountered. They will be detailed in the upcoming sections.

In BPCAT implementation, we use one stream per product in which the
stream’s name could be the product’s serial number or any other unique
attribute. Every product traceability piece of data is packaged as an item
whose keys are its type or category. For every piece of data, the data hash is
stored so that data integrity and authenticity can be verified.

4.4 Confidentiality

In our approach, we consider that the data can be divided into two categories:
confidential and non-confidential data. To manage this difference, confiden-
tial data must be encrypted before their insertion into the blockchain. Figure
14 describes the way data confidentiality is preserved. In the BPCAT imple-
mentation, a hybrid encryption using symmetric encryption (AES 128) and
asymmetric encryption (RSA 2048) is used. First, data are encrypted using



Springer Nature 2021 LATEX template

22 A Blockchain based Confidentiality-Preserving Approach to Traceability

Fig. 14 Management of data confidentiality in BPCAT implementation

a unique random encryption key generated by the symmetric encryption sys-
tem. Then, this encryption key is encrypted with the asymmetric encryption
to produce what is called an Encrypted Encryption key (EE key). The EE key
can only be decrypted by those who possess the related private key. The EE
key is stored in a dedicated stream as a ”Tx Hash-EE key” base, where ”Tx
Hash” is the transaction hash produced when the related encrypted data were
stored into the blockchain. Thus, decrypting data consists in getting the EE
key back from the transaction hash, decrypting it with the asymmetric private
key, and decrypting the data with the decrypted key.

4.5 File management

Product traceability data can take various forms, including that of a file. In
BPCAT, the files are not directly stored into the blockchain. Indeed, the com-
pany is free to choose a storage method which best meets its needs. Fig.15
describes the way traceability files are managed, and how they are intercon-
nected to the traceability data described in the previous section. In the BPCAT
implementation with Multichain, the file information is stored in a dedicated
stream. This stream contains items which are ”file hash-file path” couples.
Finally, to reference the file in the product traceability, the file hash is used.
Every file is associated with a type for filtering purposes.
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Fig. 15 Traceability file management in BPCAT implementation

4.6 Data signature

Multichain offers the possibility for a blockchain participant to sign data, and
also the ability to verify a signature validity. In our approach, the signature
represents the approval of a piece of data by a blockchain player which is
different from the one who published it. Fig.16 shows how signatures are stored
in Multichain, and how they can be made secure and reliable.

Signatures are stored in a dedicated stream, where every item is a ”Tx
Hash-Signature data” couple with ”Tx-Hash” as the transaction hash of the
data about to be signed, and ”Signature data” is a combination of multiple
information used to generate the signature. In order to keep the process secure,
and to guarantee that all the signatures are unique, the signature generation
is based on multiple parameters, which are the timestamp, the ”Tx hash” of
the data to sign, and the address of the involved node. To make sure that only
valid signatures are added to the blockchain, a stream filter allows to verify
the signature before adding it. This allows to keep trustworthiness in both the
core blockchain and the blockchain client application. Fig.17 illustrates the
way data are signed in the BPCAT implementation with Multichain.

4.7 Verifying data integrity

For every traceability data, the raw data hash is also stored. Therefore, it is
possible to guarantee data integrity from the moment they were added to the
blockchain, and any time they are monitored. In our approach, we give any
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Fig. 16 Data signature management in BPCAT implementation

participant the ability to verify data authenticity. For instance, about non-
confidential textual data, it is possible to copy-paste the data and to recompute
the hash directly in Multichain panels. If the computed hash matches with
the stored one, data integrity is verified. Regarding confidential data, two
situations can occur:

• If the author of the request can decrypt the data, nothing differs from the
previous example;

• However, if the author of the request cannot decrypt the data, he/she has
to send a ”decryption request” to the data owner, most likely the company
owning the traceability data. Then, if the request is approved, all he/she
needs to do is to copy-paste the decrypted data, and compare the computed
hash with the stored one.

The process for checking file integrity (see fig.18) is quite similar. It requires
the uploading of the file to be verified in order to compute its hash. Then,
this hash is compared with the stored hash. If both hashes match, the file’s
integrity is guaranteed.
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Fig. 17 Data signature in BPCAT implementation with Multichain

Fig. 18 How to verify file integrity in BPCAT implementation with Multichain
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5 Discussion

5.1 Confidentiality of traceability data

BPCAT resorts to asymmetric cryptography and Public Key Infrastruture
(PKI) in order to ensure confidentiality of the traceability data. These well-
known techniques do not need further evaluations in order to convince of their
efficiency. However, the overall architecture proposed through BPCAT may be
evaluated regarding its efficiency in a manufacturing factory context. Firstly,
though most modern manufacturing operators are familiar with PKI since they
already use certificates for their servers and network, they will need to avoid
internally managed autosigned certificates in order to resort to external PKI
suppliers also acceptable for the other blockchain participants (providers, cus-
tomers, etc.). Secondly, the Encrypted Encryption Key (EE key) generated
by each participant for each confidential data will require a safe and histori-
cized backup in order to guarantee both data protection and recovery. These
additional costs could be avoided using homomorphic encryption, since the
encrypted data would be able to be verified by any third party without the
necessity of decrypting them. We plan to consider such contributions, and
perform further evaluations in comparison with additional other approaches,
notably zero-knowledge proof, in a future work. Finally, we provide in the fol-
lowing sections a preliminary evaluation of BPCAT itself regarding some of
the main challenges raised by the use of blockchain in manufacturing: mining
capability of the blockchain nodes, energy consumption, and storage volume.

5.2 Mining and energy consumption

Reducing energy consumption is one of the challenges regarding blockchain
technology when it comes to big data. The main element related to energy
consumption is the consensus algorithm used in the mining process. In the
case of the bitcoin, for example, the consensus algorithm is the Proof Of Work.
Multichain is a fork of bitcoin core, and has therefore the ability to use Proof
of Work (POW) as well as the round-robin validation scheme. The round-
robin is the default scheme of multichain, and it is based on mining diversity
where the nodes hiring mining permissions will add blocks either randomly
or one after the other depending on the diversity settings. Therefore, there is
no competition in the case of this consensus algorithm. In the case of Proof
Of Work, the nodes will compete to solve a complex mathematical puzzle,
which explains the high energy consumption. In order to illustrate the impact
of the consensus algorithm on energy consumption, a comparison of the CPU
Core usage by Multichain when using Proof Of Work or round-robin scheme is
proposed on fig.19. For every node, two curves are available: POW and Non-
Pow. It can be observed through the benefit written next to the non-pow curve
associated with each player. For instance, using non-pow makes a difference
of -59% for the validator, -83% for the provider and -82% for the customer.
A discussion can be engaged regarding energy consumption. Indeed, if some
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Fig. 19 Multichain Average CPU Core usage: comparison between Proof-of-Work (POW)
and Non-Pow (round robin) mining algorithms

factory owners consider that a blockchain is necessary to its traceability policy,
and that it justifies the related additional energy consumption, some of its
providers and customers may not share their opinion. Currently, BPCAT uses
the round robin scheme in order to save energy for every participating player,
but it could be also decided that only the factory (validator) performs mining
operations so as to spare for both the providers and customers any additional
energy costs due to mining.

5.3 Storage volume optimization

Another challenge related to the blockchain technology is the storage volume.
Since the blockchain is a distributed system, it implies that all participating
nodes must store a copy of the blockchain, thus making the solution less effi-
cient than a centralized system in which the data would be stored only once
(in the factory infrastructure, for example). The following subsections describe
a way for solving this issue through two parameters: reducing the data size
itself, and reducing the volume stored in each node.

5.3.1 Data volume

Multichain provides the possibility to store data as offchain items, which means
that data are stored outside the blocks and referenced by a hash. This choice
is not neutral, as it can be observed in figure 20. Storing multiple itemps
per transaction allows reducing the storage volume necessary, while on-chain
storage requires almost the double of the volume in comparison with off-chain
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Fig. 20 Multichain Offchain vs Onchain storage volume with single/multiple items per
transaction

storage. When data are submitted in offchain, they are internally split into
chunks of fixed size and, for every chunk, a hash is calculated. This process
is similar to IPFS functioning [11]. However, contrary to IPFS which is a
distributed file storage system which can be associated with the blockchain,
Multichain includes this feature natively. The most interesting feature in this
process is that when a chunk with the same hash already exists, it is not stored
twice, and a reference to the existing chunk is created instead. Consequently,
storage space can be saved regarding data with a high similarity rate, since
duplicated data are not stored multiple times. This is illustrated by Fig.21 for
the storage volume optimization according to data variance between the files.

The context is the following: one thousand files of one Megabytes (1MB)
are submitted to Multichain in offchain mode with the individual chunk size
defined at 100 Kilobytes (10 chunks of 100KB for each 1MB file). The curve
labelled as ”Total volume reference” shows the total storage volume necessary
for simply storing the files in a hard disk. The other curves represent seven
situations where the variance between the files ranges from 5% to 100%. A
5% variance means that the 1000 files are only 5% different from one another,
and a 100% variance means that the files are completely different from one
another. The storage volume savings in each situation according to the Total
volume reference is reported as a percentage of reduction on the corresponding
curve. This saving ranges from -90% when the files have only a 5% variance
and +1% when the files are completely different (a 100% variance). In this
latter situation, the volume is higher than the total volume reference due
to the supplementary information introduced by Multichain in file storage
management.
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Fig. 21 Multichain Offchain storage volume optimization based on data variance between
the files

The context of a manufacturing factory implies that the same processes
are repeated over and over, for the same machines and the same products.
Therefore, the probability of finding similiraties between data generated by
product-centred traceability processes is very high. Consequently, the feature
which consists in splitting data into chunks, and not saving twice the same
chunk could allow to reduce the volume necessary to traceability data storage.

5.3.2 Node global storage volume

The other issue is the volume of data stored in every node. The idea that
the blockchain is a distributed register could suggest that every node has to
store exactly the same volume of data in its copy of the blockchain, which is
not completely true. As it was previously mentioned, Multichain can save the
data in streams, thus allowing the blockchain to be used as a general purpose
append-only database providing timestamping, notarization and immutabil-
ity. By default, every node has to store the blocks and transactions hashes.
However, the data stored in the streams imply specific storage management
due to the subscribing feature. Subscribing to a stream implies the indexation
of the entire content of the stream on the node, including the offchain data.
This means that each player has a certain flexibility when choosing the data
to store in their local storage, which can allow to save some storage volume.
To illustrate how far the extent of this flexibility is, fig.22 presents an opti-
mization of the storage volume based on stream subscription in the BPCAT
implementation with Multichain. The context can be described as follows :
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Fig. 22 Multichain node storage volume optimization depending on streams subscription

three specific streams were created for every player, and each one subscribed
to its own stream (validator, customer, and provider). A fourth node called the
”watcher node” was created, but with no subscription to any streams in order
to show the mandatory volume storage needed by any node participating in
the blockchain network.

During the evaluations, ten thousand transactions of 100KB-files were sent
randomly to those created streams. The first curve shows the total volume
stored in the validator which has the highest volume, since it is the one which
has submitted all the transactions (the publishers of any transaction have no
choice but to store their own data). However, the customer and the provider
observe a lower volume in comparison with the validator, respectively -52%
and -73%, since they are not subscribers of all the streams. The watcher node
needs the lowest volume as expected (-99,96% according to the validator’s
storage volume). Thus, by defining clearly the relations between the data and
the players, it is possible to organize them efficiently into streams in order to
save a lot of storage volume on the different nodes. This could facilitate the
participation of external players such as providers, suppliers and customers to
a blockchain based traceability system of a manufacturing factory.

6 Conclusion

We presented a blockchain based traceability solution for manufacturing facto-
ries, which offers an efficient way of providing transparency to all the partners
involved while preserving the confidentiality of their respective critical data.
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The main idea consists in including encrypted confidential data, along with
their hash calculated before encryption into blockchain transactions. In this
way, in case of litigation, the investigators can ask the data owner to access
the confidential data and compare them with the related data validated by
all the blockchain participants in order to establish their authenticity during
the product defect analysis procedure. In order to reduce the delay related to
encryption, and avoid prohibitive storage consumption for traceability files,
only the file hash must be included mandatorily in the blockchain transaction.
The implementation of the proposed concepts and functionalities has been
illustrated using the Multichain blockchain tool. We show that traceability file
storage can be optimized in order to reduce data volume, and the total storage
volume necessary to each node by using Multichain chunk and stream features,
respectively. In our future work, we plan to perform further evaluation of this
solution using real-world manufacturing factory traceability data, in a man-
ufacturing factory simulator especially designed to evaluate blockchain based
traceability system performance and drawbacks in various scenarios.
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