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In this paper, we introduce Ray-Spect (X-Ray-Spectre), a tool for simulating fault injection using parametric degradation of MOSFETs, which is typical of X-ray irradiation. The proposed tool is designed to enable the evaluation of the recently established semi-permanent fault model, where stuckat faults can be induced reversibly. The tool is Python-based and utilizes a parametric injection method into the compact model: it is therefore capable of generating Spectre netlists with custom parameters based on a input description. It is generic and extendable: other types of netlists formats (such as HSPICE) can be easily implemented. Overall, the proposed tool provides a valuable resource to evaluate both the sensitivity of a secure design against fault attacks, and the effects of local ionizing radiation with large flexibility and at a low level of abstraction.

I. INTRODUCTION

In the modern context, an ever increasing number of application domains requires one or several security properties: protecting the confidentiality of the exchanged data, guaranteeing the identity of parties through some sort of authentication, etc. These functionalities can be usually achieved through the use of cryptographic primitives that have been thoroughly analyzed by the academic and scientific community before standardization. Designers and developers have thus only to focus on implementing the specifications of the protocols and of the algorithms.

Nonetheless, actual implementations may be vulnerable to attacks exploiting the fact that the algorithms is executed on a real device. Attacks based on observation of power consumption or electromagnetic emissions are a real threat [START_REF] Randolph | Power side-channel attack analysis: A review of 20 years of study for the layman[END_REF], as well as those exploiting erroneous results due to the occurrence of faults [START_REF] Boneh | On the importance of checking cryptographic protocols for faults (extended abstract)[END_REF]. The perturbation of the device can be achieved through several means: alterations in the power supply or in the clock [START_REF] Korak | On the effects of clock and power supply tampering on two microcontroller platforms[END_REF] inputs, laser [START_REF] Dutertre | Laser fault injection at the cmos 28 nm technology node: an analysis of the fault model[END_REF] or electromagnetic [START_REF] Dehbaoui | Electromagnetic transient faults injection on a hardware and a software implementations of AES[END_REF] pulses, radiations [START_REF] Baumann | Radiation-induced soft errors in advanced semiconductor technologies[END_REF], etc.

Recently, X-Rays have proven to be an interesting and feasible mean to perform fault injection. In [START_REF] Anceau | Nanofocused x-ray beam to reprogram secure circuits[END_REF], authors have shown that performing single transistor attacks is possible *Institute of Engineering Univ. Grenoble Alpes 1 github.com/tebina/ray-spect when using a nanofocused beam, available at a synchrotron radiation facility . In order to prove the feasibility of these attacks through more accessible equipment, laboratory sources were successfully employed in [START_REF] Maingault | Laboratory x-rays operando single bit attacks on flash memory cells[END_REF]. In the latter, the loss of precision of the less capable source was compensated by the use of lead or tungsten masks where microscopic holes where created through Focused Ion Beams (FIB), in order to target specific elements of the integrated circuit.

The fact that ionizing radiation can have an adverse effect on digital circuits is well-known [START_REF] Bagatin | Ionizing Radiation Effects in Electronics: From Memories to Imagers[END_REF]. For this reason, several approaches have been proposed to harden devices that should operate in harsh environment. In general, however, the proposed solutions are based on the fact that the ionizing perturbation is natural and not guided by an external will: this means that the full design may be subject to perturbations, and that they will affect it more or less in a uniform way. In a security context, the attacker may focus the attack on specific regions of the circuit, which may be more vulnerable, or because the information leakage may be exploitable in a more efficient way. Therefore, some regions might be impacted by the radiation source more than others. For this reason, known defensive approaches should be considered under a security point of view [START_REF] Tebina | X-ray fault injection: Reviewing defensive approaches from a security perspective[END_REF].

Under this scenario, we present here a novel free to use tool, named Ray-Spect 1 , that allows the simulation of local parametric degradation in secure circuits. The need for such a tool arises, where attacks on digital circuits are becoming increasingly sophisticated and targeted. Our simulation approach is designed to model various attack scenarios. We aim to provide a comprehensive simulation framework that accurately captures the impact of these attacks on circuit performance, with a particular focus on localized degradation. We apply our flow to attacks based on X-Ray fault injection. In this context, the degradation effects are not limited to one single impact location, nor to the full circuit. On the other hand, the attacker may target regions of the design, either because the focusing capabilities are limited, or because the selected area is of particular interest for a successful attack.

The paper is structured as follow. For ease of comprehen-sion, we first introduce the necessary background on Total Ionizing Radiation (TID) on electronic systems in section II. In section III, we describe the simulation model used by the tool and its electrical equivalent. In section IV, we provide details on the simulation methodology used by Ray-Spect. Additionally, section V presents some use cases of the tool, along with experimental data. Finally, in section VI, we summarize the main ideas discussed in this paper and provide some perspectives for future research.

II. BACKGROUND

TID radiations have an impact on the I d (V G ) characteristic of MOS transistors [START_REF] Bagatin | Ionizing Radiation Effects in Electronics: From Memories to Imagers[END_REF]. This impact can be summarized in 3 parametric shifts of the transistor: a shift in the threshold voltage, an increase in the leakage current, and charge mobility degradation. In case of an N-type FET, the threshold voltage decreases due to the accumulation of negative charge carriers and the formation of parasitic drain-source channels. In case of a P-type FET, the threshold voltage increases (negatively) due to the accumulation of positive charges at the oxide level, which repel other P-type charge carriers from the P-FET channel.

Hole trapping inside the oxide is the basic mechanism behind these phenomena, where positive charges get trapped in defect sites, mainly oxygen vacancies [START_REF] Oldham | Total ionizing dose effects in mos oxides and devices[END_REF]. The formation of interface traps depends on the position of the Fermi level of the silicon and can actively exchange charge carriers with the substrate. Studies have shown that TID-induced short channel effects worsen for N-type MOS and are reduced for P-type MOS, and the shift in threshold voltage increases as channel length decreases: this effect is known as Radiation Induced Short Channel Effects (RISCE) [START_REF] Faccio | Radiation-induced short channel (risce) and narrow channel (rince) effects in 65 and 130 nm mosfets[END_REF]. On the other hand, Radiation Induced Narrow Channel Effects (RINCE) [START_REF] Faccio | Radiation-induced edge effects in deep submicron cmos transistors[END_REF] refer to intra-component leakage that occurs between the source and the drain of the same transistor, while inter-component leakage is caused by the parasitic path of charge carriers formed on the Shallow Trench Isolation (STI) connecting two MOS transistors [START_REF] Sanchez Esqueda | Modeling inter-device leakage in 90 nm bulk cmos devices[END_REF]. This issue becomes more pronounced as the distance between transistors decreases with technology scaling [START_REF] Schrankler | Cmos scaling implications for total dose radiation[END_REF].

The X-Ray Fault Injection model is based on the mechanism of hole trapping. The positive oxide traps that are created at the gate oxide and STI levels attract negative charge carriers in the silicon, the latter ones act as parasitic transistors. Ntype MOSFETs can be forced to conduct permanently, while P-type MOSFETs can be forced to remain permanently open. This effect can be reversed by heat annealing. Figure 1 shows the basic mechanisms of hole and interface trapping, while Figure 2 shows the potential leakage paths that can form in Ntype MOS transistors (N-type FETs are not affected by the STI leakage paths). The positive oxide traps (N OT ) move towards the S I /S I O 2 interface and cause the threshold voltage of the N-FET to decrease (increase for P-FETs). The interface traps (N IT ) degrade the transconductance of the transistor. TID effects can be simplified with an electrical equivalent approach. In the case of a target N-FET, TID-induced leakages can be represented as a parasitic N-FET connected in parallel with the target, with a DC source connected to its gate [START_REF] Sanchez Esqueda | Compact modeling of total ionizing dose and aging effects in mos technologies[END_REF]. Conversely, in the case of a P-FET, the parasitic effects can be represented as another P-FET connected in series to the drain of the target P-FET. Figure 3a and 3b define the schematic representation of the TID-induced parasitic FETs for both PMOS and NMOS targets.

It is worth mentioning that very thin gate oxides are inherently less vulnerable to TID radiation. It has been proven that gate oxides with less than 5 nm thickness can tolerate up to 100 Mrad of ionizing dose [START_REF] Anelli | Radiation tolerant vlsi circuits in standard deep submicron cmos technologies for the lhc experiments: practical design aspects[END_REF], which makes the STI the main contributor to the drain-source leakage. Only N-type FETs are concerned with STI leakages since, in P-type FETs, the substrate is already N-type, and negative charge carriers accumulated at the STI level cannot connect the two P-type diffusions of the PMOS, and no leakage occurs. Therefore, in modern technologies (approximately < 65nm), N-FETs are the most prominent target for the semi-permanent fault model.

The fault model in this paper is a lookup table type of model where the inversion threshold voltage values are extracted from the analog simulation. The threshold voltage of a model is decreased or increased until obtaining the inversion threshold voltage for both the N-FET and P-FET. The inversion voltage is the parameter added or subtracted from the threshold voltage to obtain the inversion threshold voltage V thi-nmos , where the N-FET becomes permanently conductive, and the inversion threshold voltage V thi-pmos , where the P-FET becomes permanently blocked. These values are referred to as the inversion voltage V i-nmos for N-FET, and V i-pmos for the P-FET. The equations 1 and 2 describe the relationship between the inversion threshold voltage and the inversion voltage:

V thi-nmos = V th -i-nmos (1) 
V thi-pmos = V th + V i-pmos (2) 
The inversion voltages V i-pmos and V i-nmos can be then injected into the compact model equations such as the V th0 of BSIM3v3 or BSIM4 models in order to simulate the effects of the semi-permanent model.

IV. SIMULATION FLOW : RAY-SPECT

The tool presented here is purely based on Python, making it highly modular and expandable. It introduces localized parametric degradations that emulate the effects of TID radiation. It can also simulate other types of effects that can be modeled parametrically or by inserting extra components into the SPICE-like netlist. For example, laser or EM fault injection can be easily implemented by inserting current pulse generators at desired locations. This tool is best suited for modifying few to several instances at a time, such as in Xray attacks using laboratory sources. The following section provides a detailed explanation of the functionalities provided by the Ray-Spect tool.

A. Parsing

Ray-Spect follows an object oriented paradigm in order to favour customization. It implements first a Spectre netlist parser, which takes as an input a Cadence Spectre netlist and organises it into a class called NetlistElement. The Netlis-tElement class represents a particular type of network element in a netlist. A NetlistElement instance has a type which can be one of "SubCircuit", "TopInstance", or "Comment". It also has a visited property which states whether the element has been visited already. Each type of component of the netlist is modeled as another sub-class that inherits from NetlistElement. The sub classes that describe the Spectre netlist components are defined as follows: Ray-Spect requires a DEF file as an input, which contains all the informations about the coordinates of each instance on the die, as well as the size of the die itself. A script can be implemented to fetch the the standard cells contained in a certain area of the circuit. The list of the cells-to-be-modified will then be provided to a directed graph generator, where the starting nodes are the fetched instances and the leaf nodes represent the base model of the transistors.

B. Graph generation

This sub-section describes the algorithm used to generate the graph representing the Spectre netlist starting from a given list of instances. The algorithm is used to construct the edges of the directed graph. The definition of the edges depends on the Spectre netlist grammar definition (i.e the grammar of the two types of netlist components: SubCircuit and TopInstance). SubCircuit is the definition of a sub-circuit containing multiple instances of other sub-circuits or the base transistor model. In this case, the edges are defined as the name of the SubCircuit itself, with each of the parent sub-circuits of each instance, whereas TopInstance is the definition of an instance of a sub-circuit that is not inherited by any subcircuit. The definition of the edges in this case is the name of the TopInstance and its parent sub-circuit. Algorithm 1 describes the method used to construct the graph, where all the components of netlist are traversed and a list of visited nodes of the top-instances are kept as excluded nodes in case several starting point instances have the same name in several sub-circuits. 

C. Parameter propagation

In this section, the algorithm used to propagate the parameter into the spectre netlist is described. In order to find the paths of sub-circuits to propagate the parameters, a simple traversal algorithm to find the shortest way to the bottom of the graph can be used, such as the Breadth First Search (BFS) algorithm. The BFS algorithm can be used on the directed graph of the netlist in order to define the paths that start from the fetched instances of the DEF file and end when the base FET component is reached. Once these paths are defined, another algorithm is implemented in order to inject the modified parameters into the parser netlist buffer. These parameters need to comply to the parameter inheritance grammar in the spectre netlist. Fig 6 demonstrates an example of the inheritance across different sub-circuits in the Spectre netlist.

• inv core defines a basic inverter that inherits directly from the BSIM3v3 model of the nmos and the pmos, modn and modp respectively. • vthadd is the parameter that was added into the equations of the base model that represent an increase or a decrease in the threshold voltage value. • vi nmos and vi pmos are the injected threshold values into the sub-circuit IN V 3. If they are not specified in IN V 3, they take their initial value declared in the parent component inv core, 0 in this case. They can also be declared as parameters of IN V 3, and be hence inherited by another higher level component. The propagation algorithm uses as inputs the parsed netlist buffer and the constructed netlist tree from the fetched instances to propagate the parameters by modifying the netlist buffer. It constructs the propagation paths using the BFS algorithm by listing the edges as pairs. By accessing the components of the netlist buffer and each edge of the propagation paths, Algorithm 2 propagates the parameters for one given fetched instance. It can be looped over all the fetched instances.

D. Netlist generation

After propagating the desired parameter over the original netlist, a new netlist can be generated using templates. Ray-Spect uses a Spectre component template to generate a Spectre netlist at a negligible rendering speed. Figure 7 summarizes the design flow of the Ray-Spect tool. 

V. RESULTS AND ANALYSIS

In this section, two case studies are presented. The first one demonstrates the threshold inversion voltage phenomenon using simulated and experimental data from the European Synchrotron Radiation Facility (ESRF) on a 28nm bulk ASIC target. The second case study is an example of using Ray-Spect to simulate local X-ray degradation on the ASIC implementation of a single AES S-Box circuit.

A. Phenomenological Analyses: Simulations vs Experiments

Figures 8a and8b show the target buffer circuit consisting of two successive inverters, IV 1 and IV 2, at the output of a register attacked by X-rays. Figure 8a shows the normal behavior, while Fig. 8b shows the schematic representation of the faulty buffer after TID degradation; in this case, the N-FET of the first inverter was targeted with an X-ray beam.

Table I describes the simulation results of the degradation of the threshold voltage of the target N-FET to achieve the inversion of the output to the logical state "1". The table includes information about the simulation method, using a V th parametric sweep of the model, and their equivalent DC source voltage in the electrical simulation model. The simulation was performed on multiple technology nodes: 350 nm and 65 nm. W/L represents the width and length of the target transistor, V th is the threshold voltage of the target N-FET, V i-nmos is the necessary threshold voltage shift to achieve the inversion, and V model is the equivalent DC voltage provided at the gate of the leakage transistor model to achieve the same effect.

Technology node vdd (V) The X-Ray fault injection campaign was performed at the European Synchrotron Radiation Facility (ESRF) on a 28 nm target at the ID16 B beam-line. The nano-focused beam can be focused up to approximately 50 nm, so imaging of the upper layer of the circuit is necessary to accurately target a single transistor. Fluorescence techniques are used in order to locate the components of the upper metal layer by their material type, and the beam is positioned according to the layout of the circuit and the located upper metals. The buffers were contained in flip-flop structures, in an array of registers. The irradiation of the N-FETs was performed while the target component was in an "ON" state (V GS > 0) and when it was in an "OFF" state (V GS = 0). The results show that the component in an "ON" state requires less ionizing dose to be faulted. This is consistent with the literature, where the positive voltage applied at the gate of the N-FET acts as charge separation medium to prevent the immediate recombination of the generated pairs. The generated negative charges are attracted towards the gate while positive oxide traps are guided towards the S I /S I O 2 interface [START_REF] Lacoe | Improving integrated circuit performance through the application of hardness-by-design methodology[END_REF].

W/L (um) V th (mV) V i-nmos (V) V model (V) AMS350nm 
In this study we provided means to simulate the X-Ray fault injection model on a given technology. The inversion voltage V i-nmos can propagated on a certain number of cells in order to induce the faults using the Ray-Spect tool. While the above modeling deals with one transistor at a time, larger regions can be targeted: the following section provides an example use case to study the sensitivity of a secure design to this fault model.

B. Application to an AES S-Box

In this section, we demonstrate how Ray-Spect can be successfully used to accelerate a secure design analysis, by implementing an 8-bit Rijndael Substitution Box (S-Box) circuit for the Advanced Encryption Standard (AES) (design shown in Fig 10). In this particular example, we used the AMS350 technology based on the BSIM3v3 transistor model to implement the design. We used Ray-Spect to generate 64 Spectre netlists, each of which simulated the state of the target after it was X-Ray irradiated in one of the 64 defined regions. For each region, Ray-Spect decreased the threshold voltage for 

VI. CONCLUSION

This paper discusses the use of the Ray-Spect tool to simulate fault injection attacks on integrated circuits using Xray irradiation. The technique involves reducing the threshold voltage of single target transistors, or group of transistors, in specific regions of the circuit to simulate parametric faults that can be exploited by an attacker. The article compares experimental data on a 28nm targets and the corresponding simulation flow in Ray-Spect. Furthermore, The article presents a case study, where Ray-Spect was used to generate several Spectre netlists, each simulating the irradiated design. Several simulated results have been presented in order to highlight the benefits of the tool. The study shows that the technique can be useful for identifying vulnerabilities in integrated circuits and improving their security. It can be improved in the future by integrating single transistor selection capability, which is layout dependent, and the methodology will be compared against further experimental campaigns in order to strengthen the analysis and the prediction of the parametric correlation.
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 12 Fig. 1: MOSFET structure under an ionizing dose : hole and interface traps formation
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 3 Fig. 3: Electrical model of the semi-permanent fault model
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 4 Fig. 4: Hierarchical description of a Spectre netlist

  Fig 5 represents the grammar description of a SubCircuit component in a Spectre netlist. The TopInstance description is the same as the instances inside a sub-circuit.
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 5 Fig. 5: Spectre sub-circuit grammar description
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 6 Fig. 6: Spectre sub-circuit parameter inheritance grammar description
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 7 Fig. 7: Overview of the design flow of the parametric degradation flow using Ray-Spect
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 8 Fig. 8: (a) Two successive inverters under normal behaviour (b) Schematic view of two successive inverters under faulty behaviour.

  Fig 9 provides the experimental results of targeting the N-FET transistors of a structure identical to Fig 8.
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 9 Fig. 9: Experimental results of single transistor X-Ray irradiation, the error bars are due to the positioning inaccuracies.
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 10 Fig. 10: Schematic and routed view of the implemented circuit
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 11 Fig. 11: (a) 8 × 8 grid representing the 64 region definition (b) Number of fetched instances in each region (c) Number of flipped bits in the output text (d) Total measured leakage current after the irradiation of each region in (uA)

Algorithm 1 :

 1 Generation of the Spectre netlist Graph Data: Parsed Netlist Result: Directed Graph of the Netlist foreach component in parsed netlist do if component.name / ∈ excluded nodes then if component.typeof == "SubCircuit" then foreach inst in component.instances do

	edges.insert([component.name,
	inst.parent])
	else
	if component.typeof == "T opInstance"
	then
	edges.insert([component.name,
	component.parent])
	Graph ← Directed Graph(edges)

Algorithm 2 :

 2 Parameter propagation in the netlist Data: Parsed Netlist, Instances Graph, Target Instance Result: Modified Netlist propagation path ← Graph.find Path(T arget inst) foreach edge in propagation path do if component.typeof == "SubCircuit" then if component.name == edge[0] then foreach inst in component.instances do if inst.name == edge[1] then

	inst.params.insert(param value)
	else
	if inst.parent == edge[1] then
	inst.params.insert(param name)
	else
	if component.typeof == "top instance"
	then
	if component.name == edge[0] then
	component.params.insert(param value)

TABLE I :

 I Simulation results of the X-Ray fault injection on the target N-FET
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