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Abstract A ramp secret sharing scheme is a cryptographic method to encode a secret into multiple shares 
that only from specified subsets of the shares one can recover . In this paper, we construct a strong ramp 

secret sharing scheme based on finite fields.
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I. INTRODUCTION

A secret sharing scheme is a method to encrypt 
secret information into pieces called shares 

each of which has no information of 
secret , but can be decrypted by collecting several 
shares. For example, consider a - threshold 
secret sharing scheme. Any out of shares can 
decrypt secret , but, any or less shares do not 
leak any information of in this secret sharing 
scheme. The original secret sharing scheme [12] and 
Blakley [1] is a - threshold secret sharing 
scheme. It can be explained in two ways. In the case 
of - threshold access structure, we assume 
that every share is equally important, but there are 
cases such that we want to make some shares more 
important than the others. Another extension of 

- threshold secret sharing schemes is the ramp 
secret sharing scheme. Ramp secret sharing 
schemes were proposed independently by Blakley-
Meadows [2] and Yamamoto [13], [14] in 1984. A 
ramp secret sharing scheme is a secret sharing 
scheme with intermediate properties between 
qualified and forbidden sets [4]. In a ramp scheme, 
a secret can be shared among a group of participants 
in such a way that only sets of at least participants 
can reconstruct the secret and participants can 
not [6].

In this work, we first consider a ramp secret 
sharing scheme based on finite fields by using 
representation the elements of finite fields. We 

characterize the access structure of this scheme, 
explain its privacy by means of [3], and analyze the 
security of the scheme.

The rest of the paper is structured as follows. 
Firstly, a summary of the known some results about 
finite fields in Section II. Section III gives necessary 
information about secret sharing schemes. The next 
section describes the scheme and analyses its 
security. The last section collects concluding 
remarks.

II. ALGEBRAIC PRELIMINARIES

We shall begin with the necessary information to 
explain our scheme.

A. Field Extensions

Let be a field. A subset of that is itself a 
field under the operations of . Then, is called an 
extension field of . If , then is a proper 
subfield of .
Definition 1 ([9]).  Let be an extension field of . 
If , considered as a vector space over , is finite 
dimensional, then is called a finite extension of . 
The dimension of the vector space over , it is 
denoted by symbol .

B. Characterization of Finite Fields

For every prime the residue class ring 
forms a finite field with elements which may be 
identified with the Galois field of order . The 
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fields play an important role in general field 
theory since every field of characteristic  must 
contain an isomorphic copy of  and can thus be 
thought of as an extension of , This observation, 
together with the fact that every finite field has 
prime characteristic is fundamental for the 
classification of finite fields. 
Lemma 1 ([9]). Let  be a finite field containing a 
subfield  with  elements. Then  has  
elements, where  
Theorem 1 ([9]). Let  be a finite field. Then  has 

 elements, where the prime  is the characteristic 
of  and  is the degree of  over its prime 
subfield. 
Theorem 2 ([9]). (Subfield Criterion) Let  be the 
finite field with  elements. Then every 
subfield of  has order , where  is a positive 
divisor of . Conversely, if  is a positive divisor 
of , then there is exactly one subfield of with  
elements. 

C. Representation of Elements of Finite Fields 

There are different ways of representing the 
elements of a finite field  with  elements, 
where  is the characteristic of . We examine one 
of them. 

We know that  is a simple algebraic extension 
of . In fact, if  is an irreducible polynomial in 

 of degree , then  has a root of  in  and 
so . Therefore, every element of  can 
be uniquely expressed as a polynomial in  over  
of degree less than . 

III. SECRET SHARING SCHEMES 

Secret sharing has been a subject of study for over 
30 years. It is important that a secret key, passwords, 
informations of the map of a secret place, or an 
important chemical formula, etc. must be kept 
secret. One of the ways of solving this problem is to 
employ secret sharing schemes. The main problem 
for a secret sharing is to divide the secret into pieces 
instead of storing the whole. A secret sharing 
scheme is a way of distributing a secret among a 
finite set of people such that only some 
distinguished subsets of these subsets is called the 
access structure of the scheme. 

A. Ramp Secret Sharing Schemes 

A ramp secret sharing scheme is a cryptographic 
method to encode a secret  into multiple shares 

 so that only from specified subsets of 
the shares one can recover . The encoding is in 
general probabilistic, meaning that to each secret  
there corresponds a collection of possible share 
vectors .  

Ramp secret sharing schemes have a trade-off 
between security and coding efficiency [2], [8], 
[11], [14]. For example, in the - threshold 
ramp secret sharing scheme, we can recover  from 
randomly  or more shares, but no information of  
can be obtained from  or less shares [2], [7]. 
Moreover, any  shares leak out about  for 

 If , then this - 
threshold secret sharing scheme means the ordinal 

- threshold ramp secret sharing scheme. If a 
ramp secret sharing scheme does not leak out any 
part of a secret explicitly from any randomly  
shares, , then this scheme is called a 
strong ramp secret sharing scheme [5]. 

Geil et al. examined the following definition [3]: 
A linear ramp secret sharing scheme is said to 

have - privacy if from no set of size  one can 
deduce any information about the secret, but from 
some set of size  can recover some information 
about it. 

IV. THE SCHEME 

In this section, we examine a strong ramp secret 
sharing scheme based on finite fields. 

Consider a finite field , where ,  is 
prime,  is a positive integer. It is clear that 

. We know that every element of  can be 
represented by 

and it can be 
written  elements in this way. These elements are 
also represented as a vector ( , 

 
Let the  be the set of 

all shares and the secret  be any 
element of  has into multiple shares 

. Suppose that any coordinate of  is 

known. There are altogether  shares 

whose any coordinate is nonzero element of . So, 
out of shares can recover the secret 

by combining their shares as follows. 
 

 
In this scheme,  must be at least 2. Because if 

 then we get an ordinal - threshold 
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secret sharing scheme. If  say, with 
 shares group together they 

can guess the secret with probability 

 

If  is a small number, in this case the number of 
shares recovering the secret will be reduced and the 
worst case for security. So, if  is big enough, then 
the security will be better. 
Proposition 1. The finite field  determines a 

- ramp secret sharing scheme for 
 and  is prime. 

Proof. There are  shares since 
 is the set of all shares and  

vectors whose any coordinate is nonzero element of 
. The secret  multiple shares . In 

this scheme,  out of  shares can 
recover the secret by using structure of a finite field. 
Corollary 1. The ramp secret sharing scheme based 
on finite fields is a strong ramp secret sharing 
scheme. 
Proof. In this scheme, it does not leak out any part 
of a secret explicitly from any arbitrarily 

 shares for  So, it is also a strong 
ramp secret sharing scheme. 
Corollary 2. The ramp secret sharing scheme 
satisfied the hypothesis of Proposition 1 is said to 
have  privacy. 
Proof. It is clear that  
shares can recover the secret, but  
elements can not. 
Corollary 3. The number of elements of access 
structure is  and the number of total 
sharing is  
Proof. Each  has into multiple  shares. There are 

 shares recovering the secret in our 
scheme. So, the number of total sharing is 

 It is seen that  shares can 
recover the secret. These shares are also the 
elements in the access structure. 
Numerical Example 1. Let  be the secret space. 
Consider the polynomial  which 
is irreducible over . Let  be a root of . We know 
that if  is an irreducible polynomial over 

 of degree 4, then by adjoining a root of  to , 
we get a finite field with  elements. We also know 
that each element of  can be represented by 

,  and it 
can be written  elements in this way. These 

elements are also represented as a vector 
 So,  

 
 

and therefore 
0=(0000), 1=(1000), ,  

   
    

  
 =(1001). 

  Let the secret be   Suppose that the 
first coordinate is known, that is 1. We also know 
that there are altogether  vectors 
whose first coordinate is nonzero. Since one of them 
is the secret, the remaining 8-1=7 vectors can 
recover the secret by combining their shares by 
using the vector addition in the finite field. 

 
Therefore, it is seen that  
If we would knew that the second coordinate is 
nonzero and chosen such vectors, then we could the 
secret in this way. 
This scheme is also a (7, 4, 16)- ramp secret sharing 
scheme. 
Numerical Example 2. Let  be the secret 
space. Consider the polynomial 

 which is irreducible over . By adjoining a 
root of  to , it is obtained the finite field 

 with  elements. Furthermore, each 
element of  can be represented by , 

 and it can be written 9 elements in this 
way. These elements are represented as a vector 

 So, 
 

and 
0=(00), 1=(10), 2=(20),  

  
  

Let the secret be  Assume that the 
first coordinate is known, that is 2. We also know 
that there are altogether  vectors 
whose first coordinate is 2. Since one of them is the 
secret, remaining 3-1=2 vectors can recover the 
secret by combining their shares as follows. 
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If we would knew that the second coordinate is 1 
and chosen such vectors, then we could 
reconstructed the secret in this way. 

This scheme is a (2, 2, 9)- ramp secret sharing 
scheme. 

A. Security Analysis 

We analyze the security of our scheme in this 
section. It can be examined from the following 
different views. 

1) From the subfield criterion we know that every 
finite field  has a subfield as , if  is a 
positive divisor of . But the elements of 
subfield can not recover the secret. Because 
the secret  and each secret  into 
multiple shares. Hence each element of 
subfield is length of . This means the 
elements of subfield have no properties that 
recovering the secret. 

2) In our scheme,  out of  
participants can reach the secret but 

 can not. At result, we can say that this ramp 
secret sharing scheme is very reliable. 

V. CONCLUSION 

In the present article, we have constructed a strong 
ramp secret sharing scheme based on finite fields. 
Possible attacks have been considered. As a result 
of this we have said that this scheme is reliable. 
Moreover, our scheme has the following useful 
advantages: 

1) The shares are elements of a finite field can 
distribute to participants and then they use the 
structure of a finite field to recover the secret. 

2) Even if the finite field has a subfield, the 
elements of subfield can not reconstruct the 
secret since these elements have no properties 
of the main finite field. 
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