N

N

When in-core DIFT faces fault injection attacks
William Pensec, Vianney Lapotre, Guy Gogniat

» To cite this version:

William Pensec, Vianney Lapotre, Guy Gogniat. When in-core DIFT faces fault injection attacks.
RISC-V Summit Europe 2023,, Jun 2023, Barcelone, Spain. 2023. hal-04132319

HAL Id: hal-04132319
https://hal.science/hal-04132319

Submitted on 19 Jun 2023

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-04132319
https://hal.archives-ouvertes.fr

Universite
Bretagne Sud

When in-core DIFT faces fault
Injection attacks
William PENSEC, Vianney LAPOTRE, Guy GOGNIAT

Lab-STICC, UMR 6285, Université Bretagne Sud, Lorient, France
firstname.lastname@univ-ubs.fr

Information Flow Tracking in a RISC-V g

Different types of IFT [1, 2]: :
e Static or Dynamic ? ALY
e Software, hardware (in-core, off-core [3] T -

(dedicated CPU, co-processor)) or mixed [}

Three steps Levels of IFT PP I T T
e Tag initialization e OS level . ]
e Tag propagation e Application level : } vour onv er |
e Tag verification e LOow |evel S I . | L ﬁ.

 D-RI5CY Y i

in-core
CONTROLLER

............................................................................................................................................................................

D-RI5CY [4] has been developed by researchers from Columbia University, New
York, and University of Turin (ltaly).

Physical Attacks against DIFT

We consider an attacker able to:
e combine software and physical attacks to defeat the DIFT mechanism,
e Inject faults in registers associated to the DIFT-related components: set to O, set to 1, a bit-flip at a random position of the targeted

register.
Cycle 1 i Cycle 2 i Cycle 3 i Cycle 4 i E Controller } Reg File Tag
Fetch jalr vers shellcode i Décode jalr vers shellcode i Fetch lere instruction shellcode i Fetch 2nde instruction shellcode i p N ctrl_fsm_cs E rf_reg[1] } ' IF Stage }
' Décode lere instruction shellcode ! ID St.:age ’ >o ] || ifvalido
Banc de regist | . bIF };ta — ) i IF Stage
anc de registres i | ! i i —ij \instr_rdata_id_o[G:O]
lregﬁle_data_ra_id_t:ag — E— \—r
ID_stage i i i . instrvalid-id o 4{ Decoder }
ljump_target_o_tag i | | JCE;I‘:_rlz_];l]:j L jump_target_mux_sel_o
IF _stage fetch-addr-n-tag : : " Controller | B
l i i L jump_done_q ) >°1} Ii_:;i_g: }
IF_stage i pcidlotag i \ Coifszzli_ter / >of
, : ID Stage
. . : . . . : . E pc-set_o_tag }7 IF Stage
1llega1_1nsr?_dec_d1ft r ID_stage llllegalmsn(ﬂecdlft E peifotag 1 IF Stage }
: : | if_valid_o
: : 'L rstn
- Controller  Euc_controller | !
i i CSR IF Stage
I I £0X701 : tcr_q[21]1 { pc_id_o_tag }
| |
. (Fetch : 0Oxc : galr x0,x1, )+ (Fetch : Oxc : addi sp, sp, - ) P .-
l Eetcode? Oiggc].- addZ - l ]1?2; e o . (Fetch : Os6fc : addi sp, sp, -16 | + |Fetch: 05700 - swre,12(sp) | |
: sp,sp,128 . | Decode : 0z¢30 : jalr z0,z1,0 . | Decode O0xc30 : jalr x0,z1,0 . |Decode : Oz6fc : addi sp, sp, :
. | Execute : 0zc28 : lw . | Execute : Oxc2c : addi sp, sp, . | Execute : |16 : [ ID Stage }
: s0,120(sp) | 128 . |WB : 0zc2c : addi sp, sp, 128 | [Execute:: I illegal-insn_dec_dift
i \WB : 0xc24 : lw ra, 124 (sp) ) i \WB 2 0xc28 : lw s0,120(sp) ) i ) . i WB :
Tag propagation in a buffer overflow attack Logic description of the exception driving in a buffer overflow attack
Results
We used fault injection simulations to evaluate 137140 ns 137180 ns 137220 ns 137260 ns 137300 ns
the sensitivity of DIFT at cycle-accurate and bit- setto0 settol setto0 settol bitflip setto0 bitflip setto0 bitflip set to 0
f reg[1] v v
Crash NSTR Delay Success Total tcr g S S S S S S
Buffer overflow 0 940 17 15(s54% 972 tPr_q v v v v
Fault simulations end status Buffer overflow: success per reqister, fault type and simulation time
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