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Introduction

This communication considers the problem of modeling the mechanism of risk analysis (assessment and management) of a network of complex systems. One of main attributes of complexity is interactions ; indeed, interactions between systems in a network have the effect of propagating and even amplifying effects of local disturbances. Two types of interactions are commonly encountered : the influence that can be described by an acyclic hierarchical relationships graph of the interacting systems and the interdependence for which the graphical representation of relationships allows loops (see [START_REF] Tchangani | Decision Support System for Complex Systems Risk Assessment with Bayesian Networks[END_REF][START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF][START_REF] Tchangani | Modelling Inoperability Propagation Mechanism in Interdependent Systems[END_REF]). As stated in [START_REF] Newton | Managing Project Risk[END_REF] concerning projects management, "every project involves risks and every project needs to have a management strategy for dealing with threats and opportunities represented by each risk" ; this assertion can apply to almost any human activity (that is a complex system) as uncertainty is inherent to it. Risk analysis of human activities becomes therefore an important issue that must be addressed with appropriate scientific tools and methods (see [START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF] for more details and mathematical tools used to this end). Today, an ever-increasing number of professionals and managers in industry, government, and academia are devoting a larger portion of their time and resources to the task of improving their approach to, and understanding of, risk-based decision making [START_REF] Tchangani | Decision Support System for Complex Systems Risk Assessment with Bayesian Networks[END_REF]. Integration of risk factor in decision making or risk informed decision making is receiving a great attention by researchers and decision makers in many socieconomic domains [START_REF] Tchangani | Decision Support System for Complex Systems Risk Assessment with Bayesian Networks[END_REF]. But to address correctly important risks, decision makers must consider discriminating or categorizing them ; this process consists basically in assigning them to predefined classes or categories that is nominaly classifiying them [START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF]. Steps in risk analysis process are described in sections below.

Risk assessment

Risk assessment is organized around two main activities : risk identification (looking for what can go wrong) and risk evaluation mainly evaluation of severity (the impact of things that going wrong on the complex system) considered in subsequent sections.

Risk identification and evaluation

In terms of risk assessment, risky attributes that characterize any activity, system or decision may come from different horizons ; so before starting any activity or implementing any decision, one must identify all potential threats using different methods and tools such as (see [START_REF] Newton | Managing Project Risk[END_REF]) : i) documentation reviews, ii) assumptions analysis, iii) fishbone diagrams, and iv) SWOT (Strength, Weakness, Opportunities, Threats) analysis. The main purpose of these approaches is to have an answer to the following triple questions [START_REF] Haimes | Risk Filtering, Ranking, and Management Framework Using Hierarchical Holographic Modeling[END_REF] : i) what can go wrong ?, ii) what is the likelihood that it would go wrong ?, and, what are the consequences ? Answers to these questions help risk analysts identify, measure, quantify, and evaluate risks and their consequences and impacts. Technically speaking, risk is jointly associated with the likelihood (probability) of something (a risky attribute or event) happening and the impact (severity, gravity of that thing) which arises if it does actually happen. Thus and formerly, the risk R u (a i ) related to an attribute a i of an activity or decision u is defined by two measures : the probability of occurrence P r(a i ) of that attribute and its severity σ(u/a i ) (impact of a i on the activity or system u). The severity measures the negative impact on the activity that is generally expressed by the amount of some losses (economic loss, lives loss, etc.) or by the probability of no satisfaction of objectives. In the literature risk is defined by the measure known as the criticality that is the product of the probability of occurrence and the severity ; thus the measure x i (u) of risk related to attribute a i on activity u is given by x i (u) = R u (a i ) = P r(a i )σ(u/a i ). Finally each activity or object u will be completely characterized by its risk vector x(u) wich dimension is equal to the number of risky attributes. The following subsection go further in the process of evaluating the severity σ(u/a i ) of the attribute a i on the considered activity u.

Severity evaluation process

The process of evaluating the severity σ(u/a i ) of an attribute a i may be not straightforward in general ; indeed, elicitation process begins by establishing a primary list of risky attribute which evaluation will characterize the concerned activity as defined by vector x(u). But, in practice one may need to split each primary attribute into many other sub attributes hierarchically until an operational level (a level where one can assign a score to attributes severity) is reached (see [START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF] for details). One possible tool in the literature that permits to evaluate interactions between entities or attributes is the so called «DEcision-Making Trial and Evaluation Laboratory» or DEMATEL technique for short [START_REF] Fontela | DEMATEL 1976 Report[END_REF][START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF]. From the total interaction matrix T obtained by DEMATEL method from interdependence graph, one can determine some indexes (namely the dispatching index d i and receiving index r i for attribute i) that can be used to estimate the power or the influence degree of each attribute, see [START_REF] Fontela | DEMATEL 1976 Report[END_REF].

d i = n j=1 T [i, j] ; r i = n j=1 T [j, i] (1) 
The importance of attributes at each level can be analyzed using d i + r i and d i -r i as they convey following properties : d i + r i represents relationships importance or connectivity degree of attribute a i and d i -r i represents the influence degree and characterizes the attribute a i as a dispatcher or a receiver depending on the sign of d i -r i . Connectivity degree d i + r i and influence degree d i -r i can be used to categorize attributes for management purpose.

Risk scoring

Decision regarding the considered activity will depend on the risk category, class, or score it belongs to as defined by the organization. Thus, when risky attributes are elicited and evaluated, one must consider classifying the activity into the appropriate class. At this stage one disposes of attributes vector x for the risk of u. Subsequent steps are : i) definition and characterization of risk classes ; ii) definition of relationship between classes and attributes according to their evaluation score ; iii) aggregation of the relationship strength between classes and attributes ; iv) final scoring may necessitate the intervention of mangers to define some parameters [START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF]. Once the process of scoring risk is ended, one can consider going further in risk analysis by considering risk management.

Risk management is decision making under uncertainty ; it consists in defining control variables or management actions that are things or procedures that can be realized in order to achieve objectives ; it seeks therefore answering questions such as the following ones [START_REF] Haimes | Risk Filtering, Ranking, and Management Framework Using Hierarchical Holographic Modeling[END_REF] : what can be done ? what are available options ? what are associated trade offs, etc.. Risk management actions will act primarily on risky attributes identified in the previous section. For this purpose DEMATEL analysis presented in the previous section can be very useful to optimize and organize how to effectively control risky attributes. Indeed, from the influence degree d -r and connectivity degree d + r obtained from DEMATEL analysis, one can categorize attributes as (see [START_REF] Tchangani | Bipolar Fuzzy Nominal Classification (BFNC) Framework. Application to Risk Analysis[END_REF]) : i) Attributes with high influence degree and high connectivity degree (HIHC attributes) ; ii) Attributes with high influence degree and low connectivity degree (HILC attributes) ; iii) Attributes with low influence degree and high connectivity degree (LIHC attributes) ; and iv) Attributes with low influence degree and low connectivity degree (LILC attributes). An influence graph can be deduced to obtain what is known in the literature as influential network relation map (INRM) [START_REF] Wang | DEMATEL-based model to improve the performance in a matrix organization[END_REF] which is a directed acyclic graph (DAG). To this end, we propose to use the following procedure to determine wether attribute a i does influence attribute a j or not by defining the parametr δ ij = (d i -r i ) -(d j -r j ) that measures the extent to which attribute a i does influence attribute a j ; to avoid no significant influence, one may set up a threshold δ * > 0 so that attribute a i is considered to influencing attribute a j if and only if δ ij > δ * .

Conclusion

Modeling interactions in complex networked systems is a major challenge for researchers interested in risk analysis of complex systems or decisions. The modelling of interactions and the propagation of the effects of local disturbances is an extremely complicated subject that requires the development of scientific tools and methods to deal with it. This communication tried to establish a framework for analysing the risks associated with these systems and in particular the modelling of their interactions. It goes without saying that what is proposed in this communication can and must go further in several directions : improving the challenge of the definion and quantification of interactions, aggregation of effects between exogenous and internal input signals of disturbances in a system for the assessment of risk following a local disturbance.