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Computational diplomacy, the application of digital and computational methods to the study and practice of
international negotiations, presents unique challenges compared to most other fields in the computational hu-
manities and social sciences. Among them are the necessity of responsiveness when handling crises, the need to
anticipate and respond to adversarial behavior, or the need for secrecy in dealing with sensitive information. In

this paper, we propose an agenda to address these challenges, and evaluate the feasibility of the various tasks that
could be assigned to computational diplomacy. While most analysis tools seem almost ready to use, the avail-
ability and reliability of diplomacy-related data remains a major concern.

1. The specificities of computational diplomacy

The recent emergence of computational diplomacy might appear to
be a new but well- tracked approach. The application of digital then
computational methods to the humanities and the social sciences have
led to the rapid development of computational humanities [1] and
computational social science [2] in the past few decades. Many chal-
lenges that compu- tational diplomacy should face are thus likely to
have been mostly addressed elsewhere, and could be tackled with the
help of researchers from these fields. "Computational International Re-
lations" [3], a scholarly field studying the history and political science of
past and cur- rent international relations, is actually considered as
belonging to the computational social sciences, and should obviously
share objects and methods with Computational Diplomacy. Some of the
tasks that Computational Diplomacy will have to perform have to do
with Computational International Relations. Even if, as Vincent Pouliot
and Jérémie Cornut stated, "diplomatic studies have long been the poor
child of International Relations (IR) theory" [4], they still belong to this
field, and are attracting an ever-growing attention. Going beyond
interesting but punctual historical relations of a specific event, or tes-
timonies and texts by practitioners has become the ambition of IR spe-
cialists in the past decade, who are trying to build larger theories about
diplomacy [5]. The application of computational methods to diplomatic
studies could help researchers to get a grasp on wider-scale or longer-
term phenomena, thus accompanying this new movement in diplomatic
studies. This would be no different that what happened in other fields in
the humanities and social sciences such as literature [6], history [7] etc.,
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which took advantage of new technical possibilities to develop or
consolidate broader theories.

But it is obvious that we expect different things from Computational
Diplomacy than a purely academic production. Diplomacy is not a sci-
entific discipline per se, but rather a practice, a foreign policy tool
among others, such as economic sanctions or outright war. And while
the military [8,9] or economic [10] institutions already largely use
computational methods to help their decisions, diplomacy seems to lie
behind.

Methods developed by Computational Diplomacy and the results
they yield should thus be usable to support the work of diplomats and
decision-makers. Among the goals that can be set for this new discipline
are tasks such as understanding and predicting the behavior of other
states, the possible outcomes of a crisis, supporting diplomatic negoti-
ations by helping to analyze complex situations, or monitoring the
enforcement of international agreements.

Beyond the variety and huge amount of data needed, the challenge in
collecting it for diplomatic decision-making is ensuring that the data is
accurate, reliable, and up-to-date. This can be difficult because diplo-
matic issues often entail sensitive information and involve multiple
stakeholders with different perspectives and agendas. Three major dif-
ferences could thus differentiate computational diplomacy from a large
part of the computational humani- ties and social sciences:

1. The possibility of adversarial behavior: not every document
analyzed in compu- tational diplomacy is made to deceive. But di-
plomacy obviously involves a large part of strategy. Assessing the
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authenticity of some documents, or the presence of false information
is thus crucial to the reliability of the whole analysis.

2. The need for speed: handling an international crisis often requires
quick responses, and even a slight delay in action can have dramatic
consequences. The processing time cannot be the same as for a purely
scholarly publication in computational social science or digital hu-
manities. Having already the majority of the databases needed for
our study ready should thus be a major preoccupation. Among those
databases are numerical data, but also a huge amount of texts,
written by the diplomats themselves, as well as by the governments
involved in an international disputes, or by their citizens.

3. Secrecy: Many documents that would be invaluable for analyses are
simply not avail- able to researchers. The articles 24 ("The archives
and documents of the mission shall be inviolable at any time and
wherever they maybe. ") and 27 (regarding the diplomatic bag and
diplomatic courier) of the 1961 Vienna Convention on Diplomatic
Relations [11] protect on principle this secrecy. Beyond governments
legitimate claims to secrecy for actual safety or strategic reasons,
other parties involved in diplomatic negotiations can decide not to
give access to some data or documents to researchers, fearing that
some strategic information would be inferred about them, even from
less sensitive documents.

In this regard, Computational Diplomacy has a lot in common with
public health research, where medical secrecy limits on principle some
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access to information, where adversarial behavior is to be expected by
some parties involved, and for which timely outputs can be more than
necessary. Making texts available, editing them properly and according
to standards, authenticating them and identifying or profiling their
author(s): those actually are the main tasks of the philologist. In that
regard, a lot of what has to be done in the next years in the field of
computational diplomacy should thus use or adapt a lot of the tools
developed for "computational philology". Based on our experience with
these two fields, are we already prepared to handle computational di-
plomacy? We imagine here a series of steps through which a diplomacy-
related document should go through (Fig. 1) before being used for a
computational diplomacy research, and try to assess the difficulties to
come.

2. How ready are our sources ?

Many sources necessary for Computational Diplomacy can be
collected through proce- dures usual elsewhere in Computational Social
Science. If we want to analyze negotiations as "two-level games" [12],
both international and international, we might be tempted to gather
information on social movements or public opinion from social networks
data, or socio-economic data from surveys and public databases. That
kind of data could prove es- sential to the analysis of an international
negotiation, to assess its expected profitability, or to understand the
chance that the population and various actors involved beyond govern-
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Fig. 1. Computational philology for diplomacy: a proposed workflow.
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ments will or not accept its outcome. But the challenges of gathering and
analyzing these data are well-known. We thus focus here on sources
specific to the field.

2.1. Documents from States and International Organizations

Following a wider effort for archives’ digitization, institutions linked
to diplomacy have made available a more and more important number
of documents online. The number and the nature of these documents
differs a lot, but even the countries which invested the most do not
provide sufficient sources for easily performed computational analyses.

In France, the Ministere des Affaires des Etrangeres created with the
French National Library’s digitial intiative Gallica a "Bibliotheque dip-
lomatique numérique", opened in 2018. It encompasses a large collec-
tion coming from both the French National Library and the Foreign
Affair Ministry: treaties, conventions, national and intergovernmental
official pub- lications, but also a lot of documents regarding diplomatic
history or diplomats themselves. In Canada for instance, the numerous
sources available online on the "Global Affairs Canada Digital Library"
are searchable PDFs, which allows for good information retrieval online.
These more than 30.000 online pieces of archive are rarely available for
the most recent years (one match only for documents coming from the
past two years). The reason for this is probably two-fold: possible
confidentiality issues, but more generally, the time to process docu-
ments which are not fed directly in a digital form, but rather printed
then scanned.

Scanned documents shared as PDFs are also the norm for the USA,
Swiss, UN digital archives. Unfortunately, that kind of documents adds a
lot of pre-processing work that can be extremely time-consuming. They
raise a large number of problems, from poor / old digitization, poorly
opened book deforming the transcripts of parliamentary deates [13],
stamps over the text, complex templates [14], manuscript notes in the
margins etc. Getting around these apparently simple problems can
become a nightmare for researchers in general, but all the more un-
bearable if we think of large-scale and fast operations.

This survey is of course not exhaustive. It nonetheless allows us to
highlight certain points. First of all, making digital documents freely
available takes a long time, and sources that could legally be accessible
to the general public only become so several months or years later. This
is understandable, of course, as digitization and online availability by
cultural heritage institutions necessarily takes time. But this could get in
the way of certain applica- tions requiring the analysis of documents in
"real time". Adapting the process of archiving could be necessary:
providing natively digital document straight to an electronic archive
harvestable by researchers seems the only feasible option. This is already
the case for docu- ments such as the United Kingdom parliamentary
debates, through the online Hansard [15], for French laws and parlia-
mentary debates with Legifrance [16]. Why not imagining a simi- lar
system for the international institutions ? That kind of electronic archive
could also help to solve problems of secrecy: some of the less sensitive
documents, officially not open to the public, could be treated directly
through the platform, in the same way as copyrighted texts on Hathitrust
[17]: you cannot see the texts, but you can compute and export aggre-
gates related to them. When are the moments in recent years when a
specific topic has been the most discussed in closed negotiations ? Even
if I cannot access the transcripts of negotiations themselves, I could be
able to get the information through the platform. Table 1.

The other possibility, much more costly, is of course that researchers
would handle them- selves the digitization and automated transcription
of the relevant documents. A handful of scholarly initiatives have helped
to make other sources available. More than 7000 coun- try statements
from the General Debate at the United Nations have for instance recently
been digitized and analyzed [18], and fostered the development and
testing of dedicated NLP tools [19]. A collaboration between different
American universities helped build the Freedom of Information Archive
Database, gathering around 3 million documents, mostly regarding the
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Table 1
Diplomatical texts: examples of digital sources made available by official
institutions.

COUNTRY FORMAT PDF and automated
OCR, not always
reliable

CANADA Searchable PDF PDF and automated
OCR, not always
reliable

FRANCE Scans and PDF docu- ments. PDF and automated

Automated OCR provided, but ~ OCR, not always
hardly reli- able reliable

SWITZERLAND Selection of archives tran- PDF and automated

scribed and edited in
collections (PDF easily
OCRed). Other sources in raw
PDF

Searchable scans and PDF

OCR, not always
reliable

UNITED NATIONS Official Document

(UN) documents System

WORLD HEALTH PDF and automated OCR, not Institutional Repository
ORGA-NIZATION always reliable for Information Sharing
(WHO) (IRIS)

United States diplomacy during the XXth century - some documents
dating back to as early as the XVIIth century, the most recent dating from
2013 [20]. Regardless of these incredibly helpful initiatives, the amount
of work to be done remains gigantic, and the lack of availability of the
most recent documents prevents computational diplomacy to provide
actual hands-on use cases using those texts.

2.2. The "new international relations" and the need to see beyond
institutions

The context of the "new international relations" has made the debates
surrounding any particular dispute more complex than ever. The
resurgence in recent decades of bilateral negotiations in parallel with
multilateral negotiations, the multiplication of actors involved (infra-
national institutions, NGOs, chambers of commerce etc.) and the
development of corporate diplomacy make it more and more difficult to
analyze each debate as a whole. Readiness thus means being able to
analyze data coming from a wide array of institutions. Harvesting the
web in search for opinions in the public, political leaders etc. is a process
widely known and used elsewhere in the computational social sciences.
But to reach actual readiness, we would need to extend the same pro-
cesses as for international organizations to relevant NGOs, municipal-
ities etc. involved in actual diplomatic actions.

3. How ready are our tools ?

Analyzing most of the data we need to handle in computational di-
plomacy compares to what is already done elsewhere in computational
social sciences (Natural Language Process- ing, network analysis, pre-
dictive algorithms etc.). But even regarding the specific challenges faced
by computational analysis such as adversarial behavior, we most likely
seem to be ready.

Assessing the authenticity of certain sensitive documents will mostly
be a task best per- formed of the intelligence services advising each state.
But these private assessments are not necessarily sincerely shared (nor
shared at all) with the relevant partners. Most importantly, they might
not even have been performed at all, some misdirections or false docu-
ments being provided even in contexts task possibly considered of
relatively minor importance. Purely scholarly projects will thus need to
helping practitioners, or even more transparent and internationally-led
intelligence initiative such as the UN Peacekeeping intiative [21], to as-
sess the quality of the data they are provided with could be task well fit
for the field of computational diplomacy. And some reliable and rather
fast running tools already exist.
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3.1. Authorship attribution

Authorship attribution or stylometry is meant to identify the author
of a text by studying its linguistic properties. While it has found many
applications in the humanities [22-24], it recently went on to be used in
courts of justice [25,26], or in journalistic investiga- tions [27,28]. The
computational complexity of the task is rarely a problem, but the
interpretation of the results can take some time: most Al-based analyses
rely on easily interpretable methods [29], to be sure that the attribution
is made on a set linguistically relevant features, rather than on topics
evoked in the documents, typographic variations etc.

3.2. Detecting deepfakes

A growing threat for international safety, as recent examples during
the war in Ukraine have shown [30], deepfakes could be detected [31]
through procedures recently proposed to protect World Leaders [32].

3.3. Detecting fake news and profiling

Beyond the authenticity of a document, the quality of his content of
matters a lot for the evaluation of a decision. Fake news detection al-
gorithms could thus be of some use, especially as this recent field has
very rapidly progressed. Recent benchmarks now show that an accuracy
above 95% is to be expected [33]. The ever-changing nature of misin-
formation however makes the fight for accurate detection a
never-ending fight [34]. More generally, profiling documents [35] could
help understand the type of documents we are provided: has it been
written by a corporation or an association ? by a single individual or a
collective? by a young student or by the person who signed the docu-
ment ? The performance vary depending on the complexity of the task,
but Fl-score are also regularly past the 95%.

4. Conclusion

Sophisticated data analysis techniques are at our disposal to ensure
the quality of diplomacy-related data, and to make sense of complex and
rapidly changing situations. But the main challenge remains to collect
and properly disseminating data. Creating an infrastructure helping to
respect the secrecy of certain documents while being able to com- pute
on them, where institutions would routinely deposit their archives in
electronic format would certainly be a cost-efficient and operational
solution to a series of otherwise complex problems. Only then will we be
able to design research protocols helpful for diplomatic decision-
making.
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