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INSTITUT D’ÉLECTRONIQUE ET DE TÉLÉCOMMUNICATIONS DE RENNES

SEC-V Project: Methodology and organization

WP 1 – Dynamic code transformation unit

On-the-fly decoding modification/alteration 

Dynamic instrumentation

Instruction set tailoring/customization/adaptation

WP 2 – Micro-architectural modifications

Alternative approaches to traditional caches (scratchpads, TCM) 

Dynamic cache management

Inserting execution noise (access instructions for example)

First analysis and protection of the 
micro-architecture of a RISC-V core

CVA6 Core

• Features:

o ISA : RV64GC

o 6-stage pipeline partially out-of-order (Execute Stage)

o Single issue

Micro-architecture analysis

• Vulnerabilities targeted by side-channel attacks and 
covert channels:

• Kocher, Paul, et al. "Spectre attacks: Exploiting speculative execution. 
"Communications of the ACM“(2020)

• Ge, Qian, et al. "A survey of microarchitectural timing attacks and countermeasures on 
contemporary hardware." Journal of Cryptographic Engineering (2018)

• 2-bit local dynamic Branch Predictor:

• Load-Store Unit and Cache Interface
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WP 3 – Dynamic control of the architecture adaptation

Detection of abnormal behavior

Dynamic code transformation unit control

WP 4 – Prototype and evaluation

Inclusion in the CVA6 core of the OpenHW Group

Assessment (indicators and metrics) of security levels

WP2WP1 WP3 WP4

• Security strategies:

➢ Monitoring : detection of contexts favorable to side-channels attacks and/or covert channels

➢ Dynamic management : micro-architectural defenses and micro-decoder

➢ Deployment of a complete solution on target, while preserving performance

• Data cache :
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