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Abstract. Nowadays, there is no tool that provides a global, permanent
and “real time” view of road freight transport flows. However, this type of
mapping is already available for air and sea traffic and could be useful to
transport companies, e.g., setting up logistics hubs in strategic locations,
and to public authorities, e.g., quickly knowing the impact of regulations,
the contribution to congestion, or the impact of emissions. This kind of
tool could obviously make information about road freight traffic more
accessible, and allow for the consolidation of flows at both the interurban
and urban levels to help decarbonize freight transport and logistics. The
main contribution of this paper aims to provide a design sketch of an
observatory of road freight transport flows based on signalling data from
mobile network, which is accurate enough for that type of study and
which does not require any supplementary installation of application
on mobile devices. This kind of observatory is therefore related to the
concept of Physical Internet through its objectives. This observatory will
have to ensure privacy and business confidentiality by respecting the
constraints set by the General Data Protection Regulation (GDPR) and
the ePrivacy directive, i.e., a short-term anonymization in the French
case. Thus, the second contribution of this paper is a literature review
on the methods that could be useful to solve these questions.

Keywords: Privacy - Anonymization - Business Confidentiality - Mobile Net-
work Data - Road Freight Transport

1 Introduction

Roads are currently the most common freight transport mode in France. Indeed,
in 2020, the ton.kilometer share of road transport represented 89.1% of land
transport excluding pipelines, while rail transport represented 9.0% and inland
waterway transport 1.9% [11]. However, there is less public data and global



models for road freight transport compared to other sectors (air or maritime
transport). This limits the action of public actors, potentially represents a limit
for road freight transport actors and restricts academic research to a fragmented
vision.

This work aims to provide a design sketch of a dynamic observatory of road
freight transport in France. The goal of such an observatory is to obtain a near-
real-time inventory of freight transport flows across the country and an end-to-
end vision of these flows. This observatory will initially focus on interurban trans-
port, and then on urban transport, as most urban deliveries are made by light
commercial vehicles, which are harder to identify because they can be related to
a wider variety of behaviours and uses (hence the less strict regulations for the
latter). It is based on signalling data from Orange’s mobile network collected
by observation probes on a regular basis. The signalling data of a device, also
called mobile trace, is a time-stamped sequence of events (usually calls, SMS,
data connection, network re-selection) occurring on a network antenna whose
position is known. It is basically trajectory micro-data as defined in [17], i.e.,
information about single individuals that describe their spatiotemporal trajecto-
ries. These trajectories are sequences of geographical positions of the monitored
individuals over time except that here we do not have access to precise positions
but to network cells positions, i.e., the positions of the network cells (defined
by an antenna of the network and its coverage area) which the user connects to
through time.

Signalling data have already proven their great potential in different fields [6],
especially in the study of human mobility [28] and road traffic [7]. In particular,
some works using signalling data have tried to classify vehicle types [20], to
study congestion and traffic states [19, 15] or even to estimate vehicle speeds [10].
However, these kind of studies are often very local, e.g., they focus on a highway
segment or on one city center and to the best of our knowledge there is no work
targeting a business sector and the vehicle uses related to this sector as we are
trying to do with the road freight transport sector.

The observatory sketched here aims to improve the accessibility and qual-
ity of information on transport flows across all the country. In the long run, it
could help to promote the best behaviours (reduction of empty trips, pooling,
logistics networks interconnection) and thus increase the efficiency and sustain-
ability of freight transport. These objectives match those of the Physical Inter-
net concept [3], which is, in logistics, an open global logistics system founded
on physical, digital, and operational interconnectivity, through encapsulation,
interfaces and protocols, intended to replace current logistical models. The aim
of the sketched observatory is not to model [25] or simulate freight transport on
a national scale [12], but to observe it, by collecting a large amount of quality
data and generate statistical indicators while respecting privacy and business
confidentiality. This objective can be divided into two parts:

e Provide global statistics at the finest possible spatial-temporal granularity
while respecting the anonymization constraints imposed by the GDPR, the
ePrivacy directive and their respective versions in France, Spain and Belgium



to ensure privacy and business confidentiality. This is the main objective and
would constitute a dynamic real-time observatory of road freight transport
flows nationwide.

e Provide more specific statistics with consent of the interested industrial ac-
tors. This would allow specific marketing analyses in comparison with the
global data of the observatory (carbon footprint estimation, estimated mar-
ket share, etc.) and would lead to partnership optimizations between eco-
nomic actors.

The main objective of the observatory of freight transport flows is to show
counting of trucks on various origin-destinations, zones of interest or road seg-
ments, augmented with various statistical indicators such as counts or density
in a logistic zone or on a specific road, pollution estimations, or some points of
interests. To achieve this goal an interesting way is to compute origin-destination
matrices [8] for road freight traffic that ensure privacy, using probabilistic data
structures for example [1]. In order to produce useful estimates for the transport
sector, it is necessary to propose a methodology for classifying objects and their
behaviours. We have to propose an algorithm that can both predict the class
(e.g., truck, Light Commercial Vehicle) of a new object while assigning it to a
group of objects of the same class with similar spatial-temporal behaviours [26].
This methodology would be based on supervised and unsupervised incremental
clustering techniques [4].

Particular attention will be paid to compliance with the requirements of the
European GDPR and the new ePrivacy directive [16]. Especially in France, at-
tention will be paid to compliance with the “Loi Informatique et Libertés” and
the “Code des Postes et Télécommunications Electroniques”. In particular, all
the algorithms must be applicable to a history of events whose retention period
is limited by a legal constraint. The legal constraints due to the GDPR and
more specifically by the ePrivacy directive in Europe could be different from
one country to another but in France, mobile signalling events can be processed
only if an irreversible short-term anonymization is carried out. The short-term
anonymization terminology refers to a French legal constraint imposed by the
“Commission Nationale de 'Informatique et des Libertés” (CNIL). In our case,
we have a “short” time to do all the necessary treatments to go from raw sig-
nalling data to the publication of aggregate statistics that respects privacy and
business confindentiality, and then delete raw data (which is personal). This
“short” time is a result of a negotiation with the CNIL, and for works about
human mobility that could be useful for cities, public organizations they usu-
ally give a time of 15 minutes. Moreover, in the case of signalling data, when
users appears in the dataset we only have access to a “short” history of their
personal data (usually around 15 minutes too). This short-term anonymization
constraint does not exists in other European countries as Spain and Belgium,
so when we will reach our goal in France it will be easier to adapt our work to
other countries.

This rest of this paper is organized as follows. Section 2 describes some re-
lated work concerning privacy and business confidentiality in our case, section 3



presents our methodology to solve the problem, and section 4 draws conclusions
and outline areas of future work.

2 State of the Art

Signalling data concerns all types of connected objects such as connected watches
or industrial production equipment but we do not use signalling data from
drivers’ devices or transport management systems (TMS) data. In fact, we use
in-vehicle IoT modems (2G/3G/4G) which are devices that receive wireless data
from remote sensors and forward these data to a different communications for-
mat. However, using signalling data corresponding to road freight vehicles re-
mains a privacy issue, even if this is not the data from the vehicle driver’s phone.
For example, if an attacker knows the location of a freight vehicle, he knows in-
directly the location of its driver. The common practice of pseudonymization
approach which consists of removing identifiers and replacing them with dummy
identifiers is not sufficient. More precisely it has been shown that a small number
of locations can be used to identify individuals with a high probability [14]. A
difference can be made between two ideas of privacy protection: the protection
of business confidentiality and the protection of personal information. To under-
stand the problem of business confidentiality it is important to know that the
trips and routes of freight vehicles are essential in the business model of freight
companies. For example, well known homogeneity issues can occur if multiple
trucks of the same company are counted on a road segment. As another example,
we could consider a warehouse, and the freight flows flowing in. If an attacker
deduces all the business partners of this warehouse thanks to the origins of
these freight flows, there is a confidentiality issue. All the statistics published
from signalling data have to be anonymized [13] and in France the methods
used for creating the observatory of freight flows have to satisfy the short-term
anonymization constraint defined in Section 1, be applied in real time and be
adapted to streaming data.

We are close to a situation of privacy-preserving data publishing (PPDP)
of trajectory micro-data databases which recommends that databases should be
transformed prior to publication in potentially hostile environments, so as to
grant that the published data remains useful while individual privacy is pre-
served [17]. Therefore literature in this domain is a good start for our work.
Fiore et al. in [17] explains that in the case of trajectory micro-data publishing,
databases of millions of records are mined offline, and the challenge is ensuring
that their circulation does not pose a threat to user privacy, but retains data
utility. In the case of Location Based Systems (LBS), single (geo-referenced and
time-stamped) queries generated by mobile devices must be processed in real-
time, and the objective is location privacy, i.e., ensuring that such a process pre-
serves users’ privacy by preventing the service provider from locating users. This
difference leads to very diverse attacker models and anonymization techniques
for the two scenarios. Indeed, Xiao and Xiong [29] and Bindschaedler et al. [5]
have shown that individual spatiotemporal points anonymized via solutions for



location privacy are still vulnerable to attacks when their time-ordered sequence
is considered, i.e., when they are treated as a spatiotemporal trajectory. Fiore et
al. propose in [17] the first survey that provides a literature overview that com-
prehensively addresses trajectory micro-data privacy. They explored the attacks
against trajectory micro-data that allow re-identifying users, the anonymization
of trajectory micro-data, i.e., the counter measures against privacy threats, and
discuss open issues and research opportunities.

However, we may not try to publish anonymized trajectory databases but
databases containing origin-destinations, statistical indicators and aggregate statis-
tics about the original trajectory micro-data databases instead. Moreover, our
techniques must satisfy a short-term anonymization constraint and will have to
be applied in real-time to streaming data. Therefore, the main problem we are
trying to address is the privacy preserving data publication of aggregate statistics
from trajectory micro-data taking in account spatial and temporal dimensions,
adapted to the case of streaming data (in real time) and respecting short-term
anonymization constraints. We could add to this problem statement that the
trajectories should be constrained by a road network.

To the best of our knowledge, the two main methods that could be adapted to
achieve our goal are differentially private synthetic trajectory datasets preserv-
ing the statistics of originals datasets [23, 18] and differential privacy methods
adapted to streaming data [21,9,27]. In what follows, we develop some ideas
used to generate some differentially private trajectory datasets.

As explained in [17], differential privacy can be ensured by a different process
where some representation of the original trajectory micro-data is randomized
so as to meet differential privacy constraints, and synthetic trajectories are de-
rived from such representations. Then, databases of synthetic trajectories can be
distributed with strong privacy guarantees. The two main approaches here are
representing trajectory datasets as trees [18] or as probability distributions [23].

The first idea is to model the original database as a prefix tree, i.e., a hi-
erarchical structure where trajectories are grouped based on matching location
subsequences whose length grows with tree depth. A privacy-preserving version
of the prefix tree is then obtained by considering multiple levels of spatial gener-
alization, and adding noise to the nodes. Following an iterative process nodes are
created for all locations at the highest level of generalization, as children of each
leaf from the previous iteration. Then, Laplacian noise is added to the count of
trajectories associated to each generalized node at the current prefix tree layer.
Finally, nodes with a noisy count below a tunable threshold are not expanded
further, while nodes with noisy counts above threshold generate children nodes
for all locations at the following level of generalization. The process is repeated
from the second step above until a user-defined tree height is reached with Lapla-
cian noises set so that the total privacy budget is equally divided across all tree
and nodes. The tree is then pruned so that only nodes at the lowest level of gen-
eralization are preserved. The noisy counts associated to such nodes are made
consistent across levels, ensuring that the count of each node is not less than
the sum of counts of its children nodes. Finally, the synthetic trajectories are



generated by visiting the resulting prefix tree. He et al. in [18] demonstrate that
the approaches above work well with coarse trajectories defined on small loca-
tion domains, but fail to scale to realistic database with large geographical span.
Therefore, the authors propose to generate multiple prefix trees, each referring to
a different spatial resolution. Each transition in a trajectory contributes to one
specific tree, based on the travelled distance (i.e., low-resolution trees for long
distances, and high-resolution trees for short distances). This results in multiple
trees with a very small branching factor each, and in a significant reduction of
the overall number of counts maintained. Then, the usual procedure of adding
Laplace noise to counts, pruning the prefix trees, and extracting the synthetic
trajectories is followed. In this last step, the authors also adopt an original sam-
pling technique that allow preserving the correct directionality in the output
trajectories. The proposed solution, named Differentially Private Trajectories
(DPT), is evaluated with both real and synthetic datasets that are queried for
distributions of diameters and trips, and for frequent sequential patterns.

The second idea is to create a differentially private synthetic trajectory gen-
erator that does not rely on a tree model of the original trajectory micro-data.
Instead, DP-WHERE [23] performs the following steps: derives a number of dis-
tributions that describe different statistical features of the movements in the
original trajectory database, such as the spatial distribution of home and work
locations, or the number of spatiotemporal points in a trajectory; adds Laplacian
noise to such distributions; extracts realizations from the noisy distributions to
generate synthetic trajectories. The synthetic movement data produced by DP-
WHERE is proven to preserve population density distributions over time, as well
as daily ranges of commutes in the reference area.

Orange already uses methods that satisfy a short term anonymization con-
straint to calculate aggregate statistics of mobility from signalling data. These
methods are mainly based on structures of probabilistic sets and k-anonymity [24],
and satisfy a short term anonymization constraint at every steps of the process
(e.g., during the creation of probabilistic sets that respects k-anonymity and
when publishing aggregated statistics). The limits of these methods could be
usual attacks to break k-anonymity by using extended knowledge or by com-
bining some of the probabilistic sets created. However, the data used to create
statistics is often not precise spatial-temporal location but is blurred in time (due
to short-term anonymization constraint) and space (a certain area size) so even
if an attack is successful, the utility of this data that leaks seems not very high.
Moreover, raw data and created data are secure at every step of the process. It
could be very useful to dig into these methods and try to create probabilistic sets
such as in [1, 2] in order to calculate aggregate statistics with union, intersection
of these sets, or tests of membership in them.

3 Methodology

In the following section, we sketch an approach to create an observatory of road
freight transport flows which respects privacy and business confidentiality. First,



we describe globally the areas of interest, then we present the different phases
and technical steps of our project work, and finally we discuss how we intent to
solve the short-term anonymization problem in our case.

3.1 Areas of interest

We study in parallel the different areas listed below.

The quality of the raw material, i.e., the IoT modems traces: spatio-temporal
uncertainties, sample characteristics, perspectives of evolution, pros and cons
compared to other data sources.

The legal framework of signalling data processing and its evolution: GDPR,
ePrivacy directive, and their respective versions in France, then in Spain and
Belgium. The differences in practice depending on the context, research or op-
erational. The feasibility of real-time processing for short-term anonymization.

Modelling steps needed to increase the data source’s utility: increase in spa-
tiotemporal accuracy, dynamic correction of sample biases, data science compat-
ible with “On Line” and “Off Line” processing.

Software processing tools: finding a suitable software stack (big data and data
science), defining target infrastructures to provide the service.

Business Ezxploration: be able to make demos, prototypes to target B2B, B2G
or B2R, carry out discussions on various business plans.

3.2 Phases and technical steps

There are two main phases of technical work which are presented below.

Research phase: This is the design of the processing of pseudonymised data
awaiting for anonymization. The aim is to define the main operations that will
serve as specifications for the transition to operations. The use of pseudonymised
data is allowed only in the research phase, because this method of privacy pro-
tection is weaker than the anonymization process (irreversible by definition).

Operational transition phase: This is the design of the real-time data pro-
cessing for short-time anonymization. Here, we seek to satisfy the specifications
of the first phase under a constraint of short time anonymization.

Our methodology for estimate and visualise freight traffic is summarised in
Figure 1. Then, we detail the six different steps.

. Extrapolated
Mobile Enriched Labelled

" Business
.(::::!ss) Traces variables Raw Indicators Indicators

Estimate &

Validate Visualise

Sourcing Model Target Aggregate

Fig. 1. Technical steps of the sketched approach.



Source: Design of a dataset capture and processing architecture. Adapt this
architecture for the operational transition phase. The output of this part is a
dataset containing IoT modems traces (events).

Model: Modelling on longitudinal data with the aim of reducing spatial uncer-
tainties, estimating mobility conditions, and creating more reliable trajectories
from mobile network data. The work carried out in this step uses simulations of
signal propagation and probabilistic mapping of devices’ pick-up by network an-
tennas. GPS tracks from fleets of consenting partners can be used as validation
data. We then obtain enriched IoT modems traces (more precise position, more
precise speed, in particular). This part has been the main area of interest for this
first year of work, and two patents have been filed. However, we do not detail
this work here because it is not related to privacy and business confidentiality.

Target: Creation of trips, mapping, prediction of vehicles types and identifi-
cation of behaviours and uses. In this part, we can use supervised incremental
clustering methods. We thus obtain groups of traces associated with an origin,
a destination, places and times of breaks, a use, a type of vehicle, and possi-
bly other behavioural variables. We can obtain business variables (which will
characterise uses) and useful variables for the estimation of indicators by group
(for example, travel speed or intensity of signalling on the network). We could
also use GPS data from willing partners to validate this part (trip creation, spa-
tiotemporal mapping). This part has been the second mail area of interest for
this first year of work, and we are now able to detect some typical behaviors for
vehicles and we will link these behaviors with vehicle types (heavy trucks, light
freight vehicles) thanks to labelled data from partners.

Aggregate: Use clustering methods to generate new groups of traces that
satisfy anonymization constraints. Compute indicators corresponding to the dif-
ferent aggregates, maximise the aggregates’ meaning, and construct specific ag-
gregates for subsequent correction. This aggregation allows us to obtain raw
indicators,, i.e., statistics representative of certain types of vehicles and uses.

Estimate and Validate: Creation of reference spatio-temporal data, develop-
ment of a model for the transition from the sample studied to the total pop-
ulation, errors estimations and validation, feedback on the parameters of the
“Aggregate” and “Target” parts. The additional data useful for the transition
from the sample studied to the total population, for the validation and for the
errors estimation would be, for example, ticketing data or usual traffic measure-
ment data [22] as magnetic counting loops. Through statistical indicators and a
database of aggregates associated with origins, destinations, locations and break
times, uses, type of vehicles, etc, we obtain an estimate of the overall freight
traffic across the country.

Visualise: Show data and indicators obtained in the previous part, carry out
a state of the art on the specific data visualisation of moving connected object
flows and find a suitable solution for our visualisation question. Then make
adjustments in contact with potential users (e.g. economic actors, cities, freight
transport companies) in order to make sure that the tool developed is useful for



them. Finally, find additional data sources that may be useful for the analysis
and the calculation of new indicators such as pollution or congestion.

3.3 Short-term anonymization considerations

The database obtained at the end of the “Estimate and Validate” part and the
method to create it must respect privacy and business confidentiality. It is pos-
sible to integrate anonymization constraints into several steps, e.g., adding noise
in an origin-destination matrix (with uses and other behavioural variables) cre-
ated in the “Target” part, adding noise in the clusters of uses in the “Target” or
“Aggregate” part, adding noise within each aggregate in the “Aggregate” part,
adding or leaving noise in the enriched IoT modems traces resulting from the
“Model” part. Privacy constraints are easier to apply in the “Aggregate” part.
We could use aggregates based on k-anonymity, methods based on differential
privacy or any other method based on those cited in Section 2 such as [23,18]
because our datasets are quite similar to the ones used in these approaches. The
main adaptations to these two methods could be to take in account the temporal
dimension in trees or distribution approaches and to constrain all trajectories in
a road network. However, because of the research experience at Orange in prob-
abilistic sets that respect privacy, we will probably concentrate on approaches
mixing probabilistic sets and differential privacy, as in [1, 2]. The kind of attacker
we will consider is one with nearly unlimited computing power, and we want to
prevent reconstruction attacks, i.e., if an attacker have some side knowledge (for
example he knows that a user is in the raw data and have some of his locations),
can he reconstruct his trajectory with the aggregate statistics that we publish?
Concerning the evaluation of our approach, the private counts of trucks should
be “not too far” from the real counts, at every time slot (temporal granularity
still to be defined), and we have multiple choices of metrics to measure a dis-
tance between those counts and define an appropriate threshold. Unfortunately,
we cannot make clear the time we can retain data legally because it depends on
the CNIL decision. However, we can consider the time granted usually for this
type of applications, which is around 15 minutes.

4 Summary and Future Research

In this paper we proposed an approach to create an observatory of road freight
transport flows based on traces on the cellular network of IoT modems in ve-
hicles. This observatory has to respect anonymization constraints to protect
privacy and business confidentiality. The work is divided in two parts: a re-
search phase and an operational phase. We proposed a methodology in six steps
(Source, Model, Target, Aggregate, Estimate and Validate, Visualise) to create
such an observatory during the research phase. For the moment, we have made
good progress in speed, direction and mobility state estimations from signalling
data (in the “Model” step), in identifying typical behaviours of vehicles in our
datasets (in the “Target” step), in identifying and studying various data sources
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that could be useful to correct and validate our estimations on freight traffic (in
the “Estimate and Validate” step), in visualisation of moving objects’ flows (not
associated to freight transport for the moment) and in the calculation of some
basic indicators about these flows.

This work will continue during at least two years at Orange Labs and in the
future we will continue to explore in depth the “Target”, “Aggregate” which are
essential to obtain a functional observatory. It is also essential to implement an
approach that will be compliant with the anonymization constraints we need to
respect in order to ensure privacy and business confidentiality. Anonymization
is one of the main focuses of our work for the next two years and we already
participated in the DARC hackathon at the workshop APVP 2021, where we had
to protect and attack trajectory datasets, in order to improve our knowledge in
this domain.
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