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Abstract. We introduce SQIsignHD, a new post-quantum digital sig-
nature scheme inspired by SQIsign. SQIsignHD exploits the recent al-
gorithmic breakthrough underlying the attack on SIDH, which allows
to efficiently represent isogenies of arbitrary degrees as components of a
higher dimensional isogeny. SQIsignHD overcomes the main drawbacks
of SQIsign. First, it scales well to high security levels, since the public
parameters for SQIsignHD are easy to generate: the characteristic of the
underlying field needs only be of the form 273/ —1. Second, the signing
procedure is simpler and more efficient. Our signing procedure imple-
mented in C runs in 28 ms, which is a significant improvement compared
to SQISign. Third, the scheme is easier to analyse, allowing for a much
more compelling security reduction. Finally, the signature sizes are even
more compact than (the already record-breaking) SQIsign, with com-
pressed signatures as small as 109 bytes for the post-quantum NIST-1
level of security. These advantages may come at the expense of the veri-
fication, which now requires the computation of an isogeny in dimension
4, a task whose optimised cost is still uncertain, as it has been the focus
of very little attention. Our experimental sagemath implementation of
the verification runs in around 600 ms, indicating the potential cryp-
tographic interest of dimension 4 isogenies after optimisations and low
level implementation.
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1 Introduction

Isogeny-based cryptography has been a promising area of research in post-
quantum cryptography since Couveignes, Rostovtsev and Stolbunov introduced
the first key exchange using ordinary isogenies [Cou06; RS06]. Schemes from
this family often distinguish themselves by their compactness, in particular
with respect to key sizes. It is notably the case of the digital signature scheme
SQIlsign [DKLPW20; FLLW23], the most compact post-quantum signature scheme
by a decent margin. However, efficiency has been a recurring challenge for
isogeny-based schemes, and indeed, SQIsign is much slower than other post-
quantum signatures.

In this paper, we introduce SQIsignHD, a new digital signature scheme de-
rived from SQIsign. As in [GPS20], SQIsign uses the Deuring correspondence
between supersingular elliptic curves and quaternion orders. This Deuring cor-
respondence is a powerful tool to construct cryptosystems because it is one way:
it is easy to turn an order into the corresponding elliptic curve, but the con-
verse direction is the presumably hard supersingular endomorphism ring prob-
lem [EHLMP18; Wes22]. In SQlsign, the signer’s public key is a supersingu-
lar elliptic curve, and a signature effectively proves that the signer knows the
associated quaternion order. This requires algorithms to translate between or-
ders (and ideals in these orders) and elliptic curves (and isogenies from these
curves). This translation is costly, and crucially requires the ideals (or isogenies)
to have smooth norms (or degrees). The original methods have been improved
upon [FLLW23], but that remains the bottleneck of SQIsign. Another issue with
SQIsign is its scalability to higher security levels. Indeed, to set public parame-
ters, one needs to find a prime p such that p?> — 1 has a very large smooth factor.
Searching for such primes p becomes harder as the security level grows, and is
still an active area of research [CMN21; BSC+22; Ahr23]. Besides, the security
of SQIsign relies on the fact that signatures are computationally indistinguish-
able from random isogenies of fixed powersmooth degrees. There is no known
formal proof of this ad hoc heuristic assumption.

The new scheme SQIsignHD follows a similar outline as SQIsign, but resolves
its main drawbacks by fundamentally reforging the computational approach. The
main ingredient is the ground-breaking technique that has recently led to the
downfall of SIDH [CD23; MMPPW23; Rob23b]. Namely, these attacks use a
lemma due to Kani [Kan97] combined with Zahrin’s trick, which allows one
to “embed” any isogeny into an isogeny of higher dimension. As remarked in
[Rob22], this technique allows one to describe an isogeny by listing only the
image of a few well-chosen points; from this description, one can efficiently eval-
uate the isogeny on any other point, regardless of the factorisation pattern of
the underlying isogeny. This newly gained freedom on usable isogenies unlocks
challenges in efficiency, security, and scalability.

(©IACR 2024. This article is a minor revision of the version published by Springer-
Verlag available at [DOI].
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Our contribution. We introduce the digital signature scheme SQIsignHD.
It leverages recent algorithmic breakthroughs [CD23; MMPPW23; Rob23b] to
overcome the main drawbacks of SQIsign. It has the following advantages:

— SQIsignHD scales well to high security levels. Indeed, while SQIsign requires
a search for primes p with strong constraints, the primes used in SQIsignHD
may be of the form ¢2/3/ " — 1, where ¢ is some (preferably small) cofactor.
Such primes, already used in SIDH [JD11], are easy to find, and allow for
efficient field arithmetic.

— The signing procedure of SQIsignHD is simpler and more efficient than
SQIsign. Let us stress that no high dimensional isogeny needs to be computed
when signing. Our proof-of-concept implementation, which still lacks many
standard optimisations, is already about ten times faster than the fastest
SQIlsign implementation. This is discussed in further detail in Section 6.2.

— SQIsignHD is easier to analyse, allowing for a much more compelling security
reduction to the supersingular endomorphism problem. Unlike in SQIsign,
our proof of the zero-knowledge property in SQIsignHD relies on simple and
plausible heuristic assumptions. In fact, we propose two variants of SQIsign,
one of which is less efficient but benefits from a heuristic-free analysis. In
both cases, the zero-knowledge property is based on a simulator which is
given access to a non-standard oracle. We carefully discuss the impact of
this oracle on the supersingular endomorphism problem.

— SQIlsignHD signatures are even more compact than SQIsign, as they are only
6.5\ bits long, for A bits of security. In particular, they are as small as 109
bytes for the NIST-1 security level. SQIsign already had the most compact
signature and public keys combined of all post-quantum signature schemes,
and SQIsignHD breaks this record.

These advantages may come at the expense of the verification, which now re-
quires the computation of a chain of 2-isogenies in dimension 4 (or 8 in the
less efficient variant). We provide an algorithm for the verification, and an ex-
perimental implementation in sagemath [The23a; 22]. An optimised low-level
implementation is left for future work, hence the true cost of verification is still
uncertain. The verification in SQIsign also requires the computation of a (longer!)
chain of 2-isogenies, but only in dimension 1.

1.1 A modular overview of SQIsignHD

We introduce two distinct versions of SQIsignHD, optimised in different direc-
tions. FastSQIsignHD is optimised for speed, while RigorousSQIsignHD is opti-
mised for the security proof. Note that the security proof applies to both: the
difference lies in the proof being unconditional for RigorousSQIsignHD when
given access to an oracle, but requiring additional heuristics for FastSQIsignHD
(see Appendix D.2 and Section 5.2). Under the hood, FastSQIsignHD relies on
isogenies of dimension 4, while RigorousSQIsignHD relies on isogenies of dimen-
sion 8. The reader may sense the parallel with the heuristic (dimension 4) and
rigorous (dimension 8) variants of the algorithms of [Rob23b].
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We present here the main algorithmic building blocks of the identification
scheme undelying SQIsignHD to give a modular overview of the protocol. Those
algorithms will be presented in detail in the course of the paper for FastSQIsignHD
and in Appendix B for RigorousSQIsignHD. Unsurprisingly, the protocol shares
a lot of similarities with SQIsign. The full signature scheme can be derived from
there with the Fiat-Shamir transform [FS87] as in [DKLPW20, § 3.4] (see Ap-
pendix A.1 for details).

Public set-up. We choose a prime p and a supersingular elliptic curve Eg/F 2
of known endomorphism ring Oy = End(Fy) such that Ey has smooth torsion
defined over a small extension of F)2 (of degree 1 or 2). In practice, one may use
the curve By : y?> = 2° + 2 (and p =3 mod 4).

Key generation. The prover generates a random secret isogeny 7 : Ey — E 4
of fixed smooth degree D,. Then, the prover publishes F4. Knowing 7, only
the prover can compute the endomorphism ring End(E4). In the fast method
FastKeyGen, the isogeny 7 has degree D, = ©(p), which is heuristically sufficient
to ensure that the distribution of F,4 is computationally indistinguishable from
uniform. In the alternate method RigorousKeyGen, the degree is chosen a bit
larger to make the distribution of E 4 statistically close to uniform.

Commitment. The prover generates a random isogeny ¢ : Ey — FE; of
smooth degree D, and returns E; to the verifier (i) being secret). The re-
sulting distribution for F; is as close as possible to the uniform distribution
in the supersingular isogeny graph. As in the key generation, we propose a fast
procedure FastCommit(Ey) in Section 3.3 resulting in a distribution heuristi-
cally indistinguishable from uniform, and a slower variant RigorousCommit(Ey)
in Appendix B.2 which guarantees statistical closeness to uniform.

Challenge. The verifier generates a random isogeny ¢ : F4 — E5 of smooth
degree D, sufficiently large for ¢ to have high entropy. Then, ¢ is sent to the
prover. The Challenge procedure is described in Section 3.2. Unlike SQIsign, we
chose to start the challenge from E4 instead of E; in order to optimize the
response process.

Response. The prover generates an efficient representation of an isogeny o :
E; — E3 of small degree q ~ ,/p in the sense of the following definition and
returns it to the verifier.

Definition 1. Let & be an algorithm and ¢ : E — E’ be an isogeny defined
over a finite field Fy. An efficient representation of ¢ (with respect to &) is some
data D € {0,1}* such that:

(i) D has polynomial size in log(deg(y)) and log(q).
(ii) Oninput D and P € E(Fx), & returns ¢(P) in polynomial time in & log(q)
and log(deg()).

There always exists an efficient representation of a smooth degree isogeny.
For instance, it can be written as a chain of small degree isogenies. Until the
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recent attacks on SIDH [CD23; MMPPW23; Rob23b], we did not know how to
efficiently represent isogenies with non-smooth degrees without revealing the en-
domorphism ring of the domain. For that reason, the original version of SQIsign
uses smooth degree isogenies for the signature. These smooth degree isogenies
are found with a variant of the KLPT algorithm [KLPT14] and have very big de-
gree ~ p'®/4_ This not only hurts efficiency, but also security: the isogeny o is so
carefully crafted that it is hard to simulate, and as a result, the zero-knowledge
property of SQIsign is very ad hoc.

Now, the methods from [CD23; MMPPW23; Rob23b] give much more free-
dom on the isogenies that can be efficiently represented. This allows SQIsignHD
to improve both efficiency (using isogenies o of degree as low as ~ /p), and
security (the isogenies o are now nicely distributed, hence simulatable).

The idea is to “embed” o into an isogeny of higher dimension — and that only
requires knowing the image of a few points through o. As in the attacks against
SIDH, such an isogeny can have dimension 2, 4 or 8. We shall see that dimension
2 has little interest compared to the original SQIsign protocol from an efficiency
and security point of view. In SQIsignHD, we propose a response procedure Fast-
Respond to represent ¢ in dimension 4, and an alternative procedure Rigorous-
Respond based on an isogeny computation in dimension 8. The procedure Fast-
Respond is fast, and its security analysis relies on reasonable heuristics. On the
other hand, RigorousRespond is much slower (though still polynomial time), but
allows for a rigorous analysis.

In either case, for efficiency reasons, the prover does not actually compute
higher dimensional isogenies but only images of some points through o (we
explain how these points are evaluated in the course of the paper). Those points
provide an efficient representation of o (along with deg(o)) and this data is sent
to the verifier who can then compute higher dimensional isogenies representing o.

Verification. The verifier checks that the response returned by the prover
(points of F5) correctly represents an isogeny o : By — FE5. We propose two
procedures FastVerify and RigorousVerify computing isogenies embedding ¢ in
dimension 4 or 8. So far, isogeny computations in dimension 4 has been the
subject of very little literature.

Nonetheless, our proof of concept implementation of dimension 4 isogenies in
sagemath [The23a; 22] demonstrates the cryptographic feasibility of this phase.
We expect an optimized implementation to be at worse twice as slow as the
original SQIsign verification, and hopefully even closer than that. We refer to
Appendix F for an estimate of the number of operations required for the verifi-
cation.

Content. The rest of this paper is organized as follows. In Section 2, we present
the core idea of our paper: how to embed signature/response isogenies in higher
dimension with Kani’s lemma. Section 3 introduces algorithms for key genera-
tion, commitment and challenge whereas Section 4 presents the response and
verification phase for FastSQIsignHD. A security analysis of FastSQIsignHD
identification protocol is conducted in Section 5. Finally, we discuss the expected
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Ey ———— > Ea

W p — Public Fig.1. The SQlsign/SQlsignHD

Secret identification protocol.
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performance of the digital signature scheme derived from FastSQIsignHD in Sec-
tion 6.

Due to the lack of space, some preliminaries are given in Appendix A. A
detailed presentation of RigorousSQIsignHD is given in Appendix B and Ap-
pendix C. We give a complete security analysis of this version of the protocol
in Appendix D. Some proofs of our results are deferred to Appendix E. Finally
Appendix F details the verification algorithm when using the theta model to
compute isogenies in dimension 4 and 8, and in particular gives an algorithm to
compute a 2¢-isogeny and the corresponding number of arithmetic operations.

2 Representing the response isogeny efficiently in higher
dimension

In this section, we explore our main idea to improve SQIsign by embedding the
signature isogeny inside an isogeny in higher dimension. We start by recalling
how the signature is represented in the original SQIsign protocol in Section 2.1
and why this representation is slow to compute. Then, we introduce Kani’s
lemma and explain how to embed isogenies in higher dimension in Section 2.2.
Finally, we apply this idea to provide another representation of the signature
isogeny in SQIsign in Section 2.3.

2.1 State of the art isogeny representation: a slow signature process

With state of the art techniques prior to the attacks against SIDH, we could
only efficiently represent isogenies of smooth degrees. That is why in the original
versions of SQIsign [DKLPW20; FLLW23], the signature isogeny o has degree a
prime power /¢ and is represented as a chain of /-isogenies.

To compute such a signature o, the prover computes the ideal J associated to
the isogeny path given by the secret key, commitment and challenge. They then
apply a SigningKLPT algorithm to J, to return a random equivalent ideal I ~ J
of norm ¢°. Then, the prover converts I into an isogeny. This last computation
is very costly because nrd(I) = ¢¢ is close to p'®/4 while the accessible torsion
points have much smaller order. The method introduced in [DKLPW20] (and
later improved in [FLLW23]) requires to cut J into several pieces in order to
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compute o as a chain of isogenies. This complicated mechanism is by far the
bottleneck in the signing algorithm.

In order to avoid this costly ideal to isogeny translation in SQIsignHD, we
shall no longer require o to have smooth degree and embed it in an isogeny of
dimension 4 or 8 having smooth degree. This embedding will provide an efficient
representation, and is faster to compute than the one in the original SQIsign.
We shall also explain why this improves security in Section 5.

2.2 Embedding isogenies in higher dimension with Kani’s lemma

In this section, we explain in more detail this idea of embedding isogenies in
higher dimension. For that, we need a few definitions first.

Definition 2 (d-isogeny). Let o : (A, \4) — (B, Ap) be an isogeny between
principally polarized abelian varieties. We say that « is a d-isogeny if @oAgoa =
[d]Aa, where & : B — A is the dual isogeny of a.

Equivalently, « is a d-isogeny if & o a = [d] 4, where @ := A\;' o @ o Ap is the
dual isogeny of a with respect to the principal polarisations A4 and Ag.

Definition 3 (Isogeny diamond). Let a,b € N*. An (a, b)-isogeny diamond is a
commutative diagram of isogenies between principally polarized abelian varieties

’

AILB/

T

A—*.B

where ¢ and ¢’ are a-isogenies and 1 and 1)’ are b-isogenies.

Lemma 4 (Kani). We consider an (a,b)-isogeny diamond as above, with d :=
a+ b prime to the characteristic of the base field of abelian varieties. Then, the
isogeny F : A x B' — B x A’ given in matriz notation by

F = ® QE/
= ¢

18 a d-isogeny with d = a + b, for the product polarisations.
If a and b are coprime, the kernel of F is

ker(F) = {($(x),9'(z)) | = € Bld]}.

This lemma has first been proved in [Kan97, Theorem 2.3]. We also give a
proof in Appendix E.1.

Remark 2.1. The existence of F : A x B’ — B x A’, implies the existence of
¢ : A — B. We can recover ¢ as o F' o where ¢ is the embedding morphism
x € Ar— (2,0) € A x B’ and 7 is the projection from B x A’ to B. Hence, F'
is an efficient representation of .



8 P. Dartois, A. Leroux, D. Robert and B. Wesolowski

2.3 Application of Kani’s lemma to SQIsign

Let us now see how we propose to use Kani’s Lemma (Lemma 4) in SQIsignHD.

Signing in dimension 4. The idea is to embed the signature o : £y — E5
in an isogeny of dimension 4. We consider the 2-dimensional g-isogeny Y :=
Diag(c,0) : B} — FE3, and for a1, as € Z and i € {1,2} the (a? + a3)-isogeny

;= < “ “2> € End(E?).

—a2 ax

Then, we have an isogeny diamond

a2
Ef — 3

SN

ay
B} —— E}

yielding an N-isogeny (with N := ¢ + a? + a3):

ap X
F .= (_12 a2> € End(E? x E2).
Notation 5. We shall denote F(0,a;,as) when we want to specify the depen-
dence of F on o,a1,as.

‘We choose the parameters ¢, aq, as, so that N = ¢, with £ a small prime and
e € N* big enough. Provided that ¢ and ¢ are coprime, we know that

ker(F) = {(@(P), 2(P)) | P € E3[¢*]}, (1)

by Lemma 4. Then, knowing ker(F) we can compute F as an f-isogeny chain
and obtain an efficient representation of o, as explained in Remark 2.1.

It follows that our idea requires to compute ker(F'), which becomes easy
once we know how to evaluate o on Ej[¢¢], by formula 1. The idea is to use
the alternate isogeny path p o7 o zZ : Fy — Fs. Since the signature requires
to compute the three isogenies p, ¥, 7, it will not cost too much to use them in
order to evaluate o. There are several technicalities to make it work in practice
(such as to making sure that this alternate path has degree prime to ¢) but it is
manageable (see Appendix A.5).

Computing such a representation for the signature is simpler than in the orig-
inal SQIsign protocol. This shifts the main computation effort to the verification,
where the actual isogeny in dimension 4 must be computed.

Parameters. Even though we no longer impose ¢ = deg(o) to be smooth, we
still impose conditions on ¢ to make it work. We shall need ¢¢ — ¢ to be a prime
congruent to 1 modulo 4 in order to decompose it easily as a sum of two squares
(¢ — q = a? + a3 by Cornacchia’s algorithm [Cor08]. This choice of q ensures its
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coprimality with ¢, as required to compute ker(F'). The exponent e is fixed to
be as small as possible so that there always exists an isogeny o : F1 — FEj of
£°-good degree in the sense of the following definition. In practice, the smallest
values for ¢ are close to \/p (Section 4.2) so £¢ will be slightly bigger than ,/p.

Definition 6. We say that an integer q is £¢-good when (€ — q is a prime number
congruent to 1 modulo 4.5

Remark 7 (The issue of the signature distribution). Those restrictions on the
degree ¢ impact the distribution of signatures. The bound £¢ ~ ,/p is also re-
strictive (see Theorem 42). For that reason, we need some plausible heuristic
assumptions to prove the zero-knowledge property of our scheme. This can be
fixed by going to dimension 8 as long as ¢ < £¢ and (¢ = 2(p?). This way, we
shall obtain a uniform distribution of signatures and a provably zero-knowledge
scheme which is the purpose of our scheme in dimension 8 that we present below.

Signing in dimension 8. By Lagrange’s four square theorem [Lag70], if ¢ < ¢¢,
there always exists aj, -+ ,a4 € Z such that ¢ + a? + -+ + a3 = (°. We can
find such a decomposition in polynomial time in e with Rabin and Shallit’s
algorithm [Rab86] improved by Pollack and Trevifio [PT18]. We then consider
the endomorphisms

a1 —Aa2 —Aasz —aq
a2 aj ay, —a

Q= 3| € End(E}),
asz —aq4 a1 a2

aq az —az ai

for i € {1,2}, which are (a? + --- + a?)-isogenies, and the g-isogeny ¥ :=
Diag(o,--- ,0) : Ef — E3. As previously, by Kani’s lemma, we have the /¢-
isogeny

Fi (f‘lz é) € End(E! x EY).

Similarly to dimension 4, we write F'(o,ay, -+ ,a4) to highlight the depen-
dence of F' on o,a1,--- ,a4. To ensure the uniformity of the response, in dimen-
sion 8 we no longer restrict to the case ¢ prime to £. This means we might have
to embed in dimension 8 a factor of o of degree prime to ¢ instead of o (see
Appendix C for details). As in dimension 4, can compute ker(F') by evaluating o
on F1[¢¢] and then compute F as an f-isogeny chain. This way, we can represent
any signature isogeny o of degree ¢ < ¢, with the implications on the security
proof that we mentioned before. However, computing isogenies in dimension 8

% One could improve slightly the scheme by defining £°-good integers as integers g such
that £¢ — g = sq’, with s a smooth integer whose prime factors are all congruent to
1 modulo 4 and ¢’ is a prime congruent to 1 modulo 4. Indeed, all we really need
is that £ — g is easy to factor so Cornacchia’s algorithm can be applied efficiently.
This alternate definition would improve a bit the search for £°-good integer, but we
went for the simplest definition.
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is much more costly than in dimension 4 (though, still polynomial), so we do
not recommend to use this representation and only propose it in the alternate
version RigorousSQIsignHD.

More generally, the same techniques allow, given an ideal I representing an
isogeny of degree ¢, to give an efficient representation of the isogeny o asso-
ciated to I by the Deuring correspondance, even when ¢ is not smooth, see
Appendices A.3 and A.4.

Why not signing in dimension 2?7 The cost of computing an isogeny
grows exponentially with the dimension [LR12; LR15; LR23]. For that reason,
finding an efficient representation in dimension 2 could be fruitful for SQIsignHD.
On the other hand, the higher the dimension, the lesser the constraints on the
isogeny o. We have already seen that going from dimension 4 to 8 relaxes the
constraints on ¢ = deg(c). Unsurprisingly, the constraints on o are tighter in
dimension 2. So far, under those constraints, we have failed to provide an efficient
and secure version of SQIsignHD. We leave this question to future works.

3 Key generation, commitment and challenge

To evaluate o on the ¢°-torsion, as required for the response computation, we
apply the EvalTorsion,s procedure (Line 11) which uses the alternate path ¢ o
T O 12; : By — FE, formed by the challenge ¢, secret key 7 and commitment
isogeny v along with their ideals I, I+ and I;. These ideals are also necessary
to compute the ideal 1.

For the EvalTorsion,s procedure to work, the degrees of ¢, 7 and 1 must be
prime to ¢. The ideals I, and I, can be generated directly along with 1 and
7. However, the computation of I, uses the procedure IsogenyToldeal (Line 10)
which requires a precomputation in the key generation phase. Namely, the prover
will need to generate an alternate secret path 7’ : Ey — E 4 of degree D, prime
to D, along with the secret key 7 : Eg — E4. This will be explained in section

3.1 Accessible torsion and choice of the prime characteristic

The choice of p is usually made to provide enough accessible torsion for our
isogeny computations. In FastSQIsignHD, we can choose p = cff¢'f " — 1 with
{ # ' two primes, ¢ € N* small and ¢/ ~ ¢/ ~ /P, as in SIDH [JD11]. In
practice, £ = 2 and ¢/ = 3 are the best choice.

We then require D, = Dy = ¢*/', D, = £'/" and D,, = ¢2/7. This choice
ensures that D,, Dy and D, are prime to ¢ and that D, is prime to D, as
needed. We also have D, Dy, D, = ©(p), which guarantees (at least heuris-
tically) that the public key F4 and the commitment E; are computationally

" Actually, we will not have exactly D, = Dy, = 02" but D, and Dy, will be divisors
of " close to £2!". It will be the same for D, (see Algorithm 10). We assume
equality to simplify the exposition.
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indistinguishable from a uniformly random supersingular elliptic curve — which
is essential to the security of FastSQIsignHD.

This choice of prime also provides enough accessible torsion to compute the
£¢-isogeny F representing the response ¢ in dimension 4, where (¢ > q = D,.
In fact, we even have much more than the minimum requirement since it will be
enough to have 2f > e+4 (so ¢/ = 2(p'/*)) as will be explained in Sections 4.3
and 4.4 and Remark 4.2. This freedom is welcome anyway because it allows us
to take ¢ slightly bigger than \/p to make sure that we can always find an ideal
I of ¢¢-good norm ¢ < ¢ (see Section 4.2).

We finally discuss the security requirements regarding the size of p. The best
known classical key recovery attacks are the meet-in-the-middle algorithm or the
general Delfs and Galbraith attack [DG16] in the supersingular isogeny graph
which both have a complexity in O(,/p). Using Grover’s algorithm [Gro96], we
reach a quantum complexity of O(pl/ 4). Hence, to ensure a classical security level
of A bits and a quantum security level of \/2 bits, we need to take p = O(2%}),
as in the original version of SQIsign [DKLPW20].

We give below some concrete values of primes for NIST levels 1, 3 and 5.

NIST security level|Security parameter A (bits) Prime p
NIST-I 128 13-2126.37 1
NIST-III 192 5.2193.3122 1
NIST-V 256 11-2257.3163 1

3.2 Challenge generation

To ensure a soundness security level of A bits, the challenge space needs to have
size at least 2* ~ /D- We also need the challenge degree D, to be prime to £ to
be able to push the points of order ¢/ through v during the signing procedure.
The challenge generation procedure Challengep is the same in the fast and
provably secure challenge generation procedure. It simply generates a random
element P € E4 of order D, and computes ¢ of kernel (P). Only the degree D,
changes; in FastSQIsignHD, we take D, = 288

3.3 Fast key generation and commitment

We now present FastDoublePath (Algorithm 1) the main algorithmic block for the
key generation and commitment of FastSQIsignHD. The goal of this algorithm
is to generate two isogeny paths ¢, ¢’ : Ey — E of degree dividing ¢2/ ~ p
and (2" ~ p respectively, computing the kernel ideals I and Iy along the way.
This algorithm is directly applicable to the key generation procedure FastKeyGen
where we need to generate a double path to be able to compute the challenge
kernel ideal I, (using Algorithm 10 and an /-isogeny path of degree prime to ¢')
in order to apply the EvalTorsion,; procedure (with the ¢'-isogeny path of degree
prime to £).

For the commitment FastCommit, we only need the ¢'-isogeny path ) = ¢’
but the algorithm is essentially the same, except that we do not compute ¢ and
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I4 completely. This is the reason why we changed the side of the challenge: to
save time in the commitment phase. Had we started the challenge ¢ from F4
as in SQISign, we would have needed to compute a double isogeny path in the
commitment phase. Instead, we precompute this double path during the key
generation.

Note that generating isogenies of degree ~ p is essential for security reasons,
in order to ensure that the codomain F is heuristically close to a random elliptic
curve in the supersingular isogeny graph. To compute such long isogeny paths,
however, we are limited by the accessible torsion in Ey (we have access to the

0507 torsion only). To circumvent this difficulty, we use pushforward isogenies,
as defined in [DKLPW20, § 4.1].

Definition 8. Let p : E — FE; and § : E — F> be two isogenies with
coprime degree. The pushforward of p via 6, denoted by p’ := [0].p is an isogeny
E; — Ej3 satisfying ker(p’) = 0(ker(p)).

Remark 9. 0 and p satisty [0].po8 = [p].f0p. In particular, [0].p and [p].0 have
the same codomain. If I and J are the ideals associated to p and 6 respectively via
the Deuring correspondence, we denote by [J].I the pushforward ideal associated
to [f]«p. By [DKLPW20, Lemma 3], the ideal [J].I can be computed as follows:
[J)ol =J7 L (INnJ).

The algorithm. The idea is to construct the isogenies ¢ and ¢’ (of degree
dividing ¢2/ and ¢2f" respectively) by finding an endomorphism ~ of degree
dividing ¢2/ 2" and factoring it as v = ¢ o ¢. Since 2/02f" = O(p?) = w(p),
we can easily find v € Oy non divisible by £ or £, of norm nrd(y) = £290'29" with
g < f close to f and ¢’ < f’ close to f’, using [Ler22, Algorithm 4].

Since 2/ (and 2f") exceeds the available torsion, some “pushforward gym-
nastics” is required to compute the factorisation. We thus decompose (y) =
P2 0 p1 where py and py are isogenies Fg — E’ of degree 090'9" and ¢ is an iso-
morphism Oy — End(Ej). £(7) being cyclic, according to the following lemma,
p1 and its associated kernel ideal K are given by:

ker(py) = ker(e(7)) N Eo[t90'9] and Ky = Oyy + Ol
Similarly, ker(pg) = ker(a/(\fy)) NEo[t90'9'] and the associated kernel ideal is Ky =
Ovy + Ogl9t'9 .

Lemma 10. Let p: E — E' be a cyclic isogeny decomposed into p = 0 o py.
Then we have:

(1) ker(p1) = ker(p) N E[dy1] with dy := deg(p1).
(il) If p is a cyclic endomorphism (E = E'), then the kernel ideal of p1 is
K, = Op+ Od;, where O := End(E).

Proof. Since p = fopy and deg(p;) = dy, we clearly have ker(p;) C ker(p)NE[d1].
Since p is cyclic, there exists a generator P € E of ker(p) of order d := deg(p) and
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we have ker(p) N E[d1] = ([d/d1]P), where [d/d;]P has order dy, so we conclude
that the inclusion is an equality by cardinality, since p; is separable. (i) follows.

To prove (ii), we remark that E[Op + Ody] = E[p] N E[d;] = ker(p1), where
the last equality was proved in (i). Then, we conclude that K7 = Op + Od; by
injectivity of the Deuring correspondence between left O-ideals and isogenies of
domain E [V0i20, Proposition 42.2.16]. This completes the proof. O

Then, we can decompose p; and p, into p; = é71 of1 and py = é\QOG/Q where the
0; are isogenies of degree £9 and the 0] are isogenies of degree £'9" for i € {1,2},

as in the following diagram:
/[492] 0\

The pushforward isogenies [0]].02 and [02].0] have the same codomain E and
degree £9 and £'9" respectively. Hence, ¢ := [0}].05 0 6 and ¢/ := [#2].0] o 0}, are
isogenies Fy — E of desired degrees 29 and 029 respectively. By Lemma 10,
we can compute ker(67), ker(65), ker(]) and ker(fs2), and obtain the 6; and 6,
with Vélu’s formulas [VéI71]. We then compute ker([f]].02) = 6} (ker(f3)) and
ker([f2].07) = O2(ker(67)) and use Vélu’s formulas again. We then easily get ¢
and ¢'.

Since () = p 0 py and [0}].602 0 0 = [05],0} 0 05, we get that (y) = ¢’ o ¢.
Lemma 10 implies that the ideals J := Ogy 4+ Opf29 and J' := Oy + Opl'29" are
the respective kernel ideals of ¢ and ¢’. Algorithm 1 follows.

Remark 3.1. The FastKeyGen procedure calls Algorithm 1 directly. For FastCommit,
only ¢’ and J' are necessary, so we use a slightly modified version of Algorithm 1
where H; (line 4), 6; (line 5), ¢ (line 7), and J (line 8) are not computed.

4 Response and verification

The goal of this section is to present a precise description of the algorithmic
building blocks required by our new signature scheme in dimension 4. We refer
to B.4 for details on the dimension 8 version.

Throughout this section, we assume that the prover has generated two secret
key paths 7,7' : Eg — E4 of respective degrees D, = 02f" and D, = 02 and
a secret commitment path ¢ : Ey — FE; of degree Dy, = 02" We also assume
the prover has access to the challenge ¢ : Eq4 — Ej of degree D, = ¢’ f
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Algorithm 1: FastDoubIePathN’W/

Data: A basis of Op and an isomorphism ¢ : Oy — End(E)).
Result: Two cyclic isogenies ¢ : Ey — E of degree dividing ¢*/ and ¢’ :
Ey — E of degree dividing 22" and their respective kernel ideals J
and J'.
1 Use [Ler22, Algorithm 4] to find v € Op non divisible by ¢ and ¢’ of norm
nrd(y) = 0290”9 with g < f close to f and ¢’ < f' close to f';
2 Evaluate £(y) and ¢(3) on a basis of Eo[fgﬁ/gl] and solve discrete loga-
rithm problems to compute G := ker(e(y)) N Eo [494'9,} and G2 = ker(s/(\q/)) N
Eolto0'9');
3 Compute p; : Eg — E’ of kernel G; for i = 1,2;
4 Compute H1 := ker(e(y))NEo[€9], Hy := 1«:61‘(5('y))ﬁE0[K’g,]7 H = ker(p1)N
E'[0'9'] and Ha := ker(p2) N E'[69];
5 Compute 6; of kernel H; and 0, of kernel H; for i = 1, 2;
6 Compute [07].02 and [02].0] of kernels 67 (ker(62)) and 62 (ker(f})) respec-
tively;
7 Let ¢ := [01].02 0601 and ¢’ := [02].07 o 05;
8 Let J 1= Oy + Oof*? and J' 1= Oy + Ol ;
9 Return ¢,¢’,J, J’;

4.1 Overview of the response computation

In this section, we present the algorithm FastRespond used to compute the re-
sponse in the FastSQIsignHD identification protocol (in dimension 4) and its
verification counterpart FastVerify.

Those algorithms use the following sub-algorithms that will be introduced in
this section (if not already):

— IsogenyToldeal (¢, 7/, /) (presented in Appendix A.4) takes as input a basis
of End(Ep) that we can evaluate on points, an isogeny ¢ : E4 — FEy of
degree D, an isogeny 7' : Ey — Ej4 of degree prime to D, its ideal
I+ C Op and returns the kernel ideal I, of ¢.

— RandomEquivalentldeal,. takes as input an Op-left ideal J and returns an
equivalent ideal I that is uniformly random among ideals of norm < /¢,

— EvalTorsion,s (presented in A.5) evaluates a non-smooth degree isogeny on
¢/-torsion points knowing its kernel ideal and an alternate smooth degree
path. Namely, it takes as input an ideal I connecting O = End(F) and
O' = End(E'), a basis (P, Py) of E[¢/], two isogenies p; : Ey — E and
p2 : By — E’ of smooth degrees prime to ¢, with their respective kernel
ideals I; and I and returns (¢r(Py), ¢r(P2)), where ¢; : E — E’ is the
isogeny associated to I.

— Representlsogeny, 4. s takes as input an (°-good integer ¢, integers ai,az
such that a? + a3 + q = £¢, a basis (Py, ) of E1[¢f], (¢(Py),0(Ps)), where
o : E1 — FE5 is a ¢g-isogeny, and returns a chain of 4-dimensional ¢-isogenies
whose composition is F(o, a1, as) as in Notation 5.
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— IsValidy, with input F,E4,Es,¢¢, ¢/, checks if F is a valid output of
Representlsogeny, . ;s representing an isogeny o : E1 — E» in dimension 4.

The prover sends the image of two points P;, P, forming a basis of E;[¢/] by
o and its degree q. The verifier can then use ¢ to compute a1, as and compute
F(o,a1,az2) with the Representlsogeny, . ,; procedure. If the computation suc-
ceeds and is validated by the IsValid4 procedure, then the verification is complete.
Algorithm 3 follows.

Remark 4.1 (On the ¥ -torsion basis). It is sufficient to send the data (o(P}),
a(Py),q) to the verifier as the basis (P;, P») can be computed canonically know-
ing F; by classical compression techniques developed for SIDH [AJKKLI6;
ZSPDBI18]. This decreases the communications size at a small computational
cost. Later, with the compression/decompression algorithms (see Algorithms 6
and 7), we will see how to further compress this data.

Note that we use a basis of the #f-torsion with 2f > e+ 4 here because
we might not have the ¢°-torsion accessible. We can still compute F with this
partial information as explained in Section 4.3.

To respond, the prover starts by computing an ideal I ~ Ty - I, - I, con-
necting O; = End(F;) to Oz = End(FE2) of ¢°-good norm ¢ and prime to ¢
with uniform distribution using RandomEquivalentldeal,.. The coprimality with
¢ is justified by security reasons (see Section 5.1). Then, the prover generates
the basis (Pp, Py) of E;[¢f] canonically and evaluates o on it with EvalTorsion,
using I (kernel ideal of o) and the paths ¢ : Ey — E; and po7 : Eg — E5 of
degrees prime to /.

As input of Algorithms 2 and 3, we denote by:

— FastSetup, the public parameters of FastSQIsignHD, p = 0/ ¢/ —1, ¢, ¢/, f,
f’, the exponent e and the elliptic curve Ey/Fp;

— SecretKey, the isogenies 7,7 : Ey — E4 of degrees D, = ¢'2f" and D, =
0?f respectively along with their kernel ideals I, and I,.;

— CommitData, the isogeny ¢ : Ey — Ej of degree Dy, = ¢'*/ and its kernel
ideal Iy;

— ChallData, the isogeny ¢ : E4 — Ej3 of degree D, = of

4.2 Finding a uniformly random tight response ideal

In this section, we present the algorithm RandomEquivalentldeal,. taking a left
Op-ideal J as input and returning an ideal I which is uniformly random among
the ideals I ~ J of norm ¢ < ¢¢. By [DKLPW20, Lemma 1], all the equivalent
ideals I ~ J are of the form x;(«) := Ja/nrd(J) for some o« € J and «
determines I up to multiplication by an element of Of. Besides, the norm of
I =yx(e)is ¢j(a) :=nrd(a)/nrd(J), so we need gs(a) < £°.

Hence, to sample an ideal I ~ J such that nrd(J) < ¢¢ with uniform distri-
bution is equivalent to sample o € J \ {0} such that ¢;(«) < £¢ with uniform
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Algorithm 2: FastRespond

Data: FastSetup, SecretKey, CommitData and ChallData.

Result: (o(P1),0(F2),q), where (Py, P2) is a canonically determined basis of
Ei[¢'] and o : E1 — E» is an isogeny of £°-good degree q prime to £

I, +— lsogenyToldeal (¢, 7', I+);

J— Ty - I - I,

I +— RandomEquivalentldeal,. (J) and g <— nrd(I);

If ¢ is not £°-good or g A £’ # 1, go back to line 3;

Compute the canonical basis (P, Py) of E1[¢];

(o(P1),0(P2)) <— EvalTorsion,s (I, P1, P2, ), p o7, Iy, I+ - I,,);

Return (o(Pi),0(P2),q);

N R W R

Algorithm 3: FastVerify

Data: FastSetup, F1, F2 and an output R from FastRespond.
Result: Determines if R is a valid response.
1 Try to parse R := (R1, Ra,q), where Ry, Ry € E»[¢f] and ¢ < ¢° and return
False if it fails;
2 If ¢ is not #°-good or q A £’ # 1, return False;
3 Compute the canonical basis (P1, P2) of F1[£/];
4 Find a1,a2 € Z such that a% + a% = £° — q using Cornacchia’s algorithm
[Cor08];
F' <— Representlsogeny, ,c ,s (Fh, E2,a1,az2, P, P2, R1, R2);
if F # False then
| Return IsValid, ,c s s (F, B1, E2, a1, a2);
else
‘ Return False.
10 end

© 00 g o w«

distribution. If we fix a basis of J, we can see ¢; as a primitive positive definite
integral quadratic form with four variables. By the following lemma, which is a
simple generalization of [Wes22, Lemma 3.3], we can sample uniformly o € J
such that gj(a) < ¢°. RandomEquivalentldeal,. calls this procedure to get o € J
uniform and rejects the result if a = 0. Then the distribution of « is still uni-
form but in J \ {0}. The proofs of the two following lemmas can be found in
Appendix E.2.

Lemma 11. Let f be a primitive positive definite integral quadratic form in k
variables and let p > 0. Then there exists an algorithm that samples uniformly
random elements from the set

{reZ"| f(z) < p}

in polynomial time in log(p) and the length of f (namely, the mazimal number
of bits of the coefficients of f). This algorithm runs in exponential time in k.
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For RandomEquivalentldeal,. (J) to terminate, we need to find « € J \ {0}
such that ¢s(a) < £¢. For such an « to exist, we need £¢ = 2(,/p) according to
the following lemma (Lemma 12).

Lemma 12. Let O be a maximal order and J be a left O-ideal. Then there exists
a € J such that q¢;(a) < 24/2p/m.

In the procedure FastRespond, we reject the results of RandomEquivalentldeal
whose norm is not £¢-good or divisible by ¢'. If it terminates, this rejection sam-
pling outputs ideals which are uniformly random among the targeted ones, as
desired. However, we can only give a heuristic argument for the termination.
Assuming that ¢;j(a) behaves like a random integer, we should expect to find a
suitable a € J with probability O(1/log(p)). Hence, taking ¢¢ a few bits over
/P might be sufficient. For that reason, in our choice of parameters, we only
have accessible ¢/-torsion with ¢/ < /p < £° (see Section 3.1). Proving formally
that we can always find an ¢¢-good value of g;(«) would certainly require to
increase ¢¢ by a lot. As [RT22] indicates, we should expect lower bounds close
to £¢ = w(p?), causing a huge efficiency loss.

4.3 Dividing the higher dimensional isogeny computation in two

As explained in Section 4.2, we do not necessarily have enough accessible torsion
to compute the whole kernel of the higher dimensional representation of the
response F'. In this section, we explain in plain generality how to circumvent
this difficulty. Hence, the following discussion applies to both dimension 4 and
8. Let us keep the notations of Section 2.2. Recall that we have the following
isogeny

!/
F = < (pi/J g/) ,  with  ker(F) = {(p(z),¢'(z)) | z € B[d]}.
To compute F, we need to evaluate @ and ¢’ on B[d], so we need to have
accessible d-torsion. However, we assume that we only have d’-accessible torsion
with d'|d.

The idea is to decompose F' = Fy o F} where F} : A := Ax B’ — C and
Fy : C — B := B x A’ are respectively d; and ds-isogenies such that dy, ds|d’
and to use the following proposition (proved in Appendix E.3) to compute Fy
and E to infer F'.

Proposition 13. Suppose d prime to p so that F' is separable. Then:

(i) We can always decompose F = Fy o F1, as above.
(ii) ker(Fy) C ker(F) N Aldy].

(iii) ker(F») C ker(F') N B[ds] = F(A[d]) N Blds).
(iv) When ker(F') has rank g := dim(.A), those inclusions are equalities.
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In SQIsignHD, d; = ¢°* and ds = ¢°2 with e = e + e5 and we have accessible
¢/-torsion such that f > ey, es. Since ker(F) has maximal rank g = 4 (or 8), we
have by point (iv) of the above proposition

ker(Fy) = ker(F)[(°!] = {(@1(P), (P)) | P € E{*[¢*']}

and similarly, ker(Fy) = ker(F)[(°2] = {(ay(P),—X(P)) | P € EY?[¢°2]}, with
the notations of Section 2.3.

In Appendix F, we give an overview of the higher dimensional isogeny com-
putation required in the procedures Representlsogeny, s. s of our SQIsignHD
scheme. We provide a proof of concept sagemath implementation in dimension 4.
Optimizing this implementation in a low level programming language is left for
future works.

4.4 Computing the response isogeny representation

We finally give algorithms to compute the signature representation in dimen-
sion 4 using all the ideas presented in Section 4.3 and Appendix F. We refer
to KernelTolsogeny, (%)) as the algorithm computing an ¢-isogeny chain in
dimension g given a basis %, of its kernel. We refer to Appendix F for more
details on this algorithm.

In dimension 4, Representlsogeny, s ;s (Algorithm 4) computes basis of
ker(Fy) and ker(f’vg) with F' := Fy o F}, as in Section 4.3. Then, it calls

KernelTolsogeny, s to obtain F; and E as isogeny chains. The ideas are the
same in dimension 8.

Algorithm 4: Representlsogeny, 4. ¢r

Data: E1, Fa, ai,a2 € Z, a basis (P1, P2) of E1[¢] and (¢(P1),0(P:)), where
0 : Ey — E» is a g-isogeny with a} + a3 + q = (°. N
Result: An (!-isogeny Fi : Ef x E3 — C and a £*2-isogeny F» : E¥ xE3 — C
such that F(o,a1,a2) = F2 0 F1, with e1,e2 < f and e1 +e2 =e.
1 ez — [e/2],e1 +— e —ey;
Qi +— [ffiel]Pi, R; +— [gfiel}U(Pi), Q; — [Zfieﬂpi, R; — [ffieQ]O'(Pi)
for ¢ € {1,2};
Bo «— (([a1]Qs, [a2)Q4, Ri, 0)ic 1,2y, (—[a2]Qi, [a1]Q:, 0, Ri)icq1,2});
o +— (([a1]Q5, —[a2]Qi, —Ri, 0)ie 1,2y, ([a2] @, [a1] Q5 0, = Ri)ie1,2));
if %o and PBo are valid kernels of £°1 and £°?-isogenies then
F1 +— KernelTolsogeny, 4e, (%0);

N

Fy +— KernelTolsogeny, e, (%0);
Return F; and f’;;

else

10 ‘ Return False;

11 end

© 0 N O Uk ®
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Proposition 14. Algorithm / is correct. Namely, Algorithm 4 returns F,F,
such that Fo o Fy = F(o,a1,a3) on entry ai,as, P1, Py, 0(Ps), o(Ps), where
o: By — B is a q-isogeny with a3 + a3 + q = (°.

Proof. See Appendix E.4. O

Remark 4.2. To make sure we have enough accessible torsion, we need f > ey, es,
so that 2f > e. Actually, for KernelTolsogeny, ;e; to work (with theta coordinates
of level 2), we need 4¢%-torsion points (see Appendix F.3). Then, when ¢ = 2,
we have f >e; + 2,50 2f > e+ 4.

4.5 Verification

We describe the verification procedure IsValidy taking as input the isogenies Fy
and Fy outputted by Representlsogeny, 4. o and determining if they represent

an isogeny o : By — Fs of degree q. The idea is to check if F} and f‘; have the
same codomain (computed as principally polarized abelian varieties) and then
evaluate F5 o F} on some points to check that the degree is correct.

Algorithm 5: IsValid, e 4741/

Data: Elliptic curves FE1, Es, integers ai1,a2 € Z and the output (Fl,ﬁ;) of
Representlsogeny, e os (E1, B2, a1, a2, *, %, %, ¥).

Result: Determines if F5 o F3 is an efficient repersentation of an isogeny o :
E1 — E5 of degree q := £° — a% — a%. .

Let (C1, A1) and (Cz, A2) be the respective codomains of Fi and Fy;

if (017)\1) 7& (CQ, Ag) then

‘ Return False;

else

1

2

3

4

5 Find a point Q € E; of order ¢/ ¢/,

6 Compute compute F5 as the dual of E and T «— F> 0 F1(Q,0,0,0);
7 if T = ([a1]Q, —[a2]@, *,0) then

8 ‘ Return True;

9

else
10 ‘ Return False;
11 end
12 end

The following results (proved in Appendix E.5) ensure that our verification
procedure is correct.

Proposition 15. Algorithm 5 is correct. Namely, when  given

El,Eg,al,ag,Fhﬁ'g, if Algorithm &5 returns True, then Fy o Fy is an effi-

cient representation of an isogeny o : By — Ey of degree q = (¢ — a? — a3.
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Corollary 16. The verification procedure FastVerify (Algorithm 3) is correct.
Namely, on input (Ry, Ra, q), FastVerify returns True if and only if (Ry, Ra,q)
defines an efficient representation of an isogeny o : E1 — Es of degree q, where
q 18 £¢-good and prime to .

In Appendix B.4, we provide algorithms Representlsogenyg s or and
IsValidg ¢ o+ in dimension 8 achieving similar correctness results.

5 Security analysis

In this section, we prove that the SQIsignHD identification protocol is secure,
namely that it is complete, knowledge sound and honest-verifier zero knowledge.
Recall that by [VV15, Theorem 7], it is sufficient to ensure that our signature
scheme obtained by Fiat-Shamir transform is universally unforgeable under cho-
sen message attacks in the random oracle model.

Completeness means that a honest execution of the protocol is always ac-
cepted by the verifier. This is true by Proposition 14 and by construction of Is-
Valid. Knowledge soundness means that an attacker can only ”guess” a response
with very low probability. It is proven under the assumption that computing an
endomorphism in a supersingular elliptic curve is hard, a well known difficult
problem in isogeny based cryptography.

The honest-verifier zero-knowledge property implies that the response does
not leak any information on the secret key 7. More precisely, we can sim-
ulate transcripts of the identification protocol without using the secret key
with the same distribution as real transcripts. To construct such a simulator
of SQIsignHD, we need access to an oracle evaluating isogenies of non-smooth
degrees. In RigorousSQIsignHD, this oracle is very generic and we do not need
any additional hypothesis to prove the zero-knowledge property (hence the name
of this version). On the contrary, in FastSQIsignHD, the oracle definition is ad
hoc and we need an additional heuristic assumption to prove the zero-knowledge
property. However, it is very unlikely to build an attack on this assumption
as we argue in Section 5.3 and both oracles do not undermine the knowledge
soundess. As previously, this section mainly focuses on FastSQIsignHD and refer
to Appendix D for a complete security analysis of RigorousSQIsignHD.

5.1 Knowledge soundness

The proof that FastSQIsignHD is knowledge sound is a straightforward spe-
cial soundess argument identical to the original version of SQIsign [DKLPW20,
Theorem 1]. Namely, we prove that given two transcripts with the same com-
mitment but disctinct challenges, we can find an endomorphism in F4. This
special soundness property is sufficient to prove that SQIsignHD satisfies knowl-
edge soundness [HL10, Theorem 6.3.2]. However, note that we have to require
the prime ideal norm ¢ to be not only ¢¢-good but also prime to ¢ in order to
complete the proof.
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Proposition 17. Under the assumption that ¢ = deg(o) is always prime to ¢,
the FastSQIsignHD identification protocol satisfies special soundness. Namely,
given two transcripts (E1, o, R1,Ra,q) and (E1,¢’, R}, RS, q) with the same
commitment E1 but different challenges p # @', we can extract an efficient

representation of a non-scalar endomorphism o € End(Ey).

Proof. Let (Ey,p, R1, Ra,q) and (Ey, ¢, R}, R}, q') be two FastSQIsignHD tran-
scripts with the same commitment F; but different challenges ¢ # ¢'. Then, by
Corollary 16, (R1, R2,q) and (R}, R}, q') define efficient representations of iso-
genies 0 : By — FE5 and ¢’ : By — E} of degrees ¢ and ¢’ respectively
which are ¢°-good and comprime with ¢'. Knowing (R1, R2) = (¢(P1),0(FP2)),
where (Py, P») is a canonical basis of E1[¢/], we can also find a1, as € Z such that
a1 +az?4¢q = (¢ and apply Representlsogeny, 4. ;s to compute F := F(0, a1, az)
by Proposition 14. Then, F' provides an efficient representation of 7.

Hence, we know an efficient representation of o := ¢’ 00’ 0G0 € End(Ey ).
We now prove that « is not scalar. Indeed, if it was, we would have a = [A]
for some A € Z and q¢'0’*’" = A2 where ¢ := deg(c) and ¢’ := deg(c’) are
prime to ¢'. Hence, A = ¢/f' N with X' € Z prime to ¢ (A2 = q¢/). It follows that
[¢']oop = [)\'](;’O(p/. Since ¢, ¢" and A are prime to ¢/, we get that ker(¢) = ker(y’)
i.e. o = ¢’ up to post-composition by an automorphism. Contradiction. This
completes the proof. O

For RigorousSQIsignHD, our special soundness argument does not apply be-
cause we have no guarantee on ¢ in general. For that reason, we need to come
back to the formal definition of knowledge soundess given in [HL10, Definition
6.3.1]. This analysis is conducted in Appendix D.1.

The previous proof of knowledge would be trivial if it was easy to find an
endomorphism. Fortunately, this is a well-known hard problem in isogeny-based

cryptography.

Problem 18 (Supersingular Endomorphism Problem). Given a supersingular
elliptic curve E/F,2, find an efficient representation of a non-scalar endomor-
phism « € End(FE).

This problem is very similar to [DKLPW?20, Problem 1], except that we
do not require the endomorphism to have smooth degree. This does not seem
to make the problem easier since the endomorphisms solution to this can be
evaluated (which was the reason why smoothness was imposed in the first place).
The supersingular endomorphism ring problem (Problem 19) reduces to Problem
18. Problem 19 is notoriously hard and it has been proven it is equivalent to path
finding in the supersingular ¢-isogeny graph [Wes22]. The heuristic reduction
from Problem 19 to 18 is given by [EHLMP18, Algorithm 8]. Basically, if we
have an oracle finding endomorphisms of E, we call this oracle until we have
found enough endomorphisms to generate End(E).

Problem 19 (Supersingular Endomorphism Ring Problem). Given a supersin-
gular elliptic curve E/F,2, find four endomorphisms of £ (that we can evaluate)
forming a Z-basis of End(F).
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5.2 Heuristic zero-knowledge property

The proof of the zero-knowledge property of SQIsignHD uses an oracle gener-
ating isogenies of non-smooth degree. To our knowledge, there is no efficient
algorithm implementing such an oracle. Nonetheless, it is believed that access to
such an oracle does not affect the hardness of the underlying problem (the endo-
morphism ring problem, see Section 5.3). In RigorousSQIsignHD, the definition
of such an oracle is very natural. In FastSQIsignHD, we add (mild) conditions on
the degree to account for the computational constraints imposed by the method
in dimension 4. These degree constraints are the main reason why the signatures
are represented in dimension 8 instead of 4 in RigorousSQlIsignHD. Our proof is
limited to FastSQIsignHD in this section and we refer to Appendix D.2 for an
analysis of RigorousSQIsignHD.

Definition 20. A random uniform good degree isogeny oracle (RUGDIO) is
an oracle taking as input a supersingular elliptic curve E defined over Fj> and
returning an efficient representation of a random isogeny o : E — E’ of £¢-good
degree prime to ¢, such that:

(i) The distribution of E’ is uniform in the supersingular isogeny graph.
(ii) The conditional distribution of o given E’ is uniform among isogenies £ —
E’ of ¢¢-good degree prime to ¢'.

In addition to the constraint on the degree of the RUGDIO output, we add
constraints on the distributions of isogenies. Those constraints are necessary
to construct a simulator of FastSQIsignHD. We already justified that these con-
straints can be mathematically satisfied, namely that for all supersingular elliptic
curves F and E’, there exists o : E — E’ of £°-good norm. As explained in
Section 4.2, taking £¢ slightly bigger than /p by a few bits is heuristically suffi-
cient. Note that to prove the zero-knowledge property, we not only need access
to a RUGDIO, but also to make a heuristic assumption on the distribution of the
commitment E;. This assumption is no longer necessary in RigorousSQIsignHD.

Theorem 21. Assume that the commitment Fy is computationally indistin-
guishable from an elliptic curve chosen uniformly at random in the supersingular
isogeny graph. Then, the FastSQIsignHD identification protocol is computation-
ally honest-verifier zero knowledge in the RUGDIO model.

In other words, under this assumption, there exists a random polynomial
time simulator S with access to a RUGDIO that simulates transcripts (E1, o, R)
with a computationally indistinguishable distribution from the transcripts of the
FastSQlsignHD identification protocol.

Proof. First, we explain how to construct the simulator S. The simulator starts
by generating a challenge ¢’ : E4 — EJ. Then, it applies the RUGDIO on entry
E! to get an efficient representation of a dual response isogeny o’ : B}, — E}. We

can use this efficient representation to evaluate o' on E4[¢7] and obtain its degree
in polynomial time in log(p)®. Then, as explained in the proof of Proposition 17,

8 We can compute the norm of ¢’ on Ej[m] (which is deg(c’) mod m) for a bunch of
small primes m and apply the Chinese remainder theroem.
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we can compute a dimension 4 isogeny representation of o’ , which is also to an
efficient representation of ¢’. Hence, we can compute R’ := (¢/(Py),0'(P2),q’) in
polynomial time, where (Py, Py) is a canonical basis of E/[¢/] and ¢’ := deg(o’).

We now prove that the transcripts (Ej, ¢, R') of S are statistically indis-
tinguishable from the transcripts (E1, ¢, R) of the FastSQIsignHD identification
protocol. By construction, ¢ and ¢’ have the same distribution. Given Ej, by
the definition of the RUGDIO, Ej is uniformly random in the supersingular
isogeny graph. Besides, F; is statistically close to uniformly random as well by
assumption. N

Finally, conditionally to E{ and E}, o’ (represented by R’) is uniformly ran-
dom among the isogenies E} — E} of £°-good degree prime to ¢’ by the defi-
nition of the RUGDIO. The dual map ¢ — QAS being a bijection preserving the
degree, conditionally to Ej and Ej, ¢’ is also uniformly random among the isoge-
nies B}, — E} of £°-good degree prime to ¢'. By construction (see Section 4.2),
conditionally to E; and F,, o has the same distribution. This completes the
proof. U

It remains to justify that the commitment F; is computationally indistin-
guishable from an elliptic curve chosen uniformly at random in the supersingular
isogeny graph. While RigorousCommit satisfies statistical indistinguishability, the
variant FastCommit relies on heuristics. Consider the distributions on F; induced
by the following procedures

1. Return the output E; of FastCommit.

2. Generate a uniformly random cyclic endomorphism 7 of Ey of degree ¢2/ ¢’ 2
Factor it as v = ¢’ o ¢ with deg(¢) = £2/. Return the codomain E; of ¢.

3. Generate a uniformly random cyclic isogeny ¢ from FEj of degree ¢2f. Let
E1 be its codomain; let m be the number of cyclic isogenies ¢’ : Ey — F of
degree ¢/ 2/ Return E; with probability m/M (for some fixed upper bound
M on m, for instance M = (¢ + 1)5'2fl_1), otherwise resample.

4. Generate a uniformly random cyclic isogeny ¢ from Eq of degree ¢2/; return
its codomain Fj.

5. Return a uniformly random elliptic curve Fj.

We argue that each distribution from the list is somewhat close to the next.
The difference between 1 and 2 is that in FastCommit, the endomorphism ~ is
not truly uniform: they follow a distribution biased by the fact that some inter-
mediate result should be easy to factor. Since this property appears somewhat
decorrelated from the final distribution of <y it seems plausible to argue that
the distribution of v in 1 is close to the one in 2. The distributions 2 and 3
are actually identical: distribution 3 simulated distribution 2 by rejection sam-
pling. The difference between 3 and 4 is that m is not necessarily a (positive)
constant; it is however heuristically expected to be almost a constant: there are

about (¢ — 1)€’2f,_1 possible paths, and about p/12 vertices, so we expect about

m = 12(¢' — 1)[’2f’71/p distinct paths to any fixed vertex. The difference between
4 and 5 is similar, but reasoning about f-paths instead of #'-paths.
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Note that the differences at some of these steps are statistically significant.
We only argue that they are not computationally detectable, at least when the
endomorphism rings are not known.

5.3 On hardness of the supersingular endomorphism problem with
access to an auxiliary oracle

The FastSQIsignHD identification protocol is sound assuming the hardness of
the supersingular endomorphism problem 18, and zero-knowledge with respect to
a simulator that has access to a RUGDIO (or a RADIO for RigorousSQIsignHD,
as defined in Appendix D.2). For the resulting signature scheme to be secure,
one therefore needs to assume that the supersingular endomorphism problem
remains hard even when given access to a RUGDIO.

While it currently seems out of reach to prove that the supersingular endo-
morphism problem is equivalent to the variant with RUGDIO access, let us argue
that the RUGDIO indeed does not help. We focus the following discussion on
the RUGDIO, but the same arguments apply to the RADIO despite the slightly
different distribution.

The RUGDIO allows to generate random isogenies with a chosen domain FE.
Note that this task is already known to be easy, with isogenies of smooth degree.
The RUGDIO only lifts this smoothness restriction and replaces it with other
restrictions (£°-good and prime to ¢'): it allows to generate random isogenies
whose degrees have large prime factors. It does not allow to reach more target
curves, nor does it give more control on which specific target to hit: the target
curve is uniformly distributed in the supersingular graph, which was already
possible with smooth isogenies.

Smoothness of random isogenies has never been an inconvenience in finding
endomorphisms. In fact, the current fastest algorithms for this problem only
require very smooth degree isogenies, typically a power of 2. The reason is the
following: the purpose of constructing a random isogeny from a fixed source is
to reach a random target. As very smooth isogenies (even 2-smooth) are suf-
ficient for optimal randomisation, there is no incentive to involve much larger
prime factors. More specifically, the best known strategies to solve the supersin-

gular endomorphism problem [DG16] have classical time complexity O(,/p) (and
quantum time complexity O(p'/4) with a Grover argument [Gro96]) and essen-
tially perform a meet-in-the-middle search in the supersingular isogeny graph.
Access to a RUGDIO would allow to use isogenies of a different shape in the
search, but would not speed it up, as the probability to find isogenies with match-
ing codomains stays the same. Another illustration that having access to non-
smooth degree isogenies does not help is the fact that the discovery of the v/élu
algorithm [BDLS20] (which dramatically improved the complexity of computing
prime degree isogenies) did not affect the state-of-the-art of the supersingular
endomorphism problem.

The above arguments support that random isogenies of non-smooth degrees
are not more helpful than random isogenies of smooth degrees. Now, one may
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be concerned that the encoding of the output of the RUGDIO may leak more
information than it should. Non-smooth degree isogenies are represented as a
component of a higher dimensional isogeny (Section 2.2). This representation
is universal, in the sense that any efficient representation of an isogeny can be
efficiently rewritten in this form. In particular, this encoding contains no more
information than any other efficient representation of the same isogeny.

6 The SQIsignHD digital signature scheme

The SQIsignHD identification protocol that we presented yields a digital sig-
nature scheme via the Fiat-Shamir transform. The security of the transform of
both versions FastSQIsignHD and RigorousSQIsignHD follows from the anal-
ysis conducted in Section 5 and Appendix D, so the digital signature is also
secure under the same computational assumptions. Namely, we have seen it is
universally unforgeable under chosen message attacks in the random oracle and
RADIO or RUGDIO model, assuming the hardness of the endomorphism ring
problem. In this section, we present the performance of the signature scheme
obtained from FastSQIsignHD.

6.1 Compactness

As explained before, the signature is made of the data (Ey,q,o(P1),0(FP2)),
with ¢ < ¢¢, 0 : E; — E5 a g-isogeny and (P, P,) a basis of F;[¢/] determined
canonically.

Ey can be entirely determined by its j-invariant j(£;) € F,2. Since any
element of F,2 can be represented by 2 integers in [0 ; p — 1], storing j(E)
takes approximately 2log,(p) =~ 4\ bits, given that p = ©(22}) (where \ is the
security level). Similarly, ¢ < £¢ ~ /p, so ¢ is an integer of 1/2log,(p) ~ X bits.

The points o(P;) and o(FP2) need not be represented explicitely with co-
ordinates in F,2. They can be compressed. Indeed, if we generate a canon-
ical basis (Q1,Q2) of Es[ff], then we may write o(P)) = a1Q1 + b1Q2 and
o(Py) = asQq +b2Qo with ay, by, as, by € Z/¢77. Storing the scalars ay, by, az, by
requires 4f bits (assuming ¢ = 2, which will be the case in practice).

Actually, we can gain f bits by omitting one of the scalars ay, by, as, by if we
use the Weil pairing. Indeed, we have

ews (0(P1), 0(P2)) =epr (Pr, P2)7.

eor (0(P1),0(Py)) =eps (a1Q1 + b1Q2, a2Q1 + b2Q2) = e4s (Q1, Q2) P2 P12,
Since (P1, P,) and (Q1, Q2) are basis of F;[¢/] and E,[¢f] respectively, e,s (P, P)
and ey (Q1,Q2) are both primitive ¢/-th root of unity. Hence, we may find
k € (Z/¢F7)* such that ey (Py, Py) = ey (Q1, Q2)", and we must have

a1by — bias = kg mod ¢f (2)
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Remark 6.1. Since ¢/|p — 1, the £/-th Weil pairing takes values in [y, so we find
k easily by solving a discrete logarithm problem in a subgroup of order ¢/ of Fy
by Pohlig-Hellman [PH78| techniques (which apply since p — 1 is smooth).

Since ¢ is prime to ¢, o(P;) have order ¢/ so either a; or b; is invertible modulo
01 If a; is invertible, we can recover by from the other scalars using equation 2
and we can recover ag otherwise. Hence we only need 3 scalars among 4.

We can make the representation of o(P;) and o(P) even more compact.
Indeed, by Remark 4.2 the ¢¢-isogeny F' representing o can be computed as long
as 2f > e+ 4. But in FastSQIsignHD, f ~ e ~ A so we may use points of
¢fitorsion with f; := [e/2] + 3 instead of points of £/-torsion. This reduces the
storage cost of o(Py) and o(P2) from 3f ~ 3\ to 3f; ~ 3/2\.

On the whole, we can represent the signatures with s = 13/2X + O(log(\))
bits if we use the compression and decompression algorithms given by Algorithms
6 and 7, breaking the previous record of SQIsign. Indeed, in SQIsign, the kernels
of the signature isogeny o (of degree p'®/4) and of the dual of the challenge (of
degree /p) need to be transmitted so we get a signature of size s = 17/2\ +
O(log())) at least.

Example 22. For NIST-I security level (A = 128 bits), we can choose the
parameters p = 13- 2126378 _ 1 ¢ = 142 and f; = 73. The total signature size
in SQIsignHD is 2[log,(p)] + e + 3f1 + 1 = 870 bits or 109 bytes. For the same
security level, SQIsign signatures took 177 bytes in the NIST implementation
[The23b].

Remark 23. We can use the same techniques in dimension 8 but we output
signatures of size s = 14X + O(log(\)) instead of 13/2X 4+ O(log())) since e is
bigger (£¢ = O(p?)). Details may be found in Appendix C.3.

6.2 Time efficiency

Low signing time (and key generation time). In the latest version of
SQIsign [FLLW23], the signature time was dominated by the computation of
30 T-isogenies with T ~ p°/4. Each T-isogeny is rather slow as T typically has
prime factors as large as a few thousands. In contrast, in FastSQIsignHD, signing
only requires a handful of ¢/ and ¢/f /—isogenies, where typically £ = 2 and ¢’ = 3.
Computing these isogenies is several orders of magnitude faster than a SQIsign
[FLLW23] signature.

We have implemented FastSQIsignHD in C, based on the implementation of
SQIlsign [The23b]. The signature takes an average time of 28 ms at the 128 bits
security level on an Intel(R) Core(TM) i5-1335U 4600MHz CPU (average over
1000 signature computations). Key generation takes 70 ms on average on the
same CPU. While signature is already close to ten times faster than the fastest
implementations of SQIsign [FLLW23; LWXZ23], we refrain from reporting a
detailed clock-cycle comparison, as the bottleneck of our implementation has
shifted from isogeny computations to a variety of steps which have not been
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Algorithm 6: Compression
Data: E1, E2,q, P1, P2,0(P1),0(P2), where ¢ < £°, 0 : E1 — E» a g-isogeny
and (P, P) a basis of E1[¢71] determined canonically (with f; := [e/2]+
3).
Result: A word of length 2[log,(p)]| + e + 3f1 bits (assuming ¢ = 2).
1 Compute j(E1) € F2;
2 Let ¢ be a canonical generator of sz. Write ¢ := n1 + n2( where ni,n2 € Fp
are represented by integers in [0 ; p — 1] of length [log,(p)] bits each;
3 Compute the canonical basis (Q1,Q2) of Ez[¢/1];
4 Find k € (Z/07Z)* such that e s, (P1, P2) = e,1, (Q1,Q2)";
Find a1,b1,a2,b2 € Z/Ele such that o(P1) = a1Q1 + b1Q2 and
o(P) = a2Q1 + b2Q2;
if ¢ fa1 then
| Return [|n|nz2|qlla[|bx[b2];
else
| Return [|ni|[nz2||qllax||b1||az]];
10 end

%]

© 00w g O

optimised (as they were negligible in former SQIsign implementations). Most
notably, about 29% of the FastSQIsignHD signing time is spent computing two
discrete logarithms; a 4.8 x speedup is reported in [LWXZ23] using Tate pairings
for comparable discrete logarithm computations. Another 20% is spent solving
a quaternion norm equation [Ler22, Algorithm 4], a step that has not been the
focus of much attention. In addition, contrary to former implementations of
SQIsign, our implementation is purely in C, with no assembly-optimised field
arithmetic.

Providing a completely optimized implementation is left for future works, yet
this first implementation is already compelling.

Verification time. This efficiency gain in the signature is made at the expense
of the verification time where a 4-dimensional ¢¢-isogeny has to be computed. Of
course f-isogenies in dimension 4 are expected to be slower to compute than in
dimension 1. Nonetheless, we only have to compute two chains of /-isogenies of
length 1/41og,(p), whereas the verifier had to compute an ¢-isogeny chain of size
15/41og,(p) in the last version of SQIsign [FLLW23]. Furthermore, our choice of
parameters allows for more efficient field arithmetic.

Our experimental sagemath implementation provides an upper bound on the
verification time: for 128 bits of security the verification takes around 600 ms on
the same CPU as above. We expect this time to be significantly reduced in the
future: new optimisations remain to be implemented, and more importantly a
low level implementation should lead to a significant gain. Currently, the time
spent on verification is as follows: around 60 ms for the challenge computation?,

9 Which essentially consists in computing a chain of 3-isogenies in dimension 1. The
signature also needs to compute similar isogenies, and in this case the low level C
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Algorithm 7: Decompression
Data: A word w of length 2[log,(p)] + e 4 3f1 bits (£ := 2, f1 := [e/2] + 3),
the public key F4 and the message m, hash functions ¢ and H used to
generate the challenge after Fiat-Shamir transform (see Appendix A.1).
Result: E1, Es,q, P, P>,0(P1),0(P2), where ¢ < ¢, 0 : E1 — E» is a ¢-
isogeny and (P1, P») is a basis of F4 [Efl] determined canonically.
Parse [[n1[[nzllgllax|[ba]|ca|| «— w;
Set j +— n1 + n2(, where ¢ is the canonical generator of F2;
Compute F; of j-invariant j(F1) = j;
Recover the commitment ¢ «— ®(E1, H(E1, m)). Let E3 be the codomain of
®;
Compute the canonical basis (Pi, P2) of E1[¢/1] and the canonical basis
(Q1,Q2) of Ex[¢1];
Find k € (Z/¢/1Z)* such that e,s, (P1, P2) = e,5, (Q1,Q2)";
if ¢ fa: then
a2 < C2;
Find by € Z/¢/'Z such that ai1by — biaz = kq mod ¢/*;
10 else
11 bo +— co;
12 Find as € Z/EfIZ such that a1b2 — biaz = kg mod 28
13 end
14 Return FEi,Es,q, P1, PQ, CL1Q1 + leQ, ang + bQQQ;

%] B W N =

© o N o

510 ms for the two dimension 4 27!

of a point through F'.

-isogenies giving F', and 30 ms for the image

implementation only takes 1-2 ms, which shows the potential of improvements of
writing a low level implementation of the verification.
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A Preliminaries

A.1 Constructing a signature with the Fiat-Shamir transform

In this section, we explain how to transform our SQIsignHD identification proto-
col into a signature scheme using the Fiat-Shamir transform [FS87]. The method
is analogous to the original SQIsign protocol. The following procedure applies
to both FastSQIsignHD and RigorousSQlIsignHD.

Decomposing the degree of the challenge into primes D, := []/_, ;' and
setting pu(D,) = [[/_, €5 '(¢; + 1), we define a secure hash function in
the supersingular {¢;,--- ,{,}-isogeny graph mapping a supersingular elliptic
curve E and an integer s € [1; pu(Dy,)] to a cyclic D,-isogeny ®(FE,s) with
domain E. Such a hash function has been constructed in [DDF+21, § 3.1],
which is a generalization of [CLG09]. We also use another secure hash function
H:{0,1}" — [15 u(Dy)].

Signature. To sign a message m with a secret key 7 : By — FE4, gen-
erate a random commitment ¢ : Fy — FEj, let s := H(j(E;),m) and
¢ = @®(Fa,s) : E4 — Es. From the knowledge of 7, ¢ and v, construct
an efficient representation R = (o(P1),0(P2),q) given by the image of torsion
points by a response isogeny o : By — Eo and return (Eq, R) as a signature.

Verification. A verifier receiving a signature (E7, R) associated to the mes-
sage m and public key E4 computes s = H(j(E1),m) and then p = &(E4,s) :
E4 — E5. The verifier finally checks that R represents correctly an isogeny
o : F1 — E5 by computing a higher dimensional isogeny, as explained previ-
ously.

Once it is established that the SQIsignHD identification protocol is complete,
sound, and honest verifier zero-knowledge, and assuming the hardness of the
endomorphism ring problem, we obtain a universal unforgeable signature against
chosen message attacks in the random oracle model [VV15, Theorem 7).

A.2 Abelian varieties and their isogenies

An abelian variety A over a field k is a connected projective k-variety with an
algebraic group law (which is then automatically abelian by rigidity). Abelian
varieties are generalizations of elliptic curves in any dimension. In particular,
elliptic curves are abelian varieties of dimension 1 and products of elliptic curves
are abelian varieties.

A morphism of abelian varieties is an algebraic map ¢ : A — B which is a
group homomorphism; by rigidity it suffices to check that ©(04) = 0p. It is an
isogeny if it is surjective and has finite kernel. The degree of an isogeny is its
degree as a rational map. If ¢ is a separable isogeny, then deg(p) = # ker(p). If
deg(¢p) is prime to the characteristic p of the base field k, then ¢ is automatically
separable. As in elliptic curves, the multiplication by n map in an abelian variety
[n)a : A — A is an isogeny of degree n?9 with g := dim(A) and its kernel A[n]
is isomorphic to (Z/nZ)?9 when n is prime to p.
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To any abelian variety A, we associate its dual abelian variety 121\, which
has the same dimension. The dual defines a contravariant functor: any isogeny
¢ : A — B induces a dual isogeny o : B — A which has the same degree.
A polarization is an isogeny A : A — A induced by an ample line bundle. A
polarized abelian variety (A, A) is principally polarized if A is an isomorphism.

Ifne N is prime to p, then we have a non-degenerate pairing en Aln] x
A[ ] — k" called the Weil pairing. Given a polarization \ : A — A the Well
pairing yields a non-degenerate antisymmetric pairing e : A[n] x A[n] — k.

Morally, a polarization can be seen as ”a way to represent an abelian variety”.
Indeed, in plain generality, we do not have nice analogues for the Weierstrass
model for elliptic curves, but every abelian variety can be described by a theta
model [Mum66b; Mum67a; Mum67b]. We refer to the notes of Milne [Mil86] or
the book of Mumford [Mum?74] for a complete introduction to abelian varieties.

A.3 The Deuring correspondence

Quaternions, orders and ideals. Let B,  be the quaternion algebra over
Q ramifying at p and co. By [Piz80, Proposition 5.1], there exists a Q-basis
(1,4,5,k) of By oo with j2 = —p, k = ij = —ji and i*> = —1, -2, —¢, when p = 3
mod 4, p=5 mod 8 and p =1 mod 8 respectively, ¢ being a prime such that
(—p/q) = 1. Bp o has a conjugation o := x+iy+jz+kt — @ := v —iy—jz—kt.
For all o € B, o, we define the reduced norm nrd(«) := a@ and trace Tr(a) :=
a+a.

A fractional ideal I C B, is a Z-lattice of rank 4. We also define the
reduced norm of I as nrd(I) := ged{nrd(«) | @ € I} and the conjugation I :=
{@| a€I}.If I C J are two fractional ideals, then [J : I] = nrd([)?/nrd(J)?2. If
(a1, , ) is a basis of I, then | det(Tr(cy;@;))1<; j<4|'/? does not depend on
the basis. This invariant is called the the reduced discriminant of I and denoted
by discrd(I).

An order of O C B, is a fractional ideal which is stable by multiplication
and contains 1. We say it is mazimal if it is maximal for the inclusion. If I is a
fractional ideal, we define its left order Or(I) := {a € By | o C I} and its
right order Or(I) = {a € By | Ta C I}. We say that I is a left (respectively
right) O-ideal when O C Op(I) (respectively O C Or(I)). We also say that I
connects O and O' when O = O (I) and O’ = Og(I). I is integral if I C O (I).
In this case, I C Og(I) and both O (I) and Og(I) are maximal. In this paper,
we only consider integral ideals and simply refer to thern as ideals.
Two fractional ideals I ~ J are equivalent if there exists 8 € By ., such that
J = If. In that case, Or(I) = Or(J) and Or(I) = BOR(J)B~ 1.

The Deuring correspondence. The Deuring correspondence due to Max
Deuring [Deudl] draws a parallel between the world of quaternions and the
world of supersingular elliptic curves. Indeed, if E/IF,2 is a supersingular elliptic
curve, then its endomorphism ring End(FE) is isomorphic to a maximal order
O CBpoo-
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Example 24. If p =3 mod 4, the elliptic curve Fy : 4% = 23+ defined over F,
is supersingular and has a very explicit endomorphism ring End(FEy) isomorphic
to O := (1,4, (i + 7)/2, (1 + k)/2), where j corresponds to the Frobenius endo-
morphism (z,y) € Eg — (2P, yP) € Ey and i corresponds to the automorphism
(z,y) € By — (—x,Cy) € Ey (with ¢ € Fp2 such that ¢? = —1).

This is one of the very few examples where End(Ep) can be easily and ex-
plicitly computed. Computing End(E) is difficult in general.

Let E be a supersingular elliptic curve and O := End(F). An isogeny ¢ :
E — E' has a kernel ideal Iy := {a € O | VP € ker(¢), «(P) =0}, which is
a left O-ideal of norm nrd(I,) = deg(¢). Conversely, any left O-ideal I defines
an isogeny ¢y : E — Ej of kernel E[I| :={P € E |Va € I, «a(P) =0} and
degree deg(¢r) = nrd(I). We have Iy, = I and ¢;, = ¢ so this correspondence
is one to one.

The Deuring correspondence between ideals and isogenies satisfies the follow-
ing properties: two equivalent ideals I ~ J have isomorphic codomains E; ~ E;,
the endomorphism ring of the codomain Ey is End(E;) = Og(I), the conjugate
I corresponds to the dual isogeny a;, the kernel ideal of the composite ¢ o ¥
isogeny is Igoy = Iy - Iy, a principal ideal corresponds to an endomorphism.
For a thorough presentation of quaternions and the Deuring correspondence, we
recommend the book of Voight [Voi20].

Accessible torsion to make the Deuring correspondence effective.
Making the Deuring correspondence effective means computing the isogeny
¢r : E — Ej associated to an ideal I and conversely, computing the kernel
ideal I of a known isogeny ¢ : E — E’ when End(FE) is known. Until recently,
this could be done in polynomial time only when the ideal norm/the degree is
smooth and the necessary nrd(I)-torsion to do these computations is ”accessible”
in the following sense.

Definition 25. Let E/F,: be a supersingular elliptic curve and 7' := [],_, £;
be an integer, where the ¢; are distinct primes. We say that E has accessible
T-torsion if E[(;*] is defined over an extension of I, of degree polynomial in

log(p) for alli € [1; r].

Usually, in cryptographic protocols we choose p to ensure the 7T-torsion is
defined over Fp> or 4 to optimize T-isogeny computations when 7' is smooth.
In general, if T' is B-powersmooth with B polynomial in log(p), the T-torsion is
always accessible and we can compute T-isogenies in polynomial time as a prod-
uct of low degree isogenies as in [EHLMP18, Proposition 4]. Until recently, those
were the only way to compute isogenies and make the Deuring correspondence
effective. In this work, we propose a method to compute isogenies of non-smooth
degree (see Section 2). We specialize it for SQIsignHD but this could be easily
generalized.
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A.4 Algorithms for effective Deuring correspondence

In this section, we recall already known polynomial time algorithms making
the Deuring correspondence effective. Those algorithms are used as ingredients
of SQIsignHD. They were mainly introduced for previous versions of SQIsign
[DKLPW20; FLLW23].

Pushing the endomorphism ring through an isogeny. In this paragraph,
we introduce an algorithm to compute a basis of End(F) that we can easily
evaluate when we know an isogeny Ey — E and a basis of End(FE)y) (in practice,
Ej is the elliptic curve of Example 24).

Definition 26. Let E/F,2 be a supersingular elliptic curve and O be a maximal
quaternion order in B, o, isomorphic to End(E). An eval-basis of End(E) is the
data of a basis (ay,---,ay4) of @ and an isomorphism ¢ : @ — End(E) such
that the e(;) can be evaluated at any point of F in polynomial time in log(p).
We say it is an N -eval-basis if we can only evaluate the (c;) on points of order
prime to N.

For any left-ideal I C O, we define an (N-)eval-basis of I in a similar way.
Such a basis can be obtained from an (N-)eval-basis of End(E).

Assume that we know an eval-basis ((aq, -+ ,a4),€) of End(Ep). Let ¢ :
FEy — E; be an isogeny of degree N with an efficient representation. Here, we
explain how to use ¢ to compute an N-eval-basis of End(E).

By [Vo0i20, Lemma 42.2.9], the map

¢: End(E1) — Bp,oo

1 ~
o e (Bodo)

induces an isomorphism End(FE;) — O; := Og(Iy). Assuming that we know
I;, we can obtain a Z-basis (81, , 1) of O via the formula Oy = 1/NT,I,
[Voi20, Proposition 16.6.15]. Then, :~! induces an isomorphism O; — End(E).

We now explain how to use ¢! to evaluate the ;. Since NO; = HL/, C Oy,
we can write

1
Bi = NZ Ci i 0,
j=1
with ¢; ; € Z, for all i € [1 ; 4]. We then have:

1 & -
(B = WZ ¢ij¥ o e(ay) o1,
=1

so we can indeed easily evaluate the 8; on any point of FE; of order prime to N.
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Algorithm 8: PushEndRing [EHLMP18, Algorithm 4]

Data: An eval-basis ((a1, -+ ,a4),¢) of End(Ep) and an isogeny ¢ : Ey — F4
of degree N with known kernel ideal Iy;.
Result: An N-eval-basis (81, -, 84) of End(E1).
1 Compute a Z-basis (B1,- -+, 1) of O1 := 1/NIyly;
2 Write i :==1/N 3, _, ¢ijoy, with ¢;j € Z, for all i =1,--- , 4;
3 Let &' : O = End(E,), fi — 1/N? Z;:l i oe(ay) o1
4 Return (B1,---,B4) and €’;

Algorithm 9: KernelToldeal p

Data: A point P € E; of smooth order D and an eval-basis ((81,--- ,84),€")
of End(FE1) = O; that can be evaluated on E;[D].
Result: The ideal I({P)) C O; associated to the isogeny of kernel (P).
1 Compute Q; :=¢’'(B;)(P) fori=1,--- ,4;
2 Find 4,7 such that (Qi, Q;) is a basis of E1[D];
3 For k # 14,7, find a,b € Z/DZ such that Qr = aQ; +bQ; (discrete logarithm
problem);
4 Let v := pr — af; — bB;;
5 Return O1v+ O1D;

From isogenies to ideals. Let ¢ : £y — FE3 be a cyclic D-isogeny (with
D smooth) represented by a generator of its kernel P. We give an algorithm
KernelToldeal p (Algorithm 9) due to Leroux [Ler22, Algorithm 20] to compute
the ideal associated to a cyclic group (P) of a supersingular elliptic curve E;
when we know an eval-basis of End(FE;) that can be evaluated on E;[D]. This
algorithm is a variant of the algorithm introduced by Galbraith, Petit and Silva
[GPS20, Algorithm 2] with the same purpose.

Remark 27. Since D is smooth, the discrete logarithm problem in line 3 of
Algorithm 9 is easy to solve with Pohlig-Hellman methods generalized by Teske
to multiple discrete logarithms [PH78; Tes99].

Lemma 28. [Ler22, Lemma 4.22] Algorithm 9 terminates and is correct.

Kernel ideal computation. The two preceding algorithms immediately yield
an algorithm IsogenyToldeal (Algorithm 10) computing the kernel ideal of ¢ :
E, — FE5 of smooth degree D, when given an isogeny v : £y — E; of smooth
degree Dy, prime to D, with known kernel ideal I, and an eval-basis of End(Ej).

The KLPT algorithm. The KLPT algorithm was first introduced in [KLPT14]
for extremal orders (such as Oy in Example 24) and then generalized to other
orders and improved in [DKLPW20], [FLLW23] and [Ler22]. In the following,
we refer to the version of KLPT introduced in [Ler22, Algorithm 7]. Given a left
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Algorithm 10: IsogenyToldeal

Data: An isogeny ¢ : E1 — FE» of smooth degree D, another isogeny v :
Eo — E; of smooth degree Dy, coprime with D, along with its kernel
ideal I, and an eval-basis By of End(Ejp).

Result: The kernel ideal I, associated to .

1 Compute a Dy-eval-basis By := PushEndRing(Bo, ¥, I;) of End(E1);
2 Let P be a generator of ker(y);

3 I, «— KernelToldealp,, (P, B1);

4 Return I;

Op-ideal I and a (smooth) integer N = 2(p3), KLPT 5 (I) returns an equivalent
ideal J ~ I of norm dividing V.

This algorithm is generally used when we want to compute an isogeny path
Ey — E. Given an ideal I connecting Oy = End(Ep) to O = End(FE), which
may not have smooth norm, we find J ~ I with KLPT of smooth norm N, so
that the isogeny associated to J, ¢; : Ey — E can be computed.

From ideal to isogenies. Given a maximal order O and a left O-ideal J, we
have a straightforward way to compute the associated isogeny ¢ 5 : B — E’. We
evaluate a basis of J on E[nrd(J)] to compute E[J] = ker(¢ ;) and then compute
¢ as a chain of small degree isogenies (assuming nrd(.J) is smooth) using Vélu’s
formulas [Vél71]. Unfortunately, we might not have accessible nrd(J)-torsion,
especially if J is obtained from KLPT (nrd(J) = ©(p3) when O = Oy and even
bigger otherwise).

In [DKLPW20, Algorithm 7], the authors introduced the
SpecialldealTolsogeny algorithm to perform this computation with half of
the torsion when O = Oy and when we know an alternate isogeny path. Assume
we have accessible T-torsion with 7' = 2(p3/?). SpecialldealTolsogeny takes as
input two left-ideals J,I C Oy of coprime norm such that I ~ J and nrd(J)|T?
along with the isogeny ¢; : Ey — E associated to I. It returns the isogeny
¢y Fg — FE associated to J.

A.5 A non-smooth isogeny torsion evaluation algorithm

We present EvalTorsionp that evaluates a non-smooth degree isogeny on D-
torsion points (with D smooth) knowing its kernel ideal and an alternate smooth
degree path. This algorithm is greatly inspired from [FKMT22, Algorithm1] or
[Ler23, Algorithm 2]. Let I be an ideal connecting O = End(E) and O’ &
End(E’) of non-smooth norm ¢, (P;, P») be a basis of E[D], p; : Ey — E and
p2 : B9 — E’, be two isogenies of respective degrees di,ds prime to D, and
respective kernel ideals I; and Iy. We want to compute (¢7(Py), ¢r(P2)), where
¢r : E — FE’ is the isogeny associated to I.

Let us consider the endomorphism ~ := pyo¢prop; of Fy. From that definition
of v comes the equality

[dida)pr = p2 0y 0 p1.
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Algorithm 11: EvalTorsionp
Data: A basis (P, P») of E[D], an ideal I connecting O 2 End(E) and O’ :=
End(E’), two isogenies p1 : Egp — E and p2 : Eg — E’ of respective
degrees di and d2 prime to D and their respective kernel ideals I; and
Is.
Result: (¢1(P1), ¢1(P2)), where ¢r : E — E' is the isogeny associated to I.
Find v € Op such that Opy =11 - I - Is;
R; +— paovyopi(R;) fori € {1,2};
Compute A, an inverse of did2 modulo D;
Return ([A]R1, [A|R2);

W N =

Since D is prime to d; and ds, the scalar dids can be inverted modulo D and
we see that it suffices to evaluate v, p1, po on the D-torsion of their respective
domains.

The curve Ej is chosen to have a known endomorphism ring so we can easily
evaluate v at any point from a basis of endomorphisms if we know the principal
ideal Og~y. This ideal can be computed from the ideals I1,Is C Op and I C O
associated to py, p2 and ¢ respectively, with the formula I; - I - I, = Ogy. The
EvalTorsionp algorithm summarizes the procedure described above.

B The description of RigorousSQIsignHD

In this section, we describe the details of the RigorousSQIsignHD protocols and
parameters. Recall that unlike FastSQIsignHD, this algorithm relies on a verifi-
cation procedure in dimension 8 and is optimised for security at the expense of
efficiency. This scheme is theoretical and not meant to be implemented.

B.1 In RigorousSQIsignHD, more torsion is needed than in
FastSQIsignHD.

As in FastSQIsignHD, in RigorousSQIsignHD we still require p = 2(22}) to
achieve a classical security level of A bits (and a quantum security level of A/2
bits). The degrees D, D, and D, still need to be coprime with ¢ for the response
isogeny evaluation with EvalTorsion,s, while D, needs to be coprime with D, for
the computation of I,,. In addition, we need E; and E 4 to be rigorously (and not
only heuristically) computationally indistinguishable from a uniformly random
supersingular elliptic curve. For that reason, we shall have D, Dy, = O(p?) and
D, =" = O(p?) (as will be explained in Appendix B.2).

For the computation of the secret key 7 and commitment isogeny v and
challenge ¢, we need accessible T-torsion such that D, DQ/J|T2 with T prime to
¢ and T = 0(p*/?), as in the original SQIsign protocol [DKLPW20]. We also
require D,|T" to compute the challenge whose degree is D, = O(p?) (as will be
explained in Appendix D.1). Hence, we require T =~ p3.
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As previously, we can compute the £°-isogeny F' representing the response o
in dimension 8 as long as we have accessible ¢f torsion with 2 f > e+4. However,
as will be explained in Appendix D.2, to prove the zero-knowledge property, we
need (¢ = O(p?) instead of O(y/p), so we can have ¢/ = O(p). Hence p should
be of the form p = ¢ff — 1 with ¢ as small as possible.

Then, the accessible T-torsion will be defined over small field extensions of
[F,2. For instance, T' could be the product of the smallest successive primes (¢
excluded) such that T' ~ p3. All the primes we need will be O(log(p)), so the
T-torsion will be defined on extensions of degree O(log(p)) of Fj2 and all isogeny
computations will be polynomial in log(p).

This ensures in particular that RigorousSQIsignHD complexity scales polyno-
mially with the security parameter A (as FastSQIsignHD), which is an interesting
property in comparison with SQIsign. Indeed, in SQIsign [FLLW23] the authors
imposed #/|p — 1 and T|p? — 1 (with T ~ p°/*), so that the whole T-torsion is
defined over Fps (and z-coordinates are defined over F,2). Finding such primes
has been an open research question since the introduction of SQIsign [CMN21;
BSC+22; Ahr23]. Tt is still unclear if we can still find T sufficiently smooth as
the security level grows. Since computing a prime degree isogeny is exponential
in the degree, the SQIsign protocol might not be polynomial in log(p).

B.2 Provably secure key generation and commitment

To prove security, the distribution of the public key F4 and the commitment E;
need to be close to the uniform distribution in the supersingular isogeny graph.
Heuristically, we expect to get an elliptic curve with a distribution somewhat
close to uniform after a random isogeny walk of length @(p). However, the fact
that we compute two paths simultaneously in FastCommit and FastKeyGen might
alter the distribution of the resulting elliptic curve. While we do not expect the
induced bias to be computationally relevant, it prevents a rigorous analysis. This
is the reason why we now propose a different procedure for RigorousKeyGen and
RigorousCommit.

Starting from Fj, we generate a random ¢-isogeny walk ¢ : £y — E long
enough to make E uniformly random and compute its kernel ideal I, as well as an
alternate path ¢’ : Ey — E of degree dividing T2. This algorithm is very similar
to what is done in the first version of SQIsign signing algorithm [DKLPW20].
The procedure we shall describe is costly (though polynomial) and this is one
of the reasons why we do not expect the efficiency of RigorousSQlsignHD to
compare favourably to the original SQIsign protocol.

A long enough supersingular ¢-isogeny walk.

Proposition 29. Let ¢ : Ey — E be an £"-isogeny obtained from a non-
backtracking random L-isogeny walk. Then, for all € €]0,2], the distribution of E
has statistical distance O(p_5/2) to the uniform distribution in the supersingular
isogeny graph, provided that h > (1 + €)log,(p).
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Proof. Let SS(p) be the set of supersingular elliptic curves over F,2 (up to iso-
morphism) and S be the probability distribution on SS(p) given by S(E) :=
K~ /# Aut(E) for all E € SS(p), with K := 3" pegg(,) 1/# Aut(E). Let dy be
the Dirac distribution on Fy and 6(()h) the distribution obtained from §y after
a non-backtracking ¢-isogeny walk of length h. By [BCC+23, Theorem 11], the
statistical distance between S and 5(()h) satisfies

e (s) = F [ste) - < R DD

EeSS(p)

By the Eichler’s mass formula [Voi20, p. 42.3.8], we know that K = (p — 1)/24.
Then, when h > (1 + ) log,(p), we get that drv(S,65") = O(log(p)p~</2) =
O(p=/?).

By Lemma 30, we have dryv (U, S) = O(p~!), so we finally get, by triangular
inequality, that dry (U, 6((Jh)) =O(p~</?). O

Lemma 30. The statistical distance between S and U is dpy (S,U) = O(p™1).

Proof. By [Sil09][Theorem III.10.1], we have #Aut(E) = 2 for all E €
SS(p) such that j(E) # 0,1728, and # Aut(E) € {4,6} otherwise and by
[Sil09][Theorem V.4.1], there exists C), € Z small such that # SS(p) = 2K + C),.
Hence, we have

drv(U,S) = = Z _

2 E€SS(p) #8SS(p) K# Aut(FE)
=5 > swro ek tow)

2 EeSS(p) 2K+Cp 2K

J(E)#0,1728

16 y
T 20K(2K + Cp)(#SS(p) +0(1)+ 0™
_ Cp -1\ _ 1
T O(p~)=0(p ).

O

By Proposition 29 (with € = 1), an adversary needs time O(\/ﬁ) to distin-
guish a supersingular elliptic curve obtained from Fj after a non-backtracking
(-isogeny path of degree ©(p?) from a uniformly random elliptic curve in the su-
persingular isogeny graph. Since p = ©(2%), this is sufficient to ensure a security
level of A bits.

Computing the kernel ideal and an alternate path. Assume that we
have generated a random /(-isogeny walk ¢ : By — E of degree (" = O(p?).
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Algorithm 12: RigorousDoublePath;

Data: A supersingular elliptic curve Eo with accessible T-torsion and ¢7-
torsion, an eval-basis By of End(Ep) in the sense of Definition 26.
Result: A random f-isogeny walk ¢ : Ey — E of degree £ = O(p?) such that
the distribution of E has statistical distance O~(p71/2) to the uniform,
an isogeny ¢’ : Ey — E of degree dividing T2 and their respective
kernel ideals Iy and I, .
1 h<— [2log,(p)];
Perform a random non-backtracking ¢-isogeny walk ¢ : Ey — E of degree £";
Decompose ¢ in a sequence of isogenies ¢; : F; — Fi11 (1 <1 < 1) of degree
dividing ¢7;
Let P; be a generator of ker(¢;) for all ¢ € [1; 7];
Jo < 00;
fori:=0tor—1do
I; +— KernelToldeal, s (B;, P;);
Jz‘+1 “— KLPTT2(JZ‘ . Ii);
®;.1 +— SpecialldealTolsogeny (Ji11, Io -+ I;, s 0 - -+ 0 do);
10 Compute B;+1 := PushEndRing(Bo, ¢}, 1, Ji+1), a T-eval-basis of
End(Eit1);
11 end
12 ¢ — ¢r, Ly +— Io- - Lroq, Iy —— Jp;
13 Return ¢, ¢, I, L4;

w N

© 0N oo s

To compute the kernel ideal I, we cannot use KernelToldeal,n (Algorithm 9)
because we would need accessible £"-torsion, which is impossible since £* > p.

Instead, as in [DKLPW20], we divide ¢ into a sequence of isogenies ¢; :
E; — E;11 (1 <i < r) of degree dividing ¢/ and compute their associated
kernel ideals I; successively. For the computation of I;, we need to compute an
alternate isogeny ¢ : Eg — E; of degree dividing T? obtained at step i — 1.
Hence, the alternate path ¢’ := ¢, : Ey — E, = E will be a convenient by-
product of our ideal computation. The algorithm we propose (see Algorithm 12)
uses the sub-algorithms KLPTr2 and SpecialldealTolsogeny as black boxes (see
Appendix A.4).

Application to key generation and commitment. For the key generation
phase RigorousKeyGen, we simply call RigorousDoublePath,; 1 to output two iso-
genies 7,7 : By — E4 with codomain E,4 statistically close to uniform and
respective degrees ¢! and dividing 72, along with their kernel ideals I, and I.

For the commitment RigorousCommit, we only need an isogeny ¢ : Ey —
E; of degree T? (prime to ¢) with codomain E; statistically close to uniform.
RigorousDoublePath,;  will output é,¢' + By — Eq of respective degrees ¢
and Dy |T?, along with Iy, I, . The data (¢, ;) will not be used so we only
compute ¢ to ensure the randomness of E; and I, as an intermediary tool to

obtain (’(/J/,[w/) = (¢/,I¢1).
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B.3 The challenge generation

In RigorousSQIsignHD, the degree of the challenge isogeny D, will be a divisor
of T of size D, ~ p®. More details on the choice of D,, in RigorousSQIsignHD
will be given in the security analysis (see Appendix D.1).

B.4 Response and verification in RigorousSQIsignHD

In this section, we cover the algorithmic blocks introduced in Section 4.1 for Fast-
SQIsignHD. Some of the algorithms are common with the dimension 4 and some
are specific to the dimension 8. As in Section 4.1, we start with an overview of
the algorithmic building blocks of RigorousRespond and RigorousVerify and then
present them in detail.

Those algorithms use the following sub-algorithms:

IsogenyToldeal (p, 4, I;) (already presented in Appendix A.4).

— RandomEquivalentldeal,. (already presented in Section 4.2).

EvalTorsion,s (already presented in Appendix A.5).

Representlsogenyg . o takes as input an integer ¢ < £¢ coprime with /, inte-
gers ajp,--- ,ay such that a? + --- + a2 + q = (¢, a basis (P, P,) of E;[¢7],
(c(P1),0(P2)), where o : By — Es is a g-isogeny, and returns a chain of
8-dimensional (-isogenies whose composition is F(o, a1, , a4).

— IsValidg, with input F,Ei, Eo,¢¢ ¢/, checks if F is a valid output of
Representlsogenyg 4e ,s representing an isogeny o : E; — F» in dimension 8.

The response and verification procedures follow the same ideas introduced for
FastSQIsignHD. To respond, the prover computes a random ideal I ~ I,-I.-I, of
norm g < ¢¢ and evaluates the associated isogeny o : F; — F5 on a canonical
basis (Py, P;) of Ei[¢/]. Then, they send (g,0(P;),o(P:)) to the verifier. The
latter, after receiving (g,o(Py),0(P2)) computes integers aq,--- ,a4 such that
a?+---+a?+q=(°, computes F(o,a1,--- ,a4) and verifies the result is correct
with IsValidg. Algorithms 13 and 14 follow.

Remark B.1 (Case ged(q,f) # 1). For security reasons (see Remark 7), ¢ =
nrd(I) = deg(o) can take any value < ¢¢, including multiples of . In that case,
we cannot evaluate o on E;[¢f] with EvalTorsion,s directly. To know how to
treat this case, we refer to Appendix C. Our solution involves factoring o by
{-isogenies and applying Representlsogenys 4 ,s to a factor of o of degree prime
to £. In the following, we assume ¢ prime to ¢ for simplicity.

As input of Algorithms 13 and 14, we denote by:

RigorousSetup, the public parameters of RigorousSQIsignHD, p, £ and f such

that ¢f|p — 1, e, T powersmooth (accessible torsion) and Ej;

— SecretKey, the isogenies 7,7' : Ey — E4 of degrees D,|T? and D, = ("
respectively along with their kernel ideals I, and I.;

— CommitData, the isogeny ¢ : Ey — E; of degree Dy|T? and its kernel ideal
Iy;

- CdFlallData, the isogeny ¢ : E4 — E3 of degree D, |T.
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Algorithm 13: RigorousRespond

Data: RigorousSetup, SecretKey, CommitData and ChallData.

Result: (o(P1),0(F2),q), where (Py, P2) is a canonically determined basis of
N [Zf] and o : F1 —> Fs is a g-isogeny with q < £°.

I, +— lsogenyToldeal (¢, 7', I..+);

J— Ty I - Iy

I +— RandomEquivalentldeal,. (J) and g <— nrd(7);

Compute the canonical basis (Py, P) of E1[¢/];

(o(Pr),0(P2)) «— EvalTorsion,s (I, P1, Pa, ), 001, Iy, I; - I,);

Return (o (P1),0(P2),q);

S ULk W N -

Algorithm 14: RigorousVerify

Data: RigorousSetup, F1, E2> and an output R from RigorousRespond.
Result: Determines if R is a valid response.
1 Try to parse R := (R1, R2,q), where R1, Ry € F» [Ef] and q < £° and return
False if it fails;
2 Compute the canonical basis (P1, P2) of E1[£/];
Find a1, -+ ,as4 € Z such that a? + - - - + a5 + ¢ = £° using Pollack and
Trevifio’s algorithm [PT18];
F' <— Representlsogenysg se os (F1, E2,a1,- - a4, P1, P2, R1, R2);
if F' # False then
| Return IsValids ¢e, 0 (F, E1, E2, a1, - ,a4);
else
‘ Return False;
end

w

© 0 N o Uk

Computing the response isogeny representation in dimension 8. We
introduce Representlsogenyg e o+ that takes as input an integer ¢ < £° prime
to £, integers ay,--- ,ay such that a® 4+ --- + a3 + ¢ = ¢, a basis (P, P,) of
EL[¢], (6(P1),0(P,)), where o : By — Es is a g-isogeny, and returns a chain
of 8-dimensional ¢-isogenies whose composition is F(o,a1, - ,a4).

The algorithm Representlsogenysg 4. ;s (Algorithm 15) only works when ¢ and
¢ are coprime. We explain in Appendix C how to treat the general case. The in-
gredients of Algorithm 15 are very similar to those of Algorithm 4. As explained
in Section 4.3, we divide the computation in two F' = F o I due to missing
accessible £°-torsion. We start by computing a basis of ker(Fy) and ker(F3) and
compute F and F, as {-isogeny chains in the ©-model using KernelTolsogenyg al-
gorithms (presented in Appendix F). So far, dimension 8 isogenies have not been
implemented and we do not provide any implementation (unlike in dimension 4).
Such an implementation would probably not be practical for cryptography.

Verification in dimension 8. We describe the verification procedure IsValidg
(Algorithm 16) taking as input the isogenies Fy; and F, outputted by
Representlsogenyg sc ¢+ and determining if they represent an isogeny E; — Es
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Algorithm 15: Representlsogenyg se ;7

Data: E1, E», a1,a2,a3,a4 € Z, a basis (P1, P2) of El[Zf], (o(Pr),0(P2)) where
o : By — Es is a g-isogeny with a? + a3 + a2 + a3 +q =1
Result: An (°'-isogeny F) : Ef x B3 — C and a £°2-isogeny F> : E{ xE3 — C
such that F'(c, a1, az2,as,a4) = Fro Fy, with e1,e2 < f and e1 +e2 = e.
1 ez — [e/2],e1 +— e —ey;
al —az2 —a3 —aq
2 Let ay := Gz a1 Gy Tas o End(E?}) and X := Diag(o, 0, 0,0);
az —a4 ai a2
as a3z —a2 a1
3 Foralli € {1,2} and j € {1,2,3,4}, let P, ; € Et be the tuple with P; in
position j and 0 elsewhere;
4 B (W7 an(P, ), 2P, ))rzises
1554

Co +— ([N_Ez]al(ﬂm)y *[ff_ez]z(ﬂi,j))lgig;
13524

w

if %o and PBo are valid kernels of 2° and 2° -isogenies then

6
7 F1 «<— KernelTolsogenyg 4e, (%0);
8 Fy «— KernelTolsogenyg 5 (%0);
9 Return F; and Fb;

10 else

11 Return False;

12 end

of degree ¢. As in dimension 4, the idea is to check if F; and F, have the same
codomain (computed as principally polarized abelian varieties) and then evaluate
F5 o F} on some points.

As in dimension 4, we can prove that this verification procedure is correct.
We refer to Appendix E.5 for a proof in dimension 4. The proof would be very
similar in dimension 8.

Proposition  31. Algorithm 16 is correct. Namely, when given
E1, Es a1, a0,a3,a4, F1, Fy, if Algorithm 16 returns True, then Fy o Fy
is an efficient representation of an isogeny o : Ei — FEo of degree
q=1/0°—a?—a3—a}—a3

Corollary 32. The verification procedure RigorousVerify (Algorithm 14) is cor-
rect. Namely, on input (Ry, Ra,q), RigorousVerify returns True if and only if
(R1,Ra,q) defines an efficient representation of an isogeny o : Ey — FEs of
degree q < £°.

C Response and verification in RigorousSQIsignHD
when ¢ is not prime to ¢

As explained in Section 2.3, we have no guarantee that ¢ is prime to £ in di-
mension 8, and in that case we can no longer use directly the simple formula
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Algorithm 16: IsValidg ¢c 7

Data: Elliptic curves E1, F», integers a1, az, a3, as € Z and the output (Fi, E)
of Representlsogenyg e o (B, B2, a1, a2, a3, as, %, %, *, *).
Result: Determines if F» o F} is an efficient representation of an isogeny o :

E1 — E5 of degree q := ¢° —a? — a% — a2 — a3.

1 Let (C1, A1) and (Cz, A2) be the respective codomains of Fi and E;

2 if (Cl,)\l) ;é (CQ, )\2) then

3 ‘ Return False;

4 else

5 Write T :=T];_, % (accessible torsion);

6 Generate a basis (Ui 1, Ui 2) of E1[¢7] for all i € [1 ; r];

7 Let a1 € End(E}) be as in line 2 of Algorithm 15;

8 Compute T, ; <— F> 0 F1(U;,;,0,---,0) for all i € [1; ] and j € {1,2};
9 if T, ; = (1(Ui4,0,0,0),%,0,0,0) for all (i,5) € [1; ] x {1,2,3,4} then
10 ‘ Return True;

11 else

12 ‘ Return False;

13 end
14 end

for ker(F) and the optimisations of Section 4.3 to compute the 8-dimensional
isogeny F' embedding the response ¢. To be able to use the techniques we devel-
oped, we factor o into o := G500’ 001, where o1 and o5 both have degree dividing
¢/ and ¢’ has degree prime to £. We then represent ¢’ with the techniques we
presented earlier.

C.1 Finding the f-isogeny factors in the response

In this section, we explain how to factor ¢ : £y — E5 by {-isogenies, when the
only thing we know is its kernel ideal I. We not only need to find the factors
o1: By — E{ and 09 : E5 — FEJ but also alternate paths 6, : Fy — E{ and
02 : Ey — E! of norm prime to ¢ to be able to evaluate ¢’ : E{ — FE} with
EvalTorsiony.

EL-2sF - - _sE <" _F,
02
Wy’ v
b b
i
Eo— = o = TT=EFEa

We start by factoring I to find the kernel ideals J; and Js of o1 and oy of
norm at most ¢f. Let us write I := ¢*m - J where m is prime to £ and J a left
O;-ideal without integer factor. Let us write nrd(J) := £°m’, with m/ prime to



SQIsignHD: New Dimensions in Cryptography 49

. Then nrd(I) = £2**m2m’ < £¢ so 2b+c < e < 2f. We may write b := by + by
and ¢ := ¢1 + co with 2by + ¢1,2by 4¢3 < f. Then Jy := (mJ + O£ )% and
Jo i= (mJ + 02£°2)¢%2 have norms £21¢1|¢f and ¢2b2+¢2|¢f respectively by the
following lemma. Furthermore, we have I := J;I'.Jo, where I’ is a quaternion
ideal of norm prime to ¢ by construction.

Lemma 33. Let I be a left ideal of a mazimal order O C B, o of norm prime to
p. Let us write I :=m-J withm € N* and I' a left O-ideal such that J ¢ nO for
alln € Z. Let d € N* prime to m and K := I +dO. Then nrd(K) = d Anrd(J).

Proof. Let E/F,2 be a supersingular elliptic curve of endomorphism ring iso-
morphic to O. Then:

E[K] = E[mJ + dO] = E[mJ] N E[d] = {P € E | Va € J,[m]a(P) = 0} N E[d]
— {Pc E|[mP € B[J)} N Eld) = [m] " (E[J)) N E[d

Since J is not divisible by any integer, E[J] is cyclic so we may consider a
generator P € E of E[J]. Let N’ := nrd(J) and d’' := d A nrd(J). Let Qo :=
[N'/d'|P. Then, [d|Qo = [d/d'][N'|P = 0 and [m]Qoy € (P) by construction,
so that Qo € E[K]. Conversely, let @ € E[K]. Then [m]Q = [k]P for some
k € Z and [d]@ = 0. In particular [kd]P = [md]@Q = 0. Then, N'|kd since P has
order N, so that N’/d'|k, so we may write k = k'N’'/d’ with k' € Z, so that
[m]Q = [K'N'/d'|P = [k']Qo. Since m and d are coprime, there exists u,v € Z
such that mu + dv = 1 and we then have @ = [mu + dv]Q = [um]Q = [uk’]Qo.
Hence, E[K] = (Qo) and finally

nrd(K) = #E[K] = #(Qo) = #([N'/d'|P) = d' = d A nrd(J).
O

Knowing J; and Js, we can then compute their associated isogenies o1 and o5.
Since J; and Jo have norm dividing ¢/, E{[J;] and F,[Js] are contained in the
accessible ¢f-torsion. So we only have to evaluate a basis of J; and J, on the
¢/ -torsion and solve discrete logarithms in groups of exponent ¢/ to compute
Eq[J1] and Es[Js]. We can then apply Vélu’s formulas [Vél71] to compute oy
and os. To obtain a basis of J; that we can evaluate on the Ef—torsion, we
compute a T-eval-basis of J; in the sense of Definition 26 by expressing the
basis of J; that we already know as integer linear combinations of a T-eval-
basis By := PushEndRing (v, I;) of End(E7) obtained via Algorithm 8. The same
principle applies to Jy. Let pg := ¢ o7 and Iy := I - I, its kernel ideal. Then,
we can obtain a T-eval-basis By := PushEndRing(p2, I2) yielding a T-eval-basis
of JQ.

Now we explain how to find alternate paths 6, : Ey — E} and 0 : By —
E) of degree prime to (. First, we find left Op-ideals Ky ~ I, - J; and Ky ~
I - Jo of powersmooth norm prime to ¢ using the KLPT algorithm [KLPT14].
To translate K; and K into isogenies #; and 65, we could use the paths o1 o7
and o3 0 py (where py = ¢ o 4)) and apply SpecialldealTolsogeny (presented in
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Algorithm 17: Factorlsogeny,s

~

Data: A quaternion ideal I of norm < £° connecting 07 = End(E;) and Oz =2
End(FEs), two isogenies 1,1’ : Eg — E; of degrees dividing T2 and a
power of ¢ respectively, ps : Ey —> F» of degree dividing a power of T'
and Iy, I, I> their respective kernel ideals.

Result: Two left-ideals J; € O and J» € 05 whose norms divide ¢ such that

I := J1I'Ja, with I’ of norm prime to ¢, two ideals K; ~ I - J; and
Ky ~ Iy - J2 of norms dividing T2 along with isogenies o1 : By — Ef,
o2 : By — E5 61 : By — E} and 02 : By — E} respectively
associated to Ji, J2, K1 and K.
1 Factor I := ¢*mJ with £ Am =1 and I’ without integer factors and factor
nrd(J) := £°m’ with £ Am/ = 1;
2 Let b:=b1 4+ b2 and ¢ := ¢1 + c2 with 2b; +¢; < f for i € {1,2};
3 Jy — (mJ 4+ O Jy «— (md + O2£°2) 002,
a I J'Th
5 Compute two T-eval-basis Bi := PushEndRing(¢,Iy) and B: :=
PushEndRing(p2, I2);
6 Infer T-eval-basis C; of J; from B; for i € {1,2};
7 Evaluate C; on a basis of F;[¢f] to compute G; := E;[J;] for i € {1,2};
8 Compute o; : F; — E; of kernel G; for i € {1,2};
9 K +— KLPTTZ ([w . Jl),Kg < KLPTTQ (12 . JQ);
10 61 +— SpecialldealTolsogeny (K1, Iy - J1,010%") ([DKLPW20, Algorithm 7]
presented in Appendix A.4);

11 Iy +— KLPT,u (12);

12 Compute pj of kernel ideal I3 using [DKLPW20, Algorithm 9];

13 05 «— SpecialldealTolsogeny (Ks, I3 - J2,02 0 ph);

14 Return Ji, Jo,I', K1, K2, 01, 02,01, 02;

Appendix A.4) but nrd(K;) and nrd(K3) would need to be prime to T. We
could use powersmooth torsion coprime with T" and ¢ and still compute 8, and
f> in polynomial time but this would not be optimal. Instead, we propose to
seek K7 and K3 of norm dividing T2 ~ p? and to use paths o1 0%’ and o3 o pf
in SpecialldealTolsogeny, where ¢’ : Ey — Fj and p) : Eg — E» are isogenies
of degree a power of 4.

The input 1)’ is obtained as a by-product of the challenge generation. We can
simply run Algorithm 12 completely to obtain ,v’ : Ey — E; at the same
time.

To find p5, we apply KLPT to the kernel ideal I5 := I-I, of ps := o, to find
I, ~ Iy of norm ¢* ~ p3. We can then translate the ideal I} into its associated
isogeny ph via the effective Deuring correspondence algorithm introduced in
the original SQIsign paper [DKLPW20, Algorithm 9]. We summarize all the
computations to factor o in the Factorlsogeny,; 1 algorithm (Algorithm 17).
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C.2 Adaptations of the response and verification when ¢q is not
prime to £

Keeping the notations of the previous section, assume we have factored o :=
03 0 0’ 0 o1. Then, we can embed ¢’ in an isogeny F of dimension 8 using the
same techniques presented earlier since ¢’ := deg(c’) has degree prime to ¢. To
proceed, we evaluate ¢’ on a canonically generated basis (P}, Py) of E}[¢f] using
the isogeny paths 6; : Ey — Ef and 6y : By — E} of degree dividing 77
to apply EvalTorsion,s (Algorithm 11). Once all these computations are done,
the prover simply sends (o1, 02,0’ (P]),0’(P5),q’) to the verifier. The complete
RigorousRespond procedure follows (Algorithm 18).

The complete verification procedure RigorousVerify (Algorithm 19) is very
similar to the original one. Indeed, representing o’ and representing o = 500”00
is equivalent when o1 and oy are known.

As inputs of Algorithms 18 and 19, recall the following notations:

— RigorousSetup, the public parameters of RigorousSQIsignHD, p, £ and f such
that ¢/ |p — 1, e, T powersmooth (accessible torsion) and Fy;

— SecretKey, the isogenies 7,7’ : By — E4 of degrees D.|T? and D, = ("
respectively along with their kernel ideals I, and I

— CommitData, two isogenies 1,1’ : By — Ej of degree Dy|T? and Dy = ("
respectively along with their kernel ideals Iy, and Iy/;

— ChallData, the isogeny ¢ : E4 — E5 of degree D, |T.

Algorithm 18: RigorousRespond

Data: RigorousSetup, SecretKey, CommitData, ChallData.

Result: (01,02,0'(P]),0'(P3),q'), where o1 : E1 — E{ and o3 : B2 — Ej)
are isogenies of degree dividing ¢f, ¢’ : E; — Eb is an isogeny of
degree ¢ < (¢ prime to £ and (P, P;) is a canonically determined
basis of Ef[¢7].

1 I, +— lsogenyToldeal (¢, 7', I,+);
2 J— Ty I - Iy
3 I <— RandomEquivalentldeal,. (J) and ¢ +— nrd(I);
4 J1,I/,JQ,K17K2,01,02,91,92 —
Factorlsogeny,s (I, %,%", 0 o7, Iy, Ly, I+ - I,);
5 ¢ <— q/nrd(J;) nrd(J2);
6 Compute the canonical basis (P{, Py) of E{[(/];
7 (o/(Py),o’'(P3)) +— EvalTorsion,s (I', P{, Py, 01,02, K1, K2);
8 Return (01,02,0'(P1),0'(Ps),q');

C.3 Impact on compactness in dimension 8

When ¢ is not prime to ¢, the factors oy et oy are transmitted in the signature in
addition to the data (Eq, 0’ (P]),o’(Pj),q"). This is apparently more information
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Algorithm 19: RigorousVerify

Data: RigorousSetup, ChallData, an output from RigorousRespond,
(01,02, Ry, R5,q’), where o1 : E1 — Ei and o3 : E; — FEj are
isogenies of degree dividing ¢/, R}, Ry € F4[¢'] and ¢’ € N*.

Result: 1 if (01,02, R, RS, ¢') is a valid response and 0 otherwise.

if ¢ deg(o1)deg(o2) > ¢ then

‘ Return 0;

end

Compute the canonical basis (P{, P3) of E{[¢/];

Find a1, -- ,a4 € Z such that a? + - - - + a3 + ¢ = £° using Pollack and

Trevifio’s algorithm [PT18];
F' +— Representlsogenyg . (¢', a1, , a4, P, P3, Ry, R3);
7 Return IsValids(F', E1, E5, a1, ,a4);

ULk W N

(=]

than in the case ¢ A ¢ = 1. However, we can optimize the communications to
avoid any compactness loss.

We may write deg(co) := £f1 and deg(os) := ¢/2, with f1, fo» < f, so that
¢ = q/thtf2 < (¢ where ¢ := e — f; — fo. Hence, we can represent o’ by
an ¢ -isogeny F’ in dimension 8. By Remark 4.2, we only need to evaluate the
¢f3torsion by o, where 2f3 > ¢’ + 4. Hence the points P/ and P} may form a
basis of F}[¢/3] instead of E/[¢/] and we can represent ¢’(P]) and ¢'(P]) with
3 fs bits by the techniques of Section 6.1 (assuming ¢ = 2).

To represent o;, we may factor o1 := [(*'] o ¢}, where 2b; < f; and o} :
E, — Ej a cyclic Ef{-isogeny with f] := f; — 2b;. So we may represent o1
by the integer b; and ker(c}) C E;[¢/1]. Let (Q1,Q2) be a canonical basis of
E,[¢41]. Then, ker(c%) is generated by either one of the points Q; + kQy with
0 < k < ¢/1 —1 or one of the points £k'Q, + Q5 with 0 < k' < ¢/i=1 — 1. Hence,
ker(c}) can be represented by fi +1 bits (one bit to tell which form takes ker(o7})
and f] bits for k or &’). Since the number of bits to represent by is very small
(O(log(b1))), we may represent oy by at most fi + 1 bits, and similarly, we may
represent oo by at most fo + 1 bits.

As in Section 6.1, we represent ¢ < ¢ with ¢’ bits and F; with 4\ bits
(where ) is the security level, satisfying p ~ 2*). Hence, the signature size is

3f3+f1+f2+2+4)\+e’:g(effl—f2)+f1+f2+4>\+0(log(>\))

< ge + 4\ + O(log(N)) = 14X + O(log(N))

in bits, so we do not suffer any communication loss compared to the case gAl = 1
(as the inequality indicates). However, since e ~ 4\ (¢¢ = ©O(p?)), Rigorous-
SQIsignHD signatures are much less compact than FastSQIsignHD signatures
(14X instead of 13/2X bits).
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D Security analysis of RigorousSQIsignHD

To prove the security of RigorousSQIsignHD, we proceed as in Section 5, namely,
we prove completeness, knowledge soundness and zero-knowledge properties.
Completeness is a consequence of Corollary 32.

In Appendix D.1, we prove the knowledge soundness of RigorousSQIsignHD.
Our previous straightforward special soundness argument used in Section 5.1
does not apply anymore because we have no guarantee on ¢ = deg(c) in general.
For that reason, we need to come back to the formal definition of knowledge
soundess given in [HL10, Definition 6.3.1].

In Appendix D.2, we prove the zero-knowledge property provided the sim-
ulator can access an oracle which is more natural than the ad-hoc one intro-
duced in Section 5.2 and without any additional heuristic assumption. Rigorous-
SQIsignHD was designed to prove rigorously this zero-knowledge property.

D.1 Knowledge soundness of RigorousSQIsignHD

We recall the formal definition of knowledge soundness given in [HL10, Definition
6.3.1).

Definition 34. A protocol (P, V) between a prover and a verifier is a proof of
knowledge for a relation R C X x W with knowledge error « if it satisfies the
following properties:

Completeness: If P interacts with V' as input € X and private input w € W
with (x,w) € R, then V always accepts.

Knowledge soundness: There exists a knowledge extractor K such that for
every interactive prover P* and every x € X, K satisfies the following con-
dition. Let £(x) be the success probability of P* on input « (the probability
that V' accepts on input z). If e(z) > k(x), then upon input x and oracle
access to P*, K outputs a witness w € W such that (z,w) € R within an
expected number of steps O(1/(e(z) — k(x))).

Definition 35. A 3-round protocol (commitment, challenge, response) (P, V)
satisfies special soundness for a relation R C X x W if given x € X and two
accepting transcripts (a,c,r), (a,c,7’) for x € X with the same commitment
a and distinct challenges ¢ # ¢/, one can extract a witness w € W such that
(z,w) € R in polynomial time.

Theorem 36. [HL10, Theorem 6.3.2] A complete 3-round protocol satisfying
special soundness for a relation R with challenge space C is a proof of knowledge
with knowledge error 1/#C.

In Proposition 17, we proved that FastSQIsignHD satisfies special soundness
for the relation:

R :={(Fa,a)| a € End(E4) non-scalar}.
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Since the challenge space has size p(£'F) = 07 =10/ +1) = 2(p'/?), we get by
Theorem 36 that FastSQIsignHD is a proof of knowledge for R with knowledge
error O(p~1/?).

Unfortunately, the special soundness argument no longer holds in Rigorous-
SQIsignHD because we can no longer impose conditions on ¢ (except g < £¢),
and especially we cannot impose ¢ to be prime to D,. However, choosing D,, big
enough will ensure that the endomorphism « is non-scalar with overwhelming
probability, since ¢’ o ¢ has a big cyclic factor with overwhelming probability.
We first introduce a useful lemma to prove this result.

Lemma 37. Let ¢ : By — E5 and ¢’ : By — E} be two cyclic isogenies.
Let ¢o : E1 — E3 be the cyclic separable isogeny such that ker(¢pg) = ker(¢) N
ker(¢'). Then, there exists two cyclic isogenies ¢1 : E3 — Es and ¢} : B3 —
E} such that ¢ = ¢10¢g, ¢ = ¢ oy and ¢ o g/b\l is cyclic. ¢g will be called the
greatest common factor of ¢ and ¢'.

Proof. We can always factor ¢ = ¢1 0 ¢, @' = @) 0 ¢o, with ¢g : Ey — E3 such
that ker(¢g) = ker(¢) Nker(¢').

First, we prove that ker(¢1) Nker(¢;) = {0}. If it was not the case, we could
find a cyclic isogeny ¢ : B — E4 with non-trivial kernel such that ¢; and ¢}
factor through 1, and both ¢ and ¢’ would factor through v o ¢, so we would
have ker (1 o ¢g) C ker(¢) Nker(¢'). But ker(¢) o o) = ¢g*(ker(v))) 2 ker(ep)
since ker(¢)) is non-trivial. Contradiction.

Now, we prove that ¢} o a is cyclic. Actually, it suffices to prove it when
deg(¢}) and deg(¢,) are powers of the same prime ¢. Indeed, if not, we can
decompose @1 = g 0 1h; and @) = ) o +p] with deg(v)1) deg(z)]) coprime with
deg(t)2) deg(1}). Then, we may write ¢} o @ = b oo {p;, with 3 = 1] o fp}
Using pushforward isogenies (as defined in Definition 8), we may write [t)2].1)3 0

Yo = (3]s 0 13, S0 that 13 0 Py = [3]eth2 0 [].ths and
& 0 b1 = W 0 [tha]th © [ts] s,

If we assume that 3 is cyclic then [¢].1)3 is cyclic. Besides, 1} and [1)3].1)2 are
cyclic and ker(¢}) N ker([13]«12) = {0}. Indeed, if P € ker(v%) N ker([1s].«1)2),
then P € ker([¢s].p2) = s(ker(z)2)) so we may write P = 13(Q) with Q €
ker(t2). Let R := 1(Q). Then, ¢1(R) = thy 0 by 091 (Q) = [deg(v1)]1h2(Q) =0
and @) (R) = ¥4(P) = 0, so R € ker(¢1) Nker(¢)) = {0} and R = 0, so
P = {(R) = 0.

Since the product of cyclic isogenies of coprime degrees is cyclic, it follows
by induction that we only have to prove that ker(¢q) Nker(¢;) = {0} implies
the cyclicity of ¢} o a when deg(¢)) and deg(¢;) are powers of the same prime
£. We assume that in the following.

We proceed by induction on deg(¢#}). When deg(¢}) = 1 it follows from the
fact that the dual of a cyclic isogeny is cyclic. Now, we assume the result holds
when deg(¢}) = ¢" with n € N and prove it holds when deg(¢}) = ¢"*1. We
may factor ¢} := ¢g o ¢, with deg(¢s) = £ and deg(¢y) = £". By assumption,
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¢3 = @ho a is cyclic so we only have to prove that ¢ o ¢3 is cyclic, i.e. that
ker(¢o 0 ¢3) = ¢35 (ker(¢s)) is cyclic.

Let @ be a generator of ker(¢s), P be a generator of ker(¢s3) and P’ € Es
such that Q = ¢3(P’). Then

ker (¢ o ¢3) = ¢3 *(ker(¢o)) = (P, P').

To conclude, it suffices to prove that P € (P’). We have P’ € ker(¢y o ¢3) C
E2[€m+1], l?V\lth deg(qﬁg,) = {™ and wm]Pl/:\ ¢30¢3(P/) = d)g(Q) a/l’l\d gf)g(Q) # 0.
Indeed, if ¢3(Q) = 0, we may write S := ¢4(Q), so that ¢1(S) = ¢3(Q) = 0 and
¢1(S) = d2 0 dh 0 $5(Q) = [("]$2(Q) = 0, so that S € ker(¢r) Nker(¢}) = {0}
and ¢4(Q) = 0. Hence, ¢} factors through ¢o and ¢} factors through [£] = ¢20¢po
and is not cyclic. Contradiction. Hence, ¢3(Q) # 0 and P’ has order ¢™*1,

Let R € Es[f™] such that ([¢(]P’,R) is a basis of FE3[¢{™]. Then, we may
write P := [af]P" + [b|R for some a,b € Z since P € ker(¢3) C E2[¢™]. Since
Q € ker(¢o) has order £, we get that

0= ¢3(P) = [al]Q + [bl¢s(R) = [b]$3(R),

and that ¢3(R) generates ¢3(Es[(™]) = ker(gbg), which is cyclic so it has order
™. Tt follows that b = 0 mod ¢™, so that P = [af]P’ € (P’). This completes
the proof. O

Lemma 38. Let (E1,¢,R1,Ra,q) and (Ey,¢',R|, R}, q¢') be two Rigorous-
SQIsignHD transcripts with the same commitment FEy. If the greatest common
factor of ¢ and ' has degree < D, /t¢, then we can infer an efficient represen-
tation of a non-scalar endomorphism « € End(E,4) from these transcripts. In
this case we say that @ and ¢’ are relatively good and relatively bad if this is
not satisfied.

Proof. Let o and ¢’ be respectively the isogenies defined on E; represented by
(R1, R2,q) and (R}, R,,q') and a:= ¢/ 00’ 0G0 p € End(E4). As explained in
the proof of Proposition 17, we can compute an efficient representation of « in
polynomial time in log(p). Assume that « is a scalar endomorphism: a = [N g,
for some A € Z. Then [\g, = po ¢’ 0o’ 0. Let us write ¢ := @1 0y and ¢ :=
©} © o, where g is the greatest common factor of ¢ and ¢’. Then ¢ := ¢ 0 ¢}
is cyclic by Lemma 37 and we have ¢ o ¢’ := [D]¢ with D := deg(pg). We can
also write o o o/ = [D’]¢’ where ¢’ is a cyclic isogeny E} — Es. It follows that
[A/DD'|g; = ¢ o ¢'. Hence, by Lemma 37, the greatest common factor of ¢ and
¢' must be equal to both ¢ and ¢' so ¢ = ¢'. Hence, ooo’ factors through ¢. But
deg(o 0 0’) = q¢’ < ¢ and deg(¢) = Df,/D2 with D < D, /¢ so deg(¢) > £%.
Contradiction. O

Now, we prove that the probability to generate relatively good challenges
is overwhelming. This will be the last essential ingredient to our knowledge
soundness proof.
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Lemma 39. Fiz a challenge ¢ : Ex — E5 and let us write Dy, == [[i_; 457,
where 1 < --- < L, are distinct ordered primes and eq,--- ,e,. € N*. Then, the

number of challenges @' : E4 — FE) relatively bad to ¢ is

0 ep(Dy)
Di}—log@)/log log(Dy) |’
with p(Dy) := [Ty €57 (€ + 1).

Proof. ¢ and ¢’ relatively bad if their greatest common factor has degree D >
D, /t¢. If we fix such a D|D,, then choosing ¢’ is choosing a cyclic isogeny of
degree D, /D so there are (D, /D) possibilities. It follows that the number of
challenges ¢’ relatively bad to ¢ is

N< Y M(%):N(Dcp) > ﬁﬁu(ﬂp) > %

D|D, D|D,, D|D

D>D, /¢ D>D,, /t° D>D, )t
£ep(D
< %#{D €N* | D|D, and D > D, /t°}
©
(D Leu(Dy)d(D
S M( Sa)#{DGN*|D|D<p}: ,LL( LP) ( LP)’
D, D,
where d(D,) is the number of divisors of d(D,). By [HWO08, § 18.1, Theorem
317], we know that d(D,) = O (D{;’g@)/ log mw“). The result follows. O

Since ¢¢ = O(p?), we choose D,|T such that D, ~ p°/(2=2108(2)/log log(p*/%))
so that the proportion of challenges relatively bad to a given challenge is
O(p~'/2). This means in practice D, ~ p>#2 when p has size 256 bits (to achieve
A = 128 bits of classical security). Hence the choice T ~ p3. Then, under this
condition, we can adapt the proof of [HL10, Theorem 6.3.2] to prove knowledge
soundness of RigorousSQlsignHD.

Proposition 40. Assume that D, > pb/(2=210g(2)/ log og('™) | Then the
RigorousSQlsignHD identification protocol is a proof of knowledge for the rela-
tion R of Proposition 17 with knowledge error O(p~'/?).

Proof. As required by Definition 34, we construct a knowledge extractor K. Let
P* be a prover with success probability e. Then K is constructed as follows (as
in [HL10, Theorem 6.3.2]). Fix E4 a supersingular elliptic curve (as public key).
Then K executes the following algorithm:

1. Sample a seed s S {0,1}* fixing the randomness of P*, sample a challenge
p and run P*(E4, s, p) repeatedly until the transcript (Eq, ¢, R1, Ra, q) out-
putted by P* is accepted by the verifier and save s.

2. Sample another challenge ¢’ and run P*(FEa4,s,¢’) with the same seed s
as in step 1 (fixing the commitment value E7) to obtain a new transcript
(Er, ¢, Ry, RS, q') and repeat until we can extract a witness o € End(E4)
non-scalar from (E1, ¢, R1, Re,q) and (E1,¢’, Ry, RS, q).
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3. Break step 2 after k iterations (to be determined) or return a.

This algorithm may fail so K may execute this algorithm multiple times. We
determine k to optimize the running time and the probability of failure of this
algorithm. To do this, we specify how we can extract a witness in step 2. As in
the previous knowledge soundness proof, (R1, Ra, q) and (R}, R}, ¢') respectively
provide an efficient representation of a g-isogeny o : £y — FEy and a ¢'-isogeny
o' : B3 — E1, so we have an efficient representation of a := ¢/ o’ oG o €
End(E4). If ¢ and ¢’ are relatively good, then « is non-scalar by Lemma 38 and
we have won. )

By Lemma 39, since D, > pb/2(1~log(2)/log log(p®/*)) by assumption, the num-
ber of challenges ¢’ relatively bad to ¢ is bounded by Cu(D,)/\/p for some
constant C' > 0.

Now consider the matrix H whose rows are indexed by seeds s for P*, whose
columns are indexed by challenges ¢ and such that H (s, ) is the the result 0 or
1 returned by the verifier when P* is run with F 4, s and ¢. By assumption, the
proportion of 1 in H is e. A row with a proportion of 1 bigger than ¢/2 is called
a heavy row. Let R be the number of rows in H (i.e. the number of possible
seeds for P*). Let R’ be the number of non-heavy rows. Then, the number of 1
located in a heavy rows is bigger than:

£ £ £
Rep(Dy) — R/§M(D¢) > Rep(Dy) — R§M(D¢) = RﬁM(Dw)

so at least half of the 1 are in heavy rows and the probability to fall in a heavy
row at step 1 of the algorithm is > 1/2. Let ¢ be the challenge found at step 1.
Now, at step 2, we are in the same row as in step 1 (since we fixed s). Assuming
we are in a heavy row, the probability to find ¢’ that is not relatively bad to ¢
and such that H(s,¢') =11is

S €/21(Dy) = (D)C/Vp _ e C

o w(D go) \/ﬁ
In the following, we assume that ¢ > 2C'/,/p, so that P > 0. Then, the expected
number of tries ¢ to succeed in step 2 is:

1.2
P~ e-2C/p

Now we choose the time limit k£ accordingly. By Markov’s inequality, the prob-
ability that step 2 terminates within k tries is
B o, 2

ko~ k(e —2C/\/p)
We choose k := [4/(e — 2C/,/p)], so that P(t < k) > 1/2. This probability is
conditional to the fact that we fall into a heavy row, which has probability > 1/2
as we saw. Hence, the probability that the algorithm succeeds is > 1/2 x 1/2 =
1/4 so K expects to repeat it 4 times to find a witness.

| ™

E(t) =

Pt<k)=1-P@t>k)>1—
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Now we estimate the running time of the algorithm. Step 1 is expected to
terminate after 1/e iterations and step 2 after k = [4/(e — 2C//p)] iterations,
so the total time complexity is

O(iu_fé,wﬁ)O(HZ/ﬁ)-

RigorousSQlsignHD being complete, we conclude that it is a proof of knowledge
for R with knowledge error  := 2C//p = O(p~/2). O

D.2 Rigorous zero-knowledge property

To prove the zero-knowledge property of RigorousSQIsignHD, we introduce an
oracle generating uniformly random isogenies of bounded degree without any
other constraint on the degree or assumption on the distribution of the codomain,
unlike the RUGDIO introduced for FastSQIsignHD in Section 5.2. Hence this
oracle is more natural than the previous one. However, as previously, to our
knowledge, there is no efficient algorithm implementing such an oracle and it
is believed that access to such an oracle does not affect the hardness of the
underlying problem (the endomorphism ring problem, see Section 5.3).

Definition 41. A random any degree isogeny oracle (RADIO) is an oracle taking
as input a supersingular elliptic curve E defined over F,2 and returning an
efficient representation of an isogeny o : £ — E’, which is uniformly random
among the isogenies of degree ¢ < ¢¢ with domain F.

To prove zero-knowledge, not only the distribution of the isogeny should be
uniform, but also the distribution of its codomain. Unfortunately, the RADIO
does not determine the distribution of codomains. The following theorem (proved
in Appendix E.6) solves this issue when £¢ is big enough. We need ¢¢ = O(p?)
to ensure a statistical distance of O(p~'/2) to the uniform distribution, hence a
security level of A (since p = ©(2%)).

Theorem 42. Let ¢ €]0,2]. Let E/F,2 be a supersingular elliptic curve and
7 be the probability distribution of codomains E' (up to F,-isomorphism) of
isogenies 0 : E — E' chosen uniformly at random among isogenies of degree
deg(o) < p'*e. Let U be the uniform distribution of supersingular elliptic curves
over F2 (up to E—z’somorphism}. Then, the statistical distance dry between the
two distributions satisfies dry (U, ) = O(p~¢/?).

Theorem 43. The RigorousSQIsignHD protocol is statistically honest-verifier
zero knowledge in the RADIO model (provided (¢ = ©(p?)). In other words,
there exists a random polynomial time simulator S with black-boxr access to a
RADIO that simulates transcripts (E1,p, R) with a statistically indistinguish-
able distribution from the transcripts of the RigorousSQIsignHD identification
protocol.



SQIsignHD: New Dimensions in Cryptography 59

Proof. First, we explain how to construct the simulator S. As for Fast-
SQIsignHD, the simulator starts by generating a challenge ¢’ : E4 — FE}
and applies the RADIO on entry E} to get an efficient representation of a
dual response isogeny o El — Ej. As explained in the proof of Theo-
rem 21, the simulator can use the efficient representation of o to compute
R :=(¢',0'(Py),0'(P,)) in polynomial time, where (P;, P) is a canonical basis
of E1[¢/]. S finally outputs (Ef, o', R').

We now prove that the transcripts (Ef, ¢, R') of S are statistically indis-
tinguishable from the transcripts (F1, @, R) of the RigorousSQIsignHD identi-
fication protocol. By construction, ¢ and ¢’ have the same distribution. Given
E!, by the definition of the RADIO, ¢’ is uniform among isogenies of degree
¢ < £¢ with domain FJ, so E] is statistically close to uniformly random in the
supersingular isogeny graph by Theorem 42. Besides, F; is statistically close to
uniformly random as well, by Proposition 29.

Finally, conditionally to Eq and E, o’ (represented by R’) is uniformly ran-
dom among the isogenies F) — FEi of degree ¢’ < ¢° by the definition of
the RADIO. The dual map ¢ — QAS being a bijection preserving the degree,
conditionally to Ej and Fj, ¢’ is also uniformly random among the isogenies
El, — EY of degree ¢’ < £°. By construction (see Section 4.2), conditionally to
F1 and Es, o has the same distribution. This completes the proof. O

E Omitted proofs

E.1 Kani’s lemma (Lemma 4)

Lemma 4 (Kani). Consider the following (a,b)-isogeny diamond

AILB/

1, I

AL>B

with d := a + b prime to the characteristic of the base field of abelian varieties.
Then, the isogeny F : A x B’ — B x A’ given in matriz notation by

~/
F = <)0 Qg)v/
e
s a d-isogeny with d = a + b.

If a and b are coprime, the kernel of F' is

ker(F) = {($(x),9'(z)) | = € Bld]}.

Proof. Here we use, without proof, the main properties of the dual abelian vari-
ety with respect to polarisations (see for instance [Kanl4, § 11]). It is a classical
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result that the dual of a matrix for the product polarisations is the transpose
of the matrix obtained after dualizing the coefficients and that dualization is an

involutive operation, so that
o (%7
F= (:f, o)

I ]
P — Y Y'Y+ o'

Hence

with @ + ip = [a] 4 + [b]a = [d] 4 since ¢ is an a-isogeny and ¢ is a b-isogeny.
Similarly, we get /1) + @'’ = [d] s, so that ' O+l = [d] g after dualizing
(the dual being anti-commutative and the dual of an integer being an integer).
Clearly, 9’ — ¢'1) = 0 since we have an isogeny diamond and we obtain @zz’ —
Y@ = 0 by dualizing the preceding equality. Hence, FF = [dlaxp so F is a
d-isogeny.

If x € B[d], we have

F(§(x),¢/(2)) = (po (@) + ¢ 09/ (2), — 0 B(x) + ¢’ 0¥/ ()
= ([a]z + [b]x,0) = ([d]z, 0) = (0,0)

where we used the fact that ¥ o @ = g;’ o). Indeed, 9’ = ¢'1p, which implies
that [a]Y o @ = [a]c,;’ o1/ after multiplying on the right by ¢ and on the left by
@', so that 1o & = ¢/ 09/ since [a]4/ is an isogeny (it has finite kernel).

It follows that ker(F’) contains the subgroub:

S = {(#(x),¢'(x)) | = € Bld]}.

Since @ and ¢ are a and b-isogenies respectively, we have ker(@) C Bla] and
ker(y)') C B[b]. It follows that ker(@) Nker(y)’) = {0}, when a and b are coprime,
so that © € B +—— (¢(x),9'(x)) is injective and #S = #B[d]. Since d is prime
to the characteristic of the field, we have #B[d] = d*9 with g := dim(B). A
being isogenous to B and B’, we also have g = dim(A) = dim(B’) and deg(F) =
daim(AxB") — 429 since F is a d-isogeny, so F is separable and #ker(F) =
deg(F) = d?9. Hence, ker(F) = S when a and b are coprime and the proof is
complete. O

Actually, we can also prove a weak converse of Kani’s lemma.

Lemma 44. Let F : Ax B' — B x A’ be a d-isogeny (for the product principal
polarizations), where d is prime to the characteristic of the base field. Write F

as a matriz:
N/
F = ® zﬁ/
Y
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and suppose ¢ is an a-isogeny. Then p, @’ . " form the following (a,b)-isogeny
diamond with a +b = d:

AIL’B/

1, I

A—*>B
Proof. Since F is a d-isogeny, we have Fo F = [d], so we get that ¢ op = ¢’ 01,
pop+ {,Z;O ¥ = [d] and ¥’ o 7;’ +¢'o g;’ = [d]. Since, ¢ is an a-isogeny, we have
@op=/lal, so Yo = [b] and ) is a b-isogeny.
We also have F o F = [d], so that p o @ + ¢’ o 1;’ = [d] and we get that 1’
is a b-isogeny. Then, the equality 9’ o zZ’ +¢' o g;’ = [d] ensures that ¢’ is an
a-isogeny. This completes the proof. O

Remark 45. We obtain the same result if we suppose that any of the isogenies
@', and 4’ is an a or b-isogeny.

E.2 Finding a uniformly random tight response ideal (Lemmas 11
and 12)

Lemma 11. Let f be a primitive positive definite integral quadratic form in k
variables and let p > 0. Then there exists an algorithm that samples uniformly
random elements from the set

{x eZ"| f(z) < p}

in polynomial time in log(p) and the length of f (namely, the maximal number
of bits of the coefficients of f). This algorithm runs in exponential time in k.

Proof. By Cholesky decomposition theorem, there exists a matrix B € GLg(R)
such that f(x) = || Bz|? for all z € R¥, ||.|| being the Euclidean norm. Let
A = A(B) be the lattice generated by the columns of B. We want to sample
in B(0,/p) N A with uniform distribution. Let (b1,--- ,bx) be an LLL-reduced

basis of A. Let v := Vk||bg||/2 and consider the following sampling algorithm:

1. Sample v € B(0,/p + v) uniformly at random.
2. Find a solution A\(v) € A to the closest vector problem for v.
3. If Mv) € B(0,/p), return A(v); else restart.

We prove that the output A(v) has uniform distribution in B(0, \/p) N A. Let
V= {v € R* | ||v|]| = minye [Jv + A||} be the Voronoi cell at the origin. Then,
the closest vector A(v) satisfies v € ¥V + A(v) and A(v) is unique when v is not
at the border of a Voronoi cell, so it is unique with probability 1. Hence, for all

u e B(0,,/p) N 4,

L Vol(V+uw) N B0, /B + 1)
POW =) = 1B, vp+v))
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Let p:=inf{r > 0 | Yo € R*, I\ € A, ||z — A|| < r} be the covering radius of A.
Then V C B(0, 1) and u < VkA/2 where )\ is the last minimum of A (this is
a classical result, see for instance [Mic16, Exercise 11]), so that p < v. It follows
that V +u C B(0,/p + v) for all u € B(0, /p) N A. Hence

Vol(V + u) Vol(V)

FAW) =)= B0, Vo +0)) ~ VellB(O, v 1))

This quantity does not depend on u so A(v) has uniform distribution.

We finally check that the algorithm terminates after an expected polynomial
number of steps in log(p) and the length of f. Indeed, when v is uniform in
B(0,/p +v), we have

k
P < v5) = PO®) = 0) > ~ABO0A/2) :< A ) |

~ Vol(B(0, /p + 1)) 2,/p + Vk||bg||
where A; is the first minimum of A. Since f is integral, we have ||bg| > -+ >
o]l > A1 > 1 and since (b1, - ,bx) is LLL-reduced, we have:

[b1]] - - - ||bg]| < 28¢*=D/% Covol(A) = 2FF=D/4 disc(f),

so ||bg| < 2F(=1/4disc(f). Hence, the algorithm terminates after an expected
number of steps O(1/logP(||A(v)|| < /p)), a quantity that is polynomial in
log(p), log(disc(f)) (itself polynomial in the length of f) and k. We conclude
that the algorithm has the desired complexity, since the LLL algorithm has
polynomial time complexity and the closest vector problem (used in step 2 of
the algorithm) can be solved in the desired time complexity. O

Lemma 12. Let O be a maximal order and J be a left O-ideal. Then there exists
a € J such that g5(a) < 2/2p/7.

Proof. Consider the canonical embedding ¢ : B, oo — R*:

1— (17070a0)ai — (Oa @aoao)vj — (0307 \/ﬁvo)ak — (0a0,07 \/(Jop)a

where go := nrd(i). ¢ is an isometry in the following sense ||c(«)||? = nrd(«) for
all @ € By oo, where |.| is the Euclidean norm of R*. By Minkowski’s second
theorem, the successive minima of the lattice ¢(J) satisfy

Covol(¢(J)) 32

Aro- Ay < Q4W = Covol((J)). (3)
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But we have Covol(¢(Q)) = discrd(O)/4. Indeed, if (a1, - ,ay4) is a basis of O,
we get that

Covol(1(0)) = /| det((u(a), 1)) )1<i sl

ot Som(a + )~ () - )

1<i, k<4

1 discrd(O)

det (; Tr(oziaj))

1<i, k<4

Besides, by [Voi20, Theorem 15.5.5], discrd(O) = disc(Bp.oc) = p since O is a
maximal order. We then have

Covol(1(J)) = [0 : J] Covol(¢(O)) = [O : J] discrd(O) /4 = nrd(J)*p/4

It follows that the minimal value of ¢ is
24/2
as(a) = N}/ nrd(J) < =,

O

E.3 Dividing the higher dimensional isogeny in two (Proposition 13)

Proposition 13. Let d := didy prime to p and F : A — B be a d-isogeny
between abelian varieties defined over F,. Then:

(1) We can always decompose F = Fy o Fy, where Fy is a di-isogeny and Fy is
a da-isogeny.

(ii) ker(Fy) C ker(F) N .Aldy].

(iii) ker(F) C ker(F) N B[dy] = F(A[d]) N Bldy].

(iv) When ker(F') has rank g := dim(A), those inclusions are equalities.

In order to prove the proposition, we need two intermediary results.

Lemma 46. If F : (A, 4) — (B, \g) is a d-isogeny between principally polar-
ized abelian varieties, then ker(F') is a maximal isotropic subgroup of A[d] (for
the d-th Weil pairing).

Proof. The inclusion ker(F) C A[d] immediately follows from F o F = [d]. Now
we prove that ker(F) is isotropic. Let x,y € ker(F'). Since F is surjective, there

exists y' € B such that y = F(y'). Let A4 and Ag be the principal polarisations
on A and B respectively, 62“4 and 623 the associated Weil pairings. Then

€3 (@.y) = ealw, a0 F(y) = ealw, F o Ag(y)) = ea(F (), As(y')) = 1.

Then ker(F') is isotropic. Since F is a d-isogeny, it has degree d9 with g :=
dim(.A), and # ker(F') = d¥ since F is separable. So ker(F') is maximal isotropic.
O



64 P. Dartois, A. Leroux, D. Robert and B. Wesolowski

Lemma 47. let (A, \) be a principally polarized abelian variety. If K C A[d] is
isotropic, then the polarization [d]\z on A descends to a principal polarization
on B:= A/K. More precisely, there exists a principal polarization X' on B such
that [d]A =T o XN om, where m : A — B = A/K s the canonical projection.

Proof. We have ker([d]\) = [d]~!(ker(\)) = A[d] since deg(\) = 1. Since K C
Al[d] is isotropic, the result follows from [Mil86, Proposition 6.8]. O

Proof. (of Proposition 13) (i) We prove that we have a decomposition of F :
A — B of the form

(A, A4 25 (€ he) 22 (B, As),

where the intermediary abelian variety C is principally polarized and F; and F»
are respectively d; and ds-isogenies, with d = dyds. By induction, it suffices to
prove this result when d; = £ is a prime.

Since #ker(F) = d9, the ¢-Sylow subgroup of ker(F') has cardinality £9%¢,
where vy is the f-adic valuation of d. We may also write the ¢-Sylow subgroup

as follows: .

Ge=[[@z/evm),
i=1
where the «; are positive integers. Since Gy C ker(F') C A[d], the a; must all be
< vy. It follows that

.
gue =log, #Gy = > a; <1y,
i=1

so that r > g and ker(F)[(] = G[¢] = (Z/¢Z)", which implies that ker(F')[¢] has
rank > g. Hence, it contains a subgroup K C A[{] of rank g, which is isotropic
in A[{] since ker(F) D K is isotropic in A[d] by Lemma 46.

By [Mum74, Theorem 4, p. 73], F factors through an isogeny F; of kernel
K so we can indeed write F' = F5 o F. Since K is isotropic, by Lemma 47, the
codomain C of F; admits a principal polarization A¢ such that FyoAcoFy = [{JA4
i.e. }A«“; o Fy = [{]. So F} is an (-isogeny.

We also have

[ds=FoF=F,oFoFoF,=FolcoF,="FoFo]s,

so Fy OE = [d/{]g since [{]p is surjective and Fj is a dy = d/{¢-isogeny. To prove
the result in the general case, we can proceed by induction on the degree d (and
factor Fy).

(i) We always have ker(F;) C ker(F) N Aldy] since F = Fy 0 F} and F} is a
dq-isogeny. . B B

(iii) Similarly, we get that ker(F») C ker(F) N B[dz]. Besides, F o F = [d] 4
so F(A[d]) C ker(F). Since ker(F) C Ald], we have an isomorphism F(A[d]) =
A[d]/ ker(F). Furthermore, d being prime to p, [d], F and F are separable, so that
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#A[d] = d*9 and #ker(F) = # ker(F) = d?. Hence, #F(A[d]) = d? = # ker(F)
and ker(F) = F(A[d]). Point (iii) follows.

(iv) Suppose ker(F) has rank g. Let (x1,--- ,x4) be a basis of generators of
ker(F'). Then, the x; all have order d and are linearly independent over Z/dZ.
Then, ker(F') N Aldi] = ([d2]z1, - - -, [d2]zg) and the [da]z; all have order d; and
are linearly independent over Z/dyZ, so that # ker(F)NA[d] = df = # ker(F}).
The equality ker(Fy) = ker(F) N Ald;] follows by (ii).

To prove that ker(j*:g) = F(A[d]) N B|ds], it suffices to prove that F(A[d]) =
ker(ﬁ ) has rank g and the preceding reasoning will apply. We have F(A[d]) =
A[d]/ ker(F), so it suffices to prove that there is a subgroup G C A[d] of rank g
such that ker(F) @& G = A[d], because, we will have F(A[d]) =2 G. We consider
the d-th Weil pairing e)* : A[d]> — p4(F,), where uq(F,) is the group of d-th
roots of unity in F,, and the group homomorphism

& Ald] — pa(Fp)?
y — (e)* (@i, 9)1<i<y-

Since ker(F') is maximal isotropic, we have ker(®) = ker(F'). It follows that

#im(P) = #A[d]/#ker(P) = d*9/d?9 = d, so that im(P) = ug(Fp)9 i.e. ®
is surjective. Let ¢ € pq(F,) be a primitive d-th root of unity. Then, for all
j €1 g] there exists y; € A[d] such that 62“‘ (zi,y;) = (% for alli € [1 ; g],
where §; ; is the Kronecker delta. It follows that the y; all have order d (since
62’4 (xi,9;) = ¢ has order d), are linearly independent over Z/dZ and linearly
independent of the z;. We can then take G := (y1,--- ,y,). This completes the
proof.

O

E.4 Correctness of Representlsogeny, ,. ,+ (Proposition 14)

Proposition 14. Algorithms 4 and 15 are correct. Namely, Algorithm j returns
Fy, Fy such that FyoFy = F(o,a1,a3) on entry ay,as, Py, Pa,0(Ps), o(Py), where
o : By — Ey is a g-isogeny with a3 + a3 + q = (¢ (and similarly for Algorithm
15).

Proof. We assume that Algorithm 4 received a1, as, P1, P2, 0(P2),0(P,) on entry.
Let us write F* := F(0, a1, a2) and decompose F* := FjoF} where F} is an (¢1-
isogeny of kernel ker(F*)[¢¢1] and ﬁg* is an £°2-isogeny of kernel F*(E? x E2[(°2]).
Then, by construction the outputs F; and E of Algorithm 4 satisfy ker(Fy) =
ker(Fy), ker(ﬁ;) = ker(ﬁ‘})7 deg(Fy) = deg(Fy) and deg(f;) = deg(ﬁg). Hence,
by [Mum74, Theorem 4, p.73] if we denote (C, A¢) the common codomain of Fj
and F, and (C*, A¢») the common codomain of F} and IU‘VQ*, then we get that
Fy = Ao F} and Fy=po 13;*, where A and p are isomorphisms (C*, A¢x) —
(Ca )‘C) —

To conclude, we need to be more specific about the way F; and F» are com-
puted explicitly with the theta-model of level 2 (see Appendix F.3). To ensure F}
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and F, define the same level-structure on C [4], we use Algorithm 20 outputting
two symplectic basis of E? x E3[4¢™x(e1.¢2)] satisfying the compatibility equa-
tion of Corollary 58. The output of this algorithm only depends on the input
a1, a2, P, Py,0(Py),0(Py), so it would be the same if we applied it for F}* and Fi.
It follows that (C,\¢) = (C*, A¢~) and that Fy and F; coincide on F; *(C[4]), so
that A and id¢ coincide on C[4], so that A = id¢ by [Mil86, Proposition 17.5.(b)].

~ ~ —~—1
Similarly, F» and F§ coincide on Fy (C[4]), so that u = ide. It follows that
FyoFy = F* = F(0,a1,a2), so Algorithm 4 is correct. The same proof applies
to Algorithm 15. O

E.5 Verification (Proposition 15 and Corollary 16)

Proposition 15. Algorithms 5 and 16 are correct. Namely, when given
Ey, Ey, a1, a2, F1, Fy, if Algorithm 5 returns True, then Fy o Fy is an efficient
representation of an isogeny o : By — Eo of degree ¢ = (¢ — a? — a3 (and
similarly for Algorithm 16).

Proof. Assume that Algorithm 5 returns True on input El,Eg,al,az,Fl,}A?;.
Then, F' := F3 o I is well defined and is an (“-isogeny. We may write F' :=
(fij)1<ij<4 € End(E} x E3). Then, since F o F = [(°], we get that

4
VI<j<d4, Y deg(fij) =1L (4)

i=1

so the f; ; have degree < £°. By assumption, there exists Q € E; of order ¢/ ¢/’

such that f1,1(Q) = [a1]Q, f21(Q) = —[a2]Q and f41(Q) = 0. Besides, by
Cauchy Schwarz inequality

2
deg(f1,1 — [a1]) < (\/deg(fm) + deg([al])> <aee < efpl’

It follows that fi1 = [a1]. We similarly obtain that fo1 = —[as] and f41 = 0.
Hence, by 4, we get deg(fs1) = (¢ —a} — a3 = q. But 0 := f3; is an isogeny
Ey — FEs5. This proves the correctness of Algorithm 5.

We use a similar argument to prove the correctness of Algorithm 16. We write
F := (fij)1<ij<s- Then, the evaluation of the T-torsion points ensures that
fin = [a;] for all i € [1; 4] and fi for all i € {6,7,8} since T > 4¢¢ (T ~ p°
and (¢ ~ p?). Using an analogue of 4, we conclude that o := f51 : By — E»
has degree ¢ = (¢ — a} — a3 — a3 — a3. This completes the proof. O
Corollary 16. The verification procedures FastVerify and RigorousVerify (Algo-
rithms 3 and 14) are correct. Namely, on input (R1, Ra,q), FastVerify (respec-
tively RigorousVerify ) returns True if and only if (R1, Ra,q) defines an efficient
representation of an isogeny o : E1 — FEs of degree q, where q is £°-good and
prime to ¢’ (respectively q < £°).
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Proof. 1f FastVerify(R1, Ra, q) returns True, it means that ¢ is £°-good and prime
to ¢, that FastVerify found aj,as € Z such that a? + a2 + ¢ = (¢ and that
IsValidy ge g7 s (B, B2, a1, az, *) returned True. In particular, by Proposition 15,
it means that Representlsogeny, sc ;s (E1, E2,a1,az2, P, P2, R1, Rp) returned an
efficient representation of a g¢-isogeny o : E; — FEs. Hence, the knowledge
of (R, Ra,q), Cornacchia’s algorithm to find a;,as and Representlsogeny, sc s
(running in polynomial time in log(p)) define an efficient representation of o.

Conversely, if (R1, R2,q) defines an efficient representation of a g-isogeny
o : By — E5, where q is £°-good and prime to ¢, then we can evaluate o on
the canonical basis (P, P») of E;[¢f] in polynomial time in log(p) and obtain
(R1, R3) := (o(Py1),0(P2)). On input (Ry, Ra,q), FastVerify will find a;,as € Z
such that af +a3+¢ = (¢ and apply Representlsogeny, s 4 (E1, B, a1, a2, Py, Py,
R1, Rs), which will return Fy, E such that Fy o F} = F(0,a1,a2) by Proposi-
tion 14. Hence, IsVaIid47£67¢f£/f/ will return True by construction, and so will
FastVerify.

The same proof applies to RigorousVerify. O

E.6 On the codomain distribution of random isogenies with
bounded degree (Theorem 42)

The goal of this section is to prove a bound on the statistical distance between
codomains of random isogenies with bounded degrees and the uniform distri-
bution on the supersingular isogeny graph. Similar results have been proved on
fixed degree smooth isogeny walks [GPS20, Theorem 1] and non-bactracking ¢-
isogeny walks [BCC+23, Theorem 11]. We generalize these results to the case of
non-fixed degree. Heuristically, we should expect to be as close to the uniform
distribution lower degree bounds than in the fixed degree case, but this is not
the case. In particular, as for non-bactracking ¢-isogeny walks, we need to allow
isogenies of degree p' ¢ to reach a statistical distance of O(p~%/2) to the uniform
distribution. However, we provide an elementary proof that does not require to
study adjacency matrices of the supersingular isogeny graph and modular forms
(unlike [BCC+-23]). The main ingredients are the Deuring correspondence and
a count of small quaternion ideal vectors (Corollary 50). We start by proving a
classical bound on the last minimum of quaternion ideals claimed in [KLPT14,
§ 3.1] but never proved so far.

Lemma 48. Let O C By o be a quaternion order and I be a left ideal of O. Let
(a1, ,aq) be a Minkowski reduced basis of I for the quadratic form q; : « €
I — nrd(«)/nrd(1), so that qr(a;) < qr(c41) for alli € {1,2,3}. Then

3p
QI(CM) < ﬁ

Proof. As we saw in the proof of Lemma 12, we have by Minkowski’s second
theorem (Equation 3):

4

64p?
[Tar(e) < b
i=1

md
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This inequality is not sufficient to conclude (we only get qr(cy) = O(p?) instead
of O(p)). To complete the proof, we follow [BST+17, Theorem 3.1].
Let (B1,- -, B4) be a Minkowski reduced basis of O. As the «;, the §; satisfy

Hnrd Bi) < 64p
=1

Let A := (a;,j)1<i,j<a € M3(Z), where for all 1 <4, j < 4, a; ; is the coefficient of
o in the decomposition of §;a; in the basis (aq, - -+ , ) (this is an integer since
OI C I). Then A is invertible. Indeed, if z € Z* satisfy Az = 0 i.e. 23:1 a; jT; =
0 for all 4 € [1; 4], then a := Z?zl zjo; satisfies Oa C (a1, a2, az). But O«
has rank 4 whenever a # 0, so « =0 and = = 0.

A being invertible, there exists a permutation o € &4 such that a; ,;) # 0
for all i € [1; 4]. It follows that for all i € [1; 4], Biay;) completes
(1, a2,a3) as a full-rank sublattice of I, so that nrd(ay) < nrd(Biaq()) i-e
qr(as) < nrd(Bi)qr(aq (), since (ag,---,ayq) is Minkowski reduced. It follows
that

4
H IlI‘d ﬂz QI Hnrd /Bz HQI az > (64p >

The result follows. O

Now, we introduce a generalization of [Wes22, Lemma 3.2] in every dimen-
sion, counting the elements of bounded norm in a lattice.

Lemma 49. Let A C ZF be a full-rank lattice of last minimum X\, and p >
VE/2\.. Then

k
\/E)\v
ﬂ.k/Q <p k>

I' (% +1)Covol(4)

k
k/2 (p+ \/EQ)\k)

I' (% +1) Covol(A)’

<#ANB(0,p) <

where B(0, p) is the ball of center 0 and radius p for the Fuclidean norm and I’
is Fuler’s gamma function.

Proof. Let V := {v € R* | |lv|| = minye, ||[v + A||} be the Voronoi cell at the
origin of A and 1 := sup,¢y, ||v|| be the covering radius of A. Then, we have

BO,p—m) S || (M+V)CBO,p+p),
AEANB(0,p)

so that
Vol(B(0, p — 1)) < (#A0 B(0, p)) - Vol(V) < Vol(B(0, p + ).

Since Vol(V) = Covol(A), Vol(B(0,p + u)) = 7%/%(p + p)*/T'(k/2 + 1) and
1 < VkAy/2, the result follows. O
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Corollary 50. Let O C B o be a mazimal order and I be an integral left
O-ideal. Then, for all ¢ > 0 the number of ideals of norm < p'*¢ that are
right-equivalent to I is

2

Proof. By [DKLPW20, Lemma 1], an ideal J is right-equivalent to I if and only
if it is of the form J := Ia/nrd(I) for some o € I. Besides, « is uniquely

determined by J up to multiplication on the right by an element of Og(I)* and
we have nrd(J) = nrd(«)/ nrd(I) = gr(«). It follows that

Nyii=([I]) := #{J ~ I | nrd(J) < p'*¢} =

Npvie([I]) := #{J ~ I | nrd(J) < p**¢} =

» #{a el ]qr(a) <p'*e}.

1
#OR(I)*
As in the proof of Lemma 12, let ¢ : B, oo — R? be the canonical embedding,

such that [|c(a)]|? = nrd(a) for all a € By «, where ||.|| is the Euclidean norm
on R%. Consider the lattice A := ¢(I). We then have

Ny (1))

p

= #T(I)X#A NnB (0,p(1+6)/2 nrd([))

By Lemmas 48 and 49, we get

4
2 (p(1+s)/2 nrd(1) + 2\/2pnrd(1)>
(1+4e)/2 < "
#ANB (0,p nrd(I)) - 2 Covol(A) ’

with Covol(A) = p/4nrd(I)?, as we saw in the proof of Lemma 12. It follows,
that the right term of the inequality is 272p'*2¢(1 + O(p~=/2)). Applying the
lower bound of Lemma 49, we also get that

#ANB (O,p(1+5)/2\/nrd(1)) > 22 ptt2E (1 + O(p~¥/?)).
The result follows. O

We denote by SS(p) the set of supersingular elliptic curves over Fp2 (up to
F,-isomorphism) and S the probability distribution on SS(p) given by S(E) :=
1/(K# Aut(FE)) for all E € SS(p), with K := ZEGSS(p) 1/#Awt(E) = (p —
1)/24 by Eichler mass formula [Voi20, Theorem 25.1.1]. Let U be the uniform
distribution on SS(p). Recall that by Lemma 30, the statistical distance between
S and U is dry (S,U) = O(p~1). We can now finally prove our main result.

Theorem 42. Let € €]0,2]. Let E/F,2 be a supersingular elliptic curve and
7 be the probability distribution of codomains E' (up to E—isomorphism} of
1sogenies 0 : E — E' chosen uniformly at random among isogenies of degree
deg(o) < p'*e. Then dpy (U, ) = O(p~c/?).
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Proof. By the Deuring correspondence, it suffices to prove that given a maximal
order O C B, and Cl(O) the set of right-equivalence classes of left-ideals
of O, the distribution 7’ of the ideal classes [I] € CI(O) when [ is sampled
uniformly at random among ideals of norm < p'*¢ (which is the quaternion
analogue of ) is at statistical distance O(p~¢/2) from the uniform distribution
U’ on Cl(O). We also denote by S’ the quaternion analogue of S, namely the
distribution on Cl(O) given by S([I]) := 1/(K#Og(I)*) for all [I] € Cl(O),
where K := 3" 1cc0) 1/#Or(I)™ = (p—1)/24 is the Eichler mass. By Lemma
30, dry (U, 8") = O(p~'), so it suffices to prove that dry (S, ') = O(p~¢/?).
By Corollary 50, the number of left O-ideals of norm < p'*¢ is

Npee = 3 Nyee([I]) = 20 Kp' (14 0(p/2),
[[1eCl(O)

so the distribution #’ is given by

Npe([) 1 .
/ __'p - = e/2
Wi € 00), () = R = 14067,
It follows immediately that
1 #CIl(O e e
a7 =1 3 19 - = T Qo) = o),

[I1eCl(O)

The result follows. O

F Higher dimensional isogenies and the theta model

In this section, we explain how to compute an £°-isogeny between abelian vari-
eties in plain generality and then apply it to our specific problem. In subsection
F.1, we give a high level description of an ¢¢-isogeny computation as a chain of
{-isogenies. In the remaining subsections, we introduce the ©-model to compute
{-isogenies when ¢ = 2.

Indeed, unlike in dimension 2 or 3, we cannot use Jacobians to compute
isogenies in dimension 4 or 8. However, there already exist algorithms to compute
{-isogenies in any dimension g with the ©-model [LR12; LR15; LR23] in time
O(¢9). To minimize the complexity, the best strategy would be to take £ = 2
and to use ©-coordinates of level n = 2. However, existing algorithms only work
when ¢ and n are coprime. We propose an algorithm to compute 2-isogenies in
level n = 2 in Appendix F.4 and how we can use it in our specific problem
(computing two 2-isogeny chains F; and Fy with the same codomain).

F.1 Computing an f-isogeny chain.

Let F' : (A, 4) — (B,Ag) be an f¢-isogeny between principally polarized
abelian varieties and let K be its kernel. Assume that K has rank g. Then, we
can decompose F' as an f-isogeny chain as in dimension 1.
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Lemma 51. We can write F as a product of {-isogenies FF = F, o0 ---0 F}
between principally polarized abelian varieties F; : A1 — A; (fori € [1; €],
with Ag := A and A, := B).

Let Ko := K = ker(F) and K; := F;(K;_1) for alli € [1; €]. Then, we
have ker(F;) = [(°~Y|K;_1 for alli € [1 ; €].

Proof. We prove by inductiononi € [0 ; e] that we can write ' = G;0F;o0---0F|
where the Fj : Aj_1 — A for j € [1; ¢] are (-isogenies between principally
polarized abelian varieties (PPAV) of kernel ker(F;) = [(*7/]K;_; and G; is an
(°~“isogeny between PPAV of kernel ker(G;) = K;. For i = 0, the result is
trivial. Let us assume the result at rank i € [0 ; e — 1]. Then we simply apply
point (i) of Proposition 13 to G; to write G; := G;41 o Fi11, where F;y; and
Giy1 are respectively £ and £¢~ (1 isogenies between PPAV. By point (iv) of
Proposition 13, we also have ker(F;1) = K; N.A;[{] since K; has rank g (K also
having rank g). Since K; C A;[¢°~] is maximal isotropic of rank g, we may write
K; = (z1, -+ ,x,) where all the z; € A;[¢°~"] have order /%, so that

ker(Fyy1) = K; N A 0] = ([0e7 Dy, 0o 0P D]y = (0o OH K,
We also have ker(G;41) = Fi11(ker(G;)) = K;+1. This completes the proof. [

The above lemma leads to similar isogeny computation algorithms to the
dimension 1 case. Assume that we know a basis %y of K = ker(F) and let
B = F;(PB;—1), which is a basis of K; for all i € [1; e]. Consider the graph
whose vertices are the [Ej]%i for0<i<e—1,0<j<e—1-—1iand edges are
of two kind:

— multiplication by £ [¢7]%; — [(7T1])%; (left edges);
— (-isogeny computation [¢7]%; — [(7)%,; 11 (right edges).

HBo
[Z]%’o ﬁl

[521«% [ B2
/ \F3
(%18, 42

%?2\
///\] O

(611 B0 [£3) By [0*) B> [()Bs B

Fig. 2. Computational structure of the ¢° isogeny F' with e = 5.
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This graph represents the computational structure of F. To compute F|,
we need to compute the kernel basis [(¢~1] %y, (2|5, - - , B._1 representing
the f-isogenies in the chain, i.e. the bottom line in Figure 2. This graph is
computed as follows: to go down right [¢/]%; — [(7]%;11, we need to have
reached the bottom vertex [(¢~17%]%; beforehand. Of course there are naive
algorithms where we compute every point of the graph but they are quadratic
in e and far from optimal. There also exist divide and conquer strategies that
require only O(e log(e)) multiplications by ¢ and ¢-isogeny evaluations (see [JD11,
§ 4.2.2] for details). We can even optimize such a strategy to minimize the global
cost depending on the relative cost of scalar multiplications by ¢ and /f-isogeny
evaluations.

F.2 Theta coordinates

For simplicity, even through we work over a finite field, we will describe our algo-
rithm using analytic theta functions. The algebraic theory of Mumford [Mum66b)
can be used to show that our algorithms are still valid over an arbitrary field of
odd characteristic.

Let A = CY9/(Z9 4 2479) be an abelian variety with 2 = 24 in the Siegel
space corresponding to a principal polarisation £L = L4 on A. Let m4 : CI9 — A
be the projection.

Recall that the analytic theta functions with characteristic a,b € QY are
given by

0 [tg] (27 Q) _ Z e‘n-it(n+a)Q(n+a)+27rit(n+a)(z+b).

nezI

A basis of level 2 theta functions is given by 04 (P) = 6 [i%] (zp,02/2),i €
(Z)2Z)9 where zp € C9 represents P € A: P = ma(zp). Here we use the
following abuse of notations: if ¢ € (Z/2Z)9, we denote by ¢ any lift to Z9.
Reciprocally if i € Z9, we also denote by i its reduction to (Z/27)9.

The analytic theta functions depend on the period matrix 24. Algebraically
they are defined by a symmetric theta structure © 4 of level 2. We will denote
our theta functions by 0?’4 when we want to make this dependence explicit.

We will also make use of the “dual” basis G&A(P) =40 [XéQ] (2zp,202),x €
(Z)27)9, where we identify (Z/2Z)9 with (Z/2Z)9 via the inner product. Going
to the dual level 2 coordinates corresponds analytically to the action of the
symplectic matrix S = (91 (1)) on the period matrix {24. Explicitly on theta
coordinates the modular transform is given via the Hadamard transformation
0% = >_,; x(i)0;, and reciprocally 29¢; = > x(i)0}. We let H be the Hadamard
matrix in dimension 29, by the formula above it allows to pass back and forth
between the theta coordinates of level 2 and their duals.

F.3 Matching theta structures

Let us recapitulate the isogeny we need to compute in the verification step of
SQIsignHD: we have a d-isogeny F : A — B where (A, £) and (B, M) are
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given by products of elliptic curves with their product polarisations. We split
the isogeny in two as in Section 4.3: F' = F5 o I with F} : A — C a d;-isogeny
and Fy : C — B an ds-isogeny, and we assume that we are given the kernel of
Fy in Ald;] and F, in B[ds)].

The theta isogeny algorithm to compute Fy requires (if d; is odd):

— A symmetric level 2 theta structure ©4 on (A, £). This level structure de-
termines a symplectic basis of A[2] and is in turn determined by a symplec-
tic basis of A[4]. This symmetric level structure will be represented (up to
twists) by the theta constant (#€4 (0))ie(z/2z)s and gives a basis of sections
(Q?A)ie(Z/QZ)g of £2. In particular if the 4-torsion is rational, the level 2 theta
model will be rational (this is a sufficient but not necessary condition).

— Generators Pi,...,P; of the kernel K = KerF; in theta coordinates
094 (P;), with the basis of theta coordinates induced by the symmetric theta
structure fixed above.

In SQIsignHD, A will be equal to a product of g elliptic curves A =
Ey x .-+ x Ey and the points of the kernel K is described in terms of tuples
of Weierstrass coordinates. We first need to explain how to convert these points
to theta coordinates. We fix a symplectic basis (e;, f;) on each E;[4], this induces
a product symplectic basis on A[4], hence a product theta structure. There are
well known formula to convert from Weierstrass coordinates on E; to theta co-
ordinates [Mum84]. We can then compute the theta coordinates on A as follows:

Lemma 52. Let L = LixLo---xLy be a product polarisation on A = Eq x-xX Eg.
Endow (A, L) with a product theta structure © 5 of each theta structure O, on
Ei. If P = (Py,...,P,) € A, then for i = (i1,...,i,) € (Z/27)9, 6°4(P) =
Ox,
2:1 eij (Pj)-

Proof. This follows from

013 (e (3 9, ) =0 18] Gro 208 [52] (2. ).

O

Hence if we have a point R € A given in product Weierstrass coordinates
R = (R;) = ((xj,y;)), we can convert each R; from Weierstrass coordinates

On,
to level 2 theta coordinates 6, Fi (R;) then apply Lemma 52 to get the theta
coordinates of R with respect to the product theta structure.
We can now apply the isogeny theorem from [CR15; LR23] with N = dy, ds:

Theorem 53. Let (A, L) be a principally polarised abelian variety with a sym-
metric theta structure ©4 of level 2, induced by a symplectic basis By =
(@1,...,Zq,Y1,...,Yq) of A[4] with respect to ¢, a primitive fourth root of unity.

Let (Py,...,P,) be a basis of the kernel of a mazimal isotropic subgroup of
A[N] of rank g, given in theta coordinates, where N is an odd integer.
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Let P be a point of A given in theta coordinates. Let F : A — B = A/K the
induced isogeny. Then there is a unique descent of LN to a polarisation M on
B, and a symmetric theta structure ©Op on M induced by the symplectic basis
F(Ba) = (5F(21),..., % F(zg), F(y1), ..., F(yg)) with respect to ¢ of B[4].

Furthermore, the theta null point of B and the theta coordinates of F(P) can
be computed in O(NY) arithmetic operations over the base field.

Proof. This is a special case of Theorem 56 proved below. O

We can use Theorem 53 to compute an (°-isogeny by splitting it into a
product of /-isogenies. In SQIsignHD we specifically want to handle the case
¢ = 2. We will give an algorithm in Appendix F.4.

We have another difficulty to solve first. In SQIsignHD we glue two isogenies
together Fy : A — C and F5 : B — C. These isogenies are compatible with the
product polarisation on A and B, so the codomain C' is endowed with the same
polarisation in both cases. However, when using Theorem 53 to compute C' and
its polarisation, it needs not be endowed with the same level 2 symmetric theta
structure @¢ for the two isogenies.

Let By be a symplectic basis of C[4] giving the symmetric theta structure on
C induced by Fi, and By be the one induced by F,. Then there is a symplectic
matrix M € SpQg(Z/ZlZ) such that MB; = By. We can use the theta transfor-
mation formula [BLO04, §8.6] for M to convert the theta null point expressed in
terms of By to the one expressed in terms of By: #7%(0) = 651 (0). Once we
have endowed C with the same theta structures, checking that they are indeed
the same simply amounts to testing for equality of the theta null points seen as
projective coordinates.

So one way to test that F; and Fg indeed have the same polarised codomain C'
is to apply Theorem 53 twice and then to act by all matrices in M € Sp, (Z/4Z)
on the theta null point induced by F; until we find an equality of projective
theta null points with the theta null point induced by F,. This costs O(1) but
in practice is too expensive. We will instead explain how to compute the correct
correcting matrix M directly.

Remark 54. Many symplectic basis Bo of C[4] will give the same symmet-
ric theta structure O¢ of level 2 on C (hence the same theta null point), in-
deed the theta null point only determines a symplectic basis of C[2]. Rather
than working with the 4-torsion we could work only with the 2-torsion and take
M € Sp,,(Z/2Z); this does not completely determines all the symmetric theta
structures of level 2 but it is easy to test all 229 possibilities.

Proposition 55. Let F} : A — C be a dy-isogeny, Fy : B — C be a dy-isogeny,

F=F0F : A— B, with di and do prime to 2. Let Ba a symplectic basis of

A[4], B a symplectic basis of B[4]. Let By be the symplectic basis on B induced
! /

by F. Let M = (3, g/) be the symplectic matriz such that M'Blz = Bp. Let

By be the symplectic basis of C[4] induced by Fy and By be the symplectic basis

_ ! I
of C[4] induced by Fy. Then By = MBy, with M = (a 4 > dﬁv,)
2
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Proof. Define ~, = (g (1)> By Theorem 53, we have Bi = 71,4, - F1Ba,
By = 4, - F2Bp, By = vija - FBa. If MBy = Bo, we get that M =
d271/d2M/71/d71_/{11~ O

So if we compute the image of F' on A[4], we can recover the correct matrix M.
In SQIsignHD, F' is built from ¢ : F; — E5 and scalars, so for the verification
it suffices to give the action of ¢ on the 4-torsion. If it is not provided, we can
just guess it and try the corresponding symplectic matrix, this greatly reduces
the number of symplectic matrices to try to only a few choices.

We now explain how to handle the case of a d-isogeny F where d is not prime
to 2. A difficulty is that if we only start with a symplectic basis B4 of A[4], then
since the kernel of F; may contain points of 4-torsion, F; does not induces a
canonical symplectic basis of C[4] anymore. So the algorithm needs to start with
more data.

Theorem 56. Let (A, L) be a principally polarised abelian variety, with L a
symmetric ample line bundle. Let N be an integer, By = (o, ..., 25, Y1, -, Yy)
be a symplectic basis of A[AN] with respect to a primitive 4N -root of unity ¢, and
Ba = NB/; the induced symplectic basis of A[4]. It induces a symmetric level 2
theta structure ©4 on A.

Let K be the maximal isotropic kernel generated by the points P; = 4x;,
Assume that we are given the theta coordinates of level 2 of the x}, and the theta
coordinates of a point P in A.

Let F : A — B = A/K the induced isogeny. Then there is a unique descent
of LN to a symmetric line bundle M on B, and a symmetric theta structure on
M induced by the symplectic basis

(F(x’l),...,F(a;'g),NF(yi),...,NF(y;))

with respect to (N of B[4].
Furthermore, the theta null points of B and the theta coordinates of F(P)
can be computed in O(N9) arithmetic operations over the base field.

Proof. Since we are given the points (z},y;) in level 2 theta coordinates, we
can use the algorithms of [LR12; CR15; LR23] to construct a symmetric theta
structure of level 2N on the theta group G(£2Y). However, the references above
assume for simplicity that the degree of the isogenies is prime to the level m
of the symmetric theta structure we start with. Here m = 2 and N is no
longer assumed to be odd. So we need the general case, which is described in
[Rob10, Chapters 6 and 7], [Rob21, § 2.10, Remarks 2.10.3 and 2.10.7]. Once
we are in level 2N, we can apply Mumford’s isogeny theorem [Mum66a, Theo-
rem 4 p.302-303] to obtain a symmetric theta structure ©p of level 2 on B and
the equations of the isogeny. The algorithm takes time O(NY). It remains to
show that the theta structure we obtain on B is the one induced by the points
(F'(@h), - Fzg), NE(y1), - NF(y))-
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Let Z(K) be the centralizer of K in the theta group G(L£2V). The theta
structure Op is induced by the canonical map a; : Z(K)/K — G(M?) from
[Mum66a, Equation (2) p.302], where K is the canonical lift of K into the theta
group G(£2N) induced by our theta structure of level 2N. The points

(2F(z)), .. .,ZF(x'g),ZNF(y'l), .. .,2NF(y;))

form a symplectic basis of B[2]. The theta structure ©p on G(M?) is determined
by the symmetric lifts of this basis into G(M?). By definition of the induced theta
structure, if T is in this basis, the symmetric lift g7 € G(M?) above T’ induced
by O3 is given by the image by ay of the symmetric lift g7 € G(£2Y) induced
by the theta structure of level 2N on A for any point 7" such that F(T") = T.
For T = 2F(x;), we can take T" = 2z/;. Since the theta structure on G(£*V) is
determined by the basis (x;, y;-)7 the lift g7/ is determined as follow: let 9o, €
G(L*N) be any of the two symmetric lift of ’;, and define g7 = 7]2(ng> where 172
is defined in [Mum66a, § 2, p.310]; this does not depend on the choice of Ya'- Since
oy sends symmetric elements into symmetric elements and commutes with 72, we
get that gr = n2(g F(JC;)) where gp ;1) is any of the two symmetric element above

F(z) in G(M?). Likewise, when T' = 2N F(y}), we check that gr = n2(INF)),
for gnp(y;) € G(M?*) one of the two symmetric elements above N F(y;). Hence

the descent of the symmetric theta structure of level 2N on G(£2Y) induced
by the basis (z7,..., 25,91, ..,y,) to a symmetric theta structure of level 2 on
G(M?) is indeed the one induced by (F(x}),...,F(z}), NF(y}),... ,NF(y;)[é

Notice that NF(y;) = F(y;), so Theorem 56 only needs the points (7, y;)
as input. If N is odd, Theorem 53 is a special case of Theorem 56: by the CRT,
from a symplectic basis (z;,y;) of A[4] and a basis P; of K, there is a unique
', € A[4N] which induces both z; and P;: x; = N, P; = 4’

However when N is not prime to 2, we cannot start with any symplectic
basis (z;,y;) of A[4], it has to be compatible with our kernel K, in the sense
that there should exists 2 a basis of a maximal isotropic subgroup of A[4N]
which induces both z; and P;. In the situation of SQIsignHD, where we convert
our points given by tuple of Weierstrass coordinates into theta coordinates given
by a product theta structure, the resulting product symplectic basis of A[4]
will not be compatible with our kernels in general. So to get an input suitable
for Theorem 56, we first start with the basis (P;) of K (in tuple of Weierstrass
coordinates), fix points z/; above each P; such that P; = 4z’ and the 2/ generate
an isotropic subgroup of A[4N]. Then we let z; = Nz, and fix a symplectic
complement y; of the x;. We compute the symplectic matrix M that changes
the product symplectic basis into the (z;,y;) and act by this matrix to get the
theta coordinates in terms of our new basis (z;,y;).

We can adapt Proposition 55 to the general case:

Proposition 57. Let Fy : A — C be a dy-isogeny, Fy : B — C a dy-isogeny
and F = Fy o Fy an d-isogeny, where d = dydy. Let d’ be a common multiple of
di and do, and write d' = c1dy = cads.
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Let (P1, ..., Py) be a basis of the kernel of F1, and (o%,...,20,v1,...,y,) a
symplectic basis of A[4d'] with respect to ¢, a primitive 4d'-root of unity, and
such that P; = 4ci ).

Let (Q1,...,Qq) be a basis of the kernel of F», and (uf, .y ug, vy, ..., 0,) a
symplectic basis of B[4d'] with respect to ¢, such that Q; = 4cav).

Then the induced theta structure on C induced by Fy and Fg via Theorem 56
is the same if

Fy(covl) = Fy(d'yl) and Fi(c12}) = Fo(d'ul) (5)

Proof. The symplectic theta structure on C' induced by Fi is given by
(Fi(c1x}), Fi(d'y})), and the one induced by Fj is given by (Fa(d'u}), Fa(cavy)).
O

We note that in the isogeny algorithm for F; we only need the points ¢y 7, d'y;
and for Fy we only need the points d'u}, covy.

Corollary 58. Let F' = Fyol'. To get the same theta structure on C, it suffices
to choose x}, yl, ul, vl such that F(cayl) = cov) and F(ciul) = c12l.

An algorithm to construct suitable 7, yi, u}, v} is as follows. Take y." a basis
of a symplectic complement of Ker Fy in A[d:], y; € A[d'] isotropic such that
dery; = y;', and let v; = F(y;). Then Q; = 4cov; is a basis of Ker F,. We let u;
be a symplectic complement of v} in B[d'], and we let 2 = F(u}). Let P; = 4cy 2,
they form a basis of Ker Fj.

Corollary 58 explain why we need f > e3 + 2 in Remark 4.2 when ¢ = 2 (an
alternative if we are only given the action of o on F;[¢°2] would be to just guess

it on Ej[(e212)).

Algorithm 20: Finding two compatible basis.

Data: ker(F}), ker(F3), an algorithm to evaluate F = Fy o F, on A[d'] and an
algorithm to evaluate F' on B[d'].

Result: Two symplectic basis (7, -+, 25,91, ,yy) of A[4d] and
(uy, -+ ,ug, vy, - ,vy) of Bl4d] such that ker(Fi) = (4eizf)s,
ker(Fy) = (dcav})i, Fleayl) = cov) and F(ciw)) = cia) for all
i€1; g].

1 Find (y7, - ,yy) a basis of a symplectic complement of Ker(F) in Ald1];
2 Find (y1, -+ ,yy) forming an isotropic subgroup of A[d'] such that 4c1y; = y;’

for all i € [1; gJ;

3 vj +— F(y;) for alli € [1; g];

4 Let (uy,---,uy) be a symplectic complement of the v; in B[d'];
5 ) «— F(u}) forall i € [1 ; g];

6 Return (27, -+, 2y, y1, - ,y,) and (ul, -+ ,ug, v1, - ,0p);
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F.4 Computing 2¢-isogenies

We need to compute an N-isogeny, with NV = d; or N = dy with the notations
from Appendix F.3. The isogeny algorithms described in [CR15; LR23] assume
that the degree is prime to 2 for simplicity. For SQIsignHD, we want to take
¢ =2 (so that N = 2°) for efficiency. The general case of N even is described
in [Rob10; Rob21]. In this section we focus on the case N = 2¢ and detail how
the general algorithm can be used to compute 2-isogenies. Handling 2-isogenies
is actually easier because we can use the duplication formulae directly.

With the notations of Theorem 56, we assume that we are given the 4N-
torsion points (z7,...,zy) given in theta coordinates by the symmetric theta
structure of level 2 induced by a symplectic basis (z1,...,24,y1...,Yy) of A[4]
with z; = Na’. Let P; = 42’, K the subgroup generated by the P;, F': A —
B = A/K the corresponding isogeny.

We then write N = 2N’, and let T; = N'P;, the kernel of a 2-isogeny f
through which F' factorizes. We remark also that 7} = N’z is a point of 8-
torsion such that z; = QTJ’/ . We will explain how to compute the isogenous theta
null point of the codomain of f, and how to push points through f. The points
f(x}) will then be points of 4N’ torsion, and we iterate.

So from now on we let f be a 2-isogeny A — B, K = (T1,...,T,) be the kernel
of f, (T7',...,T,) be points in A[8] such that T = 4T}, j = 1,...,g. We assume
that the symmetric theta structure ©4 on A is induced by a symplectic basis
(T1,..., Ty, Uy, ... Uy) where T = 2T and that we are given the coordinates of
the T/, j € {1,...,g}. If i € (Z/22)9, we let T} = >°9_, i;T}. For simplicity, we
will even assume that we are given the theta coordinates of all T}, i € (Z/2Z)9,
in particular the points T;,¢ € (Z/27)9 span the full kernel K.

The 2-isogeny formula will be derived from the duplication formula [Igu72,
Theorem 2 p. 139, p. 141]:

a a ajtag
010] (1 20 [32] (2 ) = > 0[] (21 + 2,20)
te$29 /19

0 [T_bﬂ (21 — 22,202)  (6)

ay as —2mi(ay a1 Taz + Q
20[51] (o1, 20 [12] (2, ) = Y ePmllg [l ] (L1220

teSZI /79

al—a - Q
)

We will derive algebraic formula for the analytic isogeny ¢ : A = C9/(2479+
79) — B = C9/(2p79 + 79),z — 2z where 25 = 2024. We will then explain
how to use these formula to compute our algebraic isogeny f.

Recall from Appendix F.2 that the Hadamard matrix H allows to convert
from the theta coordinates 7 to the dual theta coordinates ¢’ Q. Given two
points Py, P, given by theta coordinates 0;(P;), we also let (6;(P1))  (6;(P2)) =
(0:(P1) - 0:(P2))ic(z/2z)0 -
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Proposition 59. Let P be a point on A. Then the theta coordinates of the points
¢(P) € B, where ¢ : A — B is the isogeny defined above, are given by:

A
(07 (6(P))) * (9?(0))2'6(2/22)& =H- ((9/X (P»XG(Z/zz)g *(GSCA(P))XG(Z/QZ)Q) :
Proof. Using the duplication formula, we obtain (with 2 = 24):

019122, 2)0[91(0,2) = > 0[4](22,22)0[§] (22,20)
t€iz9 /79

This means that (07 (¢(P))0E(0))ic(z/2zys = H - (G/Q(P 2))(6(2/22)9. O

So the image of a point P by a 2-isogeny ¢ is simple to compute, provided we
know the theta null point 2 (0) = 6 [132] (0,2£2) of B: start with the theta coor-
dinates 61(P) of P, apply the Hadamard transform to get the dual coordinates
0’ Q(P), square these coordinates, and apply the Hadamard transform again to
obtain 65 (¢(P))#E(0). It now only remains to divide by the coordinates 62 (0)
given by the theta null point of B.

Corollary 60. Assume that we are given the theta coordinates 0(P) of P € A
and of the theta null point 62 (0) of B. After a precomputation of 29 inversions to
invert the coordinates of the theta null point of B, the theta coordinates of ¢(P)
can be computed in 2 Hadamard transforms, 29 squares and 29 multiplications.

Furthermore, given the theta null points of A and B one can check (up to
signs) that A and B are indeed 2-isogenous (with compatible theta structure)
using 2911 squares and 2 Hadamard transforms.

Proof. The first statement follows from the Proposition. For the second state-
ment, if A and B are 2-isogenous, then 62 (0)? = H - 9’?(0)2, which determines
the 62(0) up to a sign. O

In particular the proof of Corollary 60 shows that we can easily compute
the square of the coordinates of the theta null point of B. In practice in our
complexity estimates, we will often neglect the Hadamard transforms since they
just amount to some additions and subtractions. It remains to compute the
correct square roots.

Proposition 61. Leti € Z9 and z, € C9 be the analytic theta point given by the
affine coordinates 0;*(z}) = 6 [i/43t/2} (0,024/2). Then T] = ma(2]) is a point
in A[4]. The points T; = 2T generate the kernel corresponding to the kernel
179)79 of the isogeny .

We have up to a constant (not depending on i):

67 (0) =2 67(=1)". (®)
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Proof. Using the duplication formula again, we obtain for i € Z9:
296 [ 102] (0,2)0[31(0,2) = >0 [144/2] (0,92/2)*.
[

Up to the projective factor 290 [§] (0, £2), we recover Eq. (8). We also check
that although z; depends on the choice of i € Z9, the term on the left only
depends on the reduction of ¢ in (Z/2Z)9. O

In the analytic setting, when representing the points z; and 7] by theta
coordinates, they actually are represented by the same coordinates, but z] is
represented by affine coordinates while T} is represented by projective coordi-
nates. So the projection 74 amount to sending the affine point (6;(2})) € A%’ to
the projective point in P2~

We go back to the algebraic setting: we let f : A — B be a 2-isogeny with
kernel generated by the points (7)), j = 1,...,¢ and we assume that we are
given isotropic points T}’ such that T; = 477, and the T’ are expressed as theta
coordinates with respect to the theta structure induced by a symplectic basis
(T4, ..., Ty, Uy, ... Uy) where T = 2T". We need to compute the theta null point
on B for our algebraic isogeny f like we did for our analytic isogeny ¢ above in
Proposition 61. Then we can apply Proposition 59 to compute the image by f
of any point P.

Notice that Eq. (8), because of the sum, only makes sense for points in affine
coordinates. So we cannot apply it directly in an algebraic algorithm, because
we only have the 4-torsion points T},i € (Z/2Z)9 in projective coordinates. We
need to lift the projective points T} into an affine point fl’ such that Eq. (8)
make sense. We follow the terminology of [LR12, § 3] and speak about affine
lifts. Riemann relations give a well defined doubling and differential addition
law on affine lifts, hence a scalar multiplication.

Since we have the theta null point of level 2 on A, induced by the symplectic
basis (17, ..., T,, Uy, ... Uy) of A[4], the induced theta structure gives a canonical
affine lift 7} of the T}, for all i € (Z/2Z)9, and a canonical affine translation
P+ P +T; for all affine lifts P of a point P € A.

We take an arbitrary affine lift T}" of T;’, which we then normalize via the
equation ~ ~

3Ty =T/ + T, 9)
where the translation on the right is the canonical one induced by the theta
structure. This rigidifies our choice of affine lift up to a root of unity p of order
3% —12 = 8. Then 2T/ is rigidified up to the action of ,u22 = =41, and so if we let
fi’ = 21:{’ , its coordinates are fully determined up to a sign. We can now apply
Eq. (8), with 2] = T7:

60)= Y 6NI)P= Y 6T (10)

te(Z/22)9 te(Z/22)9

Because this equation only involves the squares of the coordinates of TZ—’ , our
remaining sign ambiguity does not matter.
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Remark 62. If we only had the points 7] but not the T/, we could rigidify the
choice of fl’ via the equation 2Ti’ — T;. This equation rigidifies the lift up to a root
of unity i of order 22 = 4, so it remains a sign ambiguity in Eq. (10). However it
is enough to do this rigidification for 7 going through ey,...,e4,€1 +€2,...,€; +
€k,...,eg—1 + €4 where e; is a a basis of (Z/2Z)9. The remaining choices of Ti’
are then fully determined from the Riemann relations, in particular from three
way additions and differential additions. Thus we only have g(g + 1)/2 signs
ambiguity rather than 29, and one can prove that all signs are actually valid
[Rob10, Proposition 6.3.5]: they each correspond from a different choice of a
4-symplectic basis above our fixed 2-symplectic basis (f(77), f(U;))-

Nevertheless, when computing an 2¢-isogeny, we need to be careful that this
choice of 4-symplectic basis is compatible with our next kernel. Also in the end
for the equality testing of Appendix F.3, we need to be sure to have chosen the
correct theta structure. That’s why we have to assume that we are given the T}/,
not only the T/, this allows us to fully rigidify the theta structure on B.

Proposition 63. Let T}, j = 1,...,g be points of 8-torsion on A which gen-
erates an isotropic subgroup. Let K be the kernel generate by the 4T]”. Assume
that we are given the theta coordinates of the T;’ via the theta structure induced
by a symplectic basis (2T},U}). Let (07(0))ie(z/2zys be the projective theta null
point of B = A/K given by Theorem 56.

Then if i € (Z/27)9, the value 0P (0) (up to a constant which does not depend
on i) can be computed using Eq. (10) where T/ is an affine lift of T; normalised
using Eq. (9). This requires tripling an affine lift of T) = ?:1 i;T}, a division
and multiplication, and 29 squares. If the tripling is computed via a doubling
followed by a differential addition, it can be done in 2972 multiplications, 291!
doubling, and 29 divisions.

The total cost to compute the theta null point of B is then (29 — 1)(2972 +
1) multiplications, 29(29%1 — 1) squares, (29 — 1)(29 + 1) divisions, and 29%!
inversions, that is 29(7 - 29 — 2) — 2 arithmetic operations.

Proof. We use Eq. (10) to compute §2(0). We take an arbitrary lift f@” and
compute 31;{’ . We use Eq. (9) to compute the correct normalisation, this costs one
division. We then plug in Eq. (10), this costs 29 squares, and one multiplication
by our normalisation factor. }

But we remark that if 37} is computed through a doubling 277 followed by
a differential addition 211—” + 7:1-” , then the squares of the theta coordinates of
21:1-” are already computed.

The cost of the doubling and differential addition is described in [Rob10,
Table 4.1]. The computation of §2(0) for i # 0 then costs 4-29+1 multiplications,
2 - 29 squares and 29 + 1 divisions.

This costs assume the precomputation of some constants depending only on
A (more precisely its theta null point), which takes 29 squares and 29*! inverses
to compute once and for all. Taking this precomputation into account we get
our final complexity. O
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For computing 2¢-isogenies decomposed as e 2-isogenies, we start with g
points of 2¢*2 torsions #;, and even with the 29 points z; for i € (Z/2Z)7. We
compute the 29 points of each kernel using Fig. 2. For each 2-isogeny we need to
apply Proposition 63 to compute the isogenous theta null point, and also apply
Proposition 59 29 times to push the points through each isogeny, each image
costing 2971 arithmetic operations by Corollary 60.

In this section we only described how the general isogeny formula adapt
to the case ¢ = 2, and omitted some specific optimisations available only for
2™-isogenies. Our implementation of the verification in dimension 4 use these
further optimisations, which are described in [Rob23a]. Also to simplify the
implementation of the verification, we require our response o to be of degree ¢
such that ¢¢ — ¢ is a prime congruent to 5 modulo 8 (rather than just 1 modulo
4).

A profiling of the high level implementation of the FastSQIsignHD verifi-
cation indicates that to compute a 2'42-isogeny in dimension 4, costs around
2.7-10° multiplications, 1.3-10° squarings, 500 inversions and 6.5-10° additions.
Using the estimates provided by [Lon23], this amounts to 70M CPU clock cycles.
In comparison, the SQIsign NIST-I verification [The23b] costs 37M CPU clock
cycles with the assembly optimizations of [Lon23]. Even though this is a rough
estimate, such a comparison sounds promising for FastSQIsignHD: we expect a
low level implementation of the current implementation to have a verification
time roughly twice as slow as SQISign. Given that there are many optimisations
we have yet to implement even in the high level version, we hope that we will be
able to reach a similar verification time as in SQISign. Of course, only an actual
implementation will give a concrete optimised verification time.

F.5 A verification time vs compactness trade-off.

To speed up the verification time, the signer (or any verifier) can expand the
compact signature by outputting all e intermediates theta constants computed
in the chain of /-isogenies computed during the verification. In dimension g, a
theta constant over F,. takes 29 log(p?) bits. The chain can be verified using
Corollary 60.

When g = 4, A = 128, £ = 2, e = 128 and p has 256 bits, storing each
128 theta constants then takes 128 - 24 - 512 bits, that is 131kB. This is a much
larger output than the 13/2\ &~ 832 bits of the compressed signature, but by
Corollary 60 the verification then takes only e - 2971 = 4096 squares over Fp.
and 2e = 256 Hadamard transforms (and a final linear change of variable to glue
the theta structures at the end), so will be much faster than via the compact
signature.

This allows for a verification time vs compactness trade-off. We remark that
expanding the compact isogeny to allow for fast verification time can be done
by anyone.
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