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Abstract: Data access control is a crucial aspect of data management. Actors who want to share data
need systems to manage consent in order to decide who can access their data. This guarantees the
privacy of data, which is often sensitive. As a secure distributed ledger, the blockchain is widely
used today to manage consent for data access. However, a blockchain is not ideal for storing large
volumes of data due to its characteristics. Therefore, it is often coupled with off-chain systems to
facilitate the storage of these kinds of data. Therefore, data located outside the blockchain require
security procedures. This article proposes a securing mechanism based on data encryption to secure
data in off-chain storage in blockchain-based consent systems. The protocol uses a symmetric key
system, which prevents the reading of data stored outside the sphere of the blockchain by malicious
actors who would have access. The mechanism'’s set up allows each set of data to be encrypted with
a symmetric key that is anchored in a blockchain. This key is then used by the actors who have
obtained the consent of the data owner to access and read the data stored outside the blockchain.

Keywords: blockchain; data access; smart contracts; data encryption; distributed ledger

MSC: 68P27

1. Introduction

Data sharing is widely regarded as one of the most advantageous aspects of cloud
computing. It enables collaborative ecosystems for exchanging information between vari-
ous parties operating within the same domain. The benefits of data sharing are numerous,
as data can be accessed and used by an unlimited number of actors concurrently without
losing value or being altered. Numerous research studies have consistently demonstrated
the benefits of data sharing [1-3]. Data sharing can facilitate business collaboration, en-
hance the quality of scientific research, and improve the services offered to users within a
system, among other benefits.

Effective management of data is crucial to realizing the benefits of data sharing.
Aspects such as privacy, security, and transparency in data management are of increasing
concern to data owners, as they seek to ensure that their data are not accessed or utilized
without their consent. In addition, companies operating within the same ecosystem may be
hesitant to share their data freely due to concerns around competition and other factors. As
such, obtaining consent for data access is not only an ethical imperative, but also a legal
requirement in many cases [4].

Blockchain technology is increasingly being leveraged to build consent management
systems for data access due to its unique intrinsic characteristics. Decentralization, security,
transparency, and tamper-proofing are among the key features that make blockchain an
ideal technology for managing consent in the data-sharing process. Numerous research
studies have demonstrated the effectiveness of the blockchain in setting up consent manage-
ment systems for data access [5-9]. In a previous research endeavor, we proposed a consent
management system for smart territories based on blockchain technology [10]. Consent
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management mechanisms generally involve enabling data owners to define an agreement
between themselves and potential data accessors, outlining the terms and conditions of data
access. By leveraging blockchain technology, these agreements (or consents) can be securely
and transparently stored on a tamper-proof ledger. This ensures that the agreement cannot
be altered or modified without the knowledge and permission of all parties involved, thus
ensuring that data access is governed by a secure and trusted mechanism.

While blockchain is an effective mechanism for securely storing and managing data
access consents, it is not always an ideal choice for storing large amounts of data. One of
the key challenges of blockchain technology is scalability [11,12], and the transaction costs
in a blockchain are also relatively high [13] compared to the volume of data to be stored. To
address the challenges associated with storing large amounts of data on the blockchain, it
is common practice to couple blockchain technology with off-chain storage systems. In this
approach, the blockchain is used to securely manage data access consent, while the actual
data are stored in a separate off-chain system. This implies that the blockchain does not
necessarily secure the actual data in the off-chain storage system. Therefore, it is necessary
to apply strict security mechanisms for data protection in the off-chain system, which will
be shared among multiple actors.

The purpose of this article is to propose a data encryption-based security mechanism
for off-chain storage in blockchain-based consent systems. The proposed protocol utilizes
symmetric key encryption [14,15] to protect data stored off-chain. The symmetric key is
securely anchored in the blockchain register and is only used to decrypt the data in the
off-chain storage and make them accessible to the authorized data accessor after verifying
the established consent. This mechanism provides an additional layer of security to the
consent management mechanisms, protecting the data from malicious actors who have
not received permission from the data owner. By coupling this encryption-based security
mechanism with the consent management mechanisms, the proposed process provides a
robust security framework for data access.

The rest of this article is structured as follows: In Section 2, we introduce blockchain
technology and provide an overview of how it works. We also discuss the concept of smart
contracts. Section 3 focuses on the role of the blockchain in consent management for data
access. In Section 4, we propose a data encryption-based security mechanism for securing
data access control in off-chain storage. Finally, in Section 5, we conclude the article.

2. Blockchain Overview

Initially developed for the financial sector, specifically the domain of cryptocurren-
cies, blockchain technology was introduced by Satoshi Nakamoto in 2008 [16]. Blockchain
is a secure distributed ledger designed for peer-to-peer digital asset transactions. Public
blockchains, which are the first generation of blockchains, are distributed and secure ledgers
accessible to all participants. The ledger is shared among all nodes and contains all transac-
tions carried out on the network since its creation, with each node maintaining a copy.

All transactions in a blockchain network are grouped in structures called blocks
(cf. Figure 1). To each block created, a hash function is applied, which returns a hash
(signature) of all data of the block. Hash function works so that it is impossible to find two
distinct inputs that hash the same value. Transactions added in a block on the blockchain
are immutable, secure, and verified by the network using cryptography. The hash of the
previous block is saved in each current block of the distributed register. This prevents
malicious activities, such as modifying a block of transactions. All blocks are then arranged
chronologically to form an unalterable chain, as shown in Figure 1.

Blockchains use consensus algorithms to validate transactions, create blocks, and
maintain a consistent register. There are several consensus mechanisms in use within the
blockchain ecosystem, including Proof of Work (PoW), which is used in various blockchains
such as Bitcoin [17]. Ethereum [18] also initially used PoW, and did so until September 2022.
Additionally, there are other consensus mechanisms such as Proof of Authority (PoA) and
Proof of Stake (PoS), which is currently used by Ethereum [19].
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Figure 1. Storage of blocks in a blockchain.

Currently, blockchains can mainly be categorized according to their level of accessibil-
ity. Public blockchains, such as Bitcoin [16] and Ethereum [18], are one such category. In
public blockchains, the protocol is determined by the entire network of actors, and anyone
can access and view the ledger, as all transactions are public. Conversely, permissioned
blockchains allow only authorized actors to participate in the network’s operation, with
transactions, block creation, and validation governed by specific conditions or permissions.
The protocol of permissioned blockchains is defined by a restricted community. Private
blockchains have their governance limited to a single actor who must approve and declare
participants, with the ability to unilaterally change the network protocol. Access to and use
of such blockchains is restricted to external users.

Smart Contracts

The concept of smart contracts was originally theorized by scientist Nick Szabo [20]
and was subsequently implemented by Vitalik Buterin in the Ethereum blockchain [18].
This represented a significant milestone in the development of blockchain technology.

A smart contract in blockchain (Ethereum particularly) is a program that executes
on the blockchain when predefined conditions are met. It consists of a collection of com-
puter code and data, registered at a specific address on the network [18]. To deploy
a smart contract, a user must sponsor it using their account on the blockchain. Once
that is done, the user can then interact with it by submitting transactions based on the
functions defined in the contract. Smart contracts are able to define rules, like a regular
contract, but electronically https://ethereum.org/en/developers/docs/smart-contracts/,
accessed on 14 January 2023. With the integration of smart contracts, Ethereum promotes
the development of new generations of decentralized applications, commonly called
DApps https:/ /ethereum.org/fr/developers/docs/dapps/, accessed on 14 January 2023.

While blockchain technology was originally developed to enable the functioning of
cryptocurrencies, it has evolved to serve a broader range of use cases. Blockchain now
enables the storage and transmission of data in a decentralized, secure, and transparent
manner. This has been made possible, in part, by the introduction of smart contracts on the
Ethereum network by Vitalik Buterin [18]. Blockchain technology has been used for years
in many areas such as personal data protection [21], Internet of Things [5], the healthcare
system [6,22-25], the food industry [26], the maritime industry [27], etc.

3. How Blockchain Participates in Consent Management for Data Access

Blockchain technology is widely used for building consent management systems to
control data access. This is particularly useful for securing access rights when sharing data.
Below, we describe what consent is in the context of blockchain-based systems. Next, we
enumerate a list of works using blockchain for consent management for data access, with
different approaches. In addition, we discuss our positioning and our contribution to these
existing solutions.
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3.1. What Is Digital Consent?

Consent refers to the explicit permission given by an individual or organization for
the processing and sharing of their personal data. It is a fundamental aspect of data
management and is essential for accessing, processing, and sharing data securely and with
integrity. The consent process ensures the privacy and security of user data, protecting
individuals’ rights and preventing unauthorized access to sensitive information [4]. In
many ways, digital consent can be compared to a traditional agreement signed between
two parties and certified by a notary. However, digital consent is a more complex process
that requires a secure and tamper-proof system to act as a trusted third party. In the context
of data access, a consent may contain specific items and conditions, such as those described
in Table 1.

Table 1. Consent representation.

Attribute Description
Data owner’s ID Data owner identifier (blockchain wallet address)
Data accessor’s ID Data accessor identifier (blockchain wallet address)
Data ID A unique identifier for a dataset
Data access conditions Conditions 1, Conditions 2, Conditions 3, ...

Blockchain, with its original characteristics, especially the immutability of the data
stored on it, is now being widely recognized as an effective tool for acting as a notary
to certify digital consent. Several works propose using blockchain as a consent manage-
ment device (as described in Section 3.2). With a consent defined between two parties
and anchored in a blockchain, it remains tamper-proof, just like the blockchain itself, as
emphasized by Nakamoto [16]. This can be used as a means of verifying access rights
before granting data access.

3.2. Related Work Using Blockchain in Consent Management

In this section, we present a chronological list of relevant works that have used
blockchain for consent management. Biswas and Muthukkumarasamy [28] proposed a
solution that integrates blockchain technology with smart devices, providing a secure
communication platform for smart cities. The authors presented an overview of the
proposed model, but did not provide technical details. Otherwise, Michelin et al. [29]
proposed SpeedyChain. It is a blockchain-based model for data sharing in smart cities.
SpeedyChain enables smart vehicles to share data in a decentralized and tamper-proof way.
Additionally, the ADvoCATE platform, proposed by Rantos et al. [5], utilizes blockchain
technology for processing data from connected devices. ADvoCATE allows device owners
to set consents for granting other users access to their data, which are stored on the
blockchain. Aldred et al. [30] proposed blockchain as a consent manager, facilitating
companies to access user data. The proposed solution is designed to be supported by a
certification authority such as ISO/PC 317 to provide an accreditation service to the system.
In addition, Mamo et al. [6] proposed an automatic consent management approach using
blockchain technology. It has been implemented in Dwarna, a web portal for managing
consent on genomic data. The solution was set up for connecting different stakeholders of
the Malta Biobank. In Jaiman’s work [8], the authors proposed a blockchain-based consent
model for controlling access to individual health data. The model uses smart contracts
to dynamically represent individual consent on health data and allows data requesters to
search and access such data. Agarwal et al. [7] proposed an approach in the Consentio
platform, a scalable consent management system. The blockchain is used to keep the history
of transactions as well as the consents defined between the different actors for data sharing.
Very recently, we proposed a consent management system for establishing digital trust in
smart territories [10].
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As outlined in the state-of-the-art, various authors have proposed interesting ap-
proaches that primarily address the management of consents for data access using blockchain
technology. While it is advantageous to utilize a blockchain to store metadata, such as
consents for accessing other data, it is not recommended for storing large and recurring
data due to several reasons. Firstly, a blockchain has limited scalability compared to other
data management systems, making it less efficient for storing large amounts of data. For
example, Ethereum [18], one of the most used blockchains to build decentralized applica-
tions, processes an average of 15 transactions/s. The problem of scalability in blockchain
has also been raised in several research works [11,12]. Otherwise, transaction costs on a
blockchain, especially public blockchains, which are the most secure [31], are relatively
high. It mainly depends on the volume of data. It can also vary from one blockchain to
another. To solve these problems in blockchain-based consent management systems, one
solution should be to use, in addition to a blockchain, off-chain storage systems to store
large data. Indeed, data stored outside the sphere of the blockchain requires strict security
procedures to guarantee their security and integrity.

Most of the existing solutions in the state-of-the-art, such as those proposed
by [5,7,8,28], primarily focus on the blockchain consent management process for data
access but do not address the issue of securing data that may be stored elsewhere. In
contrast, the consent management model presented by Michelin et al. [29] involves storing
all data on blockchain nodes. This approach may not be problematic if the system is not
built on a public blockchain, where transaction fees can be high, or if it has sufficient
storage space to store large amounts of data on the blockchain nodes. However, this ap-
proach may not benefit from the high level of security provided by public blockchains.
In addition, authors such as [6,30] have discussed the use of off-chain systems for data
storage in blockchain-based consent management platforms, but they have not proposed
rigorous procedures for securing the data in off-chain storage. In contrast, our proposed
model aims to integrate a blockchain as a consent manager for data access, as proposed in
the literature, while simultaneously implementing stringent procedures for securing data
stored in off-chain storage. This approach provides an additional layer of security for user
data against attacks on the off-chain system and is described in detail in Section 4.

4. Securing Access Control to Data in Off-Chain Storage with Encryption Protocols

A blockchain-based consent system utilizes the blockchain as a manager to verify
consent for data access, which is hig y beneficial for data sharing. However, as a notary,
the blockchain does not necessarily secure the data in off-chain storage, and there is no
guarantee that the off-chain storage system being used, such as a cloud system, will
adequately protect the stored data. To address this concern, we propose a protocol based
on data encryption mechanisms to secure off-chain data in a consent management system.

4.1. Cryptography for Data Encryption

Cryptography is the process of converting data from readable to unreadable form,
and it plays a vital role in ensuring security requirements [15,32]. The original objectives
of cryptography were to ensure the privacy, integrity, authenticity, and non-repudiation
of data [14]. There are various cryptographic mechanisms for encrypting data, including
asymmetric encryption, which uses a set of two keys: a public key for data encryption and
a private key for data decryption. Another mechanism is symmetric encryption, which
uses a single unique key for both encrypting and decrypting data. Figure 2 illustrates how
encryption works with a symmetric key system.

Symmetric encryption is particularly useful when data need to be shared with multiple
actors. This is the encryption mechanism we utilize in our protocol to secure data in off-
chain storage within blockchain-based consent management systems.
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4.2. Architecture of the Data Control System Based on Data Encryption

Figure 3 provides a general overview of our proposed secure data access control
system in off-chain storage for blockchain-based consent platforms. The architecture is
divided into three main components: first, the off-chain system, which includes an API
(Application Programming Interface) and an off-chain storage space; second, the blockchain
component, which comprises a blockchain API (with smart contracts) and a blockchain
storage ledger; and third, the users.
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Figure 3. Generic architecture of the data control system based on data encryption.

As a blockchain is not ideal for storing large data, so the data will be stored in an
off-chain storage system. This makes it possible to overcome the problems of transaction
fees and the scalability of blockchains mentioned previously. Off-chain storage can be
any traditional Database Management System, such as MySQL, SQL Server, MongoDB
(the one we used), etc. So, in our protocol, large data will be encrypted and then stored
in the off-chain system, and the blockchain ledger will be used to securely record the
data symmetric encryption key for data decryption; the blockchain will also be used to
record the consents for access to this data. Then, whenever someone requests access to
data in the off-chain system, it will query the blockchain which will verify the existence
of consent for data access. After that, the blockchain retrieves the symmetric encryption
key corresponding to the requested data set, which will be used to decrypt it and make
it readable.

Moreover, as data are supposed to be shared with several actors, we propose a model
based on symmetric keys encryption. This model can be used in consent systems, with a
multitude of actors. This model is applicable in various scenarios, including companies
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sharing data with other companies and systems that enable users to share data with
companies or other users, such as in smart city systems. To ensure true decentralization and
take advantage of the robust security features offered by public blockchains, we suggest
using the Ethereum blockchain [18] as the underlying technology for our proposed model.

There are several widely used symmetric encryption algorithms today [33]: Advanced
Encryption Standard (AES), Data Encryption Standard (DES), Triple DES (3DES), etc. AES
is used in our case to encrypt data. The algorithm is known to be more efficient than
other algorithms, providing advantages such as large scale data to encrypt and also little
resource consumption [34].

4.3. Recording and Encryption Data and Establishing Consent

Suppose a set of actors operating on the blockchain-based consent management system
for data sharing. First, these users register according to the rules of the system, before
being able to save data, which will be shared on the basis of consent to other users of the
system. Once registered, a user can log in and save the data to be shared, as shown in
step 1 in Figure 3. When storing data, a symmetric encryption key is generated using AES
algorithms and the user data are encrypted before being sent to the off-chain storage, as
shown in steps 2 and 3. The symmetric key, along with the data ID, is then sent to the
blockchain via a smart contract (step 4), while the encrypted data are registered in the
off-chain storage. Finally, in step 5, the blockchain records the symmetric key and the data
ID in the blockchain storage.

Once this is done, the data owner can decide in step 6 to choose data and grant consent
to another user so that they can access this data. Then, the data owner establishes a consent
with the elements mentioned in Table 1. The consent may contain elements such as the
data owner’s ID (their blockchain wallet address); the data accessor’s ID (their blockchain
wallet address); the data ID; and the data access conditions. The consent is therefore sent to
the blockchain (step 7), which will record it via a smart contract in an immutable way in
step 8. This consent will be used to access the user’s data by the accessor. This will be the
first condition, without which an actor cannot access a user’s data.

4.4. Access Data with Consent and Encryption Key

After receiving consent from a data owner, an accessor can make a data subject access
request to access data which were shared with them. Consider the example described in
Figure 3, where Alice has received Bob’s consent to access her data. When Alice tries to
consult Bob’s data in the off-chain storage, several steps will follow:

1. Alice asks the system to consult Bob’s data, as shown in step 9 in Figure 3.

2. In step 10, the off-chain API will ask the blockchain system to check access rights
for Alice.

3. Instep 11, the blockchain verifies the existence of consent for Alice, regarding Bob’s
data. If the consent does not exist, no access to the data will be given to Alice. If
consent exists, the process will continue.

4. In step 12, the blockchain retrieves Bob’s symetric key via a smart contract that
manages the consents.

5. Finally, in step 13, the symmetric encryption key will be used to decrypt Bob’s data,
which will then be available to Alice.

It should be noted that this whole process will happen automatically, without the
intervention of the data accessor. In general, the verification of consent is the first layer
of data access security in the protocol. Thus, if someone has not received the consent of
a data owner, they will not be able to find the symmetric encryption key recorded in the
blockchain. As a system that works without a central trusted third party, the blockchain
cannot get along with the potential accessor to the data to give them the encryption key.
This is also one of the great advantages of using a blockchain, as it is a decentralized and
secure ledger operating without a central control entity.
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On the other hand, using a data encryption process constitutes a second layer of
security, coupled with the consent management. If, despite everything, a hacker manages
to use tricks to access the data stored in the off-chain storage, they will not be able to
read them. The reason is that the data encryption key is needed for someone to read the
data. However, the encryption key, being stored in the blockchain, will not be accessible to
someone who has not received consent.

Indeed, this dual process proposed in our protocol, combining consent management
and data encryption, complements the consent mechanisms that we have listed in the state-
of-the-art. The solutions proposed in the state-of-the-art, which are also very interesting,
can be applied in certain contexts, as described by others. However, in our protocol, the
consent process on the blockchain side will allow access to the data, while the encryption
mechanism protects it and allows consent recipients to read it. This is practical for the
implementation of different consent systems managing a lot of data and that want to ensure
a high level of security of the data stored in off-chain systems.

5. Conclusions

Secure data access control remains a critical factor in data disposal. This is a non-
negligible aspect, especially in systems that generate a lot of data and in which the inter-
actions in terms of data sharing are enormous. Consent management using blockchain
technology for data access shows good results, as we have demonstrated here. However,
when this technology is coupled with off-chain systems, it requires other data security
mechanisms. Consent management by blockchain alone is not enough to ensure a high
level of data security outside the blockchain sphere.

This article presents a protocol for secure access control to data stored in off-chain
storage within blockchain-based consent systems. We have reviewed different approaches
to consent management using blockchain, noting some variations. However, the common
approach is to use a blockchain to record consents established between actors for sharing
and accessing data. We have also analyzed why it is crucial to ensure the security of data
stored outside the blockchain and have explored ways to enhance existing solutions.

Finally, we presented a protocol that enhances data security through a combination
of symmetric key systems and consent management mechanisms. This approach offers
multi-level security for data in off-chain systems linked to a blockchain system. By using a
blockchain, consents for data access can be effectively managed while also enabling the
storage of a symmetric key to decrypt data in the off-chain system. This ensures privacy,
security, and data integrity.
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