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In many situations, it is of interest for authentication systems to adapt to context (e.g., when the user's behavior differs from the previous behavior). Hence, representing the context with appropriate and well-designed models is crucial. We provide a comprehensive overview and analysis of research work on Context Modelling for Adaptive Authentication systems (CM4AA). To this end, we pursue three goals based on the Systematic Mapping Study (SMS) and Systematic Literature Review (SLR) research methodologies. We first present a SMS to structure the research area of CM4AA (goal 1). We complement the SMS with a SLR to gather and synthesise evidence about context information and its modelling for adaptive authentication systems (goal 2). From the knowledge gained from goal 2, we determine the desired properties of the context information model and its use for adaptive authentication systems (goal 3).

Motivated to find out how to model context information for adaptive authentication, we provide a structured survey of the literature to date on CM4AA and a classification of existing proposals according to several analysis metrics. We demonstrate the ability of capturing a common set of contextual features that are relevant for adaptive authentication systems independent from the application domain. We emphasise that despite the possibility of a unified framework, no standard for CM4AA exists.

INTRODUCTION

In computer security, we mainly consider two forms of authentication: authentication of entities (a human user or a computer is who she claims to be) and authentication of messages (a message originates from the claimed sender) [START_REF] Domingo | Digital Identity: the current state of affairs[END_REF].

This work focuses on human entity authentication. We define an entity as a human that has a distinct existence, and that can be identified in context. We define authentication as "the process of proving that an entity is genuinely who this entity claims to be " [START_REF] Syed Zulkarnain | A review on authentication methods[END_REF]. This is a commonly used definition in the research field [START_REF] Eckert | IT-Sicherheit: Konzepte-Verfahren-Protokolle[END_REF][START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF]. Authentication is the ability to prove that an entity is genuinely who this entity claims to be and not necessarily a question of proving a unique identity (identification [START_REF] Syed Zulkarnain | A review on authentication methods[END_REF]). For example, a company service may only be accessible to employees. This means that the entity claims to be an employee. Authentication here comprises the process of verifying that the entity is an employee, whereas identification means to verify the unique identity of the employee.

Besides identification, authorisation also needs to be delimited from authentication. Authorisation is the process of verifying what specific resources an entity has access to [START_REF] Syed Zulkarnain | A review on authentication methods[END_REF]. Hence, in the example, it means to verify what the employee has access to. Authentication is about the question of who the entity is and authorisation about the question of what permissions the entity has. Literature on authorisation is not covered in this study. Authorisation is orthogonal to authentication and normally takes place after it [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF]. Therefore, existing authorisation approaches can be integrated with adaptive authentication systems.

Authentication mechanisms require entities to provide claim information when they try to access resources in an information system or other authentication targets, such as services, devices, or systems. An authentication system is a system that uses authentication mechanisms in order to prove that an entity is genuinely who this entity claims to be.

Finding the balance between desired properties of such systems (e.g., usability, security) is challenging. For this aim, the context needs to be taken into account so that the authentication mechanism can be chosen accordingly. For example, the geolocation of an entity may influence the need to verify the legitimacy of the entity. A deviation from habits, such as an authentication attempt from another country, can be due to the fact that the authentication attempt comes from an intruder situated in another country than the legitimate entity. Assuming an entity is situated at his workplace according to his habits, then an authentication challenge could be unnecessary and only disrupts the process. The role of adaptive authentication is to balance desired properties of the authentication mechanism (e.g., security, usability) [START_REF] Azmi | Adaptive Authentication: Issues and challenges[END_REF].

Let us consider the following example to illustrate the role of adaptive authentication. Bob, a German traveller in Spain checks his e-mails at 2:00 am in a poorly lit room. He enters the username and password correctly. His e-mail provider can acquire contextual information: geolocation, luminosity, time, and typing speed. Bob's e-mail provider determines some threats: Bob is not located in Germany as usual, he is checking his e-mails at an unusual time, it is dark around him, and he is typing slower than usual. All these threats make the e-mail provider assume that there is a risk that an intruder who has Bob's password might try to access Bob's e-mails. Bob has registered facial recognition and fingerprint as authentication mechanisms. Password-based authentication can be bypassed by the intruder who has stolen Bob's password. Face recognition is not efficient to use in the dark. Therefore, the adaptive authentication mechanism used by the e-mail provider determines that Bob needs to be authenticated with his fingerprint.

To enable authentication systems to take advantage of the context, a clear understanding of what context means is necessary. Dey et al. [START_REF] Anind | Understanding and Using Context[END_REF] propose a definition, which is also taken up by other authors working in the field of context modelling [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF][START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF][START_REF] Witte | Context-Aware Mobile Biometric Authentication Based on Support Vector machines[END_REF]: "Context is any information that can be used to characterise the situation of an entity. "

Manuscript submitted to ACM Within this article, we shed light on the entities and their situations in an adaptive authentication system. A contextaware system is defined by Dey et al. [START_REF] Anind | Understanding and Using Context[END_REF] as "a system that uses context to provide relevant information and/or services to the user, where relevancy depends on the user's task". According to this definition, we define an adaptive authentication system as a context-aware authentication system that uses context to provide the relevant authentication mechanism(s), where relevancy depends on the desired properties of the authentication mechanism for a user in a context.

Our work is related to Arias-Carbacos et al. 's survey on adaptive authentication [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF]. In [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF], the authors outline how to apply the design principles known in adaptive systems to adaptive authentication systems but do not deeply study context modelling and how the context information model is used in the authentication system. Complementary to [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF] and leveraging on their conclusions, in this work we focus on context modelling for adaptive authentication systems and do not discuss self-adaptive systems design in general. Until now, context modelling for security applications (e.g., adaptive authentication) has not been deeply studied [START_REF] Gleneesha | Towards shrink-wrapped security: A taxonomy of security-relevant context[END_REF]. In [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF], the authors mention that most of the works surveyed in their article "show a limited usage of context, with vague descriptions and grounds". Leveraging on this conclusion, we conduct efforts to find out what models are suitable for the field of context modelling for adaptive authentication.

Our study is an important first step towards less vague descriptions and grounds of using context for authentication systems. Hence, our work is complementary with [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF].

Commonly the term continuous authentication is defined as a means of proving the identity of an entity based on context information in a passive manner [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF]. The terms adaptive and continuous authentication are not always clearly separated from each other. According to our definition of adaptive authentication systems, we focus on providing the relevant authentication mechanism(s) regarding context information. We do not differentiate between active and passive authentication mechanisms and hence do not differentiate between continuous and non-continuous authentication mechanisms in our study about CM4AA.

Developing context-aware authentication systems need to be supported by adequate context information modelling techniques to reduce their complexity and improve maintainability [START_REF] Bertin | Access control in the Internet of Things: a survey of existing approaches and open research questions[END_REF]. We aim to support adaptive authentication practitioners on CM4AA. Therefore, we follow the procedures of the Systematic Mapping Study (SMS) and Systematic Literature Review (SLR) methodologies [START_REF] Petersen | Guidelines for conducting systematic mapping studies in software engineering: An update[END_REF]. We achieve three complementary goals. The former one (SMS) enables us to structure the research area and to get a comprehensive overview of the research topic of CM4AA (goal 1). The latter one (SLR) enables us to gather and synthesise evidence about context information, it's modelling for adaptive authentication systems, and the use of the context information model (goal 2). The knowledge gained from goal 2 enables us to determine the desired properties of the context information model and its use for adaptive authentication systems (goal 3). In addition, we provide an analysis of industrial needs in form of an expert survey and a list of commercial adaptive authentication solutions.

The rest of this paper is organised as follows. We present our research questions in Section 2. In Section 3, we present an expert survey and industrial solutions for adaptive authentication. Our review methodology is presented in Section 4.

In Section 5, we present the metrics and findings related to RQ1, in Section 6 those related to RQ2 and in Section 7 those related to RQ3. In Section 8, we assess strengths, weaknesses, opportunities, and threats of the research field of CM4AA. Threats to the validity of our study are discussed in Section 9. We present related surveys in Section 10. We conclude our work in Section 11.

RESEARCH QUESTIONS

In our work, we aim to analyse how context information modelling for adaptive authentication systems is performed to support adaptive authentication practitioners on CM4AA. Therefore, we aim to identify relevant publications on CM4AA to characterise what is the nature of the current body of knowledge about CM4AA (goal 1). We shed light on which context information determines the context of adaptive authentication systems and how it is modelled (goal 2). Also, we figure out which are the desired properties of the context information model and its use for adaptive authentication systems (goal 3). The three goals manifest in the three following research questions:

• RQ1: What is the nature of the current body of knowledge about CM4AA?

The main activities to answer are:

(1) to uncover which keywords and concepts reflect the research area of CM4AA to understand the nature of the research area and the notations in the domain,

(2) and gaining an overview of the distribution of works in the research field of CM4AA regarding the year of the publication, the application domain, and the type of the contribution to understand the structure of the research area, when, how and from which point of view the research is conducted,

• RQ2: Which context information determines the context of adaptive authentication systems, how is it modelled, and for which phase of the authentication system life-cycle is the model used?

The main activities to answer are:

(1) establishing a holistic overview of which context information determines the context of adaptive authentication systems,

(2) analysing context modelling approaches for adaptive authentication systems in the literature to date to understand the data structure according to which the context information model is built,

(3) and analysing the use of the context information in the authentication system life-cycle.

• RQ3: Which are the desired properties of the context information model and its use for adaptive authentication systems?

The main activity to answer is:

(1) to uncover the desired functional and non-functional properties of the context information model and its use for adaptive authentication systems.

Fig. 1 visualises the relation between our three research questions and how we use the methodologies SMS and SLR to solve them.

INDUSTRIAL NEEDS

We aim to support adaptive authentication practitioners on CM4AA. Therefore, we designed a survey to uncover experts' thoughts on adaptive authentication and analyse adaptive authentication approaches applied in the industry.

Expert Survey

Our survey questions concern the context information that can be used for authentication [START_REF] Achilleas | A Framework for Dynamic Validation of Context-Aware Applications[END_REF] and desired properties of adaptive authentication systems (2). We ask the experts question about whether and how context is used for authentication and what are desired properties of an authentication system. Table 1 shows some of the questions for our two question types. The totality of questions and anonymous answers can be found on our companion website (https://annebumiller.wixsite.com/slrcontext).
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Context information that can be used for authentication

Desired properties of adaptive authentication systems Is contextual information used to decide the authentication path in current authentication systems that you are using ? What contextual information is used during the authentication process? How do you rate the relevance of the following contextual information for authentication: device, IP address, web browser, geolocation, luminosity, time, user habits, nearby people, user activities (1-10)? Do you think that contextual information is used sufficiently during the authentication process? Why is contextual information not used in the authentication process? Is contextual information used for purposes other than authentication? Do you think it would make sense to use this same contextual information during the authentication process?

How is the suitability of an authentication mechanism assessed in a user path? What properties of authentication mechanisms are used to evaluate authentication mechanisms (usability, security, deployability, privacy)? Is the authentication pathway designed to address identified risks? Why are no risks taken into account when designing the authentication pathway? Do you think it would be appropriate to assess the risks during the authentication process and modify the process? What risks should be taken into account when designing the authentication path? What authentication mechanisms are offered to the user? Do you think that sufficient authentication mechanisms are currently available?

The Expert Panel. The expert panel consists of eleven people working on identity management, authentication, and system security. They come from a multinational telecommunications corporation (Orange), a multinational aerospace corporation (Airbus), two European university research institutes (University of Hohenheim, Chouaïb Doukkali University El Jadida), and a medium-sized family-owned company for smart sensor and image processing technologies (Wenglor Sensoric). We targeted people aware of the opportunity to use context information for authentication. It is not possible to identify and survey this entire population. Hence, we have chosen people from our professional network. All those people are potential adaptive authentication system designers and, therefore, potential users of our framework.

Table 2 shows the job titles of the experts.

Table 2. Experts Job Titles

The Survey Procedure. In the first stage, the main idea of using context information (defined as any information that can be used to characterise an authentication attempt) for authentication was presented to the expert panel, followed by instructions on answering our online survey using a web questionnaire tool. Online survey is a faster way of collecting data from the respondents as compared to other survey methods like interviews. In addition, we invited the experts to contact us in the case of any questions or if they are interested in having an in-depth discussion. In the second stage, the experts answered our two question types (context information that can be used for authentication [START_REF] Achilleas | A Framework for Dynamic Validation of Context-Aware Applications[END_REF] and desired properties of adaptive authentication systems (2)). Three of the experts contacted us to discuss the topic further.

Analysis of the Responses. We analysed the experts' responses to our survey questions together with the interviews with the three experts with whom we had a detailed discussion. Most of the experts claim that context information is not sufficiently used for authentication. Nine out of eleven experts agree that context information is used for authentication, but eight of them claim that it is not sufficiently used. The two experts claiming that context information is not used mention the reason that there is a "lack of knowledge about how to use it". Hence, experts need more support to use and model contextual information for authentication. Furthermore, the great diversity of answers to the question of which context information is used (e.g., device, risk score, localisation, browser fingerprint) shows that needs and perceptions vary greatly. This also points to the need for our study on CM4AA.

Five of the experts claim that the authentication path is the same for every authentication path of a user. This points out that nearly 50% of the experts think that there is not enough adaptation. The six experts claiming that there is an adaptation think that the authentication path is adapted to the sensitivity of the accessed resource, the availability of authentication mechanisms for a user, the contextual risks or to contextual information in general. This shows that the experts do consider adaptation at different levels and that notions are not unified in the domain. Support for using and modelling contextual information to allow adaptation is necessary.

Finally, ten out of eleven experts claim that not enough authentication mechanisms are used. At least five experts consider each of the properties: security (9), deployability [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF], usability [START_REF] Cai | A multiple watermarks algorithm for image content authentication[END_REF], and privacy (9) essential for an adaptive authentication system.

Results. Our survey results show that the experts need support to take full advantage of context information for authentication. We show that the experts are interested in using contextual information and do not yet make sufficient use of it. The adaptation of authentication decisions also interests the experts, and they find that this is not yet being done sufficiently. The properties security, usability, deployability, and privacy of adaptive authentication systems are considered important by the experts. Our study helps adaptive authentication practitioners to better understand context modelling for adaptive authentication systems.

Adaptive Authentication Applied in the Industry

In [START_REF] Wiefling | Is this really you? An empirical study on risk-based authentication applied in the wild[END_REF], the authors analyse risk-based authentication "applied in the wild" and determine the contextual feature set used during user login by LinkedIn, Facebook, Google, Amazon and GOG.com and derive how the adaptive authentication is applied in practice. Furthermore, we searched for commercial adaptive authentication solutions. With the help of Expert Insights (https: //expertinsights.com/), a cybersecurity research and review website, we identified common solutions. Expert Insights Manuscript submitted to ACM provides guides, expert advice and industry insights to to help organizations to make informed, decisions when selecting cybersecurity solutions. They propose a list of top adaptive authentication solutions 1 .

Prove Multi-Factor Authentication (MFA). Prove offers multi-factor authentication solutions that use users' mobile phones and phone numbers (phone-centric authentication) as the primary authentication method. The solution verifies a consumer's identity and validates the information provided by the consumer, assigning a trust score to each login to assess risks. The solution analyses behavioural and phone-related indicators of suspicious activity2 .

Duo. Duo offers MFA and Single-Sign-On (SSO) to allow access while only verifying once the identity. Administrators can configure adaptive authentication policies based on the user's location, device and role, among other factors. Duo then scans these security policies for anomalous access attempts to securely enable or deny access 3 .

IBM Security Verify Access. This solution supports user authentication via one-time passwords, email verification and knowledge-based questions, and enables password-less SSO. Using the risk scoring engine, administrators can configure risk-based authentication policies to prevent anomalous login attempts. The risk scoring engine analyses the login patterns of users, including information about their devices and regular session activities to detect and prevent unusual login attempts 4 . Kount Control. Kount Control uses an AI-driven technology to analyze user login behavior based on device status, IP address reputation, geolocation and mobile and proxy indicators. Using this data, Kount detects anomalous access attempts that could be the result of attacks. In the case of a high-risk login, the system requires the users to verify their identity via an additional authentication method 5 .

LastPass MFA.. LastPass MFA is an adaptive solution that combines contextual information such as geolocation and IP reputation, with biometric information, in order to analyze a user's risk score and verify their identity 6 .

Okta Adaptive Multi-Factor Authentication. Okta Adaptive Multi-Factor Authentication uses contextual factors such as device trust and geolocation to calculate a risk score for login attempts before prompting users to further verify their identity. The platform supports secondary authentication via mobile app push notifications and biometrics, as well as more traditional methods, including security questions and One-Time-Password (OTP)s sent via SMS, phone call and email 7 .

OneLogin SmartFactor Authentication. The solution aims to adjust authentication requirements in real-time based on the risk level associated with the context of each login attempt. The engine calculates risk scores based on user location, device security and user behavior, in order to determine the most appropriate action for each login to allow, deny or challenge the login by requesting up further verification. SmartFactor Authentication supports SMS, email and voice OTPs, security questions, push notifications via an app, and biometrics 8 .

Ping Identity PingOne Risk Management. The solution uses machine learning models to learn each user's login behavior, analysing risk predictors such as device type, operating system, browser version, date and time to distinguish between normal user login behavior and anomalous login attempts. Authentication policies that enable the system to grant, deny, or challenge access can be implemented based on a risk score calculated using the data 9 .

SecureAuth Identity Platform. SecureAuth's Identity Platform utilizes artificial intelligence to produce a risk score for login attempts based on contextual information, such as device health, location, IP reputation and user behavior. If the risk associated with a login attempt is too high, SecureAuth will request further verification from the user 10 . In summary we observe that industrial solutions are mainly aim to assessing the risk or, conversely, the trust in the user often based on AI and machine-learning technologies to calculate risk scores and to detect anomalies and derivations from user patterns. Table 3 summarises the different solutions. The providers call themselves by different names, although the approaches are all quite similar. There is a lack of standardisation.

In the analysis of industrial needs, we found that (1) there are commercial solutions for adaptive authentication, (2) that they are mainly based on the calculation of a risk score, and (3) experts need more support to model context. These results point out to the need of a study on CM4AA to support experts on context modelling and to allow more extensive approaches that only the consideration of a one-dimensional risk score. 

SYSTEMATIC REVIEW METHODOLOGY

In this section, we present our methodological approach based on the procedures of SLR and SMS [START_REF] Petersen | Guidelines for conducting systematic mapping studies in software engineering: An update[END_REF] 11 (Fig. 1). Within RQ1, we aim to structure the research area of CM4AA to understand the nature of the current body of knowledge about CM4AA. According to [START_REF] Petersen | Guidelines for conducting systematic mapping studies in software engineering: An update[END_REF], SMSs are used to structure a research area, while SLRs are focused on gathering and synthesizing evidence. Hence, for solving RQ1, we apply the procedure of a SMS, and for solving RQ2, that of a SLR. Findings about the nature of the current body of knowledge about CM4AA (RQ1) allow us to understand and interpret those related to RQ2. With the help of the findings related to RQ2, we can determine the desired properties of the context information model and its use for adaptive authentication systems (RQ3).

In the following subsections, we describe our methodology to conduct the SMS and the SLR. We introduce the structure of our reusable search clause in subsection 4.1 and explain the exclusion criteria applied to the raw search results in subsection 4.2.

Logical Search Clause

We first analysed the recent literature in top academic venues and exchanged with domain experts (people working on identity management, authentication, and system security (see Section 3)). We used the snowball method to find literature by using the first references. Hence we obtained a set of representative papers to derive key terms.

Our search clause, consisting of a cartesian product of the terms presented in Table 4, is applied on GoogleScholar, ACM Digital Library, IEEE, Scopus, and SpringerLink. Essentially our search clause is a conjunction of the term "authentication system", "context modelling" and a disjunction of terms expressing the adaptation capability of the authentication system elicited after an initial scan of the literature published. For terms expressing the adaptation capability of authentication systems, we leveraged on the terms used in [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF]. Thank to a snowballing approach, we assessed that "reinforced authentication" [START_REF] Freeman | Who Are You? A Statistical Approach to Measuring User Authenticity[END_REF], "context-aware authentication" [START_REF] Habib | Context-Aware Authentication for the Internet of Things[END_REF], "context-based authentication" [START_REF] Miettinen | Revisiting context-based authentication in IoT[END_REF],

"progressive authentication" [START_REF] Riva | Progressive authentication: deciding when to authenticate on mobile phones[END_REF], "risk-based authentication" [START_REF] Wiefling | Is this really you? An empirical study on risk-based authentication applied in the wild[END_REF] and "risk-aware authentication" [START_REF] Hintze | CORMORANT: Ubiquitous risk-aware multi-modal biometric authentication across mobile devices[END_REF] are used in the literature appropriately to express the adaptation capability. Publications contributing to CM4AA need to use at least one of these terms. We included the spelling "context modeling" for "context modelling", the spelling "context-aware"

for "context aware", the spelling "context-based" for "context based", the spelling "risk-aware" for "risk aware" and the "authentication system" "adaptation" "context modelling" "adaptive" "context modeling" "reinforced" "progressive" "risk-based" "risk based" "risk-aware" "context-based" "context based" "context-aware" "context aware" Table 4. Representation of our Logical Search Clause spelling "risk-based" for "risk based". Authorisation is the process of verifying what specific resources an entity has access to. Hence, we do not include works focusing on "context-aware authorisation".

We restricted the scope to papers that contain "authentication system", because we only want to analyse modelling approaches where the context information is modelled for an authentication system and hence with the purpose of using the information for authentication. After an initial literature scan, we observed that papers that do not contain the term "authentication system" but only the term "authentication" often discuss authentication as a security aspect of a context-aware application, but the context is not modelled for the purpose of authentication (e.g., [START_REF] Achilleas | A Framework for Dynamic Validation of Context-Aware Applications[END_REF]). In order to find out in which form context is represented so that it is suitable for authentication systems, we want to exclude such papers.

We searched for parts of the query separately (full text search) and joined the results manually to deal with the lack of support of complex clauses. We downloaded the citations in multiple parts and fused the results afterward.

Search Results. To mitigate sampling and publication bias, we conduct searches on formal databases (e.g., ACM Digital Library) and indexes (e.g., GoogleScholar). The raw search results of our logical search clause contain 111 publications:

• GoogleScholar: 69

• IEEE: 9

• SpringerLink: 16

• Scopus: 15

• ACM Digital Library: 2

We deleted 31 duplicates in the first step. We classified the remaining 80 publications according to the exclusion criteria described in the following section. Fig. 2 visualises our publication selection procedure. The publications of the type review, or study are helpful to gain background information on CM4AA and to analyse the year of publication and the contribution type, but the other analysis metrics have only been applied to contributions of the type concept, method, and tool (24 papers).

Exclusion Criteria

Based on common inclusion and exclusion criteria for systematic literature reviews proposed by the University of Melbourne 12 , we determine the exclusion criteria for our work: • The paper is not in English.

• The paper is not accessible electronically.

• The paper is a short paper (≤ 4 pages) or a teaser.

• The paper is a patent. 13• The journal/conference/workshop is not international.

Retaining papers per year. After having deleted the duplicates and having applied the exclusion criteria, we kept 40 publications for further analysis. Table 5 shows the number of kept publications per year from 2011 up to now. Fig. 3 shows the course of publications over the last 10 years and shows a continuous interest in the research area of CM4AA with a peak in 2017. Some fluctuation in the number of publications across different years can be observed but the interest in the topic always exist. The problem does not seem to be solved.

Analysis Process

For each research question (Section 2), we consider several metrics to analyse the publications. First, all six analysts worked together to determine which raw data is needed for each metric. Second, we have divided the papers among ourselves (six subsets) and each analyst collected the necessary raw data from a subset of the reviewed papers (manual extraction after reading). Third, we analysed the data according to the metric (e.g., classification, frequency of occurrence).

For this, each analyst has analysed a subset of papers. For a set of 10 papers, all the six analysts conducted the analysis In regular synchronisation meetings we discussed our analyses. We solved conflicts according to the majority principle if it was possible. If not, we asked another reviewer to read the paper and make a decision.

RQ1: NATURE OF THE CURRENT BODY OF KNOWLEDGE ABOUT CONTEXT MODELLING FOR ADAPTIVE AUTHENTICATION SYSTEMS

RQ1 concerns the nature of the current body of knowledge about CM4AA. In particular, we aim to better understand the research field of CM4AA, such as which keywords and concepts reflect the research field, what is the distribution of works concerning the year of publication, the application domain, and the type of contribution to better appreciate the nature of the findings in the following research questions.

Metrics for the Publication Analysis

We apply the methodology of a SMS to structure the research area of CM4AA. We present in this section the metrics considered to analyse the relevant publications.

5.1.1 Main Keywords. We aim to uncover which keywords and concepts reflect the research area of CM4AA.

Raw data. We collect the titles, the abstracts and the author-specified keywords (if available) for the selected papers.
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Metric. Based on the raw data collected from each article, we filter the common keywords 14 and calculate the frequency of appearance of each word based on Stem algorithm [START_REF] Martin | An algorithm for suffix stripping[END_REF]. The 30 keywords that appear the most often in the abstracts, titles and author-specified keywords of the publications are assumed to be the main keywords in the research field.

The title and the abstract of a publication are usually the first introductions readers have to the work and therefore contain the main concepts. Additionally authors specify keywords that mostly reflect their work. We think that 30 is a reasonable number because with a larger number, the words are repeated (synonyms), and with a smaller number, only the ones from the search clause are repeated. The keywords are visualised in a word cloud (Fig. 4). As a visualization tool, we use TagCrowd 15 , because of its ease to read, analyse and compare 16 .

Contribution

Types. We aim to uncover how research is conducted in the research area of CM4AA.

Raw data. We classify the publications along the type of research they conduct to understand how research is performed in the field of CM4AA. We classify the contributions based on [START_REF] Petersen | Systematic mapping studies in software engineering[END_REF] into concepts, methods, tools, studies, and reviews:

• Concepts: papers suggesting abstract ideas of how to model context for adaptive authentication systems by observing and analyzing already present information.

• Methods: development of concrete ways of CM4AA.

• Tools: papers presenting novel systems, prototypes, or software tools.

• Reviews: papers reviewing related literature.

• Studies: papers analysing and evaluating existing tools, methods or concepts.

One of the contribution types, concept, method, tool, review or study, is assigned to each of the reviewed publications.

We did the assignment in a disjunctive manner: papers, suitable for more than one research type, were discussed and Metric. Fig. 5 is a pie chart that visualises the proportions of the contribution types.

Covered Application Domains.

With the analysis of the application domains, which are covered in the field of CM4AA, we aim to uncover application domains in which CM4AA plays a crucial role.

Raw data. The application domain of a publication is the segment of reality (e.g., telecommunication, healthcare, education) that is addressed within the publication. For each of the reviewed papers, we classify it according to its primary application domain if there is one or we indicate that the approach is generic.

Metric. After classifying the papers along the years of publication (Fig. 3), the keywords (Fig. 4 and the contribution types (Fig. 5), they are classified along the application domain, to enable the identification and discussion of domainspecific trends. An application domain is assumed to be covered if at least one contribution addresses the domain. 92%

of the analysed publications are not specific to any application domain and can be applied to CM4AA in any domain.

We identified two papers specifically relevant to the domain of education [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF][START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF].

Findings on the Nature of the Current Body of Knowledge about context modelling for adaptive authentication

We present in this section the findings on the nature of the current body of knowledge about context modelling for adaptive authentication.

Main Keywords.

That the words authentication (71), system (41), context [START_REF] Gleneesha | Towards shrink-wrapped security: A taxonomy of security-relevant context[END_REF] and model (20) occur frequently is not surprising in regard of our search clause, but confirms the significance of our chosen terms. That authentication Manuscript submitted to ACM appears more than twice as often as model can be interpreted as a clue that the research field of CM4AA is mainly authentication driven. The modelling community seems to have fewer contributions. This can also be seen as a reason for the lack of standardised context modelling methods for adaptive authentication systems. As we have explained, we focus on papers based on context modelling and explicitly exclude papers that deal only with authentication, and yet these seem to be driven by the authentication community.

Our search clause contains a disjunction of words expressing the adaptation capability of authentication systems. None of them is among the 30 most frequent words of the abstracts, titles and author-specified keywords of the papers. In a generic MAPE-K architecture for adaptive systems, there is one concern about gathering and representing managed resources and another concern about the actual adaptation logic. In an adaptive authentication system, the first concern refers to a capability to take into account the context information (context-awareness), while the adaptation logic refers to the capability of a system to change its behavior in response to the context. In this study, we target papers that focus on context-awareness and we observe that such works deal little or not at all with the actual adaptation logic.

The keywords biometrics (25) (palmprint ( 16)), behaviour [START_REF] Freeman | Who Are You? A Statistical Approach to Measuring User Authenticity[END_REF] and patterns [START_REF] Freeman | Who Are You? A Statistical Approach to Measuring User Authenticity[END_REF] show the trend of using these features [START_REF] Hintze | CORMORANT: Ubiquitous risk-aware multi-modal biometric authentication across mobile devices[END_REF] for adaptive authentication [START_REF] Leslie | Intruder Detector: A Continuous Authentication Tool to Model User Behavior[END_REF][START_REF] Mir | Biometrics Verification: a Literature Survey[END_REF]. Databases (12) from which the information can be extracted (13) seem to be important.

The state of environmental elements (environment ( 31)) plays a role for adaptive authentication. Authentication is the ability to prove that an entity is genuinely who this entity claims to be (see Section 1) and not necessarily a question of proving an unique identity. When contextual features are used that confirm an unique identity then often the term recognition (17) is used. It seems to be common to use contextual features that clearly determine a unique identity [START_REF] Eckert | IT-Sicherheit: Konzepte-Verfahren-Protokolle[END_REF]. This justifies also the frequent appearance of the word image [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF]. In approaches working with images, those are often used to recognise biometrics (e.g., palmprint, iris). In the works, the performance (12) of the approaches is often evaluated. Platforms (11) seem to be a relevant authentication target. The word user [START_REF] Martin | An algorithm for suffix stripping[END_REF] indicates that the entity being authenticated is often the user. The frequent appearance of the word security (27) can be justified by the fact that authentication is an essential security aspect of systems [START_REF] Nilesh A Lal | A review of authentication methods[END_REF]. Smartphones [START_REF] Anind | Understanding and Using Context[END_REF] and ubiquitous (17) computing The terms authentication and access control are not always clearly separated from each other. We observe that terms that are clearly defined in the security domain (see Section 1) are not always used properly in the domain of CM4AA.

Contribution Types.

There is a large number of studies and reviews (40%). Gaining an understanding of the existing research relevant to CM4AA seems to be in the interest of many researchers. The works fall in the categories of context and context-awareness, authentication modalities, adaptive authentication in specific computing environments and adaptive authentication in general. There is no review of works on context modelling for adaptive authentication systems. 15% of the contributions are of the contribution type tool. Adaptive authentication is a new research area

and not yet every proposed concept of how to model context information for adaptive authentication systems goes beyond conceptualization and results in a tool. There are contributions of the type method (28%) and concept (17%).

These works do not (yet) result in tools. CM4AA seems to be a conceptual and methodological research field. This research type, generally related to abstract ideas or schemes is a potentially powerful way to introduce new ideas, Manuscript submitted to ACM Bumiller et al.

to identify problems and appropriate solutions in new ways, and to provide new frameworks. Difficulties related to methods and concepts are the conflicts that may arise within the different approaches and their unsuitability for real world applications. Due to privacy and confidentiality issues, there is a lack of public authentication data, that would allow to push further the development of tools. For adaptive authentication system designers it is challenging to use context information efficiently without the support of tools.

Covered Application Domains.

Most of the publications are not specific to any application domain (92%). This sheds light on the fact that CM4AA is a cross domain research topic. The danger is that terms are confused or concepts are understood differently. The right balance between desired properties of authentication mechanisms which is crucial in the context of adaptive authentication needs to be adjusted according to the domain. Based on the publications identified to be specific to an application domain, CM4AA seems to be particularly relevant in the domain of education.

For online learning platforms it is crucial to adapt contents to the entities roles and needs. For example, students need, unlike teachers, not to have access to exam results. Anyway, it is possible that researchers who study CM4AA are teachers and therefore use the education application domain. However, this does not necessarily mean that education is a field of application in which CM4AA is particularly important.

Lessons Learned.

We observe a continuous interest in the research field of CM4AA over the last ten years. Works related to CM4AA focus on context-awareness and the actual adaptation capability of authentication systems is often disregarded.

The research field is mainly driven from the authentication community. There is a trend of using biometric and behavioural contextual features that can be used to clearly identify a unique entity. It seems to be disregarded that authentication is not necessarily about proving a unique identity. In the research area of CM4AA, terms are not always clearly delimited from each other (e.g., access control and authentication), what sheds light on the lack of a standard for CM4AA. Mobile computing environments and authentication on mobile devices are crucial in the research area of CM4AA. CM4AA is a cross-cutting concern in multiple domains, that integrates information from multiple disciplines or bodies of specialised knowledge. There are concepts and methods proposed in the literature that do not go beyond conceptualization and do hence not result in concrete tools. Due to privacy issues, there is a lack of public available data to push further the development of tools and benchmark solutions.

RQ2: CONTEXT INFORMATION AND ITS MODELLING FOR ADAPTIVE AUTHENTICATION SYSTEMS

RQ2 concerns context information and its modelling for adaptive authentication systems.

Metrics for the Publication Analysis

We gather and synthesise evidence about context information, its modelling for adaptive authentication systems, and the use of the model in the authentication system life-cycle within the methodology of a SLR and with the help of several analysis metrics.

Context Information.

With the analysis of the context information that determines the context for adaptive authentication systems, we aim to uncover the context information which is most commonly used. We assume the context information to show up in a triplet [Informing Entity, Contextual Feature, Assigned Entity], that allows us to analyse the entities and their situations in an adaptive authentication system in a detailed manner to be able to refer to Manuscript submitted to ACM the definition of context information from Dey et al. [START_REF] Anind | Understanding and Using Context[END_REF] ("Context is any information that can be used to characterise the situation of an entity. "). For example, the contextual feature location can originate from a smartphone and be attributed to a user: [smartphone, location, user].

• Informing Entities (IE). Informing entities, such as devices or users, are entities that inform about the context. For example, a mobile device can inform about the contextual feature location.

• Contextual Features (CF). A contextual feature is a feature which is characterising the context of an entity (e.g., its location, its behaviour). We consider contextual features coming up at two different levels of transformation.

At the low transformation level (e.g., raw sensor information like the location), and at the high transformation level (e.g., information transformed from sensor information like an entity's behaviour).

• Assigned Entities (AE). Entities whose context is determined with the contextual features are entities the context is assigned to (e.g., user, device).

Raw data. For each of the reviewed papers, we collect the information regarding the concepts of IE, CF, AE that appear within the publications. This information is directly extracted from the papers. We do not establish an a priori list of elements that can appear in this list. If an article does not discuss an element of this triplet, it is not classified in the corresponding category.

Metric. The metric for the three categories is a partition for each category of the frequency of occurrence of the collected items.

• Fig. 7 shows the partition of the most frequently informing entities. The device as IE means that the information is taken from the device (e.g., integrated sensors). In some cases the information is directly taken from the environment (e.g., with the help of a thermometer, light sensor). The system is assumed to be the IE when the system provides information directly (e.g., diagnostic and troubleshooting information related to the operating system, hardware and software). Especially in the context of signal processes, images are used as input data to extract information. In some work, the user is assumed to inform about the context.

• Fig. 6 shows the partition of the most frequently used contextual features. Behaviour describes how an entity acts or conducts oneself (e.g., typing behaviour), biometric describes biological measurements or physical characteristics (e.g., fingerprint), activity describes the way in which an entity conducts towards the system (e.g., requested resources), device information describes the piece of equipment which is used by the entity (e.g., name of a mobile phone), environmental factors describe factors external to a person (e.g., luminosity, background noise), location describes a particular place or position (e.g., France), personal user information is any information related to an identifiable user (e.g., address, phone number), roles describe an entities privileges (e.g., administrator) and time the measured or measurable period during which the authentication attempt happens (e.g., October, 10th 2021 at 09:09:09). We also calculate the percentage of papers which consider contextual information on a transformed level (e.g., the behaviour) and not only on the raw sensor level (e.g., the temperature).

• In 92% the user is the assigned entity. In the remaining works the context information is assigned to the device or the system. The modelling formalism consists of two parts:

(1) Modelling Concepts. The abstraction of the ideas and the definition of their precise meaning and relationships Manuscript submitted to ACM

(2) Modelling Technique. The technical approach (technological stack) according to which the model is built (e.g., a standard modelling language). It defines the textual or graphical syntax of the model.

Raw data.

For each of the reviewed articles selected, we analyse whether the introduced modelling concepts are generic, specific to an application domain or authentication specific:

• Generic Concepts. The concepts are generic if they are kept abstract and general, without ideas related to the authentication problem or a specific application domain (e.g., contextual feature).

• Authentication-specific Concepts. The concepts are authentication-specific if they are related to the authentication problem (e.g., authentication attack).

• Domain-specific concepts The concepts are domain-specific if they are related to a specific application domain (e.g., learner for the education domain).

We identify the following four objectives on the basis of which the modelling technique is chosen:

(1) Mathematically formalize complex relationships

(2) Capture authentication security rules and threats

(3) Visualize the organisation and relationships among different functionalities of the system (4) Represent processes in the authentication system

For each of the papers selected, we analyse the modelling concepts and the modelling techniques, we classify the modelling concepts into generic, authentication-specific and domain-specific concepts and the modelling techniques according to the underlying objective.

Metric. Fig. 8 shows the proportion of domain-specific (8%), authentication-specific (17%) and generic (75%) concepts that are proposed in the publications relevant to this article. The assignment is done in a disjunctive manner 17 depending on the starting point the authors propose for the modelling concepts: general concepts, domain-specific concepts, or authentication-specific concepts.

Fig. 9 shows the proportion of the underlying objectives of the used modelling techniques (Formalize mathematically complex relationships: 54%, Visualize the organisation and relationships among different functionalities of the system: 21%, Represent processes in the authentication system: 17%, Capture authentication security rules and threats: 8% ).

Authentication System Life-cycle Stage.

With an analysis of the distribution of the publications concerning the authentication system life-cycle stage the context model is used for, we aim to uncover lacks in existing context modelling approaches for adaptive authentication systems.

Raw data. The context model defines how context data are structured and maintained to produce a description of the context information that is present in the context-aware authentication system. There are three life-cycle stages of the authentication system: design (1), which is the phase of making design decisions regarding the architecture and structure based on gathered requirements and criteria, deployment (2), which is the phase of deploying the system in a production environment (configuring infrastructure, defining deployment strategy) and runtime (3), which is a representation of the authentication system that can be manipulated at runtime (the context information can be used at runtime) [START_REF] Bencomo | Models@ run. time: a guided tour of the state of the art and research challenges[END_REF]. To structure and maintain the context information over the whole life-cycle of the authentication systems, concerns belonging to each stage should be considered in the model. We check for each context model identified in 

Findings related to Context Information and its Modelling for Adaptive Authentication Systems

In this subsection, we answer RQ2, we discuss which context information determines the context for adaptive authentication systems, how it is modelled, and how the model is used for adaptive authentication systems. The findings related to RQ1 show that CM4AA is a cross-cutting concern in multiple domains. Hence, we do not analyse domain-specific trends in this section, and we take into account issues related to interdisciplinarity. According to the findings related to RQ1, Manuscript submitted to ACM Bumiller et al.

biometric and behavioural information is commonly used for adaptive authentication in mobile computing environments.

Hence, in this section, we treat issues related to these contextual features and mobile computing environments.

Context

Information. Conform to the context information triplet, we analyse the informing entities, the contextual features, and the assigned entities in the following.

Informing Entities. We analyse which entities are informing about context information, and we discuss the data types and formats of the given context information. In 40% of the works, authors propose the use of context information which is acquired from sensors of mobile devices [START_REF] Miraoui | A Context-Aware Authentication Approach for Smartphones[END_REF]. Mobile devices are crucial for data acquisition in the research area of CM4AA. The constant use of mobile devices has become a normality in our society. Hence, following this trend, authentication is increasingly discussed for mobile devices. This shift is also related to data acquisition: mobile devices are increasingly equipped with sensors, which makes the use of context information for authentication possible. This is an advantage, but it also brings new challenges to light, including the use of multiple devices in smart home and mobile computing environments. Despite the increased dominance of mobile devices, non-mobile devices must not be disdained either. Accelerometer, Global Positioning System (GPS) and touchscreen sensors are frequently used. Witte et al. [START_REF] Witte | Context-Aware Mobile Biometric Authentication Based on Support Vector machines[END_REF] propose to automatically acquire the geolocation with the GPS sensor of a mobile device.

Images (30%) are crucial as well to inform about the context (e.g., for the comparison of palm print images [START_REF] Kumar | Palm print Recognition using 2D Fourier Transformation and Integration Function[END_REF]). In 9% of the works the environment is informing about the context (e.g., [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF].

Depending on how the context information is used in the proposals, the data is represented in several data formats.

Server logs [START_REF] Leslie | Intruder Detector: A Continuous Authentication Tool to Model User Behavior[END_REF] and time series [START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF] are popular formats, especially in works that are reasoning patterns and trends from the context information. In several works, the authors specify the data storage and discuss related issues. Often the data is stored in databases [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF], in central repositories [START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF] or local repositories [START_REF] Gh Samyama Gunjal | A Context-Based User Authentication Scheme for Ubiquitous Services[END_REF].

Contextual Features. Fig. 6 shows that the behaviour (29%) and biometrics (22%) are the most frequently used contextual features. In some works, the location is modelled for adaptive authentication systems (9%). Environmental factors, like nearby people or devices, the luminosity, or the noise, are often referred to as well when the context for adaptive authentication systems is modelled (9%). In their adaptive authentication system design methodology, Arias-Cabarcos et al. [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF] propose taking into account the geolocation as a contextual feature. In the work from Ramakrishnan et al. [START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF] activities are modelled to detect anomalies. Neverova et al. [START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF] propose a method for active biometric authentication based on motion patterns.

61% of the contributions do not only rely on raw sensor data information (e.g., location, temperature) but consider context information on a transformed level like the user's activities or behaviour.

Assigned Entities. In 92% of the reviewed works the user is the entity the context is assigned to (e.g., [START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF][START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF]). Ma et al. [START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF] assign the context information to resources. In other reviewed papers [START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF], the context information is assigned to the device. In the paper specific to the domain of education [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF] the context information is assigned to the learner (domain-specific user).

Modelling

Formalisms. We analyse the modelling concepts and the modelling techniques to understand how the context information is built for an adaptive authentication system.

Modelling Concepts. Most of the reviewed papers are not specific to any application domain and hence only 8% of the papers introduce domain-specific modelling concepts. In two papers education domain-specific modelling concepts are introduced [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF][START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF]. The fact that those papers that belong to a specific application domain (education) introduce

Manuscript submitted to ACM domain-specific concepts shows that formalising the authentication system structure, behavior, and requirements within particular domains is important.

The largest part of the identified modelling concepts are generic (75%). In this way, concepts are related to abstract types but do not require specific descriptions or relationships related to an application domain or the authentication problem. The fact that mainly generic concepts are introduced demonstrates the ability of capturing a common set of concepts and relationships for CM4AA. It is interesting to note that despite this possibility, no general standard for CM4AA exists.

There are also some authentication-specific modelling concepts (17%), which shows that CM4AA is driven by the authentication community.

Modelling Technique. We cannot identify a trend in the use of a particular syntax for CM4AA. Different structures to represent complex concepts and relationships visually or textually are presented in the reviewed works.

Nevertheless, four main objectives emerge: visualize the organisation and relationships among different functionalities of the authentication system (1), capture authentication security rules and threats (2), mathematically formalize complex relationships (3), and represent processes in the authentication system (4).

• (1) Visualize the organisation and relationships among different functionalities of the authentication system -Component-based modelling, which focuses on the decomposition of the model into individual components. It provides a higher level of abstraction and divides the problem into sub-problems (e.g., context

gathering and context analysis) [3, 18, 

-Blockchain modelling, which is a modelling approach based on an interlinked systematic chain of blocks that contains the history of data (e.g., to take into account the history of contextual information) [START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF].

• (2) Capture authentication security rules and threats -Attack-Tree Modelling, which deals with how vulnerabilities are exploited (e.g., distinguishing between different attack types) [START_REF] Miraoui | A Context-Aware Authentication Approach for Smartphones[END_REF].

-Rule-based modelling, which is a modelling approach that uses a set of rules that indirectly specifies a model (e.g., security rules) [START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF].

• (3) Mathematically formalize complex relationships -Mathematical modelling, which is a description of a system using mathematical concepts and languages (e.g., the representation of context information in a vector) [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF][START_REF] Cai | A multiple watermarks algorithm for image content authentication[END_REF][START_REF] El-Tarhouni | Finger Knuckle Print and Palmprint for Efficient Person Recognition[END_REF][START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF][START_REF] Dakshina Ranjan Kisku | Human Identity Verification Using Multispectral Palmprint Fusion[END_REF][START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF][START_REF] Leslie | Intruder Detector: A Continuous Authentication Tool to Model User Behavior[END_REF][START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF][START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF][START_REF] Pititheeraphab | Vein Pattern Verification and Identification Based on Local Geometric Invariants Constructed from Minutia Points and Augmented with Barcoded Local Feature[END_REF][START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF][START_REF] Saedi | Characterization of palmprint using discrete orthonormal s-transform[END_REF].

-Biological modelling, which is a modelling approach inspired by biological phenomena (e.g., modelling context information as a Chromosome where each individual context is a gene) [START_REF] Gh Samyama Gunjal | A Context-Based User Authentication Scheme for Ubiquitous Services[END_REF].

• (4) Represent processes in the authentication system -Flowchart modelling, which is a type of diagram that represents a workflow or process (e.g., to model the reasoning about context information for adaptive authentication within a flow of steps) [START_REF] Kumar | Palm print Recognition using 2D Fourier Transformation and Integration Function[END_REF][START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF][START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF][START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF].

We see in Fig. 9 that many works (54%) focus on formalising mathematically complex relationships. Authors aim to exactly represent the real problem situations. We have already noted that approaches are often presented that clearly identify a single entity. This requires precise calculations and comparisons. (e.g., for the comparison of palm print images [START_REF] Kumar | Palm print Recognition using 2D Fourier Transformation and Integration Function[END_REF]). For this purpose, a mathematical modelling syntax is well suited.

In 21% of the works, different functionalities of the authentication system are separated and represented in different model components. The models describe the components used to make the desired functionalities of the authentication system. Component diagrams can also be used to construct executables by using forward and reverse engineering.

In 17% of the reviewed works, system processes are described in the proposed model. Flowchart is is an important tool for planning and designing a new system, it provides an overview of the system and also demonstrates the relationship between various steps.

In 8% of the proposed modelling approaches the main objective is to capture security rules and threats. As authentication is an important security aspect of the system it is important to take into account such threats and rules.

Authentication System Life-cycle Stage

. Within an analysis of the contributions regarding the life-cycle stage of the authentication system that the context model is used for, we aim to detect trends and gaps in the literature.

More than half of the publications (63%) focus on the design of the system. In these works, the context model serves as a representation that can aid in defining and analyzing a set of concepts of the adaptive authentication system.

In [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF] for example, the model serves as a representation of the concepts of learning system architecture without considering concerns about deployment or runtime. The concepts (e.g., "service credential request") are used to analyse the authentication procedure. An overview of different functional components of the system are represented in the model in [START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF].

In 13% the design stage is addressed together with the deployment stage.

In 29% the deployment-stage is addressed. In those works the model is implemented but not used at runtime. In [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF],

the model representing the system architecture has additional modules that allow the system implementation.

In 8% of the works design, deployment and runtime issues are addressed. In these works the authors explicitly address the system execution. A common purpose for models at runtime is self-adaptation [START_REF] Bencomo | Models@ run. time: a guided tour of the state of the art and research challenges[END_REF]. This is the case also for the works we identified that treat CM4AA at runtime. The fact that only a few papers deal with adaptation shows again that this aspect is not a major issue in the papers that deal with context modelling even if the ultimate end goal of an adaptive authentication system is necessarily to adapt at runtime.

We mentioned in Table 3 that existing run-time solutions are mainly based on the calculation of a one-dimensional risk score. Using the context information model at runtime for adaptive authentication systems in a more extensive manner is rarely studied.

Lessons Learned. Often the works are based on context information acquired from mobile devices. Those are therefore crucial for data acquisition in the research area of CM4AA. Non-mobile devices are often disregarded.

The commonly used context information (biometrics, behaviour, location) is highly privacy sensitive information.

This makes it difficult to ensure the user's willingness to disclose private context information even if it is used for the purpose of authentication. It is common to determine patterns and habits from the authentication history of users. This can be an advantage regarding the storage of the context information. In some cases, only the habits, like the usual location, need to be stored and not the whole history of authentication attempts. Regarding the privacy this can be an advantage as well. Other anomalies than derivations from patterns and habits are often disregarded.

In works that focus on human identity authentication, the context is usually assigned to the entity which needs to be authenticated. That there are only a few works also considering contextual features assigned to other entities sheds light on the fact that the contextual relations between different entities often are omitted when context information for adaptive authentication systems is modelled. The largest part of the identified modelling concepts are generic (75%). We cannot observe a trend in the use of a modelling technique to model context information for adaptive authentication systems despite the clear identification of the underlying goals. There is a great diversity of syntax proposed in the literature, which sheds light on the lack of a modelling standard for CM4AA systems. This is also related to the fact that the research area of CM4AA is mainly authentication driven and the influence of the modelling community is limited. The lack of standards makes it difficult for adaptive authentication practitioners to model context information efficiently and structured. Also, standards would help to clarify reglementations regarding privacy issues, and users would be more willing to share context information if it is modelled according to an accepted standard and used for adaptive authentication in a regulated manner. The National Institute of Standards and Technology (NIST) proposes guidelines for authentication and the management of digital identities, which need to be used also in order to establish appropriate modelling standards. The context information models are mostly used at the design time (63%) and deployment time (42%) of adaptive authentication systems. There is a lack of works treating CM4AA systems at runtime (8%). The lack of works treating CM4AA at runtime is due to the lack of concrete implementations. Even if the end goal of an adaptive authentication system is to adapt at runtime, many research proposing context models for adaptive authentication systems actually does not address runtime concerns.

Often there is no data available. Adaptive authentication is still a young research area and is not yet much applied at runtime. Runtime is when the application is running and not yet much complete adaptive authentication applications are running.

RQ3: DESIRED PROPERTIES OF THE CONTEXT INFORMATION MODEL AND ITS USE FOR ADAPTIVE AUTHENTICATION SYSTEMS

RQ3 concerns desired properties of the context information model and its use for adaptive authentication systems.

Metrics for the Publication Analysis

We do not identify a standard from which we can derive desired properties on the context information model and its use for adaptive authentication systems. Nevertheless, the authors of the reviewed papers identify constraints on how context information modelling is done successfully for adaptive authentication systems. We observe that various properties has been identified as important for the context model to be suitable for adaptive authentication systems.

Some of these constraints are also evaluated empirically in the reviewed works. In order to understand which properties the authors consider important, we perform an analysis of these constraints.

Raw data. From each paper, we extract the constraints on the context information model and its use for adaptive authentication systems put forward.

Metric. We analyse the properties and identify some that are commonly put forward.

The metric extracts the properties put forward in the reviewed publications and the frequency of papers putting them forward. We also analyse which of the properties are used as empirical evaluation metrics.

Findings on Desired Properties of the Context Information Model and its Use for Adaptive Authentication Systems

We extracted ten desired properties of the context model. Seven properties relate to the ability of the context model to handle specific characteristics of context information [START_REF] Achilleas | A Framework for Dynamic Validation of Context-Aware Applications[END_REF]. The other three properties relate to the ability to be integrated in an adaptive authentication system (2).

(1) Properties related to the ability of the context model to handle specific characteristics of context information

• Dynamicity: The context model can take into account changes in the context information along the authentication process.

• Quality: The context model can evaluate the exactitude of the context information.

• Temporality: The context model can take into account temporal information which may impact the interpretation of the context.

• Complexity: The context model can consider the context as a mesh consisting of many different and connected information.

• Heterogeneity, The context model can take into account that the context consists of dissimilar or diverse information.

• Abstraction: The context model can reduce the amount of complexity of the context information.

• Privacy: The privacy requirements associated with the context information are taken into account in the model.

(2) Properties related to the ability of the context model to be integrated in an adaptive authentication system

• System relevance: The context model can provide machine interpretability and sufficient support for the authentication system's development process.

• Accuracy: The context model can reason about the context information in an accurate manner.

Manuscript submitted to ACM (94%) which is addressing accuracy, the property is evaluated empirically with the help of common metrics (e.g., FPR, EER). These are metrics often used to evaluate the performance of machine learning algorithms. For CM4AA, it is common to use learning algorithms, for example to detect derivations from patterns or other anomalies. Often, their accuracy is evaluated. The properties response time and system relevance are evaluated empirically in some works as well. Overall, however, only one third of the properties are evaluated empirically. The desired properties of the context model seem not to be standardised enough (e.g., there are no benchmark solutions for how to take into account changes in the context information along the authentication process), what is also due to the fact that needs vary greatly across the different application domains. Another frequently addressed property is temporality (71%). It is common to take into account the temporal dimension of contextual information which may change its interpretation. Patterns and user habits are often based on time. The ability to take into account the changes in the context information along the authentication process is addressed as desired property in 58% of the reviewed works. The authors consider aspects of the environment that may change in the authentication system.

Lessons Learned. We observe a great diversity of desired properties of the context information model and its use for adaptive authentication systems due to the fact that CM4AA is a cross-cutting concern in multiple domains. The ten observed desired properties can be divided into two classes: properties related to the ability of the context model to handle specific characteristics of context information [START_REF] Achilleas | A Framework for Dynamic Validation of Context-Aware Applications[END_REF], and properties related to the ability of the context model to be integrated in an adaptive authentication system (2). Successful context models for adaptive authentication systems have at least some of these properties, although almost no context models have them all. A big challenge is to find the right balance between different properties. Very commonly the properties accuracy (75%), temporality (71%) and dynamicity (58%) are put forward. To evaluate the properties empirically benchmark solutions are missing.

SWOT MATRIX -(STRENGTHS, WEAKNESSES, OPPORTUNITIES, THREATS)

We summarise our findings in a SWOT analysis on CM4AA. SWOT analysis is a technique for assessing strengths, weaknesses, opportunities, and threats. With this tool, we aim to analyse what is done best right now in the research area of CM4AA, and to devise a successful strategy for future research and practice. Fig. 12 shows the SWOT Matrix, which we derive from our analysis.

Strengths. Strengths are things that are done particularly well in the research area of CM4AA. Research conducted by observing and analyzing context information for adaptive authentication systems and resulting in abstract concepts and ideas is well advanced. The ability of (mobile) devices to sense their physical environment and adapt their behavior accordingly (context-awareness) is helpful to successfully model context for adaptive authentication systems. Another strength is the capability to analyse biometric and behavioral information. These also exist thanks to modern technologies and advancements in the research area. Also, accurate approaches for anomaly detection exist to detect derivations from patterns.

Weaknesses. Harmful to successfully model context information for adaptive authentication systems is the lack of standards and benchmark solutions, which makes it difficult to compare approaches or to present a holistic overview of context information for adaptive authentication systems. Public data is missing, and companies do not publish their state of the practice. There are only few tools for modelling context information for adaptive authentication systems what makes it difficult for adaptive authentication system designers to use context information efficiently.

There are only few works treating context CM4AA at runtime. The context of other entities than the user is Manuscript submitted to ACM Bumiller et al.

often disregarded. There are many works focusing on a limited set of contextual features, but there is a lack of works regarding what context information can be used for adaptive authentication in a holistic manner.

Opportunities. Despite the weaknesses, there is a great variety of opportunities in the research field of CM4AA. There are more and more opportunities for context awareness thanks to the ability of (mobile) devices to sense their physical environment and adapt their behavior accordingly. CM4AA is a young research area and we observe a steady interest in the topic. Mobile computing environments are great opportunities, especially for data acquirement. Another opportunity is the use of less privacy-sensitive context information in cases in which it is not necessary to identify a unique entity. Privacy regulation standards like General Data Protection Regulation (GDPR) can also be seen as an opportunity for the research area. Having different restrictions in different countries extend the scope of adaptability.

Having guidelines allows adapting in a regulated manner. Also, anomalies that are not based on the user's patterns and habits are an opportunity in the research area.

Threats. We also identify threats harming successful CM4AA. The GDPR data protection standard is a threat regarding private data collection. It can be difficult to acquire contextual information according to these restrictions. Disregarding non-mobile devices is a threat as well. Often, approaches are based on mobile devices and their sensing abilities. If adaptive authentication is used on non-mobile devices, the data must be acquired differently. For example, the contextual feature "location" can be acquired easily from mobile devices equipped with GPS sensors, but hardly from non-mobile devices. The interdisciplinary of the research area is a threat as well because notions and needs differ across the disciplines. We have seen that the balance between desired properties of authentication mechanisms is crucial for adaptive authentication. This balance may also depend on the domain. The heterogeneity of context information and devices is another important threat because they need to be taken into account when the context information is modelled for adaptive authentication systems. Desired properties of the context information model and its use for adaptive authentication systems are still rather abstract and it is hard to evaluate them empirically.

THREATS TO VALIDITY OF OUR STUDY

Troya et al. [START_REF] Troya | Uncertainty representation in software models: a survey[END_REF] study four basic types of validity threats that can affect studies like ours. We cover three of them in the following. As our work is a review of a specific topic, we do not intend to make any generalizations and hence do not treat the threat type external validity.

Conclusion validity.

Issues that affect the ability to draw conclusions and whether the survey can be repeated concern the conclusion validity [START_REF] Troya | Uncertainty representation in software models: a survey[END_REF]. The availability of the raw search results and the set of excluded studies on our website mitigates these threats. Our analysis metrics can easily be repeated and verified. Like Troya et al. [START_REF] Troya | Uncertainty representation in software models: a survey[END_REF] we did not include works not (yet) published or submitted even if they might alter the results of our study. We assume that the disadvantages of inclusion (e.g., lack of quality, difficulty of identification) outweigh the advantages. We are aware that the number of our articles is relatively small. As there are many different works in the field of context-awareness and modelling, we prefer to concentrate on this particular selection of works to ensure the meaningfullness of our analysis for authentication systems.

Construct validity. We mitigate the issue known as meno-method bias [START_REF] Troya | Uncertainty representation in software models: a survey[END_REF], that might arise during research design by following the methodologies of SMS and SLR. Another threat regarding the construct validity is that particular works can be categorised in more than one dimension of our analysis aspects. We mitigate this issue by assigning the dimension that fits best according to multiple analysts from the authentication and the modelling domain. We observe Manuscript submitted to ACM Internal validity. According to [START_REF] Troya | Uncertainty representation in software models: a survey[END_REF] the main factors influencing the publication selection process and therefore affecting the results of our evaluation are keywords, digital libraries, the language of publication, and time frame. We avoid too restrictive decisions by including a disjunction of terms expressing the adaptation capability of the authentication system in our search clause. Also, we included different spellings of the terms. To mitigate sampling and publication bias, we conduct searches on formal databases (e.g., ACM Digital Library) and indexes (e.g., GoogleScholar).

RELATED SURVEYS

Most of the surveys related to our work fall in the categories of context and context-awareness, authentication modalities, adaptive authentication in specific computing environments and adaptive authentication in general. In the following, we present existing reviews and studies belonging to these topics. Adaptive authentication in general. Our work is complementary to the survey on adaptive authentication from Arias-Cabarcos et al. [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF]. In their work, the authors establish a common definition of adaptive authentication system, analyse adaptive authentication approaches and identify research challenges. The focus of their work is on how design principles well known in adaptive systems, can be applied on adaptive authentication systems. They provide an overview of "adaptation reasons" consisting of a set of contextual features describing the security context, the usability context, technical resources and the user and determine which changes in features lead to the need to adapt the system. In our work, we deeply study the modelling of these contextual features. We are interested in how the context for adaptive authentication systems is modelled and how the context information model is used for adaptive authentications systems. Arias-Cabarcos et al. [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF] define an adaptive authentication system as a system that "is able to automatically modify its behavior and/or structure in response to changes in its operating environment". We define an adaptive authentication system as a context-aware authentication system that uses context to provide the relevant authentication mechanism(s), where relevancy depends on the desired properties of the authentication mechanism for a user in a context. According to their definition, Arias-Cabarcos et al. [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF] study how authentication systems adapt in response to changes in the context. They are interested in the adaptation logic of the system and consider authenticators as the elements that need to be adapted and discuss their properties. Hence, they do not limit the search space to Manuscript submitted to ACM articles that explicitly contain "context modelling". They also consider papers that only contain "authentication" and not necessarily "authentication system". Questions about the adaptation logic can be answered with the help of such papers, but we can't get any information about context information gathering, modelling, data structures, and their evaluation for authentication systems. In our work, we aim to analyse how context information modelling for adaptive authentication systems is performed to analyse how context models that are suitable for the field are defined and evaluated. Complementary to [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF] and leveraging on their conclusions, we aim (1) to find out whether there are standard means for context modeling given the gathering and availability constraints, (2) to uncover the desired properties of the context information models for adaptive authentication systems and (3) to analyse the properties enabling interoperability within adaptive systems that include different sensors, devices and platforms. We analyse the properties which enable their interoperability within adaptive systems that will potentially include different sensors, devices and platforms. Arias-Cabarcos et al. [START_REF] Arias-Cabarcos | A survey on Adaptive Authentication[END_REF] outline that context modelling for security applications (e.g., adaptive authentication) has not been deeply studied until now, that the works surveyed in their article show a limited usage of context, with vague descriptions and grounds and that it is difficult to reuse or extend adaptive authentication systems due the lack of practical solutions. Within this work, we conduct efforts to find out what models are suitable for the field of context modelling for adaptive authentication. Our study is an important first step towards less vague descriptions and grounds of using context for authentication systems. In this work, we demonstrate the ability of capturing a common set of contextual features that are relevant for adaptive authentication systems independent from the application and show that despite the possibility of a unified framework, no standard exists. Our results are a first step towards more reusable and extendable adaptive authentication systems. The context information models are mostly used at the design time (63%) and deployment time (42%) of adaptive authentication systems. There is a lack of works treating CM4AA at runtime (8%). According to the percentage of works putting forward each of the desired properties, accuracy (78%), temporality (74%), security(70%), and dynamicity (61%) seem to be the most important desired properties of the context information model and its use for adaptive authentication systems.
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 17 environments are important concepts in the research field of CM4AA. Context information acquirement with mobile (18) devices[START_REF] Habib | Context-Aware Authentication for the Internet of Things[END_REF] is often easier than with non-mobile devices. Overall, biometric and behavioral information can be acquired more easily from mobile than from non-mobile devices. Anyway, non-mobile devices do not need to be neglected. The keyword learning (11) can be interpreted as a clue that the works often propose machine learning algorithms for adaptive authentication. The keyword learner (11) points out that education is a relevant application domain in the research area of CM4AA. Access (14) control is frequently used semantically similar to authentication.
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  Adaptive authentication in specific computing environments. Other surveys consider adaptive authentication in specific computing environments. Kayes et al.[START_REF] Asm Kayes | A Survey of Context-Aware Access Control Mechanisms for Cloud and Fog Networks: Taxonomy and Open Research Issues[END_REF] propose a review of the current literature in the field of context-aware access control for cloud and fog computing. Stojanov et al.[START_REF] Stojanova | Ranking Semantic Web Authorization Systems[END_REF] propose a ranking of existing semantic web autorisation systems. Khan et al.[START_REF] Wazir | Trust Management in Social Internet of Things: Architectures, Recent Advancements and Future Challenges[END_REF] review trust management techniques in the social internet of things. Contextaware authentication for the IoT is focused in the work from Habib and Leister[START_REF] Habib | Context-Aware Authentication for the Internet of Things[END_REF]. Pal et al.[START_REF] Pal | Modeling Identity for the Internet of Things: Survey, Classification and Trends[END_REF] outline classifications and trends for identity modelling for the IoT. A study on access control approaches in the context of IoT is proposed by Al-Halabi et al.[START_REF] Al-Halabi | Study on Access Control Approaches in the Context of Internet of Things: A survey[END_REF]. The authors aim to help researchers to define new models and systems for access control regarding new challenges due to the IoT environment.

  11 CONCLUSION AND PERSPECTIVESWithin this article, we identify the current body of knowledge about CM4AA, what context information determines the context of adaptive authentication systems, how the context information is modelled, how the context information model is used, and what are the desired properties of the context information model and its use for adaptive authentication.We shed light on three research questions and we offer an overview of existing research that security practitioners and non-domain experts can use. For each research question, we collected a certain amount of raw data on the selected articles, and we defined a set of metrics allowing us to analyse this raw data.We observe a continuous interest in the research field of CM4AA over the last ten years. Most of the reviewed publications (91%) are not specific to any application domain. 16% of the contributions are of the contribution type tool. Adaptive authentication is a new research area, so that not yet every proposed concept of how to model context information for adaptive authentication systems goes beyond conceptualization and results in a tool. In the research field of CM4AA, it is widespread to acquire context information from sensors of mobile devices to describe the context of a user. The most frequently used contextual features for adaptive authentication systems are biometrics, the entities behaviour and the location. The contextual features are mostly analysed in time. We can not observe a trend in the use of a modelling technique to model context information for adaptive authentication systems but we can identify a set of common goals. There is a great diversity of modelling formalisms proposed in the literature.

  

Table 1 .

 1 Survey Questions

Table 3 .

 3 Overview of Industrial Solutions for Adaptive Authentication

  Context and Context-awareness. Works in the literature studied context, and context-awareness. Habib and Leister[START_REF] Habib | Context-Aware Authentication for the Internet of Things[END_REF] present the concepts of context, context-awareness and context-based security. They present an overview of contextawareness definitions and explain the life-cycle process of a context-aware system. The work includes summaries of context types, context attributes, and context modelling approaches. Other reviews focus on co-presence detection and proximity sensing for determining contexts. Contextual co-presence detection is focused in the work of Truong and Asokan[START_REF] Shrestha | Sensor-based Proximity Detection in the face of Active Adversaries[END_REF]. Shrestha et al.[START_REF] Shrestha | Sensor-based Proximity Detection in the face of Active Adversaries[END_REF] investigate sensor-based fusion approaches for proximity detection of devices and nearby people in the face of active adversaries. A study[START_REF] Truong | Comparing and Fusing Different Sensor Modalities for Relay Attack Resistance in Zero-Interaction Authentication[END_REF] shows the potential of fusing multiple sensor modalities for better resilience against certain attack types. The authors investigate the use of different co-presence detection sensors and their fusions.Authentication Modalities. Other related literature reviews extensively analyse specific modalities for authentication. Mir et al.[START_REF] Mir | Biometrics Verification: a Literature Survey[END_REF] propose a literature survey on biometrics verification. Baldini and Steri[START_REF] Baldini | A survey of Techniques for the Identification of Mobile Phones Using the Physical Fingerprints of the Built-in Components[END_REF] analyse techniques using physical fingerprints. Existing eye movement authentication methods are reviewed comparatively by Das et al.[START_REF] Das | Design and Implementation on EMBA Authentication models[END_REF].Pisani et al.[START_REF] Pisani | Adaptive Approaches for Keystroke Dynamics[END_REF] review adaptive approaches for keystroke dynamics. They outline the need for models that adapt dynamically to changes in users' typing behaviours. Algorithms for user authentication based on keystroke dynamics are evaluated in this work, and several modifications are proposed for making them able to dynamically adapt their behaviour in time.
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• Response time: The context model can reduce the total amount of time it takes to respond to an authentication request.

Table 6 shows an overview of which authors of the publications relevant to this article put forward which desired properties. A bullet means that the authors put forward the property in the discussion of their approach. Two bullets mean that the authors use the property as an empirical evaluation metric.

Dynamicity (58%).

In some works the dynamicity of the users' behaviour is taken into account in the context model [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF][START_REF] Leslie | Intruder Detector: A Continuous Authentication Tool to Model User Behavior[END_REF][START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF][START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF][START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF][START_REF] Witte | Context-Aware Mobile Biometric Authentication Based on Support Vector machines[END_REF]. Other authors model context in highly dynamic environments [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF][START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF][START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF][START_REF] Gh Samyama Gunjal | A Context-Based User Authentication Scheme for Ubiquitous Services[END_REF]. Kumar et al. [START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF] study phone movement patterns under static and dynamic conditions. Ramakrishan et al. [START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF] assume security politics to be dynamic. The authentication of mobile dynamic identities is addressed in [START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF] and [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF].

Quality (38%). Some authors analyse the quality of contextual information [START_REF] Cai | A multiple watermarks algorithm for image content authentication[END_REF][START_REF] El-Tarhouni | Finger Knuckle Print and Palmprint for Efficient Person Recognition[END_REF][START_REF] Dakshina Ranjan Kisku | Human Identity Verification Using Multispectral Palmprint Fusion[END_REF][START_REF] Kumar | Palm print Recognition using 2D Fourier Transformation and Integration Function[END_REF][START_REF] Liu | Exploring Deep Learning for Joint Audio-Visual Lip Biometrics[END_REF][START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF]. The quality of classification algorithms for the classification of context information is discussed in some works [START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF][START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF]. Lima et al. [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF] analyse the quality of sensors to acquire context information.

Temporality (71%). Some authors analyse the temporal dimension of contextual features (e.g., the hour of the connection) [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF][START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF][START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF][START_REF] Dakshina Ranjan Kisku | Human Identity Verification Using Multispectral Palmprint Fusion[END_REF][START_REF] Liu | Exploring Deep Learning for Joint Audio-Visual Lip Biometrics[END_REF][START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF][START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF][START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF][START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF]. To take into account the temporal dimension, Gunjal et al. [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF] propose checking the users' credentials on a periodic basis. In some works, the challenge of providing anytime authentication services, e.g. in ubiquitous systems [START_REF] Gh Samyama Gunjal | A Context-Based User Authentication Scheme for Ubiquitous Services[END_REF] or the Internet of Things (IoT) [START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF], is discussed. In [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF], the used space-time permutation model allows to take into account the temporal dimension of contextual features. The contextual features are analysed in different time windows in [START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF] and [START_REF] Witte | Context-Aware Mobile Biometric Authentication Based on Support Vector machines[END_REF]. The use of time series data in [START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF][START_REF] Saedi | Characterization of palmprint using discrete orthonormal s-transform[END_REF], enables taking into account the temporal dimension of contextual information.

Complexity (54%). Kumar et al. [START_REF] Kumar | Palm print Recognition using 2D Fourier Transformation and Integration Function[END_REF] discuss the complexity that human beings have almost the same palmprints. The complexity of the users' behaviour is discussed in some works [START_REF] Carlos | A Context-Aware Recommendation System to Behavioral Based Authentication in Mobile and Pervasive Environments[END_REF][START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF]. Pititheeraphab et al. [START_REF] Pititheeraphab | Vein Pattern Verification and Identification Based on Local Geometric Invariants Constructed from Minutia Points and Augmented with Barcoded Local Feature[END_REF] discuss the complexity of image processing for the representation of context information. The complexity of algorithms to reason about context Manuscript submitted to ACM information is discussed in various works [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF][START_REF] El-Tarhouni | Finger Knuckle Print and Palmprint for Efficient Person Recognition[END_REF][START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF][START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF]. In [START_REF] Dakshina Ranjan Kisku | Human Identity Verification Using Multispectral Palmprint Fusion[END_REF][START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF][START_REF] Saedi | Characterization of palmprint using discrete orthonormal s-transform[END_REF], the complexity of patterns is taken into account.

The complexity of mobile identities is discussed in [START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF]. Al-Muhtadi et al. [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF] model the complex usage patterns of devices in IoT environments and hence address the complexity of the contextual feature.

Heterogeneity (17%). Access patterns are assumed to be heterogeneous (e.g., connections from multiple devices and locations due to travel) in [START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF]. Mozzaquatro et al. [START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF] discuss business opportunities based on a heterogeneous network of objects and their owners over the internet. Arias-Carbacos et al. [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF] discuss the heterogeneity of authentication mechanisms in different contexts. In [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF], the heterogeneity of IoT devices is discussed.

Abstraction (17%).

To take into account the condition of reducing the amount of complexity, Miraoui et al. [START_REF] Miraoui | A Context-Aware Authentication Approach for Smartphones[END_REF] discuss the right abstraction level of context to reduce and limit the set of contextual information. Multiple abstraction levels to provide meaningful information to understand the environment are discussed in [START_REF] Bruno A Mozzaquatro | Situation Awareness in the Internet of Things[END_REF]. In [START_REF] El-Tarhouni | Finger Knuckle Print and Palmprint for Efficient Person Recognition[END_REF], the palmprints are represented on an abstracted level. Different abstraction levels of image fusion schemes are discussed in [START_REF] Dakshina Ranjan Kisku | Human Identity Verification Using Multispectral Palmprint Fusion[END_REF].

Privacy (38%). Several works address privacy issues related to context modelling. To take into account the condition of protecting private information, Solano et al. [START_REF] Solano | Risk-based Static Authentication in Web Applications with Behavioral Biometrics and Session Context Analytics[END_REF] split the keyboard in different areas to reduce privacy concerns for the analysis of keystrokes. Unacceptable privacy invasion is discussed in [START_REF] Gunjal | A Security Approach to Build a Trustworthy Ubiquitous Learning System[END_REF]. Privacy issues concerning the collection of user data are discussed in [START_REF] Arias-Cabarcos | On the Design of Distributed Adaptive Authentication Systems[END_REF], [START_REF] El-Tarhouni | Finger Knuckle Print and Palmprint for Efficient Person Recognition[END_REF] and [START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF]. Neverova et al. [START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF] discuss privacy issues concerning cloud computing.

The users' needs regarding the protection of private data in social media is discussed in [START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF]. Private keys are used for the embedding algorithm in [START_REF] Cai | A multiple watermarks algorithm for image content authentication[END_REF]. Al-Muhtadi et al. [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF] aim for privacy protection with the help of third parties (clouds).

We observe that privacy is still rather abstract and there is no clear consensus in the field of authentication on which data belongs to the user and which data can be exploited.

System Relevance (25%).

To take into account the condition of providing machine interpretability and sufficient support for the system's development process, authors aim to ensure the ease of implementation [START_REF] En | Towards an open framework for mobile digital identity management through strong authentication methods[END_REF][START_REF] Pititheeraphab | Vein Pattern Verification and Identification Based on Local Geometric Invariants Constructed from Minutia Points and Augmented with Barcoded Local Feature[END_REF]. In [START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF], the processing power of the central server is taken into account. The storage, memory and processing power of devices is addressed in [START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF]. The system relevance is evaluated empirically in [START_REF] Ramakrishnan | PRISM: Policy-Driven Risk-Based Implicit Locking for Improving the security of Mobile End-User Devices[END_REF] in terms of energy efficiency. Al-Muhtadi et al.'s [START_REF] Al-Muhtadi | A lightweight cyber security framework with context-awareness for pervasive computing environments[END_REF] framework is implemented in the IBM cloud platform.

Accuracy (75%). Many authors calculate accuracy metrics (e.g., Equal Error Rate (EER), False Positive Rate (FPR), False

Negative Rate (FNR)) to evaluate their approaches [10, 15, 25-27, 29-31, 34, 38, 40, 44, 46, 48, 48, 49, 52, 57].

Response Time (29%). To take into account the amount of time it takes to respond to a request for a service, several authors discuss the speed of their algorithms [START_REF] Kumar | Continuous User Authentication via Unlabeled Phone Movement Patterns[END_REF][START_REF] Neverova | Learning Human Identity from Motion Patterns[END_REF]. Metrics for evaluating the response time of the system are proposed in [START_REF] Ma | Using Blockchain to Build Decentralized Access Control in a Peer-to-Peer E-Learning Platform[END_REF][START_REF] Perumal | A Multimodal Biometric System Based on Palmprint and Finger Knuckle Print Recognition Methods[END_REF][START_REF] Witte | Context-Aware Mobile Biometric Authentication Based on Support Vector machines[END_REF]. Roth et al. 's [START_REF] Roth | On Continuous User Authentication via Typing Behavior[END_REF] overall goal is to explore a biometric with short response time for detection.

Samyama et al. [START_REF] Gh Samyama Gunjal | A Context-Based User Authentication Scheme for Ubiquitous Services[END_REF] evaluate empirically the time spend for the generation of authentication certificates.

Successful context models for adaptive authentication systems have at least some of these properties, although almost no context models have them all. As CM4AA is a cross-cutting concern in multiple domains, there is a great diversity of desired properties, which play different roles in the different domains. Also, the right balance between the properties varies from domain to domain. Accuracy, which is the ability of the context model to reason about the context information in an accurate manner, is put forward in 75% of the reviewed papers. Biometrics are frequently used contextual features and biometric system accuracy testing is common. Also, we have seen that it is common to use contextual features that clearly determine an unique identity. The accuracy of such determinations is crucial. In almost every work
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The great diversity regarding the choice of the context information, and the modelling approaches, makes it challenging to propose a one fits all solution for CM4AA. Anyway, practitioners need support regarding the conception of context information models. There is a need for a modelling framework for context modelling for adaptive authentication systems, which focuses on a holistic overview of context information for adaptive authentication systems. Adaptive authentication practitioners need to get recommendations regarding the use of context information for adaptive authentication systems. In the future, we plan to provide a model-based framework for context modelling for adaptive authentication systems. Within this framework, we plan to cover a maximum of aspects relevant to context modelling for adaptive authentication systems outlined in this article. We aim to provide a recommendation tool, which can be used to get support for modelling context information for adaptive authentication systems.

In this work, we focus on context modelling for adaptive authentication systems and do not discuss self-adaptive systems design in general. We conduct efforts to find out what models are suitable for the field. However, our results may be helpful for further research on adaptive system design in general.

Future reflections also need to be made regarding the heterogeneity of mobile and non-mobile devices and how adaptive authentication can work in both cases. Issues related to mobile computing and IoT environments, as the acquirement of context information, the multiplicity of devices, and privacy aspects, need to be treated.

The focus of future work also needs to be on pushing further the implementation of concepts and model designs.

Another interesting aspect for future research is the question of how to gather benchmark solutions for context modelling for adaptive authentication systems and public data for evaluation.