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Abstract. The Module Learning With Errors (M-LWE) problem is a
core computational assumption of lattice-based cryptography which of-
fers an interesting trade-off between guaranteed security and concrete ef-
ficiency. The problem is parameterized by a secret distribution as well as
an error distribution. There is a gap between the choices of those distri-
butions for theoretical hardness results (standard formulation of M-LWE,
i.e., uniform secret modulo ¢ and Gaussian error) and practical schemes
(small bounded secret and error). In this work, we make progress to-
wards narrowing this gap. More precisely, we prove that M-LWE with
uniform n-bounded secret for any 1 < n <« ¢ and Gaussian error, in both
its search and decision variants, is at least as hard as the standard formu-
lation of M-LWE, provided that the module rank d is at least logarithmic
in the ring degree n. We also prove that the search version of M-LWE
with large uniform secret and uniform 7n-bounded error is at least as
hard as the standard M-LWE problem, if the number of samples m is
close to the module rank d and with further restrictions on 7. The lat-
ter result can be extended to provide the hardness of search M-LWE
with uniform 7-bounded secret and error under specific parameter con-
ditions. Overall, the results apply to all cyclotomic fields, but most of
the intermediate results are proven in more general number fields.
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1 Introduction

The Learning With Errors (LWE) problem, introduced by Regev [46], is one
of the main computational assumptions for lattice-based cryptographic schemes.
Given two positive integers d and ¢, and a secret vector s € Zg, an LWEg 4 ., sam-
ple is defined as (a, b = ¢~ !(a,s)+e mod Z), where a is sampled from the uniform
distribution over Zg, and e an error term sampled from a distribution 1 over R.
The search version of LWE asks to recover the secret s given arbitrarily many
samples of the LWE distribution. Its decision counterpart asks to distinguish
between LWE samples and the same number of samples drawn from the uniform
distribution over ZZ x T, where the torus is defined by T = R/Z. When the
number of samples m is fixed, we use a matrix representation of the LWEg ., 4.
samples as (A, ¢ 'As + e mod Z), with A uniform over Z™*? and e sampled
from 9. From a theoretical standpoint, LWE is interesting for its ties with
well-known lattice problems. Lattices are discrete additive subgroups of R? and
arise in many different areas of mathematics, such as number theory, geometry
and group theory. There are several problems on lattices that are proven to be
computationally hard to solve, such as the problem of finding a set of shortest
independent vectors (SIVP). A standard relaxation of the latter, which is more
suitable for building cryptography upon, consists in solving it only up to an ap-
proximation factor v and is denoted by SIVP,. The caveat of this relaxation is
that the hardness is only conjectured. The seminal work of Regev [46,47] proves
a worst-case to average-case quantum reduction from SIVP, to LWE. It means
that if there exists an efficient solver for LWE, then it can be used to construct
a quantum solver for SIVP, in the worst case, i.e., in any Euclidean lattice.
The subsequent work of Peikert [42], then generalized to any polynomial modu-
lus ¢ by Brakerski et al. [17], dequantized the reduction to obtain fully classical
worst-case to average-case reductions to LWE.

Structured Variants. Cryptographic schemes whose security proofs rely on
the hardness of LWE inherently suffer from large public keys and quite inten-
sive computations, both quadratic in the security parameter. Structured vari-
ants of LWE have been proposed in order to gain in efficiency [51,30]. In this
paper, we focus on the Module Learning With Errors (M-LWE) problem, first
defined by Brakerski et al. [16] and then thoroughly studied by Langlois and
Stehlé [24]. The formulation is similar to that of LWE where the set of inte-
gers 7Z is replaced by the ring of algebraic integers R of a number field K. This
introduces a new parameter, which is the degree n of the number field. The
integer d now denotes the module rank, and ¢ still denotes the modulus. Fur-
ther, let ¢ be a distribution on the field tensor product Kg = K ®g R, and
let s € RZ be a secret vector, where R, = R/qR. An M-LWE,, 4, sample is
given by (a,q 1(a,s) + e mod R), where a is uniform in Rg, and e is sampled
from . The search version asks to find s given arbitrarily many samples, while
the decision version asks to distinguish such samples from uniformly random ones
over Rg x T, where the torus is T = Kg/R. We can also use a matrix formula-



tion when the number of samples m is fixed by considering the M-LWE,, 4 11, .
distribution (A, 'As + e mod R) with A uniform in quXd and e from ¥™.
When the module rank is d = 1, the problem is called Ring-LWE (R-LWE) [30].
Just like LWE, the M-LWE problem enjoys worst-case to average-case connec-
tions from lattice problems such as SIVP., [24]. Whereas the hardness results
for LWE start from general lattice problems, the set has to be restricted to
module lattices in the case of M-LWE, which correspond to finitely generated R-
modules. Since its introduction, the M-LWE problem has attracted more and
more interest as it offers a fine-grained trade-off between concrete security and
efficiency, mostly by tweaking the parameters n and d. It is also extremely ver-
satile in the sense that it allows for constructing a wide variety of cryptographic
schemes. As an example, within the ongoing NIST standardization process [40],
several finalist candidates relying on the hardness of M-LWE have recently been
chosen for standardization, e.g., the signature scheme Dilithium [18] and the
key encapsulation mechanism Kyber [10]. However, these efficient schemes use
different parameter settings, and in particular different distributions for the se-
cret and error, that are not yet encompassed by theoretical proofs of hardness.
In these cases, the hardness of M-LWE is argued based on the state of the art
cryptanalysis and attacks on M-LWE.

Short Distributions. The standard formulation of LWE considers a large uni-
form secret and a Gaussian error, but in practice we tend to consider short
distributions, i.e., secret or error with coefficients bounded by 1 <« ¢. This
corresponds to choosing the secret s or a discrete error distribution % to be
over {0,...,n — 1} (or {—n,...,n}) instead of Z,. Besides gaining in efficiency,
choosing a small secret plays an important role in some applications like fully ho-
momorphic encryption [19] or modulus switching techniques [17,1,56] as it keeps
the noise blowup to a minimum. The LWE problem with uniform bounded se-
cret has been well studied in the case of binary secrets (i.e., secrets in {0,1}%),
denoted by bin-LWE, but the different approaches easily generalize to slightly
larger secrets. A first study of bin-LWE was provided by Goldwasser et al. [21]
in the context of leakage-resilient cryptography. Although their proof structure
has the advantage of being easy to follow, their result suffers from a large error
increase. Informally, they show a reduction from LWEy 4 p, to bin-LWEg 4 p,,
where 8/a = d*(") (super-polynomial) and d > klog, ¢ + w(log, d). The distri-
bution D, denotes a Gaussian distribution with standard deviation r (up to a
factor of v/27). It was later improved by Brakerski et al. [17] and Micciancio [35]
using more technical proofs. Both of them achieve a similar dimension increase
between k and d, but only increase the error by roughly 8/a = 2(v/d) (poly-
nomial). The dimension increase from & to roughly klog, ¢ is reasonable as it
essentially preserves the number of possible secrets. Recent work by Brakerski
and Dottling [14] extends the hardness results to more general secret distribu-
tions based on entropic arguments.

The hardness of LWE with error uniformly distributed below 1 with n <« ¢
was first studied by Micciancio and Peikert [38]. They proved that the LWE



function (s,e) — As + e mod ¢ is one-way with respect to inputs e uniform
over {0,...,n — 1}™, provided that the number of samples m is at most d(1 +
O(log, 1/ logy d)). The one-wayness is proven under the hardness of general lat-
tice problems over lattices of rank O(dlog, 1/ log, d). It was recently extended to
non-uniform binary errors by Sun et al. [52], proving that the maximum number
of samples must be m = d(1 4+ O(p(d)/log, d)), where p(d) is the probability of
getting 1 from the error distribution. The proof of [38] corresponds to p(d) = 1/2.

The question of whether these hardness results carry over to structured vari-
ants, and in particular to the module case, was left open. The work on LWE
with entropic secrets was extended to the R-LWE case by Brakerski and Dot-
tling [15], and the module case by Lin et al. [26]'. However, no results on the
hardness of M-LWE with small uniform error were known, even though they
serve as hardness assumptions for most efficient M-LWE-based schemes. For ex-
ample, the signature scheme Dilithium [18] samples the secret and error from the
uniform distribution over vectors with coefficients between —2 and 2 (security
levels T and III) or between —4 and 4 (security level II).

Our Contributions. In this paper, we provide three main contributions on
the hardness of M-LWE with small secret and/or error, i.e., with coefficients
bounded by some positive integer 1. The first two contributions study the hard-
ness of the M-LWE problem with centered n-bounded secret, which we denote
by n-M-LWE, in both its search and decision versions, for any n > 1. They are
generalizations of the results published in our previous conference papers [12]
and [13] respectively, only dealing with the special case bin-M-LWE with secret
coefficients in {0,1}, which is already mentioned in one of the author’s the-
sis [11]. As opposed to [12,13], we decide to work in the primal ring R and with
a centered representation of secrets with coefficients in {—n,...,n}? to show
that the proofs still work and also to match practical uses of the M-LWE as-
sumption like [10,18]. The third and new contribution concerns the hardness of
the search version of M-LWE with n-bounded error, under more specific restric-
tions on 7. The latter contribution can then be used to deduce the hardness of
search M-LWE with small secret and error. To the best of our knowledge, it is
the first result for the hardness of M-LWE with small uniform error. The results
apply to all cyclotomic fields, but most of the intermediate results are proven in
more general number fields.

Contribution 1: Computational hardness of n-M-LWE. We show a first reduction
for the hardness of the search version of n-M-LWE. The formal statement can
be found in Theorem 3.1. It follows the original proof structure of Goldwasser
et al. [21] in the case of LWE, while achieving much better noise parameters by

! Note that at the time of writing, the paper by Lin et al. is only accessible on ePrint
and has not yet been peer-reviewed.

2 Setting 7 = 1 gives ternary secrets instead of binary. We however observe that the
parameters covered by the reductions for n = 1 in the centered representation match
those of [12,13], and it has the upside of a larger secret space. This leads to smaller
ranks d by a factor of log, 3.



using the Rényi divergence instead of the statistical distance to measure the dis-
tance between two distributions. The improvement on the noise rate compared
to [21] stems from the fact that the Rényi divergence only needs to be constant
for the reduction to work, and not necessarily negligibly close to 1 (compared
to negligibly close to 0 for the statistical distance). A similar effect arises with
respect to the rank condition in comparison with Contribution 2 below. More
precisely, as we use the leftover hash lemma (over rings) with respect to the
Rényi divergence, we can have a rank that is logarithmic in the ring degree n,
instead of super-logarithmic. However, using the Rényi divergence as a mea-
sure of distribution closeness only allows us to prove the hardness of the search
variant, denoted by n-M-SLWE. Additionally, its use asks to fix the number of
samples a priori.

The result consists in a reduction from M-SLWE and M-LWE with rank k&
and Gaussian width a to n-M-SLWE with rank d and width 8. The reduction
preserves the ring degree n, the number of samples m and the modulus ¢, where ¢
only needs to be prime. The ranks must satisfy dlog,(2n + 1) > klog,q +
2(logy n), which is due to the use of the leftover hash lemma over rings. The
Gaussian noise parameter « is also increased to 8 by a factor 8/a = dy/m -
n3/ 2nlogy(n) in general cyclotomic fields, which can be further improved by a
factor of \/n in the specific case of power-of-two cyclotomic fields.

Contribution 2: Pseudorandomness of n-M-LWE. We then provide a more in-
volved proof of hardness for the decision version of n-M-LWE through a reduc-
tion from M-LWE to n-M-LWE. The thorough statement is provided in Theo-
rem 3.2. Not only does this reduction apply to the decision versions, but it also
slightly improves the noise rate of the reduction in certain parameter regimes.
In particular, the noise rate no longer depends on the number of samples m, as
opposed to Contribution 1. The technique follows the idea of [17] by introduc-
ing the two intermediate problems first-is-errorless M-LWE and ext-M-LWE. We
start by reducing the M-LWE problem to the first-is-errorless M-LWE variant,
where the first sample is not perturbed by an error. We then reduce the latter
to ext-M-LWE, which can be seen as M-LWE with an extra information on the
error vector e given by (ez) for a uniformly chosen z in the set of 7-bounded ring
vectors. Two other formulations of ext-M-LWE were proposed by Alperin-Sheriff
and Apon [4], and more recently by Lyubashevsky et al. [33], but neither suits
our reduction due to our lossy argument in Lemma 3.5. We discuss further these
differences in Section 3.2.2. Then, to reduce ext-M-LWE to n-M-LWE, we use a
lossy argument, similar to that of Contribution 1 but now relying on the newly
derived ext-M-LWE hardness assumption, as well as the leftover hash lemma.
The main challenge is the use of matrices composed of ring elements. The
proof in [17, Lem. 4.7] requires the construction of unimodular matrices which
is not straightforward to adapt in the module setting because of invertibility
issues. The construction in Lemma 3.2 relies on units of the quotient ring R/qR,
which are much harder to explicitly describe than the units of Z/¢Z in the sense
that we do not have practical closed-form expressions. This is the reason why we
need to control the splitting structure of the cyclotomic polynomial modulo gq.



Lemma 2.4 [32, Thm. 1.1] solves this issue but requires ¢ to satisfy certain
number-theoretic properties and to be sufficiently large so that all the non-zero
small norm ring elements are units of R,.

In the whole reduction, the ring degree n, number of samples m and mod-
ulus ¢ are preserved, where m needs to be larger than d and ¢ needs to be
a prime satisfying the said number-theoretic properties. With the help of the
modulus-switching technique of Langlois and Stehlé [24, Thm 4.8], we can then
relax the restriction on the modulus g to be any polynomially large modulus,
at the expense of a loss in the Gaussian noise parameter. The ranks must sat-
isfy dlog,(2n+1) > (k+1)log, ¢+w(log, n), in the same manner as in Contribu-
tion 1, except that the asymptotic term is now super-logarithmic. The noise rate
is now given by nnv/2d+/4n2n? + 1 = O(n*n?v/d) for cyclotomic fields. This re-
duction removes the dependency in m in the noise rate of Contribution 1, which
can be more advantageous in certain cases as we usually take m = O(nlog, n).
In the special case of 7 = 1 and n = 1, we recover the same noise-ratio ©(v/d)
as in the original LWE result from Brakerski et al. [17].

Contribution 3: One-wayness of M-LWE with small error. Our last contribu-
tion focuses on the hardness of M-SLWE when the error distribution is uniform
over n-bounded elements instead of Gaussian. The complete result can be found
in Theorem 4.1. It uses a different proof method from Contributions 1 and 2 by
following the idea of Micciancio and Peikert [38] of proving the one-wayness of
the M-LWE function (s,e) +— As + e mod ¢R, with e uniform in S;* (i.e., n-
bounded vectors over R of dimension m). To do so, we prove the one-wayness
of the M-ISIS function e + (A’)Te mod qR and use the duality between both
functions to conclude. This function is inspired from the Module Short Integer
Solution (M-SIS) problem [24] which asks to find a short non-zero vector e € R™
such that (A’)Te = 0 mod ¢R for a public random matrix A’ € R;”Xd. It can be
generalized to an inhomogeneous version by replacing 0 by a public syndrome u.
The one-wayness of the function is ensured by two properties, namely the unin-
vertibility and the second preimage resistance, which we prove using statistical
arguments

We obtain similar results to [38] in terms of the number of samples using the
asymptotic approach. However, the asymptotic approach is not suited for very
small values of d. To overcome this problem, we use a more fine-grained approach
using tighter calculations rather than hiding constants in asymptotic notations.
This leads to more complicated conditions on the parameters, especially the
link between the size of the error n and the number of samples m. We thus
evaluate this condition numerically to determine the concrete parameters that
are encompassed by the result. It shows that in order to reach very small errors,
e.g. ternary, the module rank d has to be large enough. We can still reach a small
error size 7 for constant module ranks, but not arbitrarily small. The reduction
also gives a condition on the maximal number of samples m we can provide with
such small uniform error. In particular, we have m < d(1 + o(log, 1)) which is
similar to what is obtained in [38]. Then, to prove the hardness of M-SLWE
with small error and secret with m” samples, we need to have the hardness



of M-LWE with small error and m’ + m/ samples for m’ > d. This restriction
makes it difficult to achieve small error and secret at the same time for a large
enough m’”. We discuss this transformation in more details in Section 4.3.

The M-SLWE problem can be seen as a linear system of equations (d variables
and m equations over R, or nd variables and nm equations over Z,) with noise.
The presence of noise or error is what makes the problem difficult to solve.
The motivation is therefore to determine the threshold of noise to add to the
equations above which the problem is proven hard. Note that the number of
equations characterized by m and the distribution of the error need to be chosen
carefully with respect to one another. For example, an attack by Arora and
Ge [6] uses the m samples to build noiseless polynomial equations of degree 7,
where 7 is a bound on the error coeflicients. If m is sufficiently large, root finding
algorithms can perform well on the latter. In particular, if = 1 (ternary),
then m = d® samples is enough to solve LWE in polynomial time. The attack
can also be applied to M-LWE as one equation over R, gives n equations over Z,.
We discuss the consequences on the parameters in Section 4.4.

Open Problems. In this paper, several results are limited to special classes
of number fields, e.g. cyclotomic fields or fields K = Q(¢) for which the ring of
integers is R = Z[(]. Although it covers the fields that are used in practice, it
may be of independent interest to extend our results to more general fields.

The first two contributions imply the hardness of M-LWE with a small secret
and a moderate rank (e.g., £2(log, n) for search and w(log, n) for decision) due to
the leftover hash lemma over rings. The hardness of n-M-LWE thus remains open
for lower module ranks. Practical M-LWE-based schemes use a constant rank for
increased efficiency, like the CRYSTALS suite [10,18] chosen for standardization
by NIST.

The hardness proof of 7-M-LWE with n-bounded error and m samples cur-
rently requires the hardness of M-LWE with n-bounded error and m+d samples.
Although there is no subexponential attack for m = d,d+1 (even for ternary er-
rors 1 = 1) yet, our proof does not encompass this range of parameters. We leave
it as a major open problem to prove the hardness of n-M-LWE with n-bounded
error for m 2 d.

Finally, two of our contributions are only proven for the search version
of M-LWE. One possibility (of more general interest) would be to find search-
to-decision reductions for M-LWE that preserve the secret distribution or the
error distribution without reducing the number of samples m too much. For the
latter, a sample-preserving search-to-decision for LWE [36] is known, but it is
yet to be extended to structured variants.

Organization. In Section 2, we introduce the notions and preliminary results
that are needed in this work. Section 3 is dedicated to the proofs of Contributions
1 and 2 on the hardness of n-M-LWE, generalizing that of our earlier conference
papers [12,13]. Then, in Section 4, we give the proof of Contribution 3 on the



hardness of M-LWE with n-bounded error. Finally, Section 5 gives a concise view
of the current landscape on the hardness of M-LWE.

2 Preliminaries

Throughout the paper, g denotes an odd prime integer, and Z, denotes the ring
of integers modulo g. We may occasionally identify Z, with the centered set of
representatives {—(¢ — 1)/2,...,(¢ — 1)/2}. In a ring R, we write (p) for the
principal ideal generated by p € R, and R, for the quotient ring R/(p) = R/pR.
For simplicity, we denote by [n] the set {1,...,n} for any positive integer n.
Vectors and matrices are written in bold and their transpose (resp. Hermitian)
is denoted by superscript T (resp. T). We denote the Euclidean norm and infinity
norm of C" by ||-||, and |[|-|| ., respectively. We also define the spectral norm of
any matrix A € C"*™ by ||A||, = maxyecm\ {0} [[AX||5/[|%[/5, and the maz norm
as [|All ax = MaXic[n],jelm)|@i,;|- The identity matrix of size n is denoted by I,,.
We use the standard Landau notations, i.e., O(+),0(-),w(:), £2(-), ©(+), and we say
a function ¢ is negligible in n if e(n) = n=* 1) We also say that a probability p
is overwhelming if 1 — p is negligible in n. We use the abbreviation PPT for
probabilistic polynomial-time.

2.1 Algebraic Number Theory

A number field K = Q(¢) of degree n is a finite field extension of the rational
number field Q obtained by adjoining an algebraic number (. We define the
field tensor product by Kr = K ®g R. The set of all algebraic integers of K
defines a ring, called the ring of integers which we denote by R. It is always
true that Z[¢(] C R, where this inclusion can be strict. Some of the results are
restricted to the class of number fields where the equality R = Z[(] holds®. This
is the case for some quadratic extensions (i.e., when ¢ = Vd with d square-free
and d # 1 mod 4), cyclotomic fields (i.e., when ( is a primitive root of the unity)
and number fields with a defining polynomial f of square-free discriminant Ay. In
this paper, we assume that for the number fields we consider, the ring of integers
is efficiently computable and has a good basis representation. In particular, it is
the case for cyclotomic fields.

Space H. We use t; to denote the number of real roots of the minimal polyno-
mial of the underlying number field, and t; the number of pairs of complex
conjugate roots, which yields n = t; + 2t5. The space H C C" is defined
by H = {x € R" x C*2 :Vj € [tao], %4, 14,4j = Ti;+; }- We can verify that H
is a R-vector space of dimension n with the columns of Uy as orthonormal

3 We may sometimes call this class of fields “monogenic fields”, but we note that
rigorously a monogenic number field is K = Q(¢) for which R = Z[(’] for a possibly
different ¢’.



basis, where
1 V2I,, 0 0

Up=—| 0 1, i,
V21 0 1, -,

Coefficient embedding. A number field K = Q(¢) of degree n can be seen as
a vector space of dimension n over the rationals with basis {1,(,...,¢(" "'},
meaning that each element z € K can be written as @ = > .., 4 z;¢7
with z; € Q. The coefficient embedding is the isomorphism 7 between K and Q"
that maps every * € K to its coefficient vector 7(x) = [zg,...,z,_1]T. For
simplicity, we use 7x(x) to denote xj. For a positive integer n, we define S, =
771 ({-n,...,n}"), which can be seen as the set of polynomials with coefficients
in {—7,...,n}. The embedding 7 can also be extended to Kg, mapping it to R™.

Canonical embedding. Another way to embed K is to use the canonical
embedding. K has exactly n field homomorphisms o1, ..., 0,, which are charac-
terized by the fact that they map ¢ to one of the distinct roots of f. We order
them so that o4, ..., 0, map to one of the real roots, and oy, 41, ..., 0, 42, Map
to one of the complex roots. The canonical embedding is the ring homomorphism
from K to C" defined by o(z) = [04(z),...,0,(z)]T, and the addition and mul-
tiplication are done component-wise. As f has rational coefficients, it holds that
the complex embeddings come in conjugate pairs, and therefore the range of o
is a subset of H. We can thus map K to R" with oy = ULJ. We extend the
embeddings to vectors in K¢ in the natural way by concatenating the embed-
ding vectors of each coefficient, i.e., 7(x) = [r(z1)T, ..., 7(z4)T]? and similarly
for ¢ and op. For a vector x € K%, we define ||x||., = maxyepn)icfa)|on ()],

and x|, o, = maxge) ,/Zie[d”ak(xi)f. We then define the field norm of K

as N(z) = [[enon(z) € Qfor all z € K.

Distortion between embeddings. Both embeddings play important roles
in this paper, and we recall that the two embeddings are linked by the linear
relation

la — 0/1’_1
_ n—1

o(x) = Vr(zx) for all x € K, where V = T 04|2 aT
n—1

1oy —ap

is the Vandermonde matrix defined by the roots (a)re[n) of the defining poly-
nomial f. This transformation does not necessarily carry the structure from one
embedding to the other, e.g., a binary vector in the coefficient embedding need
not to be binary in the canonical embedding. Changing the embedding also
impacts the norm, which is captured by the inequalities HV‘1H2_1||T(33)H2 <
lo(@)lly < [IV],]l7(z),- Hence, | V]|, and [[V!||, help approximating the dis-
tortion between both embeddings. Rogca et al. [50] and Blanco-Chacén [8] give



additional insight on this distortion for specific number fields. Throughout this
paper, we are interested in the parameter defined by B, = maxcs, [lo(z)]|
for a positive integer n. This parameter is inherent to the ring and intervenes in
the proof of Lemma 3.2, 3.5 and 4.4. Here, we provide an upper-bound on B,,
that is further simplified for cyclotomic number fields. The proof is provided in
Appendix B.1 for completeness.

Lemma 2.1. Let K be a number field of degree n, R its ring of integers, and V
the associated Vandermonde matrix. Let n be a positive integer. Then, it holds
that 1 < B, = maxyes, ||o(x) < ny||V]| In particular, for cyclotomic
fields, it yields 1 < B,) < nn.

Hoo max’

Multiplication matrices. The multiplication in K (or Kg) translates into
a matrix-vector multiplication once embedded with either 7, ¢ or og. In the
canonical embedding, the multiplication matrix can be easily expressed as we
have that for all z and y in K, o(z-y) = o(z) ®o(y) = diag(o(z))-o(y), where ©®
denotes the coefficient-wise product or Hadamard product. Therefore, the multi-
plication matrix is M, (z) = diag(o(z)). We can then express the multiplication
matrix with respect to oy as M, () = UJ}{MU(x)UH. In the coefficient em-
bedding, we can still write 7(x - y) as M, (z) - 7(y), but the expression of M, (x)
is more involved. We defer the proof to Appendix B.1.

Lemma 2.2. Let K = Q(¢) be a number field of degree n, and f = z™ +
ZZ;; frx® the minimal polynomial of C. Then for all z in K, it holds that

0—— 0 —fo
n—1 7f1
M (z) =Y 7(2)C", with C =
k=0 I, 1
_fnfl

the companion matriz of the minimal polynomial f.

In power-of-two cyclotomic fields, we have f = 2™ + 1 yielding that C is the
generating nega-circulant matrix. The expression of M, (z) can be simplified to

o —Tp—1 — —T1

_ 1 Zo \ | nxn

M, (x) = | | N\ —Tn1 €Q )
Tn—1 Tp—2 — Zo

which is itself a nega-circulant matrix, with z; = 7(x). We can also translate
the matrix-vector multiplication in K¢ to a matrix-vector multiplication in R™?
by extending the multiplication matrix maps M,, M,, and M, to a matrix
in K™% More precisely, for a matrix A = [a;;];;) € K™*¢, we define the
block matrix M, (A) = [M,(aij)],;)- We define M, (A) and M. (A) the same
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way. As we need it later in this paper, we provide a way to obtain the singular
values of such block matrices. This relies on a unified analysis from [49] which
gives conditions to obtain the eigenvalues of a matrix when described by blocks.
In our setting, we end up showing that the spectral analysis of the entire block
matrix M,(A) comes down to finding the singular values of the n embedded
matrices o (A). For convenience, we write S(A) the set of all singular values of
a complex matrix A. The proof can be found in Appendix B.1.

Lemma 2.3. Let K be a number field of degree n, and d,m positive integers.
Let A be a matriz in K<™,

S(M(A)) = ] S(ok(A)) = S(Ms(A)) = S(M,, (A)),
ke(n]

where o (A) = [ok(aij)] i, j)eldxm]- In particular, it holds that || M, (A)|l, =

Al
max low(A),

Ideals, units and modules. An ideal p # R is prime if for all a,b € R, ab € p
implies that a or b is in p. In R, an ideal p is prime if and only if it is maximal,
implying that R/p is a field. For two ideals Z and 7, the sum Z + 7 is the set of
all z +y, where (z,y) € Z x J, while the product Z.7 is the set of all finite sums
of zy, where (x,y) € Z x J. An integer ¢ is said to be unramified in R if the
ideal (g) can be factored in a product of distinct prime ideals Hie[ﬂ] p;. We say
that ¢ is fully splitted in R if x = n in the above factorization, where n is the
degree of the number field. We also say that ¢ is inert in R if (g) is prime. We
extend the field norm and define the norm of an ideal N(Z) as the index of 7
as an additive subgroup of R, which corresponds to N(Z) = |R/Z|. The norm is
still multiplicative and verifies N ({a)) = |N(a)| for any a € R.

In the construction of Lemma 3.2, we need a condition for small norm ele-
ments of R, to be invertible for a specific g. To do so, we rely on the small norm
condition proven in [32, Th. 1.1].

Lemma 2.4 ([32, Th. 1.1]). Let K be the v-th cyclotomic field, with v =
[L pi* be its prime-power factorization, with e; > 1. We denote by R the ring
of integers of K. Also, let p = 1], p]" for any fi € [e;]. Let q be a prime such
that ¢ = 1 mod u, and ord,(q) = v/u, where ord, is the multiplicative order
modulo v. Then, for any element y of R satisfying 0 < ||7(y)||, < ¢*/*" /s1 (),
it holds that y mod ¢qR is a unit in R,, where s1(p) denotes the spectral norm of
the Vandermonde matrix of the p-th cyclotomic field.

The number theoretic conditions on ¢ essentially say that (g) splits into p(u)
distinet prime ideal factors, each of algebraic norm ¢#*)/#() = ¢¥/1 1In the case
where v is a power of an odd prime, then so is ¢ and then [30] states that s1 () =
/It For more general cases, we refer to the discussions from Lyubashevsky and
Seiler [32, Conj. 2.6]. We also refer the reader to [32, Th. 2.5] that discusses the
existence of such primes ¢ for specific values of v and pu.

11



Remark 2.1 (Instantiation in power-of-two cyclotomics). This result is simplified
in the power-of-two case [32, Cor. 1.2] where it is conditioned on the number x >
1 of splitting factors of ™ +1 in Z,[z]. Choosing k as a power of two less than n =
2¢. the only conditions on ¢ are that ¢ has to be a prime congruent to 2x + 1
modulo 4k. The invertibility condition then becomes 0 < |7(y)|l,, < ¢*/*//k
for any y in R,. The upper bound is decreasing with « so the smaller «, the more
invertible elements. The smallest choice for  is k = 2, which leads to choosing
a prime ¢ = 5 mod 8, meaning the ideal gR splits into two prime ideal factors
of norm ¢"/2. In our context in Section 3.2.2, having ¢*/?/v/2 > 7 is sufficient
as our elements have n-bounded coefficients. For the ternary secret case n = 1,
this leads to ¢ > 2, which is subsumed by ¢ = 5 mod 8.

We say that aj,...,a; € Rg are Rg-linearly independent if and only if for
all (\)ejq € R, > icfg Aiai = 0 implies A; = 0in Ry for all i € [¢]. We now give
results on the linear independence of uniform vectors of Rg and the singularity
of uniformly random matrices. A result similar to Lemma 2.5 is present in [56]
but the proof unfortunately relies on a flawed argument. We detail this matter
in Appendix A and provide corrected proofs.

Lemma 2.5. Let K be a number field, and R its ring of integers. Let d, q be pos-
itive integers such that q is an unramified prime which factors as {q) = Hie[n] P

Let £ be in {0,...,d—1}, and a;,...,a; € RZ be Rq-linearly independent vectors
of Rg. Then

As a result, for any 1 < k <d, it holds that

k—1
1
Pla,)i~v(reye[(ai)icpr) are Rq-linearly independent] = H H (1 - N(P'W) .
£=0 i€[x] '

Lemma 2.6. Let K be a number field, and R its ring of integers. Let q be a
prime integer that is unramified in R which splits as (¢) =[] p;. Let m > d
be two integers. It holds

d—1
|
m d
P ooy Ry =Ry > [T T] <1 - N(pi)m_e) '

£=0 i€[k]

1€[k]

When R and ¢ are clear from the context, for m > d, we define §(m,d) =
1-— PANU(RZXm)[A "R = Rg}, which we use extensively throughout Section 4.

We note that d(m, d) can be upper-bounded by Erw ]]‘\i;&’_))m_dﬂ‘ Hence, if ¢

splits into only high-norm ideal factors so that min;ef N (p;) > pe(1/(m=d+1))
the probability §(m,d) becomes negligible.
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We also define ¢'(k,d) to be the probability that among k > d independent
uniform columns of Rg, there is no subset of d of those columns that are R,-
linearly independent. Formally, we define

5/(]6, d) =1- P(az‘)ie[k]NU(Rg)k[HS - [k‘], |S| =dA (ai)ies are Rq—l. 1}

We note that if R, was a field, we would have §(k, d) = ¢’(k, d). However, in the
general case, d(k,d) # ¢'(k,d) as a minimal spanning set of an R,-submodule
of RY is not necessarily a basis of said submodule. Additionally, note that ¢’ (d, d)
is given by Lemma 2.5 as

5’(d,d):1—ﬁ]‘[ (1—N(plw)

£=0 i€[k]

The probability &' (k, d) is discussed in Section 4.3 as it only appears in the latter.

2.2 Lattices

A (full-rank) lattice A of rank n is a discrete additive subgroup of R™. Since H
is isomorphic to R™, we may consider lattices that are discrete subgroups of H.
Each lattice can be represented by a basis B = [bi]ie[n] € R™ "™ as the set of
all integer linear combinations of the b;, i.e., A = BZ"™. We define the dual
lattice of a lattice A by A* = {x € Span(A) : Yy € A,(x,y) € Z}. Any ideal T
of R embeds into a lattice o(Z) in H, and a lattice oy (Z) in R™, which we
call ideal lattices. For an R-module M C K9, (o,...,0)(M) is a lattice in H?
and (o, ...,0m)(M) is a lattice in R™, both of which are called module lattices.
The positive integer d is the module rank. To ease readability, we simply use Z
(resp. M) to denote the ideal lattice (resp. module lattice).

2.3 Probabilities

For a finite set .S, we define |S| to be its cardinality, and U(S) to be the uniform
probability distribution over S. The action of sampling x € S from a distri-
bution P is denoted by z < P, whereas the notation x ~ P means that the
random variable x is distributed according to P. We now define two distances
for probability distributions, namely the statistical distance A, and the Rényi
divergence [48,53] RD. The Rényi divergence was thoroughly studied for its use
in cryptography as a powerful alternative for the statistical distance measure by
Bai et al. [7]. In this paper, it suffices to use the Rényi divergence of order 2
denoted by RDs.

Definition 2.1. Consider two discrete probability distributions P and Q) over a
countable set S. The statistical distance between P and Q is defined by A(P, Q) =
3> es|P(@) — Q(2)]. If Supp(P) C Supp(Q)Q, we define the Rényi divergence
of order 2 as RD2(P[|Q) = >, csupp(p) % The two definitions extend to
continuous distributions by replacing the discrete sum with an integral.
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The two distances enjoy a probability preservation property and a data pro-
cessing inequality, which are essential in proving our results.

Lemma 2.7 (|25, Lem. 4.1]). Let P,Q be two probability distributions such
that Supp(P) C Supp(Q) and E C Supp(Q) be an arbitrary event. Then, we
have P(E) < A(P,Q) + Q(E), and P(E)? < RDy(P||Q) - Q(E). Further, for
any (possibly randomized) function f, we define Pf (resp. QF) the distribution
obtained by sampling x < P (resp. Q) and outputting f(x). Then, it holds
that A(P/,Q7) < A(P,Q) and RDo(P/||Q7) < RDy(P| Q).

Leftover Hash Lemma. In this work, we use a formulation of the leftover
hash lemma (LHL) that is an adaptation of the one by Micciancio [34], which,
instead of working with vectors over the finite field Z,, operates over the principal
ideal domain Z,[x] for ¢ prime. Given a number field K = Q(¢), where the
corresponding ring of integers has the form R = Z[(], and a prime ¢, then the
ideals of R/gR can be characterized via the ideals of Z,[z], which is needed in the
proof. Further, we provide not only a bound on the statistical distance, but also
on the Rényi divergence. For completeness, we give the proof in Appendix B.1.

Lemma 2.8. Let n,k,d,q,n be positive integer with q prime. Further, let K =
Q(¢) be a number field of degree n whose ring of integers is given by R = Z[(].
Then, it holds that

k n
RD,((C. C2)|(C.s)) < (1 + m) and

1 q* "
A((C,CZ), (C,S)) < 2\/(1 + W) — 1,

where C ~ U(RE*?), 2.~ U(Sf]l) and s ~ U(RE).

Gaussian measures. For a positive definite matrix 3 € R", a vector ¢ € R™,
we define the Gaussian function by p, /5(x) = exp(—m(x — ¢)"=7!(x — ¢))
for all x € R™. We then define the continuous Gaussian probability distribu-
tion by its density D, 5(x) = (det(E))*l/QpcMg(x). By abuse of notation, we
call ¥ the covariance matrix, even if in theory the covariance matrix of DC’ vE
is 3X/(27). We extend this definition to the degenerate case, i.e., positive semi-
definite, and use the same notation for convenience?. If ¥ is diagonal with di-
agonal vector r? € (RT)", we simply write De,, and if ¢ = 0, we omit it.

4 In the degenerate case, the probability density function cannot be defined with re-
spect to the Lebesgue measure as 3 is not invertible. Standard facts on non-singular
Gaussian distributions can however be extended to the degenerate case by using
the characteristic function which always exists and equals px(t) = Ex[exp(it?x)] =
exp(icTt - thEt). In particular, one can easily show that the sum of two inde-
pendent (potentially degenerate) Gaussians of covariance 31,32 is a (potentially
degenerate) Gaussian of covariance 31 + 3o, as needed in this paper. We also
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When X = o?1I,,, we simplify further to D¢ . We also use ¥<,, to denote the set
of Gaussian distributions D, with ||r|| < a.

We then define the discrete Gaussian distribution by conditioning x to be in
a lattice coset A+ v for veR" ie, D, . s(x)=D, 5x)/D, sA+V)
for all x € A+ v, and where D, s(A+v) =3 ., D, /5(¥)-

Definition 2.2 (Sub-Gaussian Distribution). Let n be a positive integer,
and x a (discrete or continuous) random vector over R"™. We say that x is sub-
Gaussian with sub-Gaussian moment o, if for all unit vector u € R™, and allt €
R, we have Elexp(27t(x,u))] < e™t*.

A standard calculation shows that the discrete Gaussian distribution Dy, is
sub-Gaussian with sub-Gaussian moment « [37, Lem. 2.8, for any lattice A
and a > 0. In particular, we have the following spectral bound on a discrete
Gaussian matrix. The result is stated in [37, Lem. 2.9] and is derived from the
works of Vershynin [54] on the non-asymptotic random matrix theory.

Lemma 2.9 ([37, Lem. 2.9]). Let ¢,k be positive integers, and o > 0. Let A
be a lattice of rank £. Then, there exists a universal constant C' > O2 such that
for any t >0, it holds Py pr [[[Y| > Ca(Vl+VEk+1t)] < 2. Empiri-

cally, C =~ 1/+/2m.

The smoothing parameter of a lattice A denoted by 7.(A) for some £ > 0,
introduced in [39], is the smallest o > 0 such that P1/a (A*) < 1+e. It represents
the smallest Gaussian parameter o > 0 such that the discrete Gaussian Dy c q
behaves like a continuous Gaussian distribution. We now give a few results re-
lated to discrete Gaussian distributions that we need in this paper. The first is
due to Micciancio and Regev [39] and shows that above the smoothing parame-
ter, a continuous Gaussian coset is statistically close to uniform.

Lemma 2.10 ([39, Lem. 4.1]). Let A be lattice of rank n, ¢ > 0, and o >
Ne(A). Then the distribution of the coset e+ A, where e ~ D, is within statistical
distance €/2 of the uniform distribution over the cosets of A.

We also need the following result on the sum of convoluted Gaussian distri-
butions. Note that the distribution of y depends on x.

Lemma 2.11 ([17, Lem. 2.10] & [43, Thm. 3.1]). Let A be lattice of rank n.
Let € € (0,1/2], and o, B > 0 be such that o > ne(A). Then the distribution
of x+y, obtained by first sampling x from Dg, and then'y sampled from Dy_x q,
is within statistical distance 8¢ of DA’ peweE
Finally, we need the Rényi divergence between two shifted discrete Gaussians.

note that one can still define a density, but with respect to a degenerate mea-
sure as D /5(x) = (det™ ()2 exp(—7(x — ¢)TE¥(x — ¢)), where It is the
Moore-Penrose pseudo-inverse, and det™ the pseudo-determinant.
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Lemma 2.12 (Adapted from [25, Lem. 4.2]). Let A be lattice of rank n,
e €(0,1), @ > n.(A), and c a vector of R™. Then,

2 2
1+ 2m||c|l3
RDa (D eal|Daa) < (1_6> exp <a2 .

Gaussians over number fields. In this section we define Gaussian distri-
butions over R-modules M C Kﬁ, where K = Q((¢) is a number field, R its
ring of integers, and Kr = K ®g R. We need to consider the field tensor prod-
uct Ky as the canonical embedding is an isomorphism between Kz and H but
not between R and H, nor K and H. Gaussian distributions over K have
been introduced alongside the R-LWE problem in [30], and then generalized and
used in most papers dealing with structured variants of LWE. We define general
Gaussian distributions over K¢ through their embedding to R, namely sam-
pling x(7) € R™ according to DoH(c),\/§7 for some c € K]g and positive semi-
definite matrix 3 in R"**"¢ and then mapping it back to K¢ by x = o ;' (x().
To ease readability, we denote the described distribution of x € Kg by D /S
We first provide an upper bound on the spectral norm of a discrete Gaussian
matrix, once embedded via M, (-). This combines a bound on the spectral norm
of a block matrix from the spectral norm of each block, with a discrete Gaussian
tail bound. Although it seems folklore, we weren’t able to find a Gaussian tail
bound on o(x) in the infinity norm for x ~ Dz ;. We therefore derive such a
bound, which is based on [41, Cor. 5.3] proving that [|o(z)| ., < slog,n with
overwhelming probability. The proof can be found in Appendix B.1.

Lemma 2.13. Let K be a number field of degree n, and R its ring of integers.
Let T be any (fractional) ideal of R. Let m,d be positive integer, and o > 0.
Then, for allt > 0 it holds that

P [||MUH (N)|l, > Vmd - at| < 2nmd - e~

N~Dy %4
Choosing t =logy n gives | My, (N)||, < alogy(n)vmd with overwhelming prob-
ability if m,d are polynomial in n.

In the proof of Lemma 3.3, we also need the distribution of y = Ue for an
arbitrary matrix U and a Gaussian vector e € K¢ for which the components are
independent of each other. The proof is in Appendix B.1 for completeness.

Lemma 2.14. Let K be a number field of degree n, and m,d positive integers.
Let S € R">x"d be g positive semi-definite matriz, and U € K{{”d. We de-
note ¥ = M,, (U)SM,,, (U)T € R*™>nm_ Then, the distribution of y = Ue,
where e € K2 is distributed according to D g, is exactly D, 5 over Kg'.

We also need another lemma related to the inner product of Kg (which results
in an element of Kx) between a discrete Gaussian vector and an arbitrary one. In
particular, we use Lemma 2.15 in the proof of Lemma 3.5 in order to decompose a
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Gaussian noise into an inner product. It generalizes [47, Cor. 3.10] to the module
case. A specific instance is proven in the proof of [24, Lem. 4.15], which is later
mentioned (without proof) in [50, Lem. 5.5]. We defer the proof in Appendix B.1.

Lemma 2.15 (Adapted from [47, Cor. 3.10]). Let M C K¢ be an R-module
(yielding a module lattice), let u,z € K? be fized, and let B,7 > 0. Assume
that (1/8% + HzHgoo/ny)*l/2 > n.(M) for some e € (0,1/2). Then the distri-
bution of (z,v) + e where v is sampled from Dyriup and e € Kg is sampled
from D, is within statistical distance at most 2¢ from the elliptical Gaussian Dy

over K, where r; = \/62 Zie[d]‘aj(zi)F + 2 for j € [n].

2.4 Function Families

In Section 4, we prove that certain families of functions are hard to invert, or
whose output are hard to distinguish from uniformly random ones. As such,
we give in this section the notion of function families as well as the standard
security properties that we desire from them. A function family F over a set of
functions F' is a probability distribution over F', where each function of F' has
domain X and range Y. In this paper, we only deal with functions that have an
unambiguous and public description in some specified format. In our case, they
can be represented by a public matrix A. Hence, when we say that an adversary
is given a function f as input when it is given its public representation.

Definition 2.3. Let X,Y be two sets, and F' a set of functions from X to Y.
Let F,G be two function families over F. Let X be a probability distribution
over X, and ¢ € (0,1).

Indistinguishability. F and G are e-indistinguishable if for all PPT algo-
rithm A, it holds |Prr[A(f) = 1] = Pgg[A(g) = 1]| < e.

Pseudorandomness. (F,X) is e-pseudorandom if for all PPT algorithm A, it
holds |P(f,z)~]:><X[~A(f»f($>) = 1] = P py~rxvm Af,y) = 1” <e.
Second preimage resistance. (F,X) is e-second preimage resistant if for all

PPT algorithm A, it holds P(s »yorxx[x # 2’ A f(x) = f(2')] <e.
2’ A(f,x)

Uninvertibility. (F,X) is e-uninvertible if for all PPT algorithm A, it holds
that P oy~ rxx[A(f, f(z)) = 2] < e.

s e-one-way if for all PPT algorithm A, it holds that
— f@) <e.

One-wayness. (F,X) i
Pita)~rxx [f(A(S, f(2))

If € is negligible, we omit it. We then give sufficient conditions to ensure some
of these security properties.

Lemma 2.16 (|38, Lem. 2.2]). Let F be a family of functions computable
in polynomial time. Let X be a distribution on X. If (F,X) is e-uninvertible
and &’-second preimage resistant, then it is also (e + €')-one-way.
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Lemma 2.17 ([38, Lem. 2.4]). Let F be a function family with finite do-
main X. For e = E;ur[|f(X)|]/|X], it holds that (F,U(X)) is e-uninvertible,
even against unbounded adversaries.

Lemma 2.18 ([38, Lem. 2.5]). Let F be a function family with domain X
and range Y, and G be an efficiently sampleable family of efficiently computable
functions with domain X' D Y. Let X be a distribution on X. If (F,X) is
uninvertible, then so is (Go F,X).

We now recall the notion of lossy function family from [38]. Note that by
an indistinguishability argument, if (F,G, X) is a lossy function family, then so
is (G, F, X). In particular, by Lemma 2.16, both (F, X) and (G, X) are one-way.

Definition 2.4. Let XY be two sets, and F a set of efficiently computable
functions from X to Y. Let F,G be two function families over F. Let X be an
efficiently sampleable probability distribution over X. Then (F,G,X) is a lossy
Sfunction family if it holds that

— F and G are indistinguishable;
— (F, X) is uninvertible;
— (G, X) is second preimage resistant.

2.5 Module Learning With Errors

The module variant of LWE was first defined by Brakerski et al. [16] and thor-
oughly studied by Langlois and Stehlé [24]. As opposed to [24], we decide to use
the primal formulation of the problem to match practical uses of the M-LWE
assumption. It describes the following problem. Let K be a number field of de-
gree n and R its ring of integers. Further, let d denote the rank and let ¢ be a
distribution on Kp and s € RY be a vector. We also define the torus T = Kg/R.
We let Aé‘;‘p denote the distribution on Rg x T obtained by sampling a vec-

tor a <= U(RY), an element e <= 1 and returning (a, ¢ (a,s) + ¢ mod R).

Definition 2.5 (Module Learning With Errors). Let g,d be positive in-
tegers with ¢ > 2. Let W be a family of distributions on Kg. The search ver-
sion M-SLWE,, q 4.0 is as follows: Let s € R} be secret and ¢ € W. Given arbi-
trarily many samples from Aé\”fp, the goal is to find s. Let T be a distribution on
a family of distributions on Kg. Its decision version M-LWE,, 4 4 v 15 as follows:
Sample s + U(Rfll) and ¥ <> T. The goal is to distinguish between arbitrar-
ily many independent samples from Aé"’}p and the same number of independent
samples from U(RI x T).

To be thorough, we should use the subscript K instead of n since there can
be several number fields having the same degree n. However, to ease readability
and since most of the other parameters are functions of n, we use the subscript n
and keep the number field implicit. Although our results are mainly theoretical,
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we note that throughout the paper n must be larger than a given security pa-
rameter, and the hardness and negligible advantages are thus expressed in terms
of n rather than a proper security parameter. The advantage of an adversary A
against M-SLWE is defined by Adv[A] = P[A(A})) = s] and the advantage
against M-LWE by Adv[A] = ‘P[A(Aggp) — 1] — PLA(U (Supp(AM))) = 1] ] We
say that the corresponding problems are e-hard if for any PPT adversary A, it
holds that Adv[A] < e. We say it is hard if ¢ is negligible in n.

The M-LWE problem encompasses its preceding variants LWE, correspond-
ing to a field of degree n = 1, and R-LWE, corresponding to the module
rank d = 1. We describe here the several variants and notations that we consider
in this paper.

Fixed number of samples. When using the Rényi divergence as a tool to
measure the distance between two probability distributions, we need to fix the
number of requested samples a priori. Let m be the number of requested M-LWE
samples (a;, ¢~ (a;,s) +e; mod R) for i € [m], then we consider the matrix A €
R;"Xd whose rows are the a;’s and we set € = [eq,...,en,|T. We obtain the
representation (A, ¢ 'As + e mod R). We denote it by M-LWE,, 4 s, 4.7-

Multiple secrets. Let k,m be positive integers, where m denotes the number
of requested samples. In the multiple secrets version, the secret vector s € Rf} is
replaced by a secret matrix S € Rijk and the error vector e ~ "™ by an error
matrix E ~ ¢"**_ There is a simple polynomial-time reduction from M-LWE
using a secret vector to M-LWE using a secret matrix for any k polynomially
large in d via a hybrid argument, as given for instance in [35, Lem. 2.9]. We

denote the corresponding problem by M—LWEfL’dyquI.

Discrete version. As pointed out by Lyubashevsky et al. [30], sometimes it
can be more convenient to work with a discrete variant, where the second
component b of each sample (a,b) is taken from a finite set, and not from
the continuous torus T. Indeed, for the case of M-LWE;, if the rounding func-
tion |-] : Kg — R is chosen in a suitable way, see e.g. [31, Sec. 2.6], then every
sample (a,b = ¢~ *(a,s) + emod R) € R? x T from Aé\f}/} can be transformed
to (a, ¢ b] mod ¢R) = (a, (a,s) + |¢ - €] mod gR) € R? x R,. We use the latter
representation in Section 3.1 and 4.

Bounded secret. Another possibility is to choose a small secret, i.e., whose
coefficients are bounded by n < (¢ —1)/2. Note that the bound 7 is with regard
to the coefficient embedding 7, meaning that the secret is in Sf,. We denote the
corresponding problem by n-M-LWE,, 44 7.

Worst-case error. We also define the problem with worst-case error distribu-
tion when the error distribution is D, € W<, for some possibly unknown (and
possibly secret-dependent) r € (R*)™. We then denote it by M-LWE,, j 1 g0, -
We reduce to this variant in Section 3.2. Note that when the number of samples is
fixed, one can use the reduction of [45, Lem. 7.2|, generalizing [30, Lem. 5.16], to
go to an average-case error with spherical Gaussian D¢. The reduction increases
the noise from a to & = a(nm/logy(nm))*/%. The result is stated for R-LWE
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but naturally extends to the module setting, and we therefore do not consider
it new and do not include this extra step in the overall reduction.

M-LWE and M-ISIS function families. We now introduce two function
families that are relevant for Section 4.

Definition 2.6. Let K be a number field of degree n, and R its ring of inte-
gers. Let d,q,m be positive integers, and X C R™. The M-ISIS(n,d, m,q, X)
function family is the distribution obtained by sampling a matriz A € R;”Xd
uniformly at random, and outputting fa defined by fa(x) = ATx mod qR for
all x € X. The M-LWE(n,d,m,q, X) function family is the distribution ob-
tained by sampling A € R;”Xd uniformly at random and outputting ga defined
by ga(s,e) = As +emod qR for all (s,e) € R x X.

We only define them with discrete inputs (i.e., discrete error for M-LWE) be-
cause they are only needed in Section 4 which studies errors in S7". When using
the M-LWE function family in Section 4, we assume implicitly that the distri-
bution on the first input s is always U (Rg) and omit it from the notations.

In most LWE-based schemes, the secret key is (s,e) and the public key
is (A,b = As + e). Note that it is therefore important to prove one-wayness
and not just uninvertibility because an adversary breaking one-wayness could
compute a different secret key for the same public key, which would allow them
to decrypt messages, or forge signatures. It turns out that if the parameters
are chosen appropriately so that the function is second preimage resistant, the
uninvertibility is then equivalent to the one-wayness. Their uninvertibility or one-
wayness therefore captures the hardness of the corresponding search problem,
while their pseudorandomness captures the hardness of the decision problem.
We denote the problem corresponding to the family M-ISIS(n,d, m,q, X) by
search/decision M-ISIS, .

3 Hardness of n-M-LWE

In this section, we prove the hardness of the 1-bounded secret version of M-LWE,
if the module rank is (super-)logarithmic in the degree n of the underlying num-
ber field. It improves upon our previously published works of [12,13] which dealt
with secret with binary coefficients. To the best of our knowledge, [12] was the
first result on the hardness of a structured variant of LWE with small uniform
secret. We propose two independent proofs that achieve different results. The
first one in Section 3.1 proves the hardness of the search version of 7-M-LWE,
using a more direct proof. The second one in Section 3.2 is more involved but
allows for proving the hardness of the decision version of n-M-LWE as well as
(slightly) improving the noise parameter.

3.1 Computational Hardness Using the Rényi Divergence

We start by proving the hardness of n-M-SLWE with a quite direct reduction.
To facilitate the understanding, we illustrate the high level idea of the proof in
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Figure 3.1. Given an algorithm for instance (A, Az + e) of n-M-SLWE, our goal
is to transform it into an algorithm for a related instance of M-SLWE defined
by (B,Bs+¢€’). Note that the secret z is in Sg, while the secret s is in R';. At the
core of the proof lies a lossy argument, where the public matrix A is replaced by
a lossy matrix BC + N, which corresponds to the second part of some multiple-
secrets M-LWE sample. Note that the rank of the matrix B is smaller than the
one of A, motivating the description lossy. Here, we can see that this argument
does not work for R-LWE (which corresponds to M-LWE with rank 1) as it is
not possible to replace the public matrix consisting of one column by a matrix
of smaller rank. To argue that an adversary cannot distinguish between the
two cases, we need to assume the hardness of the decision M-LWE problem as
well. In a second step, the term Nz + e is replaced by the new noise €', where
the Rényi divergence between both expressions can be bounded by a constant
using properties of the Rényi divergence of Gaussian distributions. Finally, the
product Cz is replaced by the uniform secret s, where the Rényi divergence
between both elements can be bounded by a constant using Lemma 2.8. The
use of the leftover hash lemma is also the reason why our reduction only works
for module ranks larger than log, g + 2(logy n). Informally speaking, it requires
the ratio between the number of rows of C and its number of columns to be
logarithmic in order to bound the Rényi divergence by a constant. We end up
with some standard M-LWE instance, which is hard to solve due to our hardness
assumption.

! )

i A || A + H M-SLWE with Bounded Secret
|

! 7

ultiple Secrets M-LWE
ANot for R-LWE

B[] BT,

Leftover Hash Lemma

C ‘/ I
) | N ’D + H M-SLWE with Uniform Secret
| |

Fig. 3.1. Summary of the proof of Theorem 3.1

This consists of a reduction from M-SLWE and M-LWE with rank & to -
M-SLWE with rank d > klog,(q)/logs(2n + 1) + 2(logy(n)/logs(2n + 1)). Tt
follows the original proof structure of Goldwasser et al. [21], but achieves better
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parameters by using the Rényi divergence, while being as direct and short as
the original proof. The improvement on the noise rate 8/a compared to [21]
comes from the fact that the Rényi divergence only needs to be constant for
the reduction to work, and not necessarily negligibly close to 1 (compared to
negligibly close to 0 for the statistical distance). However, using the Rényi diver-
gence as a measure of distribution closeness requires to move to the search ver-
sion of M-LWE. Overall, this reduction is restricted to number fields for which
the ring of integers is R = Z[(]. Furthermore, the norm of the Vandermonde
matrix ||V||, is better understood in cyclotomic fields. We study the M-LWE
problem in its discrete version, as presented in Section 2.5.

Theorem 3.1. Let K = Q(¢) be a number field of degree n such that its ring of
integers is R = Z[(]. Let k,d,m,n and q be positive integers with q prime, m,d =
poly(n) and dlog,(2n+1) > k-log, g+ 2(logy n). Further, let o and B be positive
such that > a-dy/m-||V||,ny/nlogy(n), and Bg > n-(R™) for some e € (0,1/2).
There is a PPT reduction from M-SLWE,, ¢ m.¢,pr 5, and M'LWEz,k,m,q,DR,aq
to N-M-SLWEy, 4.m.¢,Dr. 5, -

The degree n of K, the number of samples m and the modulus ¢ are preserved.
The reduction increases the rank of the module from k to klog, q/log,(2n +
1) + 2(logy n/logs(2n + 1)) and the Gaussian width from ag to ag - dv/m -
[V l,nv/nlogy(n). In power-of-two cyclotomic fields, ||V, = /n. In the p*-
th cyclotomic field with p an odd prime, we have |V|, = \/ﬁ In general
cyclotomic fields, we have [V, < ||Vl = (32, ; la?72)1/2 < (as ay is a Toot
of unity). Also, M-LWE,, 1 ., trivially reduces to M-SLWE,, ¢ m.¢. D5 5,
as vq = qv/B? — o2 is above n.(R) for a negligible ¢, and sufficiently large so
that Dp 4 is efficiently sampleable.

DR, aq

Proof. Fix any n,k,d,m,q,n,c,3 and € as in the statement of the theorem.
Given an 7-M-SLWE, d,m.q,pp. 5, Sample (A, A -z + e mod qR) € R**¢ x RI",
with z <= U(S?) and e <> Dgm g4, the search problem asks to find z and e. In
order to prove the statement, we define different hybrid distributions:

— Hp: Output (A, Az + e mod gR), as in 7-M-SLWE,, 4.m.¢,Dr 5,5
— H; : Output (A’ = BC 4+ N mod ¢gR, A’z + e mod ¢R), where B «+
U(RZ”X’“), C«+ U(RI;Xd), and N < Dgﬁ;g and z, e as in Hy;
H, : Output (B, C,N,BCz+Nz-+e mod ¢gR), where B,C,N,z,e as in Hy;
— Hy:If |M,,(N)||, < agv/mdlog,n, output (B, C,N,BCz + Nz + e mod
qR), where B,C,N,z, e as in Hy;

— Hy: If |M,, (N)|, < agv'mdlog, n, output (B, C,N,BCz + € mod qR),
where €' <= Djf 5. and B,C,N, z as in Hs;

Hs : If ||[My, (N)|, < agv'mdlog, n, output (B, C,N,Bs + € mod ¢R),
where s + U(R’q“) and B,C,N, e’ as in Hy.

For i € {0,...,5}, we denote by P; the problem of finding the secret z (resp. s
in Hy), given a sample of the distribution H;. Recall that problem P; is hard if for
any PPT attacker A the advantage of solving P; is negligible, thus Advp, [A] =
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Pxom,[AX) =2] < n~*M) | where n is the degree of K. The overall idea is to
show that if Ps is hard, then Py is hard as well.

From Py to Pi: Assuming the hardness of M—LWEﬁyk’m’q_’DR’aq, the distribu-
tions Hy and H; are computationally indistinguishable. We note that the hard-
ness of the latter can be obtained by a hybrid argument, e.g., Lemma 3.4, from
that of M-LWE,, x m ¢, pp ., With a reduction loss factor of d in the advantage.

Thus, if M‘LWEn,k,m,q,DR,aq is Ade_LWE—hard, it holds
Avao [.A] S Ade1 [.A] + d- AdVM—LWE;

where d is the number of secret vectors, i.e., the columns of the matrix C.

From P; to P,: Since more information is given in distribution Hs than in distri-
bution H;, the problem P; is harder than Ps. From P, onwards the adversary is
given more elements (namely B, C, N instead of A’) but can simply reconstruct
the M-LWE matrix from these elements. Hence, we have

Advp, [.A] < Advp, [.A]

From P, to Ps: Note that conditioned on ||M,,, (N)||, < agvmdlog, n, the two
distributions are identical. Yet, Lemma 2.13 for Z = R yields the spectral bound
with overwhelming probability. Hence, we have A(Haz, Hy) < P[||M,,, (N)|, >

agv'mdlogy n] =: pspectral < 19| resulting in
AdVP2 [A] < AdVPs [A] + Pspectral

From Ps to Py: By the probability preservation property of the Rényi divergence
(Lemma 2.7), we have

AdVP3 [.A]2 S AdVP4[.A] . RDQ(H3||H4).

We first explain how to bound the Rényi divergence between Nz + e and e’ for
a fixed (N, z). First note that Nz + e follows the distribution Dgm Nz Nz 3q-
Since we have Nz € R™, this distribution is exactly Drm Nz 4. Then, as o
and o only differ by the unitary transformation Ug, we have that ||og(2)|, =
lo(@)]ly, < IV l7(@)lly < VI, nVnd, as z € Sg. Finally, because of our condi-
tioning, we have | M, (N)|, < aglog, nvmd. It then holds that |0y (Nz)||, =
1Moy (N)or(2)|ly < [[Moy (N)5llon(2)]l, < aqd||V]|yny/nmlogy(n). Then, us-
ing that 8q > n-(R™), Lemma 2.12 yields

2 2
1+e¢ 2||og (Nz
RD; (Drm Nz.sql|Drm gq) < ( ) - exp <|H()|2> .

l—e¢ (Bg)?

However, it holds that exp(27r||aH(Ni)||g/(ﬁq)2) < exp(27) because of how we
chose 8 with respect to a. Without loss of generality, assume & < % resulting
in RD2(Drm Nz, ql|Drm gq) = O(1).
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Next, the data processing inequality of Lemma 2.7 gives RDo(H3||Hy) <
RD2((N,z,e + Nz)||(N, z,€’)). We now bound this divergence by a constant
using the previous calculation.

N
=
Z
uN
o
4
2

S
:2\
NI
g

RDy((N,z,e + Nz)|(N,z,¢e')) =

(N,z,8)
= ) P[(N,z) = (N,2)|RDz(e + Nz||¢)
(N.z)
2
<(155) e ¥ rg - (Na)

as desired.

From P, to Ps: By the probability preservation property and data processing
inequality of the Rényi divergence (Lemma 2.7), we have

Advp,[A]? = =PB.c,Nb)~i, [AB,C,N,b) = z)?
< PB,cNb~m AB,C,N,b) = Cz]?
<P®,cNb~H [A(B,C,N,b) =s|-RD2(Hy||Hs)
< Advp,[A] - RDo((C, Cz)||(C,s)).

The first inequality follows from the fact that if A can find z from (B, C,N, b),
then they can also find Cz, hence the inclusion of events. The second and third in-
equalities come from the probability preservation and data processing inequality
of Lemma 2.7 respectively. By the leftover hash lemma stated in Lemma 2.8, the
Rényi divergence between the distribution (C, Cz) and the distribution (C,s) is
bounded above by (14 ¢*/(2n+ 1)%)". As we require dlogy(2n + 1) > klog, q +
2(logy ), we obtain RD2(Hy||Hs) < (1+1/02(n))™ = O(1) asymptotically in n.

Problem Ps: This problem is exactly the M-SLWEy, j. 1n.¢,pp 5, Problem, as C
and N are independent of B, s and €’. So if M-SLWE,, x 1n.¢,D5 5, 15 AdvMm-sLwE-
hard, it hold that

Advp, [A] < Advmsiwe

24



Putting all equations from above together, we obtain

Advp,[A] < Advp, [A] + d - Advaeowe
< Ade2 [.A] +d - Advyviiwe
S AdVP3 [A] + pspectral + d ° AdVM—LWE
< \/AdVP4 [A] . RD2 (H3||H4) + Dspectral +d- AdVM-LWE

< \/\/AdVM-SLWE -RD2(H,4||Hs) - RD2(Hs|| Hy)
+ Pspectral 1 d- AdVM—LWE~

The choice of parameters yields RDo(H3||Hs), RD2(Hy||Hs) = O(1), Pspectral <
n~M and our base assumptions give Advyirwe, Advavisiwe < n~ M. Tt
therefore proves that Advp, [A(Hy) = z] < n~«W), 0

3.2 Pseudorandomness of n-M-LWE

We now provide a more involved proof of hardness for the decision version of 7-
M-LWE. It follows the same idea as in [17] that we extend to modules. More
precisely, we show a reduction from M-LWE with rank % to n-M-LWE with rank d
satisfying dlog,(2n+1) > (k+1)logy g+ w(logy ). The reduction preserves the
modulus ¢, that needs to be prime satisfying number-theoretic restrictions, the
ring degree n and the number of samples m, but the noise is increased by a
factor of nnv/2d+/4n?n% + 1. In the case of general cyclotomic fields, the noise
rate slightly improves on the noise rate of dv/m -n%/2logy(n)n from Section 3.1.
We indeed improve the noise rate by a factor of roughly v/8n7/log,(n)v/md,
which is advantageous whenever m > 8nn?/dlog;n. As we wish to take 7 as
a small constant, the condition can be met when m is sub-linear. However, in
the special case of power-of-two cyclotomics, the noise rate from Section 3.1
is improved by y/n. This means that this new reduction is advantageous (in
terms of noise) only if m > 8n?n/dlogzn = O(n?/logsn), which is now just
sub-quadratic. Nonetheless, this reduction allows for proving the hardness of the
decision version of n-M-LWE which is preferable for the security of cryptographic
applications. For the reduction, m also needs to be larger than the target module
rank d, and at most polynomial in n because of the hybrid argument used in
Lemma 3.4. The reduction in Theorem 3.2 works for all cyclotomic fields, but
most results apply to all number fields K = Q(¢) for which the ring of integers
is R = Z[(], the bottleneck being the construction in Lemma 3.2.

Theorem 3.2. Let v = [[,p;", K be the v-th cyclotomic field of degree n =
¢o(v), and R its ring of integers. Let p = [[,p!* for some f; € [e;], and q
be a prime number such that ¢ = 1 mod p, ord,(q) = v/p, q > (ns1(p))?*™,
and g/ > p@/ D) phere s1(pu) denotes the largest singular value of the
Vandermonde matrix of the p-th cyclotomic field, and n a positive integer. Fur-
ther, let k,d,m be positive integers such that dlogy(2n+ 1) > (k4 1)log, ¢ +
w(logyn), and d < m < poly(n). Let o > v/n/q - /In(2nm(1 + e~ 1)) /7 for
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some € € (0,1/2), and B > o - n\/2d+/4n2n2 + 1. Then there is a PPT reduc-
tion from M-LWE, . m.q.p. to0 U-M-LWEn,d,m,q,wsﬁ, such that if A solves the
latter with advantage Adv[A], then there exists an algorithm B that solves the
former with advantage

1 1 gt \"
Adv[B] > 3m (Adv[A] - 2\/<1 + (277+1)d> — 1>

103¢ (et 1)y
— — I1 (1_q (k+1) /u)7
i€lg]

When v = 241 n = 2%, one can take any prime q such that ¢ = 2k + 1 mod 4k
for some k = 2" with | € [{], and such that g > (n\/k)"* and ¢*/* > n@1/(k+1),

The modulus is constrained in terms of its splitting behavior. The conditions
essentially mean that ¢ splits into ¢(u) factors, each having algebraic norm q’/m.
This norm must be at least n“(1/(*+1) for Lemma 3.1 to go through, and ¢
must exceed (1s1(12))?(*) so that every element of S, is a unit in R,. Then, the
noise ratio 8/« contains three main terms. The factor nn encapsulates the norm
distortion between the coefficient and the canonical embedding, as well as the
actual length of the n-bounded vectors. The second term v/2d stems from the
masking of z when introduced in the first hybrid in the proof of Lemma 3.5. The
last factor y/4n2n? + 1 solely represents the impact of giving information on the
error in the ext-M-LWE problem.

Proof. We give an overview of the full reduction in Figure 3.2, and detail here
how to combine Lemma 3.1, 3.3, 3.4 and 3.5. For clarity, we define §; the

k+1

loss incurred by the leftover hash lemma, namely §; = ;\/ (1 + W) -1,

and 02 = HiE[so(u)] (1- q_(’H‘l)”/”). Assume there exists a PPT distinguisher A

for n-M-LWE,, 4,m,¢,_, which succeeds with advantage Adv[A]. By Lemma 3.5,
one can construct PPT adversaries B, Bz and Bj for ext-M-LWEY, ., ;. sd,

M-LWE;, 41,m,¢,0., and ext-M-LWEZ, ., ; ., 15y respectively such that
Adv[B;] + Adv[Bs] + Adv[B3] > Adv[A] — 2me — 01,

where v = ozB,,\/g1 /4B% +1and ¢ = qulR ay/ABTFT" Hence, there exists i €
? n

{1,2,3} such that Adv[B;] > %(Adv[A] — 2me — &;), otherwise the above in-
equality yields a contradiction.

Case i = 1: By Lemma 3.4, one can use B; to construct a distinguisher Bg)
for ext-M-LWE], | ;. ¢4 such that
k+1,d,q,9,5¢

Adv[BY] = %Adv[l&’l}.

Then, by Lemma 3.3, the latter can be used to construct a distinguisher B?)
for first-is-errorless M-LWE,, j41.4,4,D,, Such that

Adv[B?] > Adv[BY] — 33¢/2.
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Lemma 3.1 then yields a distinguisher 853) for M-LWE,, 1.4,4,p0,, With advantage
Adv[BY] > Adv[BP] — 6.

Since m > d, we can consider a distinguisher 854) for M-LWE,, . m,q,p, Which
simply calls BgB) on the first d samples. By combining it all, we have

Adv[BY] > Adv[BP)] > Adv[BP?] — 5,
> Adv[B] — 6, — 33¢/2

1
= fAdV[Bl] — 62 — 338/2
m

1
Z %(AdV[A} - 51 - ng) - 62 - 335/2
1

Case i = 2: We construct the adversary Bgl) for M-LWE,,  m.q,p, using Bs

as follows. On input (A,b) € R;"Xk x T™, the adversary Bél), samples a <
U(RY), s <> U(R,) and € D’\’}m. It then calls By on input (A/;b’) =
([Alal,b+ ¢ ts-a+e mod R). If b= ¢ 'As + emod R, then b’ = g7 1A’ .
[s”]s]" + (e + ¢) mod R, and e + €' is distributed as DI'. Otherwise, if b is
uniform, then so is b’ as b is independent of ¢ 'as + e’. Hence, we have

Adv[BY] > Adv[Bs] > %(Adv[A] 51— 2me)
1

>
- 3m

(AdV[.A] — (51) — (52 — 1035/6.

Case i = 3: Since ext—M—LWE:ZkH’d’q,w’Sg reduces to ext-M-LWE, . ;o 1914
without transforming the samples, we can assume without loss of generality
that Adv[Bi] > Adv[Bs]. It then yields Adv[Bi] > 1(Adv[A] — 2me — 01) as in
Case 1= 1.

In any case, we can construct a distinguisher B for M-LWE,, 1. , 4. p., as claimed.
O

3.2.1 First-is-errorless M-LWE. We follow the same idea as Brakerski et
al. [17] by gradually giving more information to the adversary while proving
that this additional information does not increase the advantage too much. We
define the module version of first-is-errorless LWE, from [17], where the first
equation is given without error. A similar definition and reduction from M-LWE
are given in [4]. The only difference between the two reductions comes from the
pre-processing step, which is performed before receiving the M-LWE samples. In
our case, this step is simplified and extended to general number fields, provided
that the modulus ¢ verifies certain splitting conditions. Further restrictions on ¢
in our reduction encompasses these conditions.
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¥

1
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v

T]'M'LWEn,d,m,q,lP

<aBpVv2d 4B%+1

Fig. 3.2. Summary of the proof of Theorem 3.2, where B, = maxzes, [lo(z)|,, and o is
the canonical embedding. In cyclotomic fields, we have B;, < nn. Note that Lemma 3.5
uses d samples from ext-M-LWE, where d is the module rank in n-M-LWE. The as-
sumptions on ¢ concern the splitting behavior of the cyclotomic polynomial in Zg[z],
and are discussed in Section 3.2.2.

Definition 3.1 (First-is-errorless M-LWE). Let K be a number field of de-
gree n and R its ring of integers. Let q,k be positive integers, and T a distribu-
tion over a family of distributions over Kg. The first-is-errorless M-LWE,, 1. 4.1
problem is to distinguish between the following cases. On the one hand, the first
sample is from U(RE x ¢"'R/R) and the rest from U(RY x T). On the other
hand, there is some unknown s <= U(R’;) and Y <= T such that the first sample
is from Aé\ﬁo} and the rest are distributed as Aé\fb, where {0} is the distribution
that is deterministically 0. When the number of samples m is fized, we denote
it first-is-errorless M-LWE,, i m q. 1, where only m—1 coefficients contain errors.

Lemma 3.1 (Adapted from [17, Lem. 4.3]). Let K be a number field of
degree n, and R its ring of integers. Then, let k be a positive integer, and T
a distribution over a family of distributions over Kg. Let q be an unrami-
fied prime integer such that the smallest norm of its prime ideal factors is
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at least n“*/*) . There is a PPT reduction from M-LWE,, x_1 ,r to the vari-
ant first-is-errorless M-LWE,, 1. ¢ v. If the number of samples m is fived, it gives
a PPT reduction from M-LWE,, ;,_1 m—1,¢,r to first-is-errorless M-LWE,,  p, 4.7
The reduction reduces the advantage by at most 1 — [, (1 — N(p;)~*), where
the p;’s are the prime ideal factors of (q).

€[k

Proof. Pre-processing: The reduction first samples a’ <= U(RF) such that a’
is Rg-linearly independent. As a result, a’ is uniform among the Rg-linearly
independent vectors. We first show that under the conditions of the lemma, the
distribution of a’ is statistically close to U(REF). Denote by S the set of vectors
of R’qC that are linearly independent, and S’ its complement in R’q“. It then holds
that

1 1 1 1 1
A(U(R).US) =5 D CARGIRE 3 G
x€ES q xeS’ q
1 1 1 Ed
2 ( '(ls |R5|> \Rm)
_ 19
| RE |

=1-Py oy Rz;)[a’ is Ry-linearly independent]

By Lemma 2.5 for ¢ = 0, we have

. . . 1
Pa/NU(RZ)[a’ is R,-linearly independent] = H] (1 — N()

Y
i€k pl)

n
>1-—
T mingepg N(p)®
>1—n—vW,

by assumption. Hence A(U(RE),U(S)) < n=“(). Then, from &', one can effi-
ciently complete it with bo, ... by € R’; such that the matrix U = [a’|bg| ... |bg]
is invertible in R,. For example, this can be done by successively sampling
the b;’s uniformly at random in R’;. By Lemma 2.5, the probability that the
newly drawn by is kept is [[;c(0 1 — N(p;)~* =0 > 1 —n=*W Tt would thus
require at most a polynomial number of sampled vectors.

Reduction: Then, sample so uniformly in R,. The reduction is as follows. For
the first sample, it outputs (a’,q~! - so mod R) € ng x ¢ 'R/R. The other
samples are produced by taking (a,b) € R’;_l X T from the M-LWE challenger,
picking a fresh randomly chosen a” € R, and outputting (Ula”|a®]T, b+¢*(so-
a”)mod R) € RF x T. We now analyze correctness. First note that the first
component is uniform over R’q“. Indeed, a’ is uniform over R’qC for the first sample,
1

and since a is uniform over R’;*I, a
in RE*%then Ula”|a”]” is uniform over RF as well.

is uniform over Ry, and U is invertible
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If b is uniform, the first sample yields ¢~ 'sgp mod R uniform over ¢~ 'R/R.

For the other samples, b+q~!(so-a”) mod R is uniform over T and independent
of Ula”|aT]" but also independent from the first sample because b masks ¢~ (s¢-
a”). If b = ¢"*(a,s) + emod R for some uniform s € RE™ and e < ¢ for
some ¢ ¢ 7, then ¢~'sg = ¢~ '(e1,[sols"]") = ¢~ (Uer, U " [so[s"]") =
g 1@ , U T[so|sT]T), where e; = [1,0,...,0]T. For the other samples, we have

b+q '(so-a”)mod R=q (a,s)+q (so-a”) +emod R
=q Y[a"[aT)" [s0]s"]") + e mod R

q
¢ HUa"|a’1" , U [s0]sT]") 4 e mod R.

Note that [so|s”]” is uniform over R}, which implies that U~"[so|s”]” is also
uniform over R’; because U~7 is invertible in R,. Therefore the reduction out-

puts samples according to first-is-errorless M-LWE with secret s’ = U~T[sq|sT]7.

Remark 3.1. Later in the reduction, we restrict the modulus ¢ to be a prime that
splits into few prime factors in the underlying cyclotomic field to maximize the
number of invertible elements, and more precisely to be able to use Lemma A.3
without having to take superpolynomial ¢. In this case, one could use moduli
that split into say  factors such that ¢—"/* < n=«1),

3.2.2 Extended M-LWE. We now define the module version of the Ez-
tended LWE problem introduced in [17], where the adversary is allowed a hint
on the errors. A first definition of ext-M-LWE was introduced by Alperin-Sheriff
and Apon [4] in which the hints were of the form Tr((z;e)) for a single error vec-
tor e and several hint vectors z;. In our case, we allow for multiple secrets (and
thus errors) and one single hint vector z, as required by our final reduction of
Lemma 3.5. Additionally, as the field trace does not provide enough information
to reconstruct (z,e) from the hint, we instead directly give (z,e) as the hint. We
prove that it does not make the problem easier. Another version of ext-M-LWE
was recently introduced in [33] in the context of lattice-based zero-knowledge
proofs, where they only provide the sign Sign((z,e)) as an additional hint for the
attacker. Again, this is not sufficient for our lossy argument in Lemma 3.5.

Definition 3.2 (Extended M-LWE). Let K be a number field of degree n,
and R its ring of integers. Let m,q,k,{ be positive integers. Let Z C R™
and v o discrete distribution over ¢ 'R. The Extended M-LWE problem, de-
noted by ext—M—LWEvak,’m’q,w’Z, s as follows. The adversary first chooses z € Z
and then receives a tuple (A,B,ETz) over R"** x (¢'R/R)™** x (¢~ 'R)". Its
goal is to distinguish between the following cases.

On one side, A is sampled from U(R?Xk), E is sampled from y™**, and de-

fineB =g 'AS+E mod R for some uniformly chosen S € foz. On the other

side, all is identical except that B is sampled from U((¢g"'R/R)™**), indepen-
dently from A and E.
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The parameter ¢ represents the number of given hints on independent noise
vectors, and therefore the number of secret vectors (which generalizes the multi-
ple secret version of M-LWE). The set Z represents the set of hint vectors z that
can be given. The ¢ hints are given in form of the inner product of such a fixed
hint vector z € Z and the corresponding column of E. Later, we are interested
in the case where Z = S} which is actually the set of secrets for n-M-LWE.
Also, note that if Z = {0}, then we recover the definition of the multiple secret
version of M-LWE from Section 2.5.

Similar to the notation from [35]|, for a matrix A € R™*™ we denote
by Alll € Rm*(m=1) the submatrix of A obtained by removing the leftmost col-
umn. Our reduction from first-is-errorless M-LWE to ext-M-LWE in Lemma 3.3
requires the construction of a matrix U, € R™*™, for all vectors z € Z = Sy
satisfying several properties. This matrix allows us to transform samples from
a first-is-errorless M-LWE challenger into samples that we can give to an ora-
cle for ext-M-LWE. The spectral norm of its submatrix U]zl[ (when embedded
with M, ), controls the increase in the Gaussian parameter. We propose a con-
struction for which we bound the spectral norm above by a quantity independent
on z, as needed in the reduction.

Lemma 3.2. Let v =[], p;", K be the v-th cyclotomic field of degree n = ¢(v),
and R its ring of integers. Let p =[], p]* for some f; € [e;], n a positive integer
and q be a prime such that ¢ = 1 mod p, ord,(q) = v/p and q > (ns1(p))?*™,
where 1 () denotes the spectral norm of the Vandermonde matrix of the u-th cy-
clotomic field. Finally, let m be a positive integer, and Z = S}*. For all z € Z,
there is an efficiently computable matriz U, € R™*™ that is invertible mod-
ulo qR and that verifies the following: z is orthogonal to the columns of U]zl[,
and HMUH (U]zl[)H < 2B, where B, = max,¢s, ||o(x)

When v = 271 n = 2¢, one can take any prime q such that ¢ = 2k+1 mod 4k
for some k = 2! with | € [(], and such that ¢ > (n/K)".

Proof. Let z € Z. First, we construct U, in the case where all the z; are non-
zero. To do so, we define the intermediate matrices A, and B of R™*™ all
unspecified entries being zeros:

~Zin,

ull Alll B

The matrix U, is invertible modulo ¢R only if all the z; (except z,,) are in Ry.
Yet, since they are all non-zero and n-bounded elements, we have that for all 4
in [m], 0 < ||7(2:)||,, <n, where 7 is the coefficient embedding. By Lemma 2.4,
since g verifies the algebraic conditions taking all f; = 1 and ¢*/*®) /s, (1) > 7,
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all the z; are in R.

By construction, the last m—1 columns of U, are orthogonal to z. Let U]zl[ be the

submatrix of U, obtained by removing the leftmost column as shown above. As

observed in Lemma 2.3 for example, it holds that HMUH (U]zl[) H = HM(,(U]ZH) H .
2 2

Then, using the fact that M, is a ring homomorphism, we have M(,(U]zl[) =
M, (A 4+ M, (BI). We now need to bound the spectral norm of these two ma-
trices, and use the triangle inequality to conclude. For any vector x € C(m~—1)n,

2 2
we have that HJ\/[[,(A”[)XH2 = \/Zie[m—l] Zje[n]|0j(zi)| |5Uj+n(7:—1)| < Byllxll,,
because each z; is in S,. This yields HMU (A]l[)H2 < B,,. A similar calculation

on B/l leads to ||M,(B/')||, < By, thus resulting in HMG(U]ZH) ) <2B,.

Now assume that z;,, ..., zm, are zeros for some ig in [m]. If the zeros do not ap-
pear last in the vector z, we can replace z with Sz, where S € R™*"™ swaps the
coordinates of z so that the zeros appear last. Since S is unitary, it preserves the
singular values as well as invertibility. Then, the construction remains the same
except that the z;,,. .., 2, on the diagonal are replaced by 1. The orthogonality

’MJ (U]zl[)H2 can still be bounded above by 25,,. O

is preserved, and

Notice that when the ring is of degree 1 and n = 1, the constructions in
the different cases match the ones from [17, Claim 4.6]. So do the singular val-
ues as B, < nn = 1 by Lemma 2.1. Also, the construction differs from the
notion of quality in [4] due to the discrepancies between the two definitions
of ext-M-LWE. The following lemma shows that the extended variant of M-LWE
with one hint (¢ = 1) is at least as hard as the first-is-errorless variant of M-LWE,
for carefully chosen parameters.

Lemma 3.3 (Adapted from [17, Lem. 4.7]). Let v = [[, pi*, K be the v-
th cyclotomic field of degree n = @(v), and R its ring of integers. Let p =
[L;p;* for some f; € [e;], n a positive integer and q be a prime such that ¢ =
1 mod p, ord,(q) = v/u and q > (ns1(p))?™, where s1(u) denotes the spec-
tral norm of the Vandermonde matriz of the u-th cyclotomic field. Let m,k be
positive integers, Z = S;*, e € (0,1/2) and o > /n/q - /In2nm(1 +&~1)) /7.
There is a PPT reduction from the variant first-is-errorless M-LWE;,  m.q,D., t0
ext—M—LWE}L,hmq’w’Z that reduces the adversary’s advantage by at most 33¢/2,

where ¥ = Dq—lR,u\/W and B, = max,es, |0 ()| -
When v = 271 n = 2¢, one can take any prime q such that ¢ = 2k+1 mod 4k
for some k = 2\ with 1 € [{], and such that ¢ > (n\/k)".

Proof. First, we clarify the condition on «. Since K is a cyclotomic field, B =
L,®q Hou(1)]...log(¢" 1) is a basis of the lattice o (¢~ R™), and each vec-
tor has norm /n/q. As a result, the max-Euclidean norm of the Gram-Schmidt
orthogonalization of B is at most v/n/q. By [20, Lem. 3.1, Thm. 4.1], our con-
dition on « ensures that o > 1.(¢g~'R™) and that Dy-1gm o is efficiently sam-
pleable.
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Now, assume we have access to an oracle O for ext-M-LWE,_, 1Bz

We take m samples from the first-is-errorless challenger, resulting in
(A,b) € (R)*™ x ((¢"'R/R) x T ).

Assume we need to provide samples to O for some z € Z. By Lemma 3.2 we
can efficiently compute a matrix U, € R™*™ that is invertible modulo ¢R,

such that its submatrix U]Zl[ is orthogonal to z, and that HMJ(U]zl[)H2 < 2B,
The reduction first samples f € K3* from the continuous Gaussian distribution
of covariance matrix o? (4B 1, — My, (U]zl[)Mc,H (U]zl[)T) € R™>mn_ The co-
< 2B,. The reduction

then computes b’ = U,b+f and samples ¢ from Dy-1pm _p/ o (as it is efficiently
sampleable), and finally gives the following to O

variance matrix is well-defined because HMJH (U]zl[)’

(A" =U,A,b' + cmod R, (z,f + c)).

Note that this tuple is in RZ”X’“ x (¢"'R/R)™ x ¢ 'R, as required. We now prove
correctness. First, consider the case where A is uniformly random over R;”Xk
and b = ¢"*As+e mod R for some uniform s € R¥, and e sampled from {0} x
D=1 where {0} denotes the distribution that is deterministically 0. Since U, is
invertible modulo ¢R, A’ = U,A is also uniform over R;“Xk as required. From
now on we condition on an arbitrary A’ and analyze the distribution of the
remaining components. We have

b'=¢ 'U,As+Ue+f
=q¢ 'A’s+Uze+f.

Since the first coefficient of e is deterministically 0, e is distributed accord-
ing D /g where S = diag(0p,xpn, @°Ly, ..., o’L,). By Lemma 2.14, Uje is then dis-
tributed according to D /g where 8" = M, (Uz)SM,, (Uy). Due to the specific
form of S, we observe that S = M, (diag(0,a?,...,a?)). Using the ring homo-
morphism property and the form of S, it holds that S’ = M, (a2U]zl[(U]zl[)T) =
a’M,,, (ULl[)MJH (U]zl[)T. Hence the vector U,e + f is distributed as the Gaus-
sian over KX of covariance matrix o?M,, (U]Zl[)M(,H (U]zl[)T + (4B, —
My, (U]zl[)MaH (U]zl[)T) which is identical to Dylyp . Since ¢ 'A’s € ¢1R™,
the coset ¢ !R™ — b’ is the same as ¢ 'R™ — (Uge + f), which yields that c
can be seen as being sampled from Dq*lRm_(UzeJ'_f)’a. Since o > ns(q_lRm),
Lemma 2.11 gives that the distribution of U,e + f 4 ¢ is within statistical dis-
tance 8¢ of Dq_1 R\ /TBETT which shows that the second component is cor-

rectly distributed up to 8z. Note that Ue = ) €W is in the space spanned

i€[m
by the columns of U]zl[ because e; = 0. This yields (z,U,e) = 0 as z is orthogonal
to the columns of U]zl[7 proving that the third component equals (z,U,e+f +c)
and is thus correctly distributed.
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Now consider the case where both A and b are uniform. Using that o >
ne(¢~'R™), Lemma 2.10 shows that the distribution of (A,b) is within sta-
tistical distance £/2 of the distribution of (A,e’ + e) where € € (¢ 'R/R)™
is uniform and e is distributed from {0} x D™~!. So we can assume our input
is (A, e’ +e). A’ is uniform as before, and clearly independent of the other two
components. Moreover, since b’ = U,e’ +U,e+f and U,e’ € ¢"'R™, then the
coset ¢71R™ — b’ is identical to ¢g7*R™ — (Uge + f). For the same reasons as
above, U,e 4 f + c is distributed as Dq_ 1R o JTBEHT within statistical distance
of at most 8¢, and in particular independent of €. So the third component is
correctly distributed again because (z,U,e) = 0. Finally, since €’ is independent
of the first and third components, and that Uge’ is uniform over (¢"'R/R)™
as U, is invertible modulo ¢R, it yields that the second component is uniform
and independent of the other ones as required. O

The condition on the modulus ¢ in Lemma 3.2 and 3.3 stems from the in-
vertibility result by Lyubashevsky and Seiler [32] stated in Lemma 2.4. Recall
that these conditions can be simplified in the case of power-of-two cyclotomic
fields as discussed in Remark 2.1.

We now use a standard hybrid argument to show that ext-M-LWE with /¢
hints is at least as hard as ext-M-LWE with one hint, at the expense of reducing
the advantage by a factor of £. The proof can be found in Appendix B.2 for
completeness.

Lemma 3.4 (Adapted from [17, Lem. 4.8]). Let K be a number field of
degree n, R its ring of integers, and k,m,q,{ be positive integers such that £ <
poly(n). Let 1 be a discrete distribution over ¢ 'R, and Z C R™. There is
a PPT reduction from ext-M-LWE}L’k’m,q,w!Z to ext-M-LWEfl}k’mq,w’Z that re-
duces the advantage by a factor of £.

3.2.3 Reduction to n-M-LWE. We now provide the final step of the overall
reduction, by reducing to the M-LWE problem with n-bounded secret using a
sequence of hybrids. The idea is to use the set Z of the ext-M-LWE problem as
our set of secrets.

To facilitate understanding, we start by illustrating the high level idea of the
proof of Lemma 3.5 in Figure 3.3. Given an instance of n-M-LWE by (A, Az+e),
our goal is to show that it is computationally indistinguishable from (A,b),
where b is a uniformly random vector. To do so, we first decompose the error
vector e into —Nz + €, by using properties of Gaussian distributions. We then
make use of a similar lossy argument as for the previous reduction of Section 3.1
by replacing the random matrix A by a lossy matrix A’ = BC+N. As opposed to
the proof from Section 3.1, we can’t simply argue with the hardness of multiple-
secrets M-LWE as the second part of the sample depends on the noise matrix N.
This is the motivation for introducing the ext-M-LWE problem, where we allow
for additional information with respect to the noise. We then use the same
leftover hash lemma as before to replace the product Cz by a uniformly random
vector s. Assuming the hardness of M-LWE, the term Bs+¢€’ is computationally
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indistinguishable form a uniform vector u. We conclude the proof by re-replacing
the lossy matrix A’ by the original uniform matrix A.

(L VAN
‘\ AY
Al A +H ———————— R - A H

Decomposition ext—M—'LWE
(no hints)

! |
| Al ] A + —N+H
| I

M-LWE
© = ! =
___ L 7 rank increase : 1‘ |
| G)
Z/

Fig. 3.3. Summary of the proof of Lemma 3.5

Lemma 3.5 (Adapted from [17, Lem. 4.9]). Let K = Q(¢) be a num-
ber field of degree m, such that its ring of integers is R = Z|[(]. Let k,m,d,n
and q be positive integers with q prime and dlogs(2n+ 1) > klog, ¢ + w(logy n).
Let g, a7, B be such that € € (0,1/2), a > v/2n.(¢"'R%), v = aBn\/ﬁ, and B =
aB,V2d, where B, = maxges, ||o(x)| - There is a PPT reduction from the
problems ext—M—LWE?,kd’q’w’Sg, M-LWE,, . m.q,p0., and ext—M—LWEka,d%w,{O}d
with ¥ = Dy-1g o to N-M-LWE,, g.m qw.,. Hence, for any distinguishing algo-
rithm A for the n-M-LWE,, 4.m qw., problem, there exist algorithms By, Bz, B3
for ext—M—LWEﬁhd,q,szg, M-LWE,, x,m.q,0, and ext—M—LWE$k7d7q,w7{O}d re-
spectively such that the following inequality holds.

1 ¢ \"
Adv[A] < Adv[Bi] + Adv[Bs] + Adv[Bs] + 2me + 2\/(1 + (2v7+1)d> -

The problem ext-M-LWE}", ; , (5;a mentioned in the lemma statement is
trivially harder than ext-M-LWEJ", ; ¢4, that is also why it is not specified
””” n
in Figure 3.2.

Proof. Given an 1-M-LWE,, 4.m qw., sample (A, ¢~ 'Az+e mod R), with A
U(Ry™4), z <= U(Sg) and e € K' sampled from the continuous Gaussian D}"

with parameter vector r with r? = > + o Zi|oj(zi)|2. We have |[r|, =
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2+ 042||Z||§’00, as well as ||Z||§OO < Zie[d]Ha(Zi)Hio. Recalling the parame-

ter B, = max,es, [|o(z)|| ., that can be bounded above by nn for cyclotomics

by Lemma 2.1, we get [[r|, < ,/*+ Bida? = B,v2da = (8. The objective is

to show that (A,¢ !Az + e mod R) is computationally indistinguishable from
uniform. To do so, we define different hybrid distributions as follows, and prove
that each one is indistinguishable from the next.

— Hp: Output (A, ¢ 1Az + e mod R) as in N-M-LWE,, d.m,q0_ 4

Hy: Output (A, ¢ ' Az—Nz+e’ mod R), where N « D;nj%a and e’ <> DI
and A,z as in Ho;

Hy: Output (A/,q"'A’z — Nz + € mod R) = (A’,¢'BCz + € mod R),
where B <= U(R;"**), C <= U(RF*4), A’ = q(¢7'C"B” + N” mod R)”,
and N, z, e’ as in Hy;

Hjy: Output (A’,q"'Bs + € mod R), where s < U(R’;), and A’ B, e’ as
in HQ;

— Hy: Output (A’,u), where u += U(T™), and A’ as in Hs;
— Hj: Output (A, u), where A <= U(RJ"*%) and u as in Hy.

From Hy to Hy: We first claim that A([-Nz + €'];,e;) < 2¢ for all ¢ € [m)].
Indeed, (1/a%+ ||z[5 _/7%)" Y2 > a/v/2 and /2 > n.(¢ ' R?). If n; € ¢~ ' R?
denotes the i-th row of N, Lemma 2.15 yields the claim since we have [-Nz +
€']; = (n;,—z) + e, thus giving A(—~Nz + €', e) < 2me.

IPJA(H,) = 1] — PLA(H,) = 1]| < 2me. (1)

From Hy to Hy: We argue that a distinguisher between H; and Hs can be used
to derive an adversary B for ext-M-LWE", ; sd with the same advantage. To
do so, B; transforms the samples from the challenger of the ext-M-LWE problem
to samples defined in H; or the ones in Hs depending on whether or not the
received samples are uniform. In the uniform case, (C7, ¢ 'A% Nz) can be effi-
ciently transformed into a sample from H;. Note that ¢ "' A” indeed corresponds
to the uniform case of ext-M-LWE, because A is uniform over R, and ¢~ 'R, can
be seen as ¢~!R/R. Additionally, the transpose operator comes from the fact
that the hints are Nz, which corresponds to m error vectors of size d. So the sec-
ond component is indeed of size d X m as required. In the other case, if we apply
the same transformation to the ext-M-LWE sample (CT, ¢ 1CTB” + N7 mod
R,Nz) where BT and N7 are the secret and error matrix respectively, it leads to
a sample from Hs. The (randomized) transformation can be described by sam-
pling €’ from D' and outputting f(X1, X, x3) = (¢XT,XTz—x3+€ mod R).
Hence, Bj is a distinguisher for ext—M—LWEnm7k7d7q,mSg, and

|PlA(H,) = 1] — PlA(H2) = 1]| = Adv[B4]. (2)

From Hs to Hs: The Ring Leftover Hash Lemma stated in Lemma 2.8 yields that
(C,Cz) is within statistical distance at most § = 3./(1+¢*/(2n+1)%)" — 1
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from (C,s). Note that the condition dlog,(2n + 1) > klog, ¢ + w(logyn) im-
plies § < n~“M), This yields

[PLA(H) = 1] — PLA(H;) = 1]] < 6. (3)

From Hj to Hy: A distinguisher between Hz and Hy can be used to derive an
adversary By for M-LWE,, 1 .4,y For that, By applies the efficient transfor-
mation to the samples from the M-LWE challenger, which turns (B, u) into a
sample from H, in the uniform case, and (B,¢ 'Bs + € mod R) into a sam-
ple from Hjs in the M-LWE case. The transformation is given by ¢(X;,x2) =
(X1C + ¢N mod ¢R, x2), where C,N are sampled as in Hy. Therefore, Bs is a
distinguisher for M-LWE,, 1. , 4.4 such that

[PLA(H;) = 1] — PlA(H,) = 1]| = Adv[B]. (4)

From Hy to Hs: We now change A’ back to uniform. With the same argument
as before, we can construct an adversary By for ext-M-LWE", ;. (14 (which
corresponds to multiple-secret M-LWE without hint) based on a distinguisher
between H, and Hjs. It transforms (CT, ¢~ 1(A’)T,N-0) into a sample from Hy
(M-LWE case) and (CT,qg AT N - 0) into a sample from Hj (uniform case).
The transformation samples u <= U(T™) as in Hy and outputs h(X, Xa,x3) =
(¢XZ u). We then get

IPLA(H,) = 1] — P[A(H5) = 1]| = Adv[Bs]. ()

Putting Equations (1), (2), (3), (4), (5) altogether yields the result. O

4 Computational Hardness of M-LWE with Small Error

In this section, we focus on the hardness of M-LWE when the error distribution is
uniform over S} instead of Gaussian as in the standard formulation of M-LWE.
The overall proof strategy follows the idea of Micciancio and Peikert [38], that we
adapt to modules. It uses a different proof method as the one we used in Section 3
as it relies on proving that the M-LWE function is one-way with small uniform
inputs (errors). On top of that, we provide a more fine-grained analysis to reach
concrete parameters. The security of practical schemes is indeed driven by the
ring degree n as we wish to use a small rank d for efficiency. The asymptotic
approach is then not perfectly suited for achieving very small ranks d and very
small error bounds 1 simultaneously. We therefore try to avoid asymptotic results
and bounds as much as possible. Even with our approach, we cannot set d and 7
arbitrarily small independently of each other. We first recall the duality between
the M-LWE and M-ISIS function families which allows us to switch from one to
other at essentially no cost. We then prove our result in terms of M-ISIS as it
simplifies the analysis. We briefly discuss the practical implications of our work
in Section 4.4.
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4.1 Duality between M-LWE and M-ISIS

In the following, we adapt the duality results from [36, Sec. 4.2] to the module
setting. To the best of our knowledge, this hasn’t been formally done before.
For completeness, we detail the proofs in Appendix B.3. The idea when going
from M-LWE to M-ISIS is to cancel the secret part via a parity check matrix B
that is such that A”B = 0 mod ¢R. The M-LWE error distribution e then
becomes the input distribution of the M-ISIS instance with matrix B’ = BU
where U simply randomizes B. Note that in this paper we are considering a
parameter regime such that the function family of M-ISIS is injective. In other
words, solutions to M-ISIS are with a very high probability unique. This regime
is sometimes referred to as low-density ISIS [29] or even more generally as a
knapsack problem [36]. For B’ to be well distributed, we need A to be non-
singular which is characterized by the function 6(-, -) from Section 2.1. The upper
bound derived from Lemma 2.6 for this singularity probability requires ¢ to
be unramified in order to have an easier characterization of units of R,. Also,
note that the following lemmas are only meaningful if the extra losses incurred
by d(-,-) are negligible, which may require to restrict the splitting of q. We
elaborate on the matter in Section 4.2.3.

Lemma 4.1 (Adapted from [36, Lem. 4.8]). Let K be a number field of
degree n, and R its ring of integers. Let d,q, m be positive integers such that q is
an unramified prime, and m > d+ 1. Let X be a probability distribution on R™.
If M-LWE(n,d, m,q, R™), X) is e-uninvertible (resp. one-way, pseudorandom,),
then (M-ISIS(n,m — d,m,q, R™), X) is &' -uninvertible (resp. one-way, pseudo-
random), with ¢ = §(m,m —d) +¢/(1 — d6(m,d)) (resp. ¢ = 26(m,m — d) +
e/(1 = d(m,d)) for pseudorandomness).

Lemma 4.2 (Adapted from [36, Lem. 4.9]). Let K be a number field of
degree n, and R its ring of integers. Let d,q, m be positive integers such that q is
an unramified prime, and m > d+ 1. Let X be a probability distribution on R™.
If (M-ISIS(n,m — d,m,q, R™), X) is e-uninvertible (resp. one-way, pseudoran-
dom), then (M-LWE(n,d, m,q, R™), X) is &'-uninvertible (resp. one-way, pseu-
dorandom), with €’ = §(m,d)+¢/(1 —d(m,m—d)) (resp. ¢’ =26(m,d)+¢/(1—
d(m,m — d)) for pseudorandomness).

4.2 Hardness of M-LWE with Small Error

We now focus on proving the one-wayness of the M-LWE function family with
respect to a short uniform input (i.e., error) distribution, assuming the pseu-
dorandomness of the M-LWE function family with Gaussian input. It therefore
implies the hardness of search M-LWE with small uniform error from that of the
decision version of M-LWE with Gaussian error. To prove the one-wayness of
the M-LWE function, we prove the result in terms of M-ISIS and use Lemma 4.2
to conclude. Recall that by Lemma 2.16, it suffices to prove that M-ISIS is
uninvertible and second preimage resistant with respect to this specific input
distribution. We actually prove the second preimage resistance of the M-ISIS
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function, and the uninvertibility of a decomposition of the M-ISIS function. We
then argue that these two function families are indistinguishable based on the
pseudorandomness of M-ISIS (or M-LWE equivalently). The idea of the proof is
summarized in Figure 4.1.

(S) n—M—LWEd,m_d

n-bounded error
A
Lem. 4.5

\

_ m Statistical Second :
(D) il LWEk’Z Preimage Resistance (S) - LWEd’m
@ m—d AT for n-bounded error
e e U(ST) A
Lem. 4.1 Lem. 4.4 Lem. 4.2
Y
(D) M-ISISp_a¢ —— > 22 L1 (S) MISTS i am

0 V4 m —{
Statistical
Uninvertibility
NT
m—d (A ) I, Y for
e U (Sg' ")
Lem. 4.3

Fig.4.1. Summary of the proof of Theorem 4.1. S denotes the search version, while
D denotes the decision version. The first subscript for M-LWE denotes the rank,
while the second subscript denotes the number of samples. For clarity, we removed,
for both M-LWE and M-ISIS, the subscripts for the ring degree n and the modulus ¢
as they are preserved throughout the proof. We have £ = m — d + k.

4.2.1 Uninvertibility. In order to prove the uninvertibility of the function
family (M-ISIS(n, m—d, m,q, R™),U(S}")), we decompose it into a linear (Gaus-
sian) function family £ and a smaller M-ISIS(n, m — d, ¢, q, R*) function family
with £ < m. By Lemma 2.18, it suffices to prove the uninvertibility of (£, U(S]")).

We first define what we mean by linear (Gaussian) function.

Definition 4.1. Let K be a number field, and R its ring of integers. Let £,m be
positive integers such that m > £, a > 0, and X C R™. We define the function
family L(¢,m, , X) obtained by sampling Y from Dfé(imfz), and outputting hvy :
X — R’ defined by ¥x € X, hy(x) = [I, | Y]x, where | denotes the horizontal
concatenation.

We now use Lemma 2.17 to prove that (L(¢,m,«, X),U(X)) is statistically
uninvertible with uniform inputs for carefully chosen parameters. In particu-
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lar, the result is only meaningful when e3 is negligible. This leads to involved
conditions on the parameters, which we discuss in Section 4.2.3.

Lemma 4.3. Let K be a number field of degree n, and R its ring of integers.
Let £,m,d be positive integers such that m > max(d, ), and o > 0. Let n be a
positive integer and X C S)'. We define the function family F = M-ISIS(n, m —
d,l,q,R") o L(t,m,a, X). Then, for any t > 0, (F,U(X)) is (statistically) e3-
uninvertible for

- X|F<nr<1+a\/7(0\f+cx/7+t)>>ne

—t?
+ 2ne ,

where C > 0 is an absolute constant (empirically C =~ 1/v/2n). When t =
w(+/logy ), the second term is negligible.

Proof. We first bound Ep, ~.2[|hy (X)|] and use Lemma 2.17 to conclude. Let hy
be sampled from L£(¢,m, o, X). Let x = [x] | x3]7 € X, with x; € 5, and x5 €
Syr=t. Then, hy (x) = x1+Yx. As seen in Section 2.1, it holds that 7(hy (x)) =
7(x1) + M, (Y)7(x2), and therefore

Iy ()l < M7 (ea)ll + M= (Y, - [I7(x2)],-

Since x; and xp are vectors over Sy, it holds that |7(x1)|l, < nvnf and
that ||7(x2)[l, < ny/n(m —£). By Lemma 2.3, we also have

1M (YY)l = gé%llak(Y)lly

As 0 (Y) is a discrete Gaussian of parameter «, Lemma 2.9 gives that for all k €
[n] and all t >0

Py ptxin-o [||ak( My > Ca(Vi+Vm—1+ t)} < 2e 7
for an absolute constants C' > 0, (C' ~ 1/+/27). A union bound then yields
Py ptxtm-o [||MT(Y)H2 > Ca(Vl+vm—1+ t)} <on-e

For t = w(y/logy n), the bound becomes negligible. Hence, with probability at
least 1 — 2ne~™", we have that 7(hy(x)) is bounded by

r:\/ﬁn(ﬁ+0am<ﬁ+m+t)).

The number of integer points in the né-dimensional ball of radius r is the di-
mensionless volume of the ball which is (y/7r)"/I'(nf/2 + 1). Yet, it holds

40



that I'(x + 1) > v/2mx(x/e)*. Therefore, we have that

nt
(0] £ (E)
nt
S\ﬁ;ﬁGW@W<1+Cm/mZ€(V?+Vm—€+0>> .

As the bound is independent of Y, let us temporarily denote it by B. We also
define S = {Y € R*(m=0 . |M.(Y)|| < Ca(Vl+ Vm—{+1t)}, and S’ its
complement in R*(m~6) We then have

Ellhy (X)) = > Py[Y = Ylhy/(X)[+ Y Py[Y = Y']|hy/(X)]
Y'eS Y’'es’

< B+|X| 2ne™"",

where the first inequality follows from the above calculations and the fact that
for Y’ € S’, we have the trivial bound |hy/(X)| < |X|. Lemma 2.17 then yields
the ez-uninvertibility of £, with e3 = B/| X |+ 2ne= ", By Lemma 2.18, we thus
obtain the es-uninvertibility of F. O

4.2.2 Second Preimage Resistance of M-ISIS. We now prove the (sta-
tistical) second preimage resistance of the M-ISIS function family with respect
to the uniform distribution over an n-bounded domain.

Lemma 4.4. Let K be a number field of degree n, and R its ring of inte-
gers. Let k,q,m,n be positive integers such that q is prime. Let X C Sp.
Then (M-ISIS(n, k,m,q, X),U(X)) is (statistically) e4-second preimage resis-

tant for
nk
B
so=(ix]-n- (22)

where Bo, = maxyes,, [|0(2)|| -

Proof. To prove it statistically, we show that for A,x uniformly chosen, the

probability that there exists x’ # x such that ATx’ = ATx mod ¢R is less
than €4, namely

pi= PAHU(R;LXk)[HX/ € X\ {x}, ATx' = ATx mod ¢R].
xU(X)
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Using the total probability formula and the union bound on x’, we have the
following.

p= Z Py[x = x*] - Pa x[3x' € X \ {x}, ATx' = ATx mod ¢R|x = x*|
x*eX
= ) IX|7HPa[x € X\ {x"}, AT(x' —x") = 0 mod ¢R]
x*cX

1x|7! Z Z PA[AT(x —x*) = 0 mod ¢R).
x*eX x'eX\{x*}

IN

Let x* € X,x’ € X\{x*}, and set z = x’—x*. Then, by [34, Lem. 4.4], ATz mod
qR is uniformly distributed in (Z,/qR)* over the randomness of A, where Z, =
(1) + ... {zm) + (q). Hence the probability that ATz = 0 mod ¢R is |Z,/qR| "
As 7, and ¢R are ideals of R, we have |Z,/qR| = N(qR)/N(Z,) = ¢"/N(Z,). Yet,
for all ¢ € [m], (z;) C Z,, meaning that N(Z,) divides N((z;)). Similarly, N(Z,)
divides N({g)) = ¢". Hence

N(Z,) < ged (¢", N((z1)), -, N((zm))) ,
which yields the (loose) bound

N(Z,) < min (q", N((zﬁ)) .

Since z # 0, there exists ¢ € [m] such that z; # 0. Note that we have z €
{a—Db;(a,b) € X} C S5 Tt thus holds

N((z)) = IN(z:)| = [] loj(z0)| < B3,
JEln]

min
i€[m]:z; #0

by Lemma 2.1 where By, = max,cs,, [|[0(z)]| .. Recall that in cyclotomic fields
we have Ba, < 2nn. Hence Pa[ATz = 0 mod ¢R] < (B2,/q)™*. Going back to
our original calculation, we then have p < |X|71|X|(|X| — 1) - (Bay /)™ = &4
which concludes the proof. O

Remark 4.1. For common choices of n, m and prime ¢, we heuristically observe
that the ideals (z1),...,(zm), {¢) are relatively prime with high probability,
which means that Z, = R in the proof above. In this case, N(Z,) = 1 which
yields a much better bound on the probability. Since the probability sums over
all the possible x’, one would need to evaluate the proportion of z generated as
above that verify Z, = R. We leave it as an open problem.

For example, consider the case of cyclotomic fields. By Lemma 2.4 (or Re-
mark 2.1 for power-of-two conductors), if ¢ splits into few factors and is large
enough with respect to 1 so that Sa, \ {0} mod ¢R C R, then we have that
for all z € S35} \ {0}, Z, = R. Indeed, for such z, there exists i € [m] such
that z; € Sa,)\{0} and therefore z; mod ¢R € R;‘. This implies that (2;)+(q) = R
and as a result Z, = R. Hence, we can improve the bound on the probability
to g4 = (| X| — 1)/¢"* if we accept to enforce a specific splitting on q.
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4.2.3 One-wayness of M-LWE with Small Uniform Error. Using the
results from Sections 4.2.1 and 4.2.2, we can give the main theorem of this
section. Under the assumption that the M-LWE function family is pseudorandom
with respect to a Gaussian error distribution, it proves that the M-LWE function
family is one-way with respect to a small uniform error distribution. Recall that
if a function is one-way, then it is also uninvertible. Hence, this shows that
the search version M-SLWE with small uniform error is at least as hard as the
decision version M-LWE with Gaussian error.

Theorem 4.1. Let K be a number field of degree n, and R its ring of integers.
Let d,m, k be positive integers such that m > d >k > 1. Let q be an unramified
prime such that min;e,) N(pi)"‘in(m_d’k)“‘1 > n“(M) | where the p;’s are the prime
ideal factors of (q). Let n be a positive integer, and X C Syt We define £ =
m —d+ k. Assume that the function family (M-LWE(n, k, ¢, q,Re),Dé’a) is €1-
pseudorandom for a > 0. Then (M-LWE(n,d, m,q, X),U(X)) is e-one-way for

(m — 0)(25(6,m — d) +e1/(1 — 6(0,k))) + 3 + &4

e=0(m,d)+ 1 —46(m,m —d) ’

where €3,€4 are defined in the statement of Lemma 4.3 and 4.4 respectively.

Proof. Define the function families F = M-ISIS(n, m—d, ¢, q, R) o L(£,m, a, X),
and G = M-ISIS(n, m — d,m, q, X).

Indistinguishability: Using Lemma 4.1, the pseudorandomness of the M-LWE
function family implies that (M-ISIS(n, m—d, £, q, R"), Df, ) is e3-pseudorandom
with

&
1-06(C,k)

Take fa ohy according to F, and fa+ according to G. Then fa ohy is the linear
map x — [AT | ATY]x. Decomposing A" into [(A})T | (A)T], with A} €
Ry An e RIMTOXM=D e have that far = x — [(A})T |(A})7]x. By
the eg-pseudorandomness of M-ISIS with respect to D%’a, a hybrid argument
yields that F and G are (m — £)eo-indistinguishable.

Uninvertibility: By Lemma 4.3, it holds that (F,U(X)) is es-uninvertible, where
€3 is defined in Lemma 4.3.

Second Preimage Resistance: By Lemma 4.4, it holds that (G, U (X)) is e4-second

preimage resistant for
B n(m—d)
= x-n- (S2)

We thus have that (F, G, U (X)) is a lossy function family, depending on &9, €3, 4.
Lemma 2.16 yields that (G, U(X)) is eg-one-way with €9 = (m — £)eg + €3 + 4.
Using Lemma 4.2, it gives that (M-LWE(n, d, m, ¢, X),U(X)) is e-one-way with

0 = 25(0,0— k) +

€0
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Combining everything, we get

(m—=0)26(6,m—d)+e1/(1—8(L,k)))+e3+ ¢4
1—6(m,m —d) ’

e =0(m,d) +

which yields the claim. The condition on ¢ ensures that all the (-, -) are neg-
ligible. Indeed, as noted after Lemma 2.6, if the smallest norm N of the prime
ideal factors is such that N+t > p«() for ¢ > b, then §(a,b) < n~«1),
The condition on ¢ thus yields that d(m,d),d(m,m — d),5(¢,m — d), (¢, k) are
negligible. O

Let us now discuss the various conditions that are needed to apply this theorem
in the context of cyclotomic fields. The lower bound on g comes from ensuring
that e4 is negligible. Indeed, we have that |X| = (27 4+ 1)™™, and therefore it

suffices to have .
onn\""
20+ 1) (q”) <1, (6)

which can be written as ¢ > 2nn - (2n + 1)™/ (=9 Hence, for A > 0 one can

choose ¢ > 2M(m=d) . onp . (2n + 1)m/(m_d) which ensures ¢4, < 27", Once
this lower bound on ¢ is set, one can easily find the closest prime ¢ with an
appropriate splitting as required by the theorem.

The expression of €3 is more involved, but the idea is the same. For it to be
negligible, we need

L
n' m—/
T G <\/ﬁ <1+Coz\/€ (Vh \/m—£+t))> <1,

(7)
where ¢t = w(y/logyn). Due to the many dependencies in m,k,d and 7, it is
harder to extract a closed-form inequality on m given k,d and 7. Instead, we
evaluate the inequality with different parameters while trying to minimize 7 and
maximize m, while ensuring m > d > k > 1. As we aim at proving the hardness
of M-LWE with small parameters, one can evaluate Equations (6) and (7) with
the goal of minimizing 7, ¢ and d, while maximizing m and making sure that k& >
1 (k > 2 being preferable to rely on modules). It turns out that the condition is
not met for all sets of parameters, and 7 cannot be arbitrarily small for arbitrary
ranks k, d. Nonetheless, we can find settings in which 7 is a small constant, but
this might require to take d slightly larger. As expected, when m — d grows for
a fixed d, the error bound n must be larger as well. Table 4.1 give two example
sets of parameters that verify the conditions, along with the losses €3,¢e4, one
relying on ideals (k = 1).

Remark 4.2. Note that we can provide the asymptotic behavior e3 = O(a - m -

n-t/VO™/|X| + 2ne~™" but this approach makes it unclear how to choose
the parameters. In particular, as we can use low ranks like d = O(1), we have
to make sure that £k > 1 and m > d + 1, which is not always possible for low
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n k d m n q €3 €4
256 1 11 12 1 ~ 2% A 27190 4 2728 27%%
256 2 14 16 10 ~2% A 27300 7%t 27%%

Table 4.1. Example parameter sets reaching the conditions of Theorem 4.1. We
take t = logon, and o = logyn if Kk = 1 and a =~ 2\/Elog2n if £ > 1. Empirically,
we have C' = 1//27 as noticed for example in [37, Sec. 2.4]. The loss of 272*' that
dominates in the value of €3 comes from the spectral bound loss 2n - ef"tQ. For such
parameters, one can determine the appropriate splitting of g for the d(-,-) to be
negligible. For the first set of parameters, if ¢ splits into n/2 factors, all the 4(-,-) will
be less than 277, but if it splits into n/4 factors, they will be less than 272*2. For
the second set of parameters, if ¢ is fully splitted, they can all be bounded by 27'3¢
and if ¢ splits into n/2 factors, they will be less than 27281,

values of 1. The asymptotic approach gives a more direct condition on m. Indeed,
taking o = 2v/kt, and denoting by C’ the asymptotic constant, we have

. (2C" mt*y /R0 \"
o<s-m~n~t/ﬂ>f/|Xg< Byt )

Since ¢ > k, we can choose the parameters to have (2C'mt?n)’/(2n+1)™ < 1/2
to have a exponentially small loss. We thus have

2C mt*n)*/(2n+1)™ < 1/2
& (m — (d — k))logs(2C"mt*n) < mlog,(2n+1) — 1
< m(logy(2C'mt*n) — logy(2n + 1)) < (d — k) logy (2C"mt?n) — 1
& m < (d—k)(1+logy(2n + 1)/ logy (2C"mt*n/ (20 + 1))
— 1/logy (2C"mt*n/(2n + 1)).

This leads to a condition on m which is

d<m<(d—k) <1+ logy(2n + 1) )

log,(2C" - m - t2/3)

which is much similar to the condition in [38]. The main difference stems from the
fact that m is no longer our asymptotic parameter, which explains the presence
of t? = w(logy n). It still remains difficult to see which parameter sets meet this
condition, mostly because the constant C’ can be rather large while we wish d
and k to be small constants. Regardless, if we aim at small values of 7, we see that
we obtain m < d(1+0(1)). This bound seems true even with our non-asymptotic
analysis.
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4.3 On Hermite Normal Form M-LWE with Small Keys

We now look at the use of our result to obtain the hardness of M-LWE where both
the error and secret distribution are uniform over small elements. To do so we
combine Theorem 4.1 with a Hermite Normal Form transformation for M-LWE.
Langlois and Stehlé [24, Lem. 4.24| proposed an immediate generalization of the
reduction from LWE to its Hermite Normal Form by Applebaum et al. [5] to
modules. In particular, it relies on the fact that if one has access to sufficiently
many M-LWE samples (a;, b;), they can find a subset of the a; that form a
matrix in GL4(R,). As our proof of Section 4.2 seemingly limits the number of
available samples, it is relevant for us to understand the trade-off between the
quality of the reduction (in terms of loss in advantage) and the number of initial
samples. More precisely, if one is limited to use m’ > d samples to construct this
invertible matrix, it comes down to evaluating ¢'(m’, d). The proof can be found
in Appendix B.3 for completeness.

Lemma 4.5 (Adapted from [5,24]). Let K be a number field, and R its ring
of integers. Let d,q,m’ be positive integers such that q is an unramified prime,
and m' > d > 1. Let s be an arbitrary vector of Rg and ¥ a distribution over R.
There is an efficient transformation T such that T(As.p) = Ax .y for some x
sampled from ¢, and T(U(R3 x Ry)) = U(RI x Ry). T can be constructed in
polynomial time using m’ samples from D € {As .y, U(Rg X Ry)} with probabil-
ity 1 — &' (m/,d).

This transformation shows a reduction from worst-case (or average-case if s is
uniformly sampled over Rg instead of arbitrary) search-M-LWE to search-HNF-
M-LWE, but also from decision-M-LWE to decision-HNF-M-LWE. All the pa-
rameters are preserved except for the number of samples because we need m’ > d
extra samples to construct the transformation, i.e., construct the invertible
matrix A involved in the map with the corresponding b. To prove the hard-
ness of HNF-M-LWE with m/” samples, we thus need to assume the hardness
of M-LWE with m = m’ +m/ samples. The choice of m’ allows for tweaking the
success probability of the reduction, but at the expense of requiring more sam-
ples. Let us now discuss the loss ¢'(m/, d). In the case of integers, Z, is generally
a field which yields a closed-form expression of this probability. Unfortunately,
in the case of Ry, it becomes anything but trivial as explained in Appendix A.
We can still obtain the following bound

[m'/a)

& (m’,d) < §'(d d)Lm//dJ = 1_Cﬁ H (1 _ 1)
T 7 £=0 ie[x] Nipa)™ ,

which we briefly prove here.
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Proof. For each j € [|m'/d]], we define S; = {(j —1)d + 1, ..., jd} which is of
size d. We then have

o'(m',d) = P(ai)ie[m/]NU(Rg)’"’ ﬂ {(a;);es are not Ryl i.}

| sCim].Is1=d

< P(ai)ie[m/]NU(Rg)’”’ ﬂ {(as)ies, are not R,-1. 1.}

Ljellm/a))

= H P(ai)ieSJNU(Rg)d[(ai)iesj are not R,-l. i.}
jellm'/a)]

= §'(d, )L/,

where the first inequality is just an inclusion of events, the second equality is by
independence of the a;’s as none of the S; overlap, and the last equality follows
from the definition of ¢'(d, d). O

We note that §’(d, d) highly depends on the size and splitting of ¢ as it is
essentially dominated by m Hence, depending on the splitting of g,
we would need to take m’ = C'd with C sufficiently large to make ¢'(m/, d) negli-
gible. Our bound is however not tight and we expect ¢’ (m/, d) to decrease much
faster when m’ grows. Unfortunately, we were not able to find a better bound
on ¢’(m’,d) which would support this conjecture. We leave it as an interesting
open problem.

As concrete examples, let us take the parameters of Table 4.1. If ¢ ~ 23! splits
into n/4 = 64 factors of inertia degree 4, for d = 11, we have §'(d, d) ~ 27118, As
a result, m’ = 2d ensures &' (m/,d) < 27235, However, if ¢ splits into n/2 = 128
factors of inertia degree 2, we now have ¢'(d, d) ~ 2755, and we would thus need
to take a larger m’.

We then obtain the following result by combining Theorem 4.1 with Lemma 4.5.

Corollary 4.1. Let K be a number field of degree n, and R its ring of integers.
Let d,m,k be positive integers such that m > d > k > 1. Let q be an unrami-
fied prime such that min;ey N(pi)mi“(m_d’k)‘|r1 > n“M) | where the p;’s are the
prime ideal factors of (q). Let m' be a positive integer such that m > m' > d
and 8'(m/,d) < n=“M. Then, let n be a positive integer, and X C Syt We
define £ = m — d + k. Assuming that the decision version M-LWE,, k.q.6,Dr.o
is €1-hard for a > 0, it holds that search version n-M-SLWE, 4 ¢ m—m' v(T,)
is €'-hard for

(m—=0)25(6,m—d)+e1/(1 = 6(L,k))) +e5+ ¢4
1—68(m,m —d) ’

g =8(m',d)+§(m,d)+
where €3,e4 are defined in the statement of Lemma 4.3 and 4.4 respectively.
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4.4 A Thought on Practical Hardness

Several cryptanalytic works target the LWE problem, with sometimes increased
efficiency when the parameters are small, e.g. particularly small secret, or par-
ticularly small error. They leverage either lattice reduction [27,28], combinato-
rial [55,9,23] or algebraic [6,3] techniques. The latter attack by Arora and Ge
specifically targets LWE with small errors. It does not depend on the underlying
structure, and therefore also applies to the more general case of M-LWE. The
idea is to see the (search) LWE problem as solving a noisy system of equations,
and transforming it into a noiseless polynomial system (where the degree of the
polynomials depend on the size of the LWE error). Then, using root finding
algorithms for multivariate polynomials, one can solve the new system.

More precisely in the case of LWE with 7-bounded error (e € {—,...,n}™),
the Arora and Ge attack [6] solves the problem in polynomial time if m =

(d';fi‘{l) = (d**1), where d is the LWE dimension. For n = 1, the attack

becomes exponential for m = O(d). It has been refined in [3] to obtain subex-
ponential attacks whenever m = §2(dlog, log, d) in the uncentered binary case
({0,1}). As the attack ignores the structure, one can embed the m M-LWE equa-
tions with d unknowns over R, into nm equations with nd unknowns over Z,
and apply the same attack. However, we now obtain a polynomial attack only
for nm = 2((nd)?"*!) and therefore m = 2(n?7d?"*1). In practical schemes
relying on M-LWE with small errors [10,18], the rank d is a small constant
and n drives the security parameter. Additionally, we saw in Section 4.3 that
roughly m = m/ + m” is enough to establish the hardness of M-LWE with
small secret and error with m’” samples. For common parameters where m” = d
or d + 1, we thus have m = m/ + m” = O(d) < n?'d*"*!. This is why we
think that the hardness of M-LWE with both small secret and error is yet to be
determined. The gap between what we proved in this section and the applicable
attacks can still be reduced in either direction: either by finding new attacks
that require fewer samples, or by improving theoretical hardness results to allow
for more samples.

5 A Quick Survey on the Hardness of M-LWE

This section aims at gathering all known results on the hardness of the M-LWE
problem along with our new contributions, and comparing them whenever pos-
sible.

General Hardness. Although the M-LWE problem was originally introduced
in [16] for power-of-two cyclotomic fields, its hardness was first studied by Lan-
glois and Stehlé in [24]. They established the hardness of the standard formula-
tion M-LWE,, 4,n,4,7,, based on the quantum hardness of Mod-GIVP’* (which

is a generalized version of SIVP. ), where a = 2(d\/n/7). Although the proof
for the decision version requires ¢ to be a fully splitted prime in the cyclotomic
ring, the authors gave a modulus switching reduction showing that the form of ¢
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is not restrictive if one accepts a (moderately) increased error. This reduction
proves that if M-LWE,, 4., 4,7, is hard, then so is M-LWE,, 4. p 1., for an ar-
bitrary modulus p. This comes at the expense of increasing the error from «
to o' > a-max(1,q/p) - n*>*Vdw(logs n). Then, combined with [12, Lem. 13],
one can obtain the hardness of M-LWE with error in Dgv o/ for o/ = aw(log, n)
instead of 7}, and where R" is the dual of R. The quantum reduction from [24]
was later used in [4] to derive the hardness of M-LWR (Module Learning With
Rounding) which we do not cover in this discussion.

As discussed in [16], the M-LWE problem offers a trade-off between secu-
rity and efficiency depending on whether the parameters lean towards LWE
(degree n equal to 1) or R-LWE (rank d equal to 1) respectively. In particular,
establishing a hierarchy of hardness between M-LWE and the widely studied and
used R-LWE was up for debate. Albrecht and Deo [1] provided a first answer
by showing that R-LWE with modulus ¢? is at least as hard as M-LWE with
modulus ¢ and rank d. This actually comes as a byproduct of their more gen-
eral result showing a modulus-rank switching reduction from M-LWE,, 4 1, 4.0,
to M-LWE,, ¢/ .m,q¢,D.,- The moduli and ranks can be arbitrarily chosen provided
that one can efficiently describe the lattice A = ¢ “'GTRY + R? for a cho-
sen G € RY*4_ Tt also requires to increase the error from « to o/ > Va2 + A,
where A depends on the size of the secret distribution and the quality of the
description of A. As a result, the reduction becomes less interesting for very
large secrets. We refer to [1,2] for the detailed expression of A. The reduction
to R-LWE was later improved and generalized by Wang and Wang [56] to hold
over all cyclotomic fields. A revision of the work by Albrecht and Deo, which
can be found in [2], further improved this line of work with a new analysis.
Additionally, a result from Peikert and Pepin [44] tightly proves the hardness
of M-LWE over a number field K of degree n and with rank d assuming the
hardness of R-LWE over any one of a class of number field extensions K'/K
with extension degree d = [K’ : K]. Instead of showing a modulus-rank trade-off
as in [1], they provide a degree-rank trade-off, where the underlying ring struc-
ture is changed, while preserving the modulus ¢. Note that, in contrast to [1],
their reduction allows for an arbitrary large uniform secret.

Small Distributions Hardness. The work of this paper focuses on the hard-
ness of M-LWE when the secret and error distributions deviate from the orig-
inal formulation. The first result in this line of work was due to [24], which
extended the reduction by Applebaum et al. [5] to modules. In particular, com-
bined with their main proof of hardness, it can be used to obtain the hard-
ness of M-LWEy, 4.1m.q,p,. , with secrets drawn from Djl;av’a. As observed in
Lemma 4.5, this is at the expense of using m’ > d M-LWE samples to construct
the transformation.

Section 3 provides proofs of hardness for M-LWE with small bounded secret,
in both the search (Section 3.1) and decision (Section 3.2) variants. As discussed,
they generalize the approaches by Goldwasser et al. [21] and by Brakerski et
al. [17] respectively, which are the analog results for LWE. The prior version
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from [12] can be used to derive the classical hardness of M-LWE, meaning that
if one has a classical solver for M-LWE, then it can also construct a classical
solver for worst-case module lattice problems. This removes the need for quan-
tum algorithms in the reduction of [24], with the caveat of introducing further
restrictions on the parameters. More precisely, the result of our previously pub-
lished work [12] proves the classical hardness of M-LWE. It yields a classical re-
duction from Mod-GapSVP, in module lattices of rank nk to M-LWE,, 4. pw_,,
where d > k*n/2 + 2(logy n).

Another line of work studied by Brakerski and Déttling for LWE [14] and
R-LWE [15] was recently extended to M-LWE by Lin et al. [26]. It looks at the
hardness of the problem when the only requirement on the secret distribution
is to contain a sufficient entropy. Although [15] cannot be instantiated for -
bounded secret with 1 being a small constant, the result by [26] on M-LWE
can with certain restrictions. In particular, the entropy condition in this specific
instantiation becomes a condition on the module ranks d and k that is similar
to ours, i.e., dlogy(2n + 1) 2 klog, q. This does not come as a surprise as the
proof relies more or less on the same lossy argument as ours.

Finally, prior to our work, no result was formally known about the hardness
of M-LWE with unusually small uniform error. We once again stress that the
rank d, number of samples m and error bound 7 must be cautiously chosen with
respect to one another for Theorem 4.1 to apply. As mentioned, the algebraic
attacks, e.g. [6], on this variant do not depend on the underlying structure and
therefore apply for LWE as well as M-LWE. When the number of samples m
covered by the proof of hardness is sufficiently larger than the rank d, the Hermite
Normal Form transform from Lemma 4.5 can be used to derive the hardness
of M-LWE with uniform 7-bounded secret and error. This regime would give
strong hardness guarantees for practical schemes, provided that the number of
available samples is sufficient once again.

Summary. We summarize the results and the achieved parameters when clear
in Table 5. The achievable rank d depends on the secret distribution (for [26],
Sections 3.1 and 3.2) or on the error size (for Section 4).
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[24] [12] [26] Sec. 3.1  Sec. 3.2 Sec. 4
(quantum) (classical)

Field K of Cyclo Cyclo All Monogenic  Cyclo All
degree n
Rank d All 2(n) (Depends) £2(log,n) w(logyn) Al
All (S) Prime (S) All(S) . Prime, number-
Modulus g FSpP (D) FSP (D) IP (D) Prime theoretic cond.
Mod ¢ . Mod ¢
Secret s Gaussian? Mod ¢  Entropic n-bounded n-bounded p-bounded?
Error e Gaussian Gaussian Gaussian Gaussian Gaussian 7-bounded
Variant S/D S/D S(/D? S SYD S

Table 5.1. Summary of the results on the hardness of the M-LWE problem.

FSP stands for Fully Splitted Prime, IP for Inert Prime, and S denotes the
search version, while D denotes the decision version. By abuse of language, we

call monogenic the number fields K = Q(¢) for which R = Z[¢]. Note that
rigorously, a monogenic number field is K = Q(¢) for which R = Z[('] for a
possibly different ¢’

! Low ranks can be achieve at the expense of a larger 7. However, one can still

reach log, n ranks (instead of 2(log, ¢) + w(log, n)) for constant values of 7.
2 Obtained by the Hermite Normal Form transformation reduction from [24].

3 The hardness proof for the decision version of M-LWE requires ¢ to be an
inert prime. This is a very restrictive condition as certain number fields do
not contain any inert primes. For example, there exist inert primes in the v-th
cyclotomic field if and only if v is 2,4 or 2°p* for b € {0,1} and p an odd
prime. Then, (almost) all power-of-two cyclotomic fields do not contain inert
primes.

4 The hardness of the search version is obtained from the decision version
through a trivial reduction.
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Appendix A Singularity of Uniform Matrices

In this section, K denotes an arbitrary number field and R its ring of integers.
Throughout the entire section, ¢ is an prime integer that does not ramify in R
and that splits as ¢R = Hz‘e[n] pi, where k < n = [K : Q]. We still use R, to
define R/qR and we also define F; = R/p; for each i € [k]. We recall that for
each i € [k], F; is a finite field of size N(p;), see e.g. [31, Sec. 2.5.3].

We prove several results on the probability that a uniformly random ma-
trix A € Rng is invertible in R,. For a ring A and an integer d, we denote
by GL4(A) the set of matrices of A9*? that are invertible in A. We note that
such results were provided in [56]. However, the proofs were based on a flawed
argument which was that a vector of Rg which is linearly independent (with
itself) must contain a coefficient in R;. This is not the case as a vector of Rg
consisting only of zero divisors can still be linearly independent. We give more
details in Section A.2. We also provide new corrected proofs for their results
which essentially rely on analyzing each residue modulo p;.

A.1 Preliminaries

The ring R, is a finite commutative ring. As such, an element of R, is either a unit
or a zero divisor. We denote the set of units by R}, and the set of zero divisors
by Z(R,) = {r € R, : 3s € R;\{0},7s = 0 mod ¢gR}. By the Chinese Remainder
Theorem [30, Lem. 2.12], there exists an isomorphism 6 between R, and @;¢,F;
such that for all r € R, 0(r mod ¢R) = (r mod py,...,r mod p,). Note that
the direct sum @;c(,)F; is here canonically isomorphic to the direct product,
which also corresponds to the Cartesian product X;c[,F; with coordinate-wise
operations. We thus identify the elements in the range of 6 as vectors. Also, R
is isomorphic to ®;c(F; = @) Fi \ {0}

In what follows, we consider vectors and matrices over R,. Since R, is not
a field, we cannot use regular linear algebra results. Instead we use results from
module theory to obtain similar results over R,. Although many of the following
may be folklore for the reader who is familiar with module theory, we provide
proofs for completeness. First, we give a characterization of invertible matrices
in R, using the determinant.

Lemma A.1. Let A € RI*%. Then: A € GLy(R,) < det A € RY.

Proof. Assume A € GLg(R,). Then, there exists B € RI*¢ such that AB =
BA = I;. Then (det A)(det B) = det AB = detI; = 1. Hence, det A € R.
Reciprocally, assume that det A € R;. Since R, is a commutative ring, we have

Com(A)T - A=A Com(A)T = (det A)I,,
where Com(A) is the comatrix of A. Since det A € R, it holds that
(det A)~'Com(A)T - A = A - (det A)"*Com(A)T =1,
thus proving that A € GLg(Ry). O
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We recall that k vectors (ai,...,a;) of RY are Ry-linearly independent if and
only if for all (A1,..., ;) € R’;, if Eje[k} Aja; = 0 mod ¢R, then A; = 0 mod gR
for all j € [k]. We first show that R -linear independence can be analyzed from
the F;-linear independence of the residues.

Lemma A.2. Let ay,...,ay be vectors of Rg, Then (ai,...,ap) are Ry-linearly
independent if and only if for all i € [k], (a; mod p;,...,a, mod p;) are F;-
linearly independent.

Proof. We extend the CRT isomorphism 6 to vectors coefficient-wise. For j € [{]
and ¢ € [k], we denote a; mod p; by ay) for clarity.

First, assume that for all i € [k], (a&i), . ,agi)) are [F;-linearly independent.
Let (A1,...,A¢) be in RY such that ) 1 Aja; = 0 mod ¢RR. By applying 0, we
have that for all i € [x]

JE

Z (Aj mod pi)a;i) = 0 mod p,.
jel]

By assumption, it gives that for all j € [¢] and all ¢ € [s], A; mod p; = 0. Then,
for all j € [¢], it holds

/\j = 971(>\j mod P17--~7>\j mod p,@) = 071(0,...,0) =0,

where the equalities are in R,. Hence, (ai,...,a,) are Ry-linearly independent.
Reciprocally, assume that (as, ..., as) are R,-linearly independent. Let i € [«]

and let (g, ..., pe) be in FY such that > el ujag.z) = 0 mod p;. For each j € [{],
define \; = 6071(0,...,0, 1;,0,...,0), where p; is at position i. Then,

01> Naj| =10,....0,3 wal? 0,...,0| =(0,...,0).
JEL] JElg]
Hence, Zje[e] Aja; = 0 mod ¢R and by assumption, it holds that A; = 0 mod gR
for all j € [¢]. As aresult, it gives that y; = 0 mod p; for all j € [¢], thus proving
that (agi)7 e 7aéi)) are F;-linearly independent. Being valid for all ¢ € [k], it
yields the claim. O

We can now prove that a square matrix is invertible if and only if its columns
are Rg-linearly independent, as claimed in [56, Lem. 18]. The following can be
used to show that if £ > d, then ¢ vectors of Rg cannot be Ry-linearly indepen-
dent.

Lemma A.3. Let A = [a1]...|ag] be in RI*%. It then holds that A € GLq(R,)
if and only if (a1,...,a4) are Ry-linearly independent.

Proof. First, by contraposition, assume that (ai,...,a4) are not Ry-linearly in-
dependent. Hence, there exists (A1,...,Aq) € RZ \ {0} such that Zje[d] Aja; =

56



0 mod ¢gR. There exists some jy € [d] such that \;, # 0 mod gR. We then have

>‘j0 ~det A = det ([a1| s |ajo*1|>‘joajo|ajo+1| s ‘ad])

=det | |ai].. [aj-1 N+ D Nalagral- . lag
JEld\{jo}

= det ([a1] ... [aj,—1]0[ajo+1]. . - |aa])

= 0 mod ¢R.

This proves that det A € Z(R,) and thus det A ¢ R. By Lemma A.1, it holds
that A ¢ GLg4(R,).

Now assume that (ai,...,a4) are Ry-linearly independent. Then, Lemma A.2
yields that for all 7 € [k], (a; mod p;, ..., as mod p;) are F;-linearly independent.
Let 4 be in [x]. Since F; is a field and that (a; mod p;, ..., a4 mod p;) are F;-
linearly independent, then the matrix A mod p; is in GL4(F;). Hence det A #
0 mod p;, which proves that (det A) mod p; € F,. Being valid for all i € [x], the
Chinese Remainder Theorem yields det A € R;. Hence, by Lemma A.1, A €
GL4(Ry). O

A.2 Linear Independence in Uniform Matrices — Lemma 2.5

As a warm-up for proving Lemma 2.5, we first analyze the probability that a
random vector of Rfll is Rg-linearly independent. The formula given in footnote 9
of [56] provides only a lower bound. This formula relies on the flawed observation
that a vector is R4-linearly independent if and only if it contains a coefficient
in R). The argument provided for this claim is as follows. If a = [a1]. .. |aq]” €
Z(R,)%, then there exist y1,...,yq € (R, \ {0}) such that a;-y; = 0 mod gR for
all i € [d]. Then, by defining A = Hie[d] yi, we get Aa = 0 mod gR. However, the
authors claim at this point that A # 0 mod ¢R, which has no reason to be the
case. We provide the following lemma to show the contrary, as well as a concrete
counterexample that satisfies the conditions of the lemma.

Lemma A.4. Let K be a number field, and R its ring of integers. Let q be a
prime integer that is not inert> in R. Let r,s be elements of R such that r mod
gR € Z(Ry), smod ¢gR € Z(Ry) and (r) + (s) = R. Then, the vector [r mod
qR,s mod qR|" € Z(R,)? is Ry-linearly independent.

Proof. By assumption, r and s are coprime and therefore there exists u,v in R
such that u-r4v-s = 1. Hence (v mod gR)(r mod ¢R)+(v mod ¢R)(s mod gR) =
1 mod gR. Define x = [r mod ¢R,s mod gR]T. By assumption x € Z(R,)>.
Let A € R, be such that Ax = 0mod gR. It implies that A\(r mod ¢R) =

5 If q is inert, then R, is a field, and therefore Z(R,) = {0}, meaning that there does
not exist 7, s satisfying the conditions.
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0 mod ¢gR and A(s mod gR) = 0 mod gR. As a result, it holds

A=A ((umod gR)(r mod ¢R) + (v mod ¢R)(s mod gR)) mod gR
= (umod ¢R) - A(r mod ¢R) + (v mod ¢gR) - A(s mod ¢R)
= 0 mod ¢R

It thus proves that the only common annihilator of » mod ¢R and s mod ¢R is 0,
which in other terms means x is I?,-linearly independent. O

The conditions of the previous lemma can easily be met. As a concrete ex-
ample, in the cyclotomic field of conductor v = 256, for ¢ = 257, one can check
that the elements r = ( + 3 and s = ( + 6 verify the conditions of the above
lemma. Such counterexamples can easily be found by enumerating the first few
zero divisors, or by sampling a few zero divisors at random.

We then recall the following lemma which we need to prove Lemma 2.5. We
provide a proof for completeness.

Lemma A.5. Let r be a random variable that is uniformly distributed over R,.
Then, the random variables (r mod p;);c(x are independent and uniformly dis-
tributed over their respective support ;.

Proof. Denote by r = 6(r), which is the random vector composed of the » mod p;.
Since 6 is an isomorphism, it holds that r ~ U(®;¢[xF;). Let s be the random
vector over @;¢(xF; such that the coordinates are independent and uniform over
each F; respectively. Let r’ € @[ F;. It holds

Befr=r]=q" = [[ Np) " = [ Bulss =] = Bils = 1'].
] ]

€[k €[k

This proves that r and s are identical random vectors, which yields that the
coordinates of r are independent and uniform over each F;. U

We now focus on proving Lemma 2.5, where the first part was claimed in [56,
Lem. 9]. First, we note that we cannot naively use the analysis over residues to
obtain a proof of [56, Lem. 19]. The latter argues that if (a,...,a;) € (R{)*
are R,-l. i. with ¢ < d, then one can always extract a submatrix in GL,(R,) by
selecting some subset of the rows. However, this is not generally true for such
matrices over R,. This is due to the fact that a minimal spanning set of an R,-
submodule of Rfj is not necessarily a basis of said submodule. When analyzing
the problem in the residues, we will obtain submatrices in GLy(F;). But it is
not guaranteed that these submatrices correspond to the same subsets of rows,
in which case we cannot re-combine the residues. We show that we do not need
this fact to prove Lemma 2.5. For convenience, we now abbreviate “R,-linearly
independent” by “R4-1. i.”.

Proof (of Lemma 2.5). By Lemma A.2 and A.5, we can analyze the residues and
first determine Py .y (pay [(ay mod p;, ..., a, mod p;, b)) are F;-1. i.] for each
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i € [k] individually. Let ¢ be in [k]. Since (ay, . . ., ag) are R,-linearly independent,
then again the residues (a; mod p;, ..., a, mod p;) are F;-linearly independent
by Lemma A.2. It yields that two linear combinations of (a; mod p;, ..., a, mod
p;) that are equal must have equal coefficients. Hence, there are |Fi|é distinct
linear combinations of the (a; mod p;, ..., a, mod p;).

As a result, if we denote by S; the set of b() € F¢ that are not in the F;-span
of (a; mod p;, ..., a, mod p;), we have |S;| = |F;|* — |F;|*. Note that when ¢ = 0,
there are |F;|° = 1 vectors in the span of 0. In this case, we obtain |S;| = |Fi|d -1
which is coherent with the previous formula. Since we work over a field F;, and
thus a vector space, if b(*) is in S;, then (a; mod p;, . ..,a, mod p;, b() are F;-
linearly independent (which is not necessarily true in a module). It then yields

Py wu(ray[(a1 mod py, ..., a0 mod p;, b®) are Fi-1. i.] = ]P’meU(Fd)[b(i) € Sy

_ 154l
|
—
N(p;)d=*
By combining the residues, we obtain
Pov(rnl(ar, ..., ap,b) are Ryl 1] = 11 (1 - N(pl)“> . (8)
| i

€[k

We note that we can still prove the relaxed lower bound claimed in [56]. Since all
the prime ideal factors p; are above ¢, we have N(p;) = ¢%* > ¢ for some f; > 1.

It yields
( : > ( 1 >K : .
[T(1- v )2 (- ) 21— 5 >1-7
Nd—£ — d—~ - d—0 — ?
iein] N(p:) q q q

where the second inequality holds by the Bernoulli inequality, and the last follows
from the fact that d—¢ > 1. Since & is at most the degree n of the number field K,
we can lower bound the probability by 1 — n/q.

Finally, let us prove the last formula. Fix ¢ € {1,...,k — 1}. We study the
following probability

P(aj)jg[[+1]NU(Rg)(+l [(aj)je[g+1] are Rq—l. l]

It can be decomposed by the total probability formula as

> Play),cl@)jern = (@) jei] - Pa [((8)) e, act1) are Ryl i,

(@j) el

Note that if the summands (a;); are not Ry-linearly independent, it directly
gives that ((a;),e[e, ar41) cannot be Ry-linearly independent and that the second
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probability is therefore 0. Hence, we consider the sum over the (a,), that are R,-
linearly independent. By the first formula, the second probability over asy; is
given by [];c(1 — 1/N(p;)4=%). As it does not depend on the summand, we
have that the probability is exactly

. 1
P(aj)je[sz(Rg)f[(aj)je[E] are Rl i]- H (1 — N(pi)d_£> .

i€[K]

Using Equation (8) with ¢ = 0 for initialization, induction on ¢ then yields

k—1
. 1
P(ai)ie[k]NU(Rg)k [(ai)ie[k} are Rq—l. 1.] = I | | I <1 - N(pi)d_e) 9

=0 i€[k]

as desired. O

We note that the number of columns is k¥ < d. Additionally, in R, we still
have the fact that a linearly independent family of vectors of Rg cannot contain
more that d vectors. As a result, when k > d, we have to analyze the following
probability

P(ai) ]NU(Rg)’“[HS - [k’], |S| =dA (ai)ies are Rg-l. i.}

ie[k

As explained, even if there exists subsets S; C [k] with |S;| = d and (a; mod
pi)jes; are ;-1 i, there is no guarantee that all the S; are equal.

A.3 Singularity of Uniform Matrices — Lemma 2.6

In this section, we can show that the equality of the S; is not necessary to
guarantee that the columns form a spanning set of RZ.

Proof (of Lemma 2.6). We prove the lower bound by inclusion of events. Let A =
[a1] ... |a;] € RE*™ be such that

Vi € [k],3S; C [m],]S;| = d A (aj mod p;) cs, are Fy-1. i.. (9)

We show that this guarantees that A - Ry = RZ. Consider the CRT basis
Aly. .., Ay defined by \; = 67 1(e;) where (ey,...,e.) is the canonical basis

of ®;c(xFi. We index each set S; as S; = {j%z), .. 7j((ii)}. We then construct the
vectors by = 3=, Aia i for all £ € [d]. We now prove that (bg),c(q are Ry-
£

linearly independent. Let (j1)¢ec(q) € RE be such that > rejq Hebe = 0 mod gR.
Let i* € [k]. It holds that

0= > (1 mod p;-)(by mod p;=) = (s mod pi-) (a0 mod py-),
¢€[d] teld]
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where the equality is over F;«. The last equality follows from the construction
of the by as by mod p;« = Zie[m] i ix (aj/g,:) mod p;«) = a0 mod p;~. By def-
inition of S;«, the (ajéi,*) mod p;+)e[q) are Fy--linearly independent and there-
fore py mod p;- = 0. Being true for all i*, it proves by Lemma A.2 that (bg)se(q
are R4-linearly independent.

We can then write B = [by]...|bg] = AC € R?*¢ where the matrix C €
R?Xd is composed of the \; at the correct positions. More precisely, the ¢-th
column of Cis ) )\ie; @ € Ry, where the ], ..., e, represent the canonical
basis of Rj". By Lemma A.1Z37 since the columns of B are R4-linearly independent,
then B € GL4(R,). Hence, for ally € Rf;, there exists x’' € RZI such that Bx' =
y mod ¢R. By defining x = Cx’ € Ry', we have Ax = y mod gR. This proves
that A - R)" = RJ.

As a result, for any matrix A verifying (9), it holds that A - Rj" = Rg. By
inclusion of events, we have

1€ [K]

P o y(rixmy A - Ry = RY]
> IP’ANU(RZXm)[Vi € [k],3S; C [m],|S;| = d A (a; mod p;)jes, are Fi-1. 1]

We now evaluate the right-hand side. By Lemma A.5, the latter probability
equals

H]P’AQ)NU(F;;ML)[HSZ- C [m],|S;|=dA (agi) mod p;)jes, are Fi-1 i
1€ER

Let i € [k]. Since F; is a field, we have the following

Ppco e [35: € [ml, [9i] = d A (2 mod p;)jes, are Fi-l. i]
= IP’A<i)NU(F¢Xm)[Column—Rank(A(i)) =d]
= ]P’AUMU(F(;ML)[ROW—Rank(A(i)) =d]

= P(ag)ie[d]NU(FT)d[(ag)ie[d] are Fl—l 1]
) (fE——
- N(pi)m—i ’

£=0

where the last inequality is the special case of Lemma 2.5 over the residue field F;.
Combining it all yields

d—1
1

£=0 i€[k]
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Appendix B Missing Proofs

B.1 Missing Proofs of Section 2
Lemma 2.1.

Proof. The lower bound is due to the fact that every non-zero element x of R
has algebraic norm N(z) > 1, which implies that ||o(x)||,, > 1. Let  be in S,,
and ¢ € [n]. Then, it holds that

lloo

n—1 n—1
joi(2)] <> | (@) ()| =D (@)l
7=0 7=0
S HT(:E)“lHV”max S nnHV”max'

Taking the maximum over all ¢ € [n] and z € S, yields B, < nn||V|| .- In
the case of cyclotomic fields, the a; are roots of unity and therefore, all the
entries of V have magnitude 1. Hence ||V|| .. = 1 which yields B,, < nn in this

case. O

Lemma 2.2.

Proof. Let f=a"™+ ZZ;; fra® denote the minimal polynomial of ¢, and K =
Q(¢). Let C denote the companion matrix of f, as in the lemma statement. It is
well known that the characteristic (and minimal) polynomial of the companion
matrix of f is f itself. This entails that C has the roots of f for eigenval-
ues, which we denote by aj, ..., a,. Recall that the field embeddings are such
that 0;(¢) = «; for all 7 € [n]. Since the roots of f are distinct, it means that C
is diagonalizable. More precisely, it holds that C = V~!diag(ay,...,a,)V =
V—ldiag(c(¢))V. Now let = be in K. We have

Yy € K, 7(zy) = V 'o(xy) = V 'diag(o(z))o(y) = V'diag(o(z)) V7(y),

thus proving that M, (z) = V~!diag(c(z))V. We can then rewrite this expres-
sion in terms of the 7, and C as follows.

V~ldiag(o(x))V = V™ !diag <01 <z_: Tk($)<k> ey On (Z_: Tk(x)Ck>> A%

k=0 k=0
n—1
=Y m(z)V - diag(o1(0)", ..., on(Q)F)V
k=0
n—1
=3 )V diag(o(()"V
k=0
n—1
= Z 7y (2)C",
k=0
concluding the proof. O
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Lemma 2.3.

Proof. For (i,j) in [d] x [m], we define the polynomial function a;;(-) : t —
ZZ;S 7 (a;;)tk. The way a;; € K is defined, we have a;; = a;;(¢). Lemma 2.2
gives M-(a;;) = ZZ;& Tk(a;;)C* = a;;(C). Finally, for k € [n], if o) de-
notes 0(¢), it holds that a;;(ax) = ox(a;;). We then define the function over

complex matrices by A(t) = [a;(t)] ;) for all t. By the prior observations, we
get that A = A((), M,(A) = A(C), and A(ax) = oi(A).

Consider B(t) = A(t)TA(t). The same reasoning holds for A(t)A(t)f. First, no-
tice that C is diagonalizable with eigenvalues aq, ..., a,, as its minimal polyno-
mial is the minimal polynomial of ¢. [49] then states that B(C) is diagonalizable
if and only if the n matrices B(ay) are diagonalizable, in which case the spec-
trum (set of eigenvalues) of B(C) is the union of the spectra of the B(ay). By
construction, for every k in [n], B(«ag) is Hermitian and therefore diagonaliz-
able. Since the eigenvalues of B(ay) (resp. B(C)) are the square singular values
of A(ayg) (resp. A(C)), we directly get that

S(A(C) = | S(A(aw)),
ke[n]

which proves the first equality.

For the third equality, recall that M, (A) = (I; ® UL)MU(A) (I, ® Up).
Since Up is unitary, we have S(M,,(A)) = S(M,(A)). We now prove the
second equality. Recall that M, (A) is the block matrix of size nd x nm whose
block (4, j) € [d] x[m] is diag(o(a;;)). The matrix can therefore be seen as a dxm
matrix with blocks of size n xn. The idea is now to permute the rows and columns
of M,(A) to end up with a matrix of size nxn with blocks of size dxm only on the
diagonal. For that, we define the following permutation 7y, of [nk] for any positive
integer k. For all i € [nk], write i — 1 = &\" + nk{” | with £{” € {0,...,n — 1}
and k$” € {0,...,k — 1}. Then, define m,(i) = 1 + kS + k - k. This is a
well-defined permutation based on the uniqueness of the Euclidean division. We
can then define the associated permutation matrix P,, = [5i7ﬂk(j)](i,j)e[nk]z €
R"k*nk Then, by defining P, and P, as described, it holds that

(o} (A)
PWdMU(A)PE;m = .
on(A)

Since Pr,,P.,  are permutation matrices, they are also unitary and there-
fore S(M,(A)) = S(P,M,(A)PL ). As P, M,(A)PL is block-diagonal, it
directly holds that S(P, MU(A)me) = Ugepn)S(ok(A)), thus proving the sec-
ond equality.

Finally, by taking the maximum of the sets involved in the first equality, we
obtain ||M,(A)|, = ggﬁ llok(A)]l, as claimed. O
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Lemma 2.8. We begin with stating some lemmas that we need for the proof.
The first two bound the Rényi divergence and statistical distance, respectively, if
the second distribution is the uniform distribution over the support of the first.

Lemma B.1. Let P be a probability distribution and @ be the uniform distri-
bution over its support Supp(P). It holds

RD(PQ) = [Supp(P)| - P[P = P
where P ~ P are independent and identically distributed.

Proof. By the definition of the Rényi divergence, it yields

_ P(x)2: ) 2
RD,(P|Q) = ) Supp(P)| - > Px)

z€Supp(P) Q(ZC) z€Supp(P)
= [Supp(P)| - P[P = P].

O

The following result has been attributed to Rackoff by Impagliazzo and Zuck-
erman [22].

Lemma B.2 (|22, Claim 2|[34, Lem. 4.3]). Let P be a probability distribu-
tion and Q be the uniform distribution over its support Supp(P). It holds

A(P,Q) < 5/TSupp(P)] B[P = PT—1,

where P ~ P’ are independent and identically distributed.
We also adapt [34, Lem. 4.4] from vectors to matrices over a finite ring.

Lemma B.3. Let A be a finite ring and k,d be positive integers. Further, take

an arbitrary vector z = (z;);ejq) € A% If C ~ U(A**?), then Cz is uniformly

distributed over the module (21, ..., zq4)*. In particular, the probability that Cz =
. 1

0 is exactly TEeRE

Proof. Let z € AY. For b € A* we define T, = {C € Akxd. Cz = b}. Notice

that the probability that Cz = b over the uniform random choice of C is ex-

actly 2L If b ¢ (21,...,2a)" , then Ty, = 0 and hence Poyr(arxa)[Cz = b] =

AT
0. We now show that all b € (z1,...,24)¥ have the same probability. Let b be
an arbitrary element of (21,...,z4)¥, i.e., it can be represented as Cz = b for

some fixed C € AF*4. Tt follows that C’ € Ty, if and only if C' — C € Ty. Fur-
ther, the mapping C’ — C’ — C is a bijection between T}, and Ty, which implies
that |Ty| = |To|. This shows that all b € (21, ..., 24)* have the same probability,
completing the proof. O
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Proof (of Lemma 2.8). Let P be the distribution that samples C <= U(RF*4)
and z « U(SY) and outputs (C,Cz) € RE*% x RE. Let Q be the uniform
distribution over the support of P, i.e., it samples C <« U(R’;Xd) and s <
U(R};), and outputs (C,s) € R’;Xd X R’;. Note that [Supp(P)| = ¢™*(4+1).

In the following we bound the collision probability of P and then we simply

apply Lemma B.1 and B.2 (with the finite ring R,) to conclude the proof.
For C,C" ~ U(RF*%) and z,2' ~ U(S{) it yields

P[C=C'ACz=C'z| =P|C = C'] - P[Cz = C'Z'|C = C/]
1

=—— P[C(z—2) =0].

R [C( )=10]

By Lemma B.3 over the random choice of C and the size of the finite ring R,
we can further transform this equation to

/ I\Nk _ 1k
qn_lhd.IP’[C(Z—Z’):O]:qnl]wl.%;P)RZ1 zl"'i};d zg)* =1%]
< 1 .Z]P’[(zl—zi,...,zdfzé)kQI’“}
= gnkd s T
1

an /
= LR 'IGIW : H P (2 —2;) € 1],
jeld]

where Z denotes the set of all ideals in R, and we conditioned on the ideal (21 —
2y 2k — 200

We now specify Z. For K = Q(({), let f be the minimal polynomial of ¢ and
let f =]l fi be its factorization in irreducible polynomials in Zg[z]. As Z,
is a field, Z4[x] is a principal ideal domain. The ideal correspondence theorem
in commutative algebra states that every ideal in R, corresponds to an ideal
in Zg[z] containing (f). As each ideal in Z,[z] itself is principal, thus of the
form (g) for a polynomial g € Z[z], this is equivalent to g dividing f. Hence, we
know that the ideals of R, are given by Z = {(fe): G C {1,...,k}}, where we
define fg = [[;cq fi- By convention, we say that the empty set () defines the
constant polynomial fy = 1. For any f¢, it holds that

P[(z — z;) € (fa)] =P [z = z; mod fe]

1
<maxP[z; mod fg =Z] <
z

(2n + 1)des(fc)’

where the maximum is taken over all Z € R with deg(2) < deg(fa). As explained
in [34], the last inequality follows from the fact that for any fixed value of the
n—deg(fg) highest degree coefficients of z, the map 2z — 2z mod fg is a bijection
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between sets of size (2 + 1)92(f6). We then get

an 1 d
|<fc:>|lC Jeid) € o)l < (qn—des(fe))” ((277+ 1)deg(fc)>

qk; deg(fa)
- ((2n+ 1>d> '

Adding up over all ideals we can deduce

> el Hetols Y (q’“ )
@l (2n +1)¢

(fa) eI‘< >‘ jE[d] GC{1,...,x}

( deg(fﬁ)
i€[k] 27’ + 1
deg(fi)
1
( * (21 + 1 d)

:<1+(277+1))

IN

Putting everything together, it holds

k n
_ q —nk(d+1)
PIP=P]< |1+ —— ,
[ ]_< (277+1)d> !
where P ~ P’ are independent and 1dentically distributed. Using Lemma B.1
and B.2 together with [Supp(P)| = ¢"*(¢*1) completes the proof. O
Lemma 2.13.

Proof. First, we derive the Gaussian tail bound for a single element a. Notice
that || Mo, (@)l = Mo (), = |diag(o(@), = (). Let a € T be sampled
from Dz ,. Then og(a) is distributed according to D, where A = oy(Z).
So |lo(a)|lo = 1Unou(a)| < |lor(a)|,,- We briefly explain the last inequality.
For clarity, we define a = oy (a). By decomposing a = [al |al|al]T, with a; €
R and ay,a, € R, a standard calculation gives

1 \/ia 1

UHa = —= |ag — iég
\/5 as + ZéQ
Thus, |[Usrall,, = max{|ai.., [laz + idall . /v2}. Yet [las]l, < [lall.., and for

all k € [ta], |agk +id2k|/V2 = ,/a§7k+d2,k/ﬁ < ||a]| - Hence [|[Ugal| <
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|al|..- By the second part of [41, Cor. 5.3] for m =1, z= 1 and ¢ = 0, it holds
that for all ¢ > 0 2
Panp,y, [llally > at] <2n-e ™.

Note that in the case where ¢ = 0, the restriction of o > 7.(A) for some e <
1/(2m + 1) is not necessary, and the calculation of the bound on the probabil-
ity saves a factor of e for that reason. With the observation that |o(a)| . <
lor(a)| . it holds

2
Panpy o [l0(0)ll < at] = Panp, llon(a)ll, < ot] 21— 2n- e

Now let N be sampled from D’I’f;fd. Fix any vector x = [x7,...,x5]T € C",
where each x; € C". It holds that HMJ(N)XH; = Zie[m] I Zje[d] My (n;j)x;]3.
Yet, for each i € [m], we have

IN

2 2
> Mo(nig)x;|| < > 1Mo (nig)ll,l%l, > Mo (rip)lly [ I1x55
]

Jjeld] o J€ld] Jjeld] JEld

= I My () 51l
J€ld]

Using the tail bound that we previously derived, a union bound on (i,j) €
[m] x [d] yields the claim. O

Lemma 2.14.

Proof. We simply use the definition of the multiplication matrix which yields
that o (y) = Mo, (U)o (e). Then, since op (e) is distributed according to D g,
a standard fact on multi-dimensional Gaussian distributions gives that op(y)
is Gaussian with covariance matrix M, (U)SM,, (U)T = X. We note that it
still applies in the degenerate case. In particular, the result still holds when S, U
are not full-rank, and also when m > d which automatically results in 3 being
singular. O

Lemma 2.15. We need a result on the sum of independent Gaussian distribu-
tions. We therefore extend a result on the sum of a continuous Gaussian and
a discrete one to more general Gaussian distributions. In particular, the lemma
works for two elliptical Gaussians, which we use in the proof of Lemma 2.15.

Lemma B.4 (Adapted from [24, Lem. 2.8] & [47, Claim 3.9]). Let A be
an n-dimensional lattice, a € R™, R, S two positive definite matrices of R"*™,
and T = R+S. We define U= (R + S_l)_l, and assume that p 5= (A*) <
1+4¢ for some e € (0,1/2). Consider the distribution Y on R™ obtained by adding
a discrete sample from Dyiavr and a continuous sample from D 5. Then we
have A(Y, D s5) < 2¢.
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Proof (of Lemma B.J). The density function Y is given by

Y(x)= > Dy.&x¥Dsx-y)
yEA+a

:p,a,r( A)Vdet S 2 PRIsle)

yEA+a

= s Z Py (X)pRr-15 v (Y) [43, Fact 2.1].
p—a,f( ) det S yEA+a

_ Pﬁ(x) . \/mpRTflx,m(A)

© VdetT Vdet Sp—a,\/ﬁ(/l)

— D (%) (Vdet RVdet S/v/det T) ™! p, 5(A%)
o (Vdet R)~'p~, Ug(47) ’

where x’ = RT'x, and f denotes the Fourier transform of f. First notice
that (det R-detS)/det T = 1/det(R™1TS™!) = 1/ det U~!. Moreover, recalling
that p_ 5(w) = vdet Be 2™ W) p ——(w), we get

= (Vdet U) ' p J5(A7)] < pyg=r(A"\{0}) <

For the denominator, we first notice that for two positive semi-definite matri-
ces A and B, if A — B is positive semi-definite, then p z(w) > p g(w) for
allw € R”. Since U"!'—~R~! = 87! is positive semi-definite, it yields pyr=T(A"\
{0}) < p5==(A*\{0}) < e. Therefore, using the same method as above, we get

— (Vdet R)_lpfa?ﬁ(A*)

<pyr=t(AT\{0}) <e
which leads to

(Vdet RVdet S/vdet T)~!p . 5(A%) l—e 14¢

(VdetR)~ pfwﬁ(A) L+a’1—s

assuming that & < 1/2. We thus end up with |Y(x) — D sz (x)| < 4eD_p(x).
Integration and factor 1/2 of the statistical distance yield the lemma. O

] C[1—2e1+4e],

We also need another lemma related to the inner product of K¢ (which results
in an element of Kx) between a discrete Gaussian vector and an arbitrary one. In
particular, we use Lemma 2.15 in the proof of Lemma 3.5 in order to decompose a
Gaussian noise into an inner product. It generalizes [47, Cor. 3.10] to the module
case. A specific instance is proven in the proof of [24, Lem. 4.15], which is later
mentioned (without proof) in [50, Lem. 5.5].

Lemma B.5 (|24, Lem. 2.13]). Letr € (RY)"NH, z € K¢ fized and e € K¢
sampled from D /5, where VI =[5 ;diag(r)]; jejq € R™>*". Then (z,e) =

Eie[d] zie; is distributed according to Dy with vy = r; Zie[d]\aj(zi)\2.
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Proof (of Lemma 2.15). Consider h € (Kg)? distributed according to Dy, .y,
where r' is given by 7 = v/1/>;c(ql0; (:)|? for j € [n]. Then by Lemma B.5, (z,
h) is distributed as D, and therefore A((z,v) +¢e, D;) = A({z,v+h), D,). Now,
we denote t such that t; = /52 + ()2 for j € [n]. Note that by assumption

min Br) /t; = (1/6% + max Y |0 (z)*/7%) 71/
J€[n] VIS n]ie[d]

= (1/8° + llzl5,0/7*) "% = me(M).

Lemma B.4 therefore applies and yields that v + h is distributed as Dy, 4,
within statistical distance at most 2¢. By applying once more Lemma B.5 and
noticing that the statistical distance does not increase when applying a func-
tion (here the inner product with z), then we get that (z,v 4+ h) is distributed

as D, within statistical distance at most 2e, where r; = t; Zie[d]|aj(zi)\2 =

VB Tl ()P 2 for j € [l a

B.2 Missing Proofs of Section 3
Lemma 3.4.

Proof. Let O be an oracle for ext—M—LWEf;kam’q’,/)’Z. For each i € {0,...,(}, we
denote by H; the hybrid distribution defined as

(A7 [blv oy by Wit1;-- ) u5]7 [<ej,Z>]je[£])7

where A ~ U(R]J"*"), the u; are independent and identically distributed (i.i.d.)
from U((¢g"*R/R)™), the e; are i.i.d. from ¢™, and b; = ¢~ 'As; + e; mod R
for s; iid. from U(RF) for every j € [{]. By definition, we have Adv[O] =
[P[O(H,) = 1] — P[O(Ho) = 1]|. The reduction A works as follows.

1. Sample z <= U(Z) and get (A, b, (e,z)) as input of ext—M—LWE}Lk’m_’q,w_’Z.

2. Sample i* < U([{]).

3. Sample s1,...,8;+_1 & U(R’;)7 €1,...,€p+_1,€+41,...,€ < Y™ and fi-
nally wiy1,...,up <> U((g"tR/R)™).

4. Compute b; = ¢~ 'As; + e; mod R for all j € [i* — 1].

5. Define the hybrid matrix B = [by,...,b;+_1,b,us«41,...,us], and the er-
ror matrix E = [eq,...,€;+_1,€,€;+41,...,€/. Then call the oracle O on
input (A, B, E”z), and return the same output as O.

If b is uniform, then the distribution in 5. is exactly H;- _1 whereas if b is M-LWE,
then the distribution is H;-. By a standard hybrid argument, the oracle can dis-
tinguish between the two for some i* if it can distinguish between Hg and H,.
So the output is correct over the randomness of i*. Since ¢* is uniformly chosen
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we have

Adv[A] = [P[A(b M-LWE) = 1] — P[A(b uniform) = 1]|

=y %MA(%) =1- > %W(Hi*—ﬁ =1
i*ell) i*€(]

= %Adv[@}.

B.3 Missing Proofs of Section 4
Lemma 4.1.

Proof. We start by describing the transformation T of [36] to move from M-LWE
to M-ISIS. Given (A,b) € R;nXd x R™ where A is uniformly sampled, T first
checks if the rows of A generate RZ. If not, T returns L. By the quantity de-
fined in Section 2.1, T aborts at this step with probability é(m,d) (which can
be upper bound from Lemma 2.6). We now condition on A being non-singular.

mx(m—d)

From A, T computes B € R,
tors x € R;" that verify ATx = 0mod gR. T samples U € R,
uniformly at random such that U is invertible in R,, and define B’ = BU.
As A is uniform in the set of non-singular matrices, B’ is uniform in the
set of matrices whose rows generate R;”_d. Again, by definition of 4(-,-), we
get A(B/, U(R;nx(m_d))) < é(m, m—d). Finally, T computes ¢ = B’"b mod qR,
and returns (B’, c).

whose columns generate the set of vec-
(m—d)x(m—d)
q

Assume that there exists an adversary A that attacks the &-uninvertibility
of M-ISIS. We construct B that breaks the e-univertibility of M-LWE by calling A
on the sampled transformed by T. Consider (A, As + e mod ¢R), with (s, e) +
U(RJ) x X. We denote E the event {B(A, As + e+ ¢R) = (s,e)}. Then

P[E] = P[A non-singular]P[E|A non-singular] + P[A singular] P[E|A singular]
—_— ———

0 (abort)

1 —6(m,d))P[A(B’,c) = e|A non-singular]
1—=46(m,d)) - (" —(m,m —d))

\Y
oM —~
(=%

Indeed, by the transformation, we have

(B)"b mod ¢R = (B')TAs + (B')Te mod ¢R
= (ATB' mod ¢qR)"s + (B)"e mod ¢R
= (B)"e mod ¢R.
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Then, B uses linear algebra to recover s from b — e. The proof for one-wayness
is the same where E = {ga (B(A, As+e mod ¢R)) = As+e mod gR} (recalling
that ga(s,e) = As + e mod ¢R). For the pseudorandomness, we define £ =
{B(A,b uniform) = 1}, £ = {B(A,b = As + emod ¢R) = 1}, and F the
event {A non singular}. It then holds that

IP[E] — P[E]|

= IP[A non-singular] - |P[E|A non-singular] — P[E’|A non singular]|

= (1= 6(m,d))|PA(B’, ¢ uniform) = 1|F] — PlA(B’, (B')"e mod ¢R) = 1|F]|
(1 =6(m,d)) - (¢' = 20(m, m — d))
€

V

9

concluding the proof. O

Lemma 4.2.

Proof. The transformation T' now works as follows. Given (B,c) € R;nx(m*d) X
R™= 4 with B uniformly distributed, 7' checks whether the rows of B gener-
ate R;"’d. If not, it aborts, and that with probability §(m,m — d). Condition-
ing on B being non-singular, 7" computes A € R;”Xd that generate {x € R;":
BTx = 0 mod gR}. The transformation then randomizes A by a random ma-
trix U € R4 that is invertible in Ry to obtain A’ = AU. Similarly as in
the previous proof, A(A’, U(RZI”Xd)) < §(m,d). Then, T finds a vector b such
that BTb = ¢ mod ¢R, and returns (A’,b). Note that if ¢ = BTe mod ¢R for
some e <> X, then b — e is in the span of the columns of A’ and therefore, there
exists s € RZ such that b—e = A’s mod ¢R. If ¢ is uniform, we can argue that b
is also uniform. Using the same calculations as before, we get that

Adv[B] > (1 — §(m,m —d)) - (€' — 6(m, d)) = &,

where Adv[B] denotes the probability of breaking uninvertibility or one-wayness,
or the absolute difference of probability in the case of pseudorandomness. O

Lemma 4.5.

Proof. Consider the distribution D supported over Rg x R, that is either Ag
or U(RJ x Ry).

Construction: Sample independently ((a;, b;))iem, from D. In both cases, the
first component is uniformly distributed over Rg If there is no subset S C [m/] of
size d such that the (a;);es are Ry-linearly independent, the reduction aborts. By
the quantity defined in Section 2.1, this happens with probability ¢'(m’,d). So
now, we assume that there exists a set .S C [m/] of size d such that the (a;);cs
are R,-linearly independent. Consider the matrix A € Rng whose rows are
the (al);cs, and b € Rg whose coefficients are the (b;);cs. By construction, A
is invertible in Rng. Additionally, if D = Ag 4, then b = As+x mod ¢R" for x
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sampled from 1% On the other hand, if D = U(Rg X R,), then b is uniform
over Rg.
Reduction: The transformation T works as follows. Given (a, b) sampled from D
as input:

— Compute a’ = —(A)~7 -a mod ¢R;
— Compute V' = b+ (a’,b) mod ¢R;
— Output (a’,d’).

First, we verify that (a’,b') indeed belongs to RJ x R,. Since A is invertible
modulo ¢R, then —(A)~7T is in Rng. Therefore, a’ is also in Rg. Additionally,
as b € R, (a’,b) is in R. It thus holds that b is in R,.

As —(A)~T is invertible modulo ¢R, and a is uniform in RY

uniform in Rg. Now, we look at the distribution of ¥’ in both cases. First, assume
that D = Ag . Then b = (a,s) + ¢ mod gR for some e <> ¢, and b = As + x
mod ¢R. It holds that

, then a’ is also

b =(as)+e+ (a’;,As+x) mod qR

= (a +KTa',s> +(a’,x) +e mod gR

= (a’,x) +e mod qR.
So (a’,t) is indeed distributed according to Ay, for x <= ¢? as desired. Now
assume that D = U (Rg x Rg). Then b is uniform over R, and b is uniform

over Rg. So b’ is clearly uniform over R, as well, proving that (a’, ') is uniformly
distributed over Rg x R, as desired. O
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