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Abstract. The Module Learning With Errors problem (M-LWE) has
gained popularity in recent years for its security-efficiency balance, and
its hardness has been established for a number of variants. In this pa-
per, we focus on proving the hardness of (search) M-LWE for general
secret distributions, provided they carry sufficient min-entropy. This is
called entropic hardness of M-LWE. First, we adapt the line of proof of
Brakerski and Déttling on R-LWE (TCC’20) to prove that the existence
of certain distributions implies the entropic hardness of M-LWE. Then,
we provide one such distribution whose required properties rely on the
hardness of the decisional Module-NTRU problem.

Keywords: Lattice-Based Cryptography - Module Learning With Er-
rors - Entropic Hardness - Module-NTRU

1 Introduction

The Learning With Errors (LWE) [Reg05] and NTRU [HPS98| problems are the
most widespread computational assumptions for designing lattice-based cryp-
tosystems. The LWE problem asks to find a secret s € Zg given the noisy
system (A,b = As +emod ¢q) for A € Z™*? uniformly random and e drawn
from ¢™, where 1) is an error distribution over Z (or R). In the decisional variant,
one has to distinguish such b from a uniform vector u over Z, (or T, = R/¢Z).
Although the error distribution can be arbitrary, most theoretical proofs use
a Gaussian distribution. LWE benefits from strong hardness guarantees, as its
average-case formulation is proven to be at least as hard as worst-case lattice
problems. The parameter d is known as the LWE dimension and is often seen
as the security parameter of the problem as it is linked to the dimension of the
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underlying lattice. The NTRU problem is defined over a more algebraic setting,
using algebraic integers instead of rational ones. In a number field K, consider R
to be the ring of algebraic integers in K. (Decisional) NTRU asks to distinguish
between gfq_1 mod ¢ and u, where f and g are short elements of R, = R/qR, fq_1
is the Rg-inverse of f and w is uniform over R,;. The search version, consisting in
finding f and g given gf, ! mod ¢, has recently been linked to standard ideal lat-
tice problems [PS21]. Although very few theoretical hardness results are known
for NTRU, it has been widely studied for more than two decades from a crypt-
analytic standpoint. Unless for overstretched parameter sets, e.g. [DvW21], it is
believed to be a reliable hardness assumption to design public-key cryptosystems,
e.g., [CDH"20,BBC*20].

Although LWE allows for designing provably secure cryptosystems, the re-
sulting schemes are usually not practical enough to be used in real-world sys-
tems. With this perspective in mind, several algebraically structured variants
of LWE [SSTX09,LPR10,BGV12,L.S15] were introduced to improve efficiency
in terms of computation and storage, while maintaining strong enough hard-
ness guarantees from problems over structured lattices. The underlying algebraic
framework is the same as the one in the NTRU problem. In this paper, we focus
on the Module Learning With Errors (M-LWE) problem which is similar to the
original LWE formulation. The set of integers Z is replaced by a ring of alge-
braic integers R, as above. The problem is formulated over the free R-module R¢,
where d is called the rank of the module. Then, for a modulus ¢, and an error
distribution ¢ over R (or Kg = K ®g R), and given (A,b = As + e mod ¢)
with A uniform in R;”Xd, s € Rfll and e drawn from ¥™, the goal is to re-
cover s. The decisional version asks to distinguish such a b from a uniformly dis-
tributed vector u. When d = 1, we call it Ring LWE (R-LWE). A module version
of NTRU was also recently studied by Chuengsatiansup et al. [CPS*20]. It con-
sists in distinguishing GF,* mod ¢, with (F, G) short matrices in R4 x R™*4
and Fq_1 the R,-inverse® of F, from a uniform matrix U € R;”Xd. The mod-
ule versions M-LWE and M-NTRU give more flexibility to adjust the balance
between efliciency and security.

The average-case formulation of M-LWE is parameterized by a distribution &
on the secret s. The original definition uses S to be the uniform distribution
over Rf;. Even though this choice is the most natural one for theoretical re-
sults, practical schemes vary from it. For efficiency reasons, it is advantageous
to choose secret distributions that lead to small-norm secrets, as is done in
the M-LWE-based schemes Kyber [BDK*18| and Dilithium [DKL*18| which
were chosen for standardization by NIST. The study of LWE with small-norm
secrets [GKPV10,BLP*13,Mic18] has recently been extended to the module set-
ting by Boudgoust et al. [BJRW20,BJRW21|. The second reason to deviate
from the uniform distribution stems from the situation where the key is not
sampled from the prescribed distribution but from an imperfect one. Brasker-
ski and Do6ttling conducted a study of LWE with general entropic secret dis-

5 As we use both the Rg-inverse and the K-inverse, we insist on differentiating them
as F ! and F~! respectively.



tributions [BD20a], which they afterward extended to the ring setting (d =
1) [BD20b]. It was left open to thoroughly generalize this proof method to
larger ranks d > 1. Hardness results encapsulating imperfect distributions pro-
vide theoretical insights on the resistance to key leakage, like cold boot attacks
for instance. These attacks leverage the physical properties of the hardware to
recover remanent information from the memory. In the representative cold boot
attack on M-LWE based schemes [ADP18], the adversary can manage to obtain
a faulty version of the (long-term) secret key s stored in memory. From the faulty
key s = s + As, the adversary can now recover the full secret s by targeting a
new M-LWE instance (A, As—b mod ¢) = (A, AAs —e mod ¢), where the new
secret As is only promised to have certain entropy. The motivation is therefore
to prove the hardness of M-LWE when some secret key information is leaked to
the attacker, i.e., the remaining entropy in As is smaller than that of s.

Our contributions. In this paper, we extend the line of work of Brakerski and
Doéttling on the entropic hardness to the module setting, i.e., d > 1, which has
gained popularity over its preceding variants. Our main contribution is given in
the following informal theorem. For a complete statement, refer to Theorem 5.2.

Theorem 1.1 (Informal). Assuming decisional M-NTRU is hard, the problem
search M-LWE with secret distribution S is hard for a sufficiently large Gaussian
noise and provided that S has large enough min-entropy.

The first step of our proof is to translate the M-NTRU problem from its algebraic
form to a non-algebraic one, which we call Structured NTRU (S-NTRU). This
simply consists in embedding the algebraic setting into vectors and matrices
over the integers or the reals. We similarly define Structured LWE (S-LWE),
generalizing the notion given in [BD20b]. The core of our work is then to prove
the hardness of S-LWE from that of S-NTRU.

To do so, we construct a sometimes lossy pseudorandom distribution, as in-
troduced in [BD20b]. The pseudorandomness property, proven under the hard-
ness of S-NTRU, essentially allows us to replace the uniform matrix A from
the S-LWE instance by the S-NTRU matrix G:Fq’1 mod ¢, where Fq’1 is the Rg4-
inverse of F. Then, the sometimes lossiness property translates the fact that
going from s to GFq_ls + e mod g loses enough information on s so that it is
hard to recover it. The sometimes lossiness thus entails the hardness of S-LWE
when A = GF;1 mod ¢q. By the pseudorandomness, it then yields the hardness
of S-LWE for a uniform A. Section 4 gives explicit conditions on the distributions
of F and G for the sometimes lossiness property to be satisfied. It requires F
and G to be somewhat well-behaved in terms of invertibility and spectral bounds.
More precisely, F must be invertible in R, the distributions on F and G should
both minimize their largest singular value, and the distribution of F should also
maximize its smallest singular value. These conditions are obtained by general-
izing the approach from [BD20b] in the case of rings (d = 1), by introducing the
dimension d associated to the module rank.

We then exhibit in Section 5 a distribution on F and G that satisfies the
required conditions, which is our main contribution. The invertibility in R, has



been studied in [CPS*20], which naturally implies invertibility in K. The spec-
tral analysis is more tricky and is the object of Sections 5.1 and 5.2. We give
technical results on the smallest (and largest) singular values of discrete Gaussian
matrices over the ring of integers of a number field, which might be of indepen-
dent interest. In addition to dealing with matrices, our techniques differ from
that of [BD20b] as we adopt a different, and inherently simpler, distribution on F
and G. This provides another valid way to construct sometimes lossy pseudoran-
dom distributions from module-based assumptions. For our distribution, call it
way 1, the pseudorandomness property is obtained by assuming that GF;1 mod
q € RZI"Xd is indistinguishable from uniform, hence the M-NTRU assumption for
a rectangular matrix G. The approach in [BD20b], call it way 2, is adapted to
the module setting in Appendix C. It argues that éFq_l mod q is indistinguish-

able from uniform, where G is obtained by randomizing square matrices F, G.
More concretely, G = EG + E'F with E,E’ random matrices of size m x d.
Then, éF;l = EGF;1 + E’. Arguing that GF;l mod ¢ = A now requires
to first replace the square matrix GFq_1 by a uniform matrix U (M-NTRU
for a square matrix G) and then to replace EU + E’ by A (Hermite Normal
Form M-LWET). The high-level picture of the entire proof is summarized in
Figure 1.1.
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Fig. 1.1. High-level summary of the contributions of this work, proving Theorem 1.1.

One advantage of removing the HNF-M-LWE assumption is that our proof
can be seen as a reduction from decisional M-NTRU to search M-LWE. This

" The Hermite Normal Form of M-LWE denotes a specific class of instances where the
secret is chosen from the same distribution as the error, i.e., S = %% mod g¢.



generalizes the observation of Peikert [Peil6] that decisional NTRU reduces to
search R-LWE. Another upside in only assuming M-NTRU is that we directly
recover the expected statistical hardness of M-LWE from that of M-NTRU when-
ever the parameters are large enough. We discuss briefly this statistical result in
Section 5.3 but note that it seems hard to build cryptosystems purely based on
the statistical hardness of M-LWE in these parameter regimes. Our reduction
is also rank-preserving between M-NTRU and M-LWE. Although it prevents us
from reaching unusually short secrets, it can still lead to better parameters com-
pared to (close to) rank-preserving reductions based on M-LWE assumptions,
as discussed in Section 6. As explained, we rely on a rectangular formulation
of M-NTRU which is similar to the multiple public keys version in the case
of NTRU. For non-overstretched parameters, we have no reason to believe that
this multiple public keys version, or rectangular M-NTRU in our case, is a sub-
stantially weaker assumption than square M-NTRU.

Lin et al. [LWW20] recently adapted the proof method from [BD20a] on LWE
to modules, which uses a sensibly different approach from the one we described
above. Their proof is based on an M-LWE hardness assumption, while ours is
based on M-NTRU. This assumption allows them to tweak the starting rank &
of the module to reach smaller or larger secrets and noise, depending on which
one to optimize. However, their result does not provide a rank-preserving reduc-
tion as k < d. Additionally, when k is close to d, our proof can lead to better
parameters, at the expense of trading the underlying assumption. We discuss
their result and compare it to ours in more details in Section 6.

Open Questions. Our proof only shows the entropic hardness of search M-LWE,
and we leave it as an open problem to extend it to the decisional variant. One pos-
sibility (of more general interest) would be to find a search-to-decision reduction
for M-LWE that preserves the (non-uniform) secret distribution. Additionally, it
would be interesting to have a worst-case to average-case reduction from module
lattice problems to decision M-NTRU in order to gain confidence in this rather
new assumption.

Organization. In Section 2, we introduce the notions and results that are
needed in our proof. In Section 3, we provide an equivalent formulation of M-LWE
and M-NTRU called Structured LWE and Structured NTRU, which general-
ize the notions defined in [BD20b]. In Section 4, we adapt the line of proof
from [BD20b] to our more general setting to give sufficient conditions for Struc-
tured LWE to be (mildly) hard. Section 5 is then dedicated to instantiating this
hardness result for M-LWE parameters. Finally, in Section 6, we discuss in more
details how our contribution places itself in the landscape of existing entropic
hardness results of M-LWE.

2 Preliminaries

In this paper, ¢ denotes a positive integer, Z the set of integers, and Z, the
quotient ring Z/qZ. We use Q and R to denote the fields of rationals and reals



respectively. For a positive integer n, we use [n] to denote {1,...,n}. The vec-
tors are written in bold lowercase letters a while the matrices are in bold upper-
case letters A. The transpose and Hermitian operators for vectors and matrices
are denoted with the superscript T" and { respectively. The identity matrix of
size n X n is denoted by I,,. For a vector a € C", we define its Euclidean norm
as |lall, = (Zie[n]|ai|2)1/2, and its infinity norm as [|a||, = max;cpy|a;|. Fur-
ther, we denote by diag(a) the diagonal matrix whose diagonal entries are the
entries of a. For a matrix A = [a;;]ie[n],je[m] € C"*™, we define its spectral norm
as [|A|l, = maxyecm\ (o3 |[AX[ly/|%[|5, which corresponds to its largest singular
value. The smallest singular value of A is denoted by Smin(A). For a ring R and
integers k, ¢, we denote G Ly, (R, ) the set of matrices of R¥** that are invertible
in R, = R/qR. The uniform distribution over a finite set .S is denoted by U(.S),
and the statistical distance between two discrete distributions P and ) over
a countable set S is defined as A(P,Q) = >, ¢|P(x) — Q(z)|. Finally, the
action of sampling x € S from a distribution P is denoted by z <= P.

2.1 Algebraic number theory

Although we focus on the problem once embedded into the integers, we provide
here the minimal background to understand the underlying ring structure. An
algebraic number { is a root of a polynomial over Q. The monic polynomial f
of minimal degree such that f(¢) = 0 is called the minimal polynomial of ¢
and is unique. If f has coefficients in Z, then ( is called an algebraic integer. A
number field K = Q(() is a finite field extension of Q by adjoining the algebraic
number (. The degree of the field is that of f, i.e., [K : Q] = deg(f). We denote
by R the ring of algebraic integers in K. We also define Kr = K ®g R which
is the tensor product of the field K with the field of reals R over the common
subfield Q. Finally, we define T, = Kg/¢R. When concretely instantiating the
results in Section 5, we need to restrict the choice of fields to cyclotomic fields, or
even a subclass of them. A cyclotomic field is a number field K = Q((¢), where ¢
is a primitive v-th root of unity, for an integer v. The minimal polynomial is
then f = &, = [[;c(,(z — a;), where the a; are the primitive v-th roots of
unity. Its degree is n = ¢(v), where ¢ is Euler’s totient function. A common
subclass is the one composed of power-of-two cyclotomic fields, which consists
in having v = 2!, in which case n = 2¢, and f = 2™ + 1.

Space H. We use t; to denote the number of real roots of f, and ¢ the number
of pairs of complex conjugate roots. We then have n = t; + 2t5. For cyclotomic
fields, f has no real roots and therefore t; = 0 and t; = n/2. The space H is
then defined by H = {x € R x C?*2: Vj € [ta], ¥4, 41,45 = Tt, 45} H turns out
to be a real vector space of dimension n with the following orthonormal basis

. V2L, 0 o
Uy =— 0o I, I,
V2 0 I, —il,
We can therefore define the isomorphism @ : x € H — UJ;{X € R™ between H
and R".



Embeddings. A number field K = Q(¢) of degree n can be seen as a vector
space of dimension n over the rationals with basis {1,(,...,(" !}, meaning
that each element x € K can be written as z = Zogjgn—l z;¢7 with x; € Q.
The coefficient embedding is the isomorphism 7 between K and Q" that maps
every ¥ € K to its coefficient vector 7(z) = [xg,...,2,_1]T. For simplicity, we
use 7 (z) to denote z. Additionally, 7 can be extended to Kg, mapping it to R™.
For a positive integer n, we define S, = 77 '({-n,...,n}").

Another way to embed K is to use the canonical embedding. K has exactly n
field homomorphisms o7, ..., 0,, which are characterized by the fact that they
map ¢ to one of the distinct roots of f. We order them so that oy,...,0:, map
to one of the real roots, and o4, 11, ..., 0t +2t, map to one of the complex roots.
The canonical embedding is defined as the field homomorphism from K to C"
defined by o(z) = [01(),...,0,(2)]T, and the addition and multiplication is
done component-wise. As f has rational coefficients, it holds that the complex
embeddings come in conjugate pairs, and therefore the range of ¢ is a subset
of H. Using O, we can therefore map K to R™ with oy =@ oo.

The two embeddings are linked by the linear relation

log —af™!
_ n—1

o(z) = Vr(z) for all x € K, where V = T Oé|2 %\ 7
la, — Oéﬁ_l

is the Vandermonde matrix defined by the roots of f. We define the field trace
of K using the canonical embedding o as Tr(z) = 3 ;¢ (, ok(z) for all z € K.
The discriminant of K denoted by A is defined by det ([Tr(b; - b;)] (i j)en])
where (b;); is a Z-basis of R. In fields where the power basis 1,¢,...,(" "1 is
such a basis, we simply have Ax = det(V)2. In cyclotomic fields, we have the
bound Ax < n™. From the trace, we can also define the dual of R by RY = {z €
K : Tr(zR) C Z}. Further, we define the field norm as N(2) = [[i¢(, ox(@)
for all z € K. The canonical embedding, as well as the trace and norm, can be
extended to KR too.

Multiplication matrices. The multiplication in K (or Kg) translates into a
matrix-vector multiplication once embedded with either 7 or ¢. In the canonical
embedding, the multiplication matrix can be easily expressed. For all z and «a
in K, we have o(z - a) = o(z) ® o(a) = diag(c(z)) - o(a), where © denotes
the coefficient-wise product or Hadamard product. Therefore, the multiplication
matrix is

M, (x) = diag(a(x)).
We can then express the multiplication matrix with respect to oy as

M, (z) = UL, M, (2)Uy = Ul diag(o(z))Upy.



In the coefficient embedding, we can still express 7(x-a) as M. (x)-7(a), but
the expression of M, (x) is more involved as we have

0—— 0 —fo
n—1 _fl
M, (z) = > 7(z)C", with C = (1)
k=0 Iy
7fn71

the companion matrix of the minimal polynomial f = ZZ;& fra® + 2" We

did not find a reference for this identity. Although it is a straightforward cal-
culation relying on properties of companion matrices, we provide a proof in
Appendix B.1 for completeness. We extend the embeddings to vectors in K¢
in the natural way by concatenating the embedding vectors of each coefficient,
ie., 7(x) = [r(x1)7T,...,7(x4)T]T and similarly for o. We can therefore translate
the matrix-vector multiplication in K¢ to a matrix-vector multiplication in R™¢
by extending the multiplication matrix maps M,, M,, and M, to a matrix
in K™*¢. More precisely, for a matrix F = [f;;](; ;) € K™*¢, we define the block
matrix My (F) = [My(fi;)],5)- We define My, (F) and M. (F) the same way.

Ideals. An ideal Z C R is an additive subgroup of R that is closed under
multiplication by R. An ideal p is prime if for all a,b € R, ab € p implies that
either a € p or b € p. Any ideal of R can be factored into a product of prime
ideals. The integer g is said unramified if the prime factors of ¢R are all distinct.
The field norm can also be extended to an ideal Z of R by N(Z) = |R/Z|.

2.2 Lattices

A lattice is a discrete subgroup of R™. Each lattice A can be represented by a
basis B = [b;];c[;; € R"*" as the set of its integer linear combinations, i.e., A =
> iefr) Z - bi. We use A(B) to denote the lattice generated by the basis B. The
parameter r is called the rank of the lattice, but in this work we only consider
full-rank lattices where the rank matches the dimension n. The dual lattice of a
lattice A is defined by A* = {x € Span(A) : Vy € A, (x,y) € Z}.

Ideal lattices. Any ideal Z of R embeds into a lattice of R™ via 7 or . These
lattices are called ideal lattices. In the rest of the paper, we denote by Lg a
basis of the lattice o (R), and B = LIEI. Since each lattice element can be
represented as Lpx for some x € Z", we can map R to Z" by Broy. We denote
by Mg(z) the associated multiplication matrix, i.e.,

Mpg(z) = BrM,, (z)B3' = (BrU},)diag(o(z))(BrUY) ™.

Notice that when the power basis is a Z-basis of R, e.g. cyclotomics, we can
choose Lg = [og(1) | ... |og(¢" 1)) = UTHV. In that case, we have Brog =7
and also Mg(-) = M,(-). We keep the notations without assuming how the
basis Ly is chosen. We only use this specific choice of basis in Section 5.



Module lattices. More generally, for an R-module M C K¢, M embeds into a
module lattice of R™ via 1 or 0. We define L g = Iy ® L, which is a basis of
the module lattice oy (R?), and we define Brs = LE; =1; ® Br. We can then
extend the map Mp to matrices by applying the map coefficient-wise as before.
It maps (matrices of) ring elements to (block matrices of) structured matrices,
as depicted in Figure 2.1. Further, just like M., M, and M,,, Mg is a ring

homomorphism.

Mg
Qij > n
>
n

ail aid

Mg

A = - > \ nm

aAm1 Amd

nd

Fig. 2.1. Illustration of the (structured) multiplication matrix map Mg

2.3 Probabilities

We first recall a trivial lemma that bounds the maximal singular value of a
random matrix Z by bounding the singular values of its blocks. The result can
be made deterministic for § = 0. The proof is provided in Appendix B.1.

Lemma 2.1. Let a,b,c,d be integers. Let Z = [Zjj](; j)e[a]x[t] € Racxbd pe
a random block matriz where each Z;; € R, Assume it holds for all (i,7)
that P[||Zy;||, > 7] < 6, for 0 <6 < 1. Then, we have P[||Z||, > vab-~] < ab- 6.

Gaussians. For a full-rank matrix S € R™*" (m > n), and a center ¢ € R”
we define the Gaussian function by pe.s(x) = exp(—7(x — ¢)T(STS) " 1(x — ¢)).
We can then define the continuous Gaussian distribution D¢ s whose density
is det(S) "tpc.s. If S = s1,,, then we simply write D 5, and we omit c if it is 0. We
then define the discrete Gaussian distribution Dy g over a lattice A by condi-
tioning on x being in the lattice, i.e., for allx € A, Dy ¢ 5(x) = D¢ g(x)/De,s(A),
where D¢ g(A) = ZyeA D¢ s(y). We use the simplified notation Dgcs to de-
note Dy, (R),c,s- Additionally, by abuse of notation, we also use Dc s to denote
the distribution obtained by sampling x from D g and outputting U;II (x) € Kg.



Definition 2.1 (Sub-Gaussian Distribution). Let n be a positive integer,
and X a (discrete or continuous) random vector over R™. We say that x is sub-
Gaussian with sub-Gaussian moment s, if for all unit vector u € R™, and all t €
R, we have Elexp(2rt(x,u))] < e™t*.

A standard calculation shows that the discrete Gaussian distribution D, , is
sub-Gaussian with sub-Gaussian moment s [MP12, Lem. 2.8], for any lattice A
and s > 0.

Smoothing. The smoothing parameter of a lattice A introduced by Micciancio
and Regev [MRO7], and denoted by 7.(A) for some € > 0, is the smallest s > 0
such that py/,(A*\{0}) < e. It represents the threshold above which the discrete
Gaussian distribution behaves like a continuous one.

Min-Entropy. Let x follow a discrete distribution on a set X, and z follow a
(possibly continuous) distribution on a (measurable) set Z. The average condi-
tional min-entropy® of x given z is defined by

Hoo(x|z) = —log, <IEZ/ |:)I(I/1él)}§ Plx =x'|z = z’}]) .

If z is deterministic, we obtain the definition of the min-entropy of x as Hoo (x) =
—logy(maxyex Plx = x']). For ¢ > 0, we also define the e-smooth average
conditional min-entropy by

HE_(x|z) = max{Ho (x'|2') : A((X,2'), (x,2)) < €}.

For convenience, we simply refer to all these notions as min-entropy instead of
their full name when it is clear from the context or notations. But it should be
noted that the notions are distinct.

2.4 Noise Lossiness

We recall the notion of noise lossiness of a distribution S of secrets as introduced
in [BD20a,BD20b]. It quantifies how much information is lost about a secret
from & when perturbed by a Gaussian noise. As we are in the module setting,
we highlight the dimension as nd where n is the ring degree, and d the module
rank.

Definition 2.2 (Noise Lossiness). Let n,d, q be integers and s > 0 be a Gaus-
sian parameter. Let B be a non-singular matriz in R">"_ Let S be a distribution
of secrets over ng. The noise lossiness vsg(S) is defined by

vsB(S) = Hoo(s|s + €),
where s < S, and e <+ D,g.

8 The (non-average) conditional min-entropy of x given z is de-
noted by He(x|z) instead of Hs(x|z), and given by He(x|z) =
—log, (max, ¢z max,ex Plx = x|z = 2]).
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We also recall the bounds on the noise lossiness derived in [BD20a] in the case
of general distributions, as well as that of distributions over bounded secrets.

Lemma 2.2 ([BD20a], Lem. 5.2 & 5.4). Let n,d, q be integers, and a Gaus-
sian parameter s > 0. Let S be any distribution over ng. If s < g/7/In(4nd),
then it holds that vs(S) > Hoo(S) — nd - logy(q/s) — 1. Alternatively, if S
is r-bounded (for the Fuclidean norm), then it holds that v4(S) > Heo(S) —
V2mndlogs(e) - £, with no restriction on s.

s’

2.5 Module Learning With Errors

In this work, we deal with Module Learning With Errors (M-LWE) over the
(primal) ring of integers R of a number field K. Additionally, we do not limit
the secret distribution to be uniform, and we thus define M-LWE for an arbitrary
distribution of secrets S.

Definition 2.3. Let K be a number field of degree n, and R its ring of in-
tegers. Let d,q,m be positive integers. Finally, let S be a secret distribution
supported on Rg, and T be a distribution over error distributions on Kgr. The
search M-LWE,, 4 ¢.m.1.s problem is to find the secret s given (A,b) = (A, As+
e mod ¢R) for A < U(R;"Xd), s+ S, and e <> Y™ for ) <= T. The decisional
version consists in deciding whether such (A,b) is distributed as above or if it
is uniform over R;"Xd x Tg.

In most cases, we consider 7" to be the deterministic distribution over {¢} for
some (non-deterministic) error distribution ¢ over Kg. In this case, we use v
instead of 7" in the notation. In Section 6, we compare our result with existing
ones which requires to use the dual RY by considering s € (RY)% and e € (R)™.
We may also use discrete error distributions over R instead of Kg. The standard
formulation of M-LWE corresponds to S = U (Rf]l), for which we omit the § in the
notation. For arbitrary secret distributions S, we usually analyze the hardness of
the problem based on some requirement on the entropy of S. This is why these
cases are also referred to as entropic M-LWE or entropic hardness of M-LWE.

2.6 Module-NTRU

We also recall the Module-NTRU (M-NTRU) problem, as defined by Chuengsa-
tiansup et al. [CPS*20]. Although we use discrete Gaussian distributions as
in [CPS*20], it can be formulated using an arbitrary distribution 1 as follows.

Definition 2.4 (Module-NTRU (M-NTRU)). Let R be the ring of integers
of a number field K and let ¢ be a modulus. Let m,d be positive integers, and 1)
be a distribution on R. Let G < ™*% and F < **¢ conditioned on F €
GL4(R,q). Let F;l be the Ry-inverse of F. The M-NTRU,, 4 q.m.,y problem asks
for distinguishing GF;1 € R?Xd from a uniformly random A < U(R;”Xd).

In the rest of the paper, we consider 1) = Dg ,, for some Gaussian parameter v >
0. In this case, we simply denote it as M-NTRU,, q,q,m, -
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3 Structured LWE

In this section, we provide another formulation of LWE and NTRU. We then
prove that these new problems are equivalent to M-LWE and M-NTRU respec-
tively in a specific setting. Finally, we recall the notion of mild hardness presented
in [BD20b], and how it relates to the standard definition of hardness.

3.1 Structured LWE and Structured NTRU

In the following, we define a version of LWE that generalizes the Structured LWE
problem from [BD20b|. We also define the Structured NTRU problem which is a
generalization of the DSR problem from [BD20b|. We use the name Structured
NTRU only because it is to M-NTRU what Structured LWE is to M-LWE as
we explain in Section 3.2. NTRU already being a structured problem, it should
not be interpreted as if there exists an unstructured version of NTRU.

The difference stems in introducing the extra dimension of the module rank d.
Instead of considering vectors of m matrices of size n X n, we consider block
matrices of size m x d with n x n blocks. We only define the search variant
of Structured LWE and the decisional variant of Structured NTRU as they are
the only one needed in this paper, but one could define the other versions in the
natural way. The main motivation for working with these problems is the simpler
analysis due to its formulation over Z instead of R. Furthermore, both S-LWE
and S-NTRU can be instantiated with distributions that are not directly linked
to M-LWE and M-NTRU, and are therefore more general.

The additional dimension in Structured LWE does not introduce much com-
plications compared to the case d = 1 from [BD20b]. This is why most of the
results in Section 3 and 4 are mere reformulations encompassing larger ranks.
The technical difficulties of dealing with block matrices arise when concretely
instantiating the hardness result to derive the hardness of M-LWE for arbitrary
secret distributions later in Section 4 and 5.

Definition 3.1 (Structured LWE, [BD20b, Def. 3.1] adapted). Letn,d, g,
and m be positive integers. Let M be a distribution of matrices on Zy*", and T
be a distribution of error-distributions on R™. Furthermore, let S be a distri-
bution on ng. The goal of the S-LWE,, 4 4.m,m,r,s problem is to find the se-

cret s < S given (A,y) = (A, As + e mod q), with A +> M™% and e < )™
where P <> 1.

If m is not specified, it means we consider the samples one by one. A single sample
follows the same definition for m = 1. When 7 is the deterministic distribution
outputting some error distribution v, we simply use S-LWE,, 4 4. m M. .5 -

Definition 3.2 (Structured NTRU [BD20b, Def. 5.1] adapted). Let n, d,
q, and m be positive integers. Let M be a distribution of matrices on Zy*", and ¥
a distribution on GLypa(Z,q) x Z"*"4. The S-NTRU,,.d.q.m.m.w problem is to
distinguish the two following distributions
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1. G-F ' modq, where (F,G) <> ¥, and F ' is the Zq-inverse of F mod q.
2. U+ Mm*d,

Notice that these formulations are very similar to Definition 2.3 and 2.4 but
where the ring R is embedded as Z". In Section 3.2, we prove that they are
equivalent up to carefully chosen mappings between the different distributions,
as done in [BD20b] for the case of R-LWE. Further, we sometimes decompose the
vectors (resp. matrices) in blocks of size n (resp. n x n) to show the correspon-
dence between R and Z". We then have A = [A;j](; j)e[m]x[q) With Ay; € Zy™™,
and x = [x7,...,x}F]T for a vector x of size nk, and x; € Z" (or R" depending
on the context).

3.2 Module Problems as Structured Problems

For completeness, we detail here how to transform a (primal) Module-LWE (resp.
Module-NTRU) instance into an instance of Structured LWE (resp. Structured
NTRU) by choosing the correct distributions. The transformation consists in
embedding the ring elements either as vectors or as multiplication matrices. Mg
maps a ring element to a structured matrix, as illustrated in Figure 2.1, thus
motivating the names Structured LWE and Structured NTRU. Although the
proof is trivial, we provide it for completeness.

Lemma 3.1. Let K = Q(() be a number field of degree n, and R its ring of in-
tegers. Let d,q, m be positive integers. We set M = Mp(U(R,)) the distribution
over Zy*", where Mg is defined in Section 2.2.

LWE. Let ¢’ be a distribution over Kgr, and 8’ a distribution over RZ. De-
finey = (Bron)®'), and S = (Brou)(S’), where By, is defined in Section 2.2.
Then, the two problems M-LWE, 4 g.m .50 and S-LWE,, 4 ¢ m mp,s are equiv-
alent.

NTRU. Now, let ' be a distribution over R. We define ¥ to be the distribution
over GLna(Z,q) x Z"*"4 obtained by drawing F from (¢')?*¢ conditioned on
being in GLq(R,q), G from (¢')™*¢ and outputting (Mg(F), Mr(G)). Then,
the two problems M-NTRU,, 4 ¢ .m ¢+ and S-NTRU,, g ¢4.m,m,w are equivalent.

Proof. Since all the distributions are defined via an invertible mapping (ei-
ther Mr or Brog), we only prove one direction. The other simply consists
in using the inverse mappings.

LWE. Let (A,As +emod ¢R) € R4 x T where A <= U(R"%), s <= &
with &’ is a distribution on Rg, and e < (¢")™. The transformation consists in
applying (Mg, Bgrom) to the instance (A, As + e mod ¢gR). We now verify that
the result is correctly distributed with respect to M, & and . For clarity, we
denote Broy by ¢. Note that ¢ is linear. For all j € [m], it holds

S([As+eli) = > dlaij - s;) + dlei) = > Mn(ayy) - d(s;) + d(e:)
jeld]

J€ld]

= [MRr(A) - ¢(s) + ¢(e)];-
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Here we handle vectors and block matrices but the computation still holds.
Simply note that [¢(s)]; corresponds to the j-th block of ¢(s) which is col-
umn vector of size n, and Mg(a;;) is the (4,7) block of size n x n of the ma-
trix Mr(A) by definition. The way we defined, M, S and ¢ from Mg(.), S’
and ¢/, it is clear that (Mg(A), Mr(A)d(s) + ¢(e)) is distributed according
to S-LWE,, 4.q,m,Mm,p,s- The oracle for S-LWE,, 4 4 m Mm,p.s thus returns ¢(s),
from which we can recover s by inverting ¢.

NTRU. Let A be in R;"Xd. First assume that A is uniform over R;"Xd. Then,
it holds that Mp(A) is distributed according to M. Next, assume that A =
GF,;! mod ¢R, where F < (/)% conditioned on being in GL4(R,q), G «
(¢ )m*4 and F;l is the Rg-inverse of F. As Mp is a ring homomorphism, it
holds that Mg(A) = Mg(G)Mg(F, ') mod ¢Z. Since Mp(F ') is the Z-inverse
of Mr(F), the definition of ¥ gives that Mr(A) is correctly distributed. A dis-
tinguisher for S-NTRU,, 4 ¢,m,m,» applied to Mp(A) thus gives a distinguisher
for M—NTRUmd’q’m,w/. O

Recall that in cyclotomic fields for example, we can choose B = (ULV)’l,
which leads to Mr = M, and Broy = 7. In this case, it simply uses the coeffi-
cient embedding to embed M-LWE (resp. M-NTRU) into S-LWE (resp. S-NTRU).
Note that the hardness of S-NTRU can be established for other distributions ¥,
but based on different assumptions than M-NTRU. We discuss it in Section 5.2.
The distribution of the blocks is chosen to be M = Mr(U(Ry)). The reader can
keep this choice in mind, but we point out that the results of Section 3.3, 3.4
and 4 hold for arbitrary distributions M, S and 1.

3.3 (Mild) Hardness

We consider the two notions of hardness for S-LWE as is done in [BD20b],
namely standard hardness and the weaker notion of mild hardness. We show that
standard hardness naturally implies mild hardness, while the converse requires
an a priori unbounded number of samples in order to use a success amplification
argument. All the proofs are provided in Appendix B.2 for completeness.

Definition 3.3 (Standard and Mild Hardness). Let n,d, and q be positive
integers. Let M be a distribution over Zy*", and T a distribution of distribu-
tions over R™. Finally, let S be a distribution on ng. For any (s,v) sampled
from (S,T), we denote by O the (randomized) oracle that, when called, re-
turns (A;, A;s + e; mod q), where A; <> M™% and e; + 1.

The S-LWE,, 4.4, m,1,s problem is standard hard, if for every PPT adver-
sary A and every non-negligible function €, there exists a negligible function v
such that

Pocs [Pao,, [A%0 (1Y) =s] > e)] <v(),

where A9+ means that the adversary has access to Os y as a black-box and can
thus query it as many times as they want. The internal probability is over the
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random coins of A and the random coins of Os y, (meaning over the randomness
Of the (A“ ez))

We now say that the S-LWE,, 4.4 m.1,s problem is mildly hard, if for ev-
ery PPT adversary A and every negligible function p, there exists a negligible
function v such that

Pi;:‘% DP)A,OS,w [AOS’”’(I)‘) = S] >1- ,u(/\)] <v(A).

When the number of available samples m is fized a priori, we use the same
definitions except that A is only allowed at most m queries to the oracle. The
samples can be written in matriz form as (A, As 4+ e mod q) with A <> M™*4
and e < Y.

Lemma 3.2. Let n,d, q be positive integers. Let M be a distribution over Zg*™,
and T a distribution of distributions over R™. Finally, let S be a distribution
on Z3%. If S-TWEy g9, m.1.s is standard hard, then it is also mildly hard. The
same result holds when the number of available samples m s fized.

Lemma 3.3 ([BD20b, Lem. 3.4] adapted). Let n,d,q be positive integers.
Let M be a distribution over Zy™", and T a distribution of distributions over R".
Finally, let S be a distribution on Zf}d. If S-LWE,, 4,9, M, 1,5 s mildly hard, then
it is also standard hard.

3.4 Rerandomization

Lemma 3.3 holds for an unbounded number of samples, which is not always real-
istic. In order to generate new samples from a fixed number, we recall the reran-
domization lemma provided in [BD20b]. This procedure creates a new sample by
adding up a random subset of the available samples. It results in a different error
distribution which might not be easy to work with. The proof of the following is
given in Appendix B.2.

Lemma 3.4 (|[BD20b, Lem. 3.5] adapted). Let n,d, q be positive integers.
Let M be a distribution over Z(’;X", and S be a distribution on Z;‘d. Let m be
a positive integer such that m > n%dlogy q + nlogy q¢ + w(logy \). Let @ be an
error distribution on Z". The distribution of error-distributions Ye pin 15 defined
as follows: A distribution ¢ <= Yo pin is determined by m elements eq, ..., ey €
Z" chosen from ®. To sample from the distribution 1, choose x «+ {0,1}™
uniformly at random and output Y, x;€;. If SSLWEy, 4 ¢.m . m,a,s is mildly hard,
then S-LWE,, 4.4 M 74 4,5 8 also mildly hard.

4 Entropic Hardness of Structured LWE

In this section, we adapt the notion of sometimes lossy pseudorandom distribu-
tion from [BD20b] to our more general version of Structured LWE. They gather
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two main properties, pseudorandomness and sometimes lossiness, which are es-
sential in proving the entropic hardness of S-LWE. Section 4.1 formalizes this idea
that if there exists a sometimes lossy pseudorandom distribution, then S-LWE
is mildly hard. Then, Section 4.2 gives sufficient conditions to construct such
distributions. As the proofs of this section do not require technical novelty com-
pared to the original ones, we defer them to Appendix B.3. The matrices in this
section are over Z, Z4, Q or R, and not R, R4, K or Kg.

Definition 4.1 (|[BD20b, Def. 4.1] adapted). Let n,d,q, and m be positive
integers. Let X be a distribution on Zg'mxnd, M a distribution on Zy*", S
a distribution on ng and 1 an error distribution on R™. We say that X 1s
a sometimes lossy pseudorandom distribution for (S, M,) if there exists a
negligible function e, a k = w(logy A) and a § > 1/poly(\) such that the following
properties hold.

Pseudorandomness: X is computationally indistinguishable from Mmxd
Sometimes Lossiness: Pa..x[HS (s|A, As + e mod q) > k] > §, where s +

S and e <> Y™,

4.1 From Sometimes Lossiness to the Entropic Hardness of
Structured LWE

The following theorem adapted from [BD20b| states that the existence of a some-
times lossy pseudorandom distribution implies the mild hardness of Structured
LWE. The proof can be found in Appendix B.3. The pseudorandomness property
essentially allows us to trade the uniform matrix A from the S-LWE instance
for the matrix GF; ' mod ¢ (where F,! is the Zg-inverse of a short matrix F)
as in Definition 2.4. Then, the sometimes lossiness property translates the fact
that going from s to GFq’ls + e mod ¢ loses enough information on s (with non-
negligible probability over the choice of F and G) so that it is hard to recover s.
The sometimes lossiness thus entails the hardness of S-LWE when A = GF;1
instead of being uniform. By the pseudorandomness, it then yields the hardness
of S-LWE.

Theorem 4.1 ([BD20b, Thm. 4.2] adapted). Let n,d, g, m be positive inte-
gers. Let X be a distribution on ngxnd, M a distribution on Zi*", S a distri-
bution on ng and ¥ an error distribution on R™. We assume that all the distri-

butions are efficiently sampleable. If the distribution X is a sometimes lossy pseu-
dorandom distribution for (M, S, ), then S-LWE,, 4 g.m .M, p.s 15 mildly hard.

4.2 Construction of Sometimes Lossy Pseudorandom Distributions

We now provide the generalization of [BD20b] to our new problem S-NTRU in
order to give sufficient conditions to construct sometimes lossy pseudorandom
distributions, and thus get the mild hardness of S-LWE,, 4.4,m M, »,s by Theo-
rem 4.1.
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We first provide a few technical lemmata before the main result of this sub-
section. The proofs follow the same structure as the one from [BD20b|, which is
why we defer them to Appendix B.3. The goal is to prove that s has sufficient
min-entropy left, even if GFq_ls + eg is known. Recall that B € R"*™ and
for £ > 1, Bre = I; ® By, as defined in Section 2.2. Note that in the following,
we need both the inverse modulo ¢ (F;') and the rational inverse (F~!) of a
matrix F € ZZdX”d. The invertibility modulo ¢ implies that the determinant
of F is a unit in Z,, and is therefore non-zero when seen as an element of Q,
which in turns implies the rational invertibility.

Lemma 4.1 ([BD20b, Lem. 5.4] adapted). Let n,d, and m be positive in-
tegers. Let Z = [Z; ;] (i jyeim)x[d] € Rmxnd here for all (i, ), Zi; € R™™ and
set Z = By - Z - Bpa. Let 5,8 > 0 be such that s > ||Z'||, - 8. There exists
a distribution ¥ on R™™, such that if € <> Dyg_, = D& g _and e’ < ¥ are
independent, then e = Ze' + €' is distributed according to Ds.Bpm = Di'g,, -

Lemma 4.2 ([BD20b, Lem. 5.5] adapted). Let n,d, q be positive integers.
Let F € GLypa(Z,q), and F' = B ;FBpa. Let s > V2||F’||n-(BLi). Let £ <
Dx/i-sBRd and e < DA(F%SBRd. Let s be a random variable supported on Z(’;d.
Then it holds that

f—jgj(sm;ls +F'f mod ¢) > ﬁoo(s|Fgls +F e mod q),
with F;l denoting its Zq-inverse, and F~! its Q-inverse.

Lemma 4.3 ([BD20b, Lem. 5.6] adapted). Let n,d be positive integers,
ands a random variable supported on Z7*. Let s > ns(A(B;ii)), f DZ"d,\/i»sBRd

and e <> Dsp,,, then it holds that HB8 (s|s + £) > Hoo(s|s + e).

Altogether, Lemmata 4.1, 4.2, and 4.3 lead to the following theorem. It gives
the necessary link between the hardness of recovering s given GFq’ls + eg, and
the noise losiness of the secret distribution. We first use Lemma 4.1 to decompose
the noise ey into GF~'e; + €| along the matrix GF~!, where F~! is the Q-
inverse of F. To avoid a noise blow-up, the spectral norm of GF~! needs to be as
small as possible, which is done by maximizing the smallest singular value of F
and minimizing the largest singular value of G. We then use Lemma 4.2 to go
from a continuous to a discrete Gaussian distribution. We argue that the entropy
of s knowing GF;ls+ (GF~'e; +e)) mod ¢ is larger than that of s knowing only
some (reduced) coset s + e2 mod ¢ where e, is sampled on the lattice generated
by F. If the latter entropy is large enough, which requires to minimize the largest
singular value of F, then so is the former. Finally, Lemma 4.3 leads back to a
continuous noise, to express this condition in terms of the noise lossiness of S.

Theorem 4.2 ([BD20b, Thm. 5.7] adapted). Let n,d, g, m be positive inte-
gers, and S a distribution over ng. Then, let ¥ € GLypa(Z,q). For (i,7) € [m] x
[d], let Gy € Z"*™ be matrices and G = [Gyj](; j)e[m]x[a] be the block matriz
of the Gj. Further let F~! € Qrdxnd pe the Q-inverse of F and Fq_1 € ngxnd
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be the Zy-inverse of F mod q. Define the matriz F' = BE;FBRd and G’ =
B GBpa. For s > ||[F'|, - nE(A(B;Li)), let sg > 23/25HG’(F')_1H2. Then it
holds that

H%(s|GF,'s + ey mod q) > v,B,,(S) — ndlogy(||F'||,),
where ey <= Dy Bpm, and s < S.

By combining the previous results, we obtain the main theorem that gives
explicit conditions to construct sometimes lossy pseudorandom distributions.
The proof can be found in Appendix B.3.

Theorem 4.3 ([BD20b, Thm. 5.8] adapted). Let n,d,m,q be positive in-
tegers, and By, B2 > 0. Let ¥ be a distribution on GLypq(Z,q) x Z">" M aq
distribution on Zy*", and S a distribution on Z;‘d. Assume S-NTRU,, 4 g.m Mm@
is hard. Additionally, assume that if (F,G) <= W then

— ||B§}nGF_1BRdH2 < B, where F~1 is the rational inverse of F.
— |BraFBref, < 52

with probability at least 6 > 1/poly(\) over the choice of (F,G). Define the
distribution X on Z7™*" by GF; !, where (F,G) <> ¥ and F ' € Z27"? s
the Zq-inverse of F. Let s > Bon.(A(BL})) and so > 2%/2Bys. Further assume
that vsg _, (S) > ndlogy(B2) + w(logy(N)).

Then X is a sometimes lossy pseudorandom distribution for (S, M, Ds B m )-
Therefore, Theorems 4.3 and 4.1 together yield the following immediate corollary.

Corollary 4.1. Assume that the conditions of Theorem /.3 are satisfied. Then
the problem S-LWE,, g g.m M .5 15 mildly hard.

5 Instantiation for M-LWE

This section constitute our main contribution, which consists in concretely ex-
hibiting a sometimes lossy pseudorandom distribution that implies the entropic
hardness of M-LWE. We thus set the parameters so that it fits the requirements
of both Section 3.2 and 4. As seen in the latter in Theorem 4.3, the S-NTRU
problem must be hard for this distribution, and the distribution also needs to
be somewhat well behaved in terms of its spectral properties. Lemma 3.1 gives
the equivalence between M-NTRU and S-NTRU, which allows for expressing the
entire result in the more algebraic module setting. The more technical aspect of
this section comes from Section 5.1, in which we study the spectral properties
that we need. In particular, we derive a lower bound on the smallest singular
value of discrete Gaussian matrices over R (once embedded via M,,, ). Then,
in Section 5.2, we define this distribution and verify that it indeed leads to a
sometimes lossy pseudorandom distribution. Combining it with Corollary 4.1
and the equivalence between M-LWE and S-LWE of Lemma 3.1, we then ob-
tain the entropic (mild) hardness of M-LWE. All the results in this section hold
for arbitrary number fields at the exception of Corollary 5.2 which is stated for
cyclotomic fields.
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5.1 Invertibility and Singular Values of Discrete Gaussian Matrices

We now recall [CPST20, Thm. A.5| that gives the density of square discrete
Gaussian matrices over R, that are invertible modulo ¢R. This theorem gives
concrete conditions so that Dgr,(r,q),, is efficiently sampleable. The proofs
of [CPS*20, Thm. A.5, Lem. A.6] depend on the embedding that is chosen to
represent R as a lattice. The paper uses Gaussian distributions in the coefficient
embedding over the lattice 7(R) which differ from our context. As such we need
to adapt the proofs for Gaussian distributions in the canonical embedding over
the lattice og(R). The changes are mostly limited to volume arguments as the
volume of the lattice R depends on the embedding. Also, note that the proofs
of [CPST20, Thm. A.5, Lem. A.6| still hold in any number field and for any
splitting behaviour of ¢ provided that it is unramified, no matter the size of the
norm of its prime ideal factors.

Theorem 5.1 ([CPS*20, Thm. A.5] adapted). Let K be a number field of
degree n and R its ring of integers. Let d > 1 and q > 2n be an unramified prime.
We define Nimax = maxyqr,p prime N(P) and Nyin = minggr.p prime N (p). As-

sume that y > 21/C4=1 (| Ak | - N,(nda;l)/(zdfl))l/”. Then

2r 'y"d2 _
dxd . 2 n
p'Y(R \GLd(R7 Q)) S Nmin : |AK|d2/2 (1+8d 2 )
2r

<

< (1482 py (R,

where r is the number of distinct prime factors of qR.

Remark 5.1. Consider ¢ = 1 mod v over the v-th cyclotomic field. Then, ¢gR
fully splits into n distinct prime ideals, each of norm ¢ (Nmin = Nmax). Thus,
if v > 2V/Qd=D(|Ag| - ¢(@=1/Rd=1)1/" which is roughly 2(n), then we have
that

%meﬂ%@MS%+mW) (2)

Note that if ¢ < 2n, the inequality is vacuous. However, in practice ¢ is usually
much larger. For example, Kyber [BDK'18] uses ¢ > 13 - n while the signature
Dilithium [DKL* 18] uses ¢ > n°/2 >> 2n. This yields a probability of invertibility
that is sufficient for this work, while allowing for reducing the parameter v as
much as possible. More precisely, it allows for taking v = {2(n) with a constant
close to 1. Also, as mentioned before, the invertibility in R, implies that the
determinant is a unit of R,. As such, it is a non-zero element when seen in K
which implies the K-invertibility.

Although it seems folklore, we weren’t able to find a Gaussian tail bound
on o(z) in the infinity norm for # <= Dg .. We therefore provide the follow-
ing lemma, whose proof is mostly based on [Pei08, Cor. 5.3], and which proves
that [|o(z)| ., < ylog, n with overwhelming probability. Most of the tail bounds
are with respect to the Euclidean norm and thus require an extra /n factor.
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Here, we are only interested in the infinity norm. The proof is provided in Ap-
pendix B.4.

Lemma 5.1. Let R be a ring of integers of degree n. Then for any v > 0 and
any t > 0, it holds that

2
Prepp, [lo(f)lle <7t 21— 2ne™™".

Choosing t = logy n gives ||o(f)|l., < 7vlogyn with overwhelming probability.

[

The main challenge in instantiating Theorem 4.3 is to provide a decent bound
for HG’(F’ )’1”2. It seems to require knowledge on the smallest singular value
of F’, which in our case is taken from a discrete Gaussian distribution. We
now provide a lower bound on the smallest singular value of discrete Gaussian
matrices. This automatically gives an upper bound on ||(F’)~!| 5 @S (@)~ H2 =
1/ Smin (F').

Lemma 5.2. Let K = Q(¢) be a number field of degree n, and R its ring of
integers. Let T be any fractional ideal of R. Let v > 0 be a Gaussian parameter.
Then, for all § > 0, it holds that

)
]P)FH,D;xd Smin(Mop, (F)) < —=| <nC,6+ ncﬂj,
Y

Vd
with C, > 0 and ¢y € (0,1) parameters depending on ~y.

Proof. Spectral analysis. For convenience, we define S(A) to be the set of
singular values of any complex matrix A. First of all, note that M, , (F) = (I;®
UL)MU(F)(Id ® Up). Since Uy is unitary, we have S(M,, (F)) = S(M,(F)).
Recall that M, (F) is the block matrix of size nd x nd whose block (i, j) € [d]?
is diag(o(fi;)). The matrix can therefore be seen as a d x d matrix with blocks of
size n x n. The idea is now to permute the rows and columns of M, (F) to end up
with a matrix of size n xn with blocks of size d xd only on the diagonal, as noticed
in e.g. [DM14]. For that, we define the following permutation 7 of [nd]. For all ¢ €
[nd), write i —1 = k(" + nk{”, with & € {0,... ,n—1} and &{” € {0,...,d—1}.
Then, define 7(i) = 1+ k‘gi) + dkgi). This is a well-defined permutation based
on the uniqueness of the Euclidean division. We can then define the associated
permutation matrix Py = [6; ~(j)](i.j)ema)? € R7™@*nd_Then, it holds that

o1 (F)

P M, (F)PZ; = ",
on(F)

Since P, is a permutation matrix, it is unitary and therefore S(M,(F)) =

S(P.M,(F)PL). As P, M, (F)PT is block-diagonal, we directly get the singular

values by S(P.My(F)PL) = Uge(nS(ok(F)). This proves that S(M,, (F)) =
Uren)S(ox(F)). In particular, taking the minimum of the sets yields

Smin(My, (F)) = Igrelhlll] Smin (0% (F)).
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Random matrix theory. By [MP12, Lem. 2.8], for all 4,j € [d] and unit
vector u € C", (ou(fij),u) is sub-Gaussian with sub-Gaussian moment +.
Hence, since the rows of Uy are unit vectors of C, it holds that for all k € [n]
and 4, j € [d], ox(fi;) is sub-Gaussian with moment ~. Thus, for all k € [n], 0% (F)
has independent and identically distributed sub-Gaussian entries. A result from
random matrix theory by Rudelson and Vershynin [RV08, Thm 1.2] yields

P [smm(ak(F» < jﬂ <04, 3

for some parameters C;, > 0 and ¢, € (0,1) that only depend on the sub-
Gaussian moment ~, for all k£ € [n]. A union-bound gives that

§
P [suin(Mo (F) < 2] < 036 4 net,

thus concluding the proof. O

An immediate application of this lemma is for Z = R, which gives a probabilistic
bound depending on the constants C., and c,, which in turns depend on . Aside
from experimentally noticing that C decreases polynomially with v and that c,
seems to decrease exponentially with -, we do not have closed-form expression
of these constants. By scaling the distribution by ~ and applying Lemma 5.2
for T =y~ 'R, we obtain

vd
Pppogfwd $min(Moy, (F)) < —=| < nC8 +ne,

Vd
with C > 0 and ¢ € (0,1) no longer depending on . In this case, we can
mitigate the union bound blow-up by choosing § = n~3/2 for example, yield-
ing Smin(M,,, (F)) > v/nv/nd with non-negligible probability. In what follows,
we thus use the following corollary. We discuss in Section 6 how we can experi-
mentally expect a better bound.

Corollary 5.1. Let K = Q(¢) be a number field of degree n, and R its ring of
integers. Let v > 0 be a Gaussian parameter. It holds that

v _
PFHD;%T’:{ Smin(MUH(F)) < nvnd < O(n 1/2)~

5.2 Instantiation

We now define a distribution ¥ over G L,,q(Z, q) x Z"™*"4 and prove it verifies the
conditions of Theorem 4.3 under a careful choice of parameters. This distribution
is actually a direct application of Definition 2.4 for a Gaussian distribution . As
opposed to what is done in [BD20b|, we no longer need to assume the hardness of
Hermite Normal Form M-LWE and we solely rely on the M-NTRU assumption
for rectangular matrices. Nonetheless, the distribution proposed in [BD20b, Sec.
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6] can be adapted to the module setting as shown in Appendix C for complete-
ness. In this case, the hardness of S-NTRU is proven under that of M-NTRU for
square matrices and of HNF-M-LWE. It thus uses a more standard formulation
of M-NTRU but at the expense of an additional assumption, and also slightly
worse parameters. This highlights a trade-off between the underlying hardness
assumptions and the parameters.

Definition 5.1. Let K be a number field of degree n, and R its ring of integers.
Let d,q, m be positive integers. Let v > 0 be a Gaussian parameter. We define
the distribution ¥ as follows:

— Choose F < DdXd such that F € GL4(R,q);

— Choose G < Dde
— Output (MR(F) MR(G))

Note that by Theorem 5.1, ¥ is efficiently sampleable if ~ is sufficiently large, de-
pending on the splitting behaviour of ¢. In particular, as stated in Remark 5.1,
one can choose v = ©(n) and have a non-negligible probability that a sam-
ple from Dgaxa ., is also in GL4(R,q) for a fully splitted prime ¢ in a cyclo-
tomic field. Also, since Mg is a ring homomorphism, if F is invertible modulo ¢,
then so is Mg(F), and vice-versa. By Lemma 3.1, M-NTRU and S-NTRU, are
equivalent for a specific connection between the distributions. We specifically
defined ¥ so that it matches with M-NTRU,, 4 4,m - Hence, assuming the hard-
ness of S-NTRU for this distribution ¥ is equivalent to assuming the hardness
of M-NTRU,, q,4,m,~- We now show that the distribution ¥ leads to a sometimes
lossy pseudorandom distribution. By Theorem 4.3 it suffices to bound the max-
imal singular values of BI_?;MR( )Bga, and Byh, Mp(G)Mg(F) 'Bga, which
is the object of the following lemma.

Lemma 5.3. Let K be a number field of degree n, and R its ring of integers.
Let d, q,m be positive integers, and v > 0. Let (MR(F) Mg(G)) <> W. Then,
(F)Bpal, < dylogyn and (2) |Bgn Mr(G)Mg(F) 'Bpal|, <
ndrlogQ n except with probability at most O(n _1/2) + 2d(d + m)ne~"loszn
over the choice of (Mg(F), Mr(G)). When d,m = poly(n), this probability is
simply O(n=1/2).

Proof. 1. 1t holds that B; Mg(F)Bgra = M, (F). Let (i,) be in [d]>. As Uy
is unitary, it preserves the largest singular value, so it holds that

Ul diag(o (7)) Un]|, = ldiag(o(£i)l = lo(fis)

As fij <> Dg,, Lemma 5.1 gives that [o(f;;)||., < vlogyn except with a prob-
ability of at most 2ne”™'°83". Lemma 2.1 yields y|1?§§MR(F )Brl|,
except with a probability of at most d? - 2ne~"1°82" which is negligible for d =
poly(n).

< dvylogyn
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2. We now bound HBE},LMR(G)MR(F)_lBRd from above. Note that we have

I

Bpn Mr(G)MR(F) 'Bra = M,

OH

(G)M,

OH

(F)~".

As |||l is sub-multiplicative, we simply bound [[M,, (G)|, and || M, (F)7!|,
from above separately. Using Lemma 5.1 and Lemma 2.1 once again yields

1Mo, (G)ly < Vimdylogy n,

except with probability at most md-2ne™" logn_ Finally, by Corollary 5.1 we have
that || Mo, (F)*1H2 < nv/nd/~y except with a probability of at most O(n='/2).

Hence || B Mg(G)Mp(F)'Bga||, < ndy/nmlog,n, except with probability
at most O(n=/2) + md - Ine—Tlogin 0

We can now summarize the results of this section in our main theorem by combin-
ing Lemma 5.3 with Corollary 4.1. Using the equivalence of Lemma 3.1 between
the module and structured formulations, we have the following.

Theorem 5.2. Let K be a number field of degree n, and R its ring of inte-
gers. Let m,d be positive integers. Let q be a positive integer and v > 0 be such
that Dar,(Rr.q),~ 18 efficiently sampleable. Let S be a distribution on RZ and S’ =
Brou(S). Assume the hardness of M-NTRU,, 4.4.m Dy, and that vs(S") >
ndlogy(dylogs n) + w(logy A) for some s > ~vydlogy(n) - n-(R). Then, for so >
23/2 . s . ny/nmdlogy n, we have that M-LWE;, 4,4,m,D.,,s is mildly hard.

What characterizes the secret distribution is the noise lossiness condition of
Theorem 5.2. By using Lemma 2.2, we can have concrete conditions on the
entropy of the secret distribution.

Corollary 5.2. Let K be the v-th cyclotomic field of degree n = ¢(v), and R its
ring of integers. Let m,d be positive integers. Let ¢ > 2n be a prime such that ¢ =
1mod v, and v > 2Y/Qd=Dpgld=1/(n2d=1)) Lot S be a distribution on R
and 8" = 7(8) (see Section 5.2). Assume the hardness of M-NTRU,, 4,q,m.,Dp. . -
Also, assume that for some ydlogy(n) - ne(R) < s < g\/m1n(4nd) it holds that

Hoo(S) > ndlogy(dylogy n) + ndlogy(q/s) + w(logy A).

Then, for sq > 23/2.5.n\/nmd logy 1, we have that M-LWE,, d,4,m,D.,,s S mildly
hard.

If S is supported on Sf]l for some positive integer n > 2, and for some s >
~vdlogs(n) - n-(R) it holds that

Ho(S) > ndlogy(dylogyn) + vV2rlogy e - nd - n/s + w(logy A),

then the conclusion still holds.
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Proof (of Corollary 5.2). Note that as 7 is a bijection, S and §" have the same
entropy. Hence, the first statement is obtained simply by combining Theorem 5.2
with Lemma 2.2. For the second statement, we take a bounded distribution.
In practical uses of M-LWE, the bounds are considered on the coefficients of
the polynomials, which is why we consider a bound on the infinity norm of
the coefficient embedding of the secrets. To use Lemma 2.2, we simply have to
translate this bound into a bound on the secrets from S’ in the Euclidean norm.
Since K is a cyclotomic field, we can choose Br = (UL[V)*1 as discussed in
Section 2.2, which yields Bgog = 7. Hence, we indeed have S’ = Brog(S)
as required by Theorem 5.2. Now, as 7(S) = S’ is supported on {—7,...,n}",
for s = S it holds that

15", = IBror(s)lly = lI7(s)lly < nvnd.
Applying Lemma 2.2 thus yields the second statement. O

Remark 5.2. The distribution from Definition 5.1 and the subsequent results can
also be instantiated for modules of rank 1. The parameters can be optimized
using the technical lemmata from [BD20b, Sec. 6] in this case. It provides an
alternative distribution to the one proposed in [BD20b], which improves the
parameters and discard the Hermite Normal Form R-LWE hardness assumption.
It would then give a detailed proof of the argument made by Peikert [Peil6] that
decisional NTRU reduces to search R-LWE. Our result can therefore be seen as
a generalization of this argument to modules.

5.3 On the Statistical Entropic Hardness of M-LWE

Chuengsatiansup et al. [CPS*20| show that if the Gaussian ¢ = Dg , is suffi-
ciently wide, and where ¢ does not split too much, then the M-NTRU,, 4 4.m.~
problem is statistically hard, as we restate below. Note that the original state-
ment requires d > m, which is actually not needed in the proof. The final proof
of Theorem 5.3 uses Theorem 5.1, and also the volume of R but in a ratio, which
does not affect the result when changing the embedding.

Theorem 5.3 ([CPS*20, Thm. A.1] adapted). Let K be a number field of
degree n and R its ring of integers. Let m,d > 1 and q be an unramified prime
such that ming|gr » prime N (p) = 22(m)  We define Npax = maxy|qr,p prime N (P)-

Let~ > max <2nqm/<d+m)+2/(n(d+m>>7 21/ (2d=1)| A |V NI/ W”*”). Then,
let X, be the distribution of GF;' mod ¢R where (F,G) « D‘}éﬁfd X Dg}?d
with F € GLy(R, q), F;l the Ry-inverse of F. Then, we have

A(Xy URT)) < 2790,

Our hardness assumption for the mild hardness of Entropic M-LWE is statisti-
cally thus proven by Theorem 5.3 for wide Gaussian distributions and a modu-
lus ¢ that does not split into too many factors. In this case, our result introduces
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non-trivial lower bounds on the entropy of the secret and the size of the noise such
that the M-LWE becomes statistically hard. By Theorem 5.2, this provides the
mild hardness of M-LWE,, 4 4., p,,,s With no computational assumption what-
soever. Nevertheless, the parameter v required by Theorem 5.3 is roughly 2n./q
and hence makes the parameters of M-LWE not usable in practice. In particu-
lar, the entropy of the secret distribution must be very large. It then requires
that both the size of the secret and the size of the masking noise s must be of
the order of at least /g, making it hard to build usable cryptosystems purely
based on it. As such, the statistical result should only be seen as an interest-
ing byproduct of the theoretical proof, but not as a groundbreaking result for
practical applications.

Alternatively, one can also try to prove this result by showing that the dis-
tribution of the given M-LWE samples is statistically close to the uniform distri-
bution. However, this would require a leftover hash lemma over modules where
the input of the hash is only promised to have certain entropy. To the best of
our knowledge, there is no such entropic variant of the leftover hash lemma over
modules and we leave the investigation of it as a future work.

6 Related Work

In this section, we detail our main result of Theorem 5.2 and how it places
with respect to existing hardness results for entropic M-LWE. To simplify the
concrete comparison of parameters, we use the case of power-of-two cyclotomic
fields and use the formulation of Corollary 5.2. The reasoning can be extended to
more general number fields but requires the derivation of field-dependent values
such as Ak and ||Lgv| = Max;e|n] |Lgve;|s. First, note that our reduction is
rank-preserving in the sense that the module rank from our M-NTRU assumption
equals the final module rank for entropic M-LWE. It can be advantageous for the
concrete hardness analysis, but it also gives less room to tweak the parameters
in order to achieve small secrets.

Constant secrets. In the case of uniform binary secrets as studied by Boud-
goust et al. [BJRW20,BJRW21], the entropy of the secret distribution is nd. We
can see that the entropy condition of Corollary 5.2 for such & is then never met.
Therefore, our hardness proof does not encompass unusually small secrets. This
is in part due to the rank-preserving nature of our proof, which does not enable
us to increase the rank by log, ¢ to attain constant secrets.

General secrets. We now focus on the case where the secret is from a general
distribution S. The first statement of Corollary 5.2 requires the entropy of S
to be at least ndlog,(dylogy(n) - v/In(4nd) /), when the masking noise s is at
its upper-bound of ¢v/7/vIn4nd. For this choice of s, it leads to sy = n\/87 -
q - v/nm/In(4nd) - dlog, n. This noise parameter sq is quite large because the
masking noise is close to ¢. If we choose s to be much smaller, this impacts
the minimal entropy that we can achieve. There is therefore a trade-off between
minimizing the entropy of the secret distribution or the noise parameter sg to
preserve the same hardness result, as expected.
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Remark 6.1. Note that this result can be instantiated for secret distribution over
secret with bounded norms. Hence a way of minimizing the entropy of the secret
distribution can be to minimize the size of the secret. So the trade-off is now
between the size of the secret and the size of the error.

Bounded secrets. In the more specific case of secrets with bounded norm,
the second statement of Corollary 5.2 can improve the parameters slightly. For
clarity, we define C’ = \/2mlog,e. Now, consider a parameter o > 0. As-
sume we set C'ndn/s < anlogy(dylog,n). This simplifies the entropy con-
dition to Hoo(S) > n(d + a)logy(dylogyn) + w(logy A), while requiring s >
C'dn/(alogy(dylogsn)). This condition on s is likely subsumed by the condi-
tion on s in the corollary statement, as long as « is not too small. For exam-
ple, @ = 1/n allows to satisfy both conditions on s. For the uniform distribution
over S (maximal entropy), this translates to n > 1 ((dvlogyn)+®/4 —1). One
can thus tweak the parameter « to either achieve a smaller masking noise (and
therefore a smaller noise sg), or smaller secrets.

Concrete parameters. Our reduction provides theoretical insights and gives
confidence in the fact that M-LWE-based cryptosystems are resilient even if the
secret distribution present a certain amount of leakage. We insist on the fact that
our proof does not encompass practical parameters, but can still be instantiated
with concrete parameters that satisfy all the conditions. We give for example
one such set of parameters.

n d m q ¥ € s n So
256 4 4 1105625551361 297 27100 11894537 4780 34450257913

Table 6.1. Example parameter sets verifying the following conditions: ¢ prime with ¢ =
1 d—1

1 mod 2n, vy > 22d-Tpgn@d-1) s > dylog, n-n-(R), s > v2m log, e~m7 n 2z

1((dvlog, n)tte/d 1) a = 150 > V85 ndy/nmlog, n. Note that for a given £ > 0,

one has 7.(R) < /In(2n(1 +6_1))/7TW and A?°(RY) > N(RV)Y" = |Ag|7Y/"

which gives A\f°(RY) > 1/n for a power-of-two cyclotomic field.

The final noise sy can be improved by a factor of roughly n experimen-
tally. Indeed, the bound on the smallest singular value of Lemma 5.2 can be
applied for Z = R directly which introduces the constant C,. Experimentally,
it seems like C, = O(1/9%) for § € (3/2,2). Hence, for v = 2(n), it would
yield spin(My(F)) > ~/v/nd with non-negligible probability. This would thus
save a factor of n in the expression of sg. We have studied the lower bound with
a heuristics for cyclotomic fields, and with v under the condition of Theorem 5.1.
It yields a lower bound of ~/ vnd on the smallest singular value with (exper-
imental) probability at least 3/4 (and going to 1 with polynomial speed as n
grows). A bound of v/(10v/nd) is verified with (experimental) probability of at
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least 99/100. For completeness, we provide a simulation script? in Sage [Sag20]
which simply generates such matrices and compares their smallest singular value
to the bound 7/(10v/nd). The bound seems coherent with the extensive research
around spectral estimations of random matrices. The smallest singular value of
random matrices has been widely studied in order to prove the Von Neumann &
Goldstine conjecture [vNG47] that for a random matrix A of size N X N, Spmin(A)
is asymptotically equivalent to 1/v/N with high probability. This conjecture has
been proven for specific distributions satisfying various conditions on the en-
tries, which our matrix M, (F) for F + D;l?fj unfortunately does not verify.
The bound seems however to hold heuristically.

6.1 Existing Hardness of Entropic M-LWE

As mentioned in the introduction, Lin et al. [LWW20]'° adapted the lossy argu-
ment approach of [BD20a] to the module setting. In order to compare with our
hardness result, we need to make some modifications to their result to adapt it to
the primal ring. We also need to adjust it to our definition of M-LWE which dif-
fers by a factor of g, i.e., considering As+e mod ¢R instead of ¢! As+e’ mod R
with € having a Gaussian parameter in (0,1). An advantage of their hardness
proof is that it holds for all number fields, but we limit our comparison to the
case of power-of-two cyclotomic fields. Also, note that the following only concerns
the search variant of entropic M-LWE. We then obtain the following.

Theorem 6.1 (Adapted from [LWW20]). Let K be a power-of-two cyclo-
tomic field of degree n, and R its ring of integers. Let d, k, q, m be positive integers
such that m > d >k > 1, and m = w(logy A). Assume the hardness of (primal
decisional) M-LWE,, k g m. D ., - Let S be a distribution on R2. Assume that for

some 0 < s < q||Lgv||~*\/7/In(4nd) it holds that
Hoo(S) > nklogy g+ ndlogy (gl Ax|/*" /5) + w(log, A).

Then, for sg > O(s - s13/m), we have that M-LWE, 4,4,m.D.,.s is hard.

If S is supported on Sf; for a positive integer n > 1, and for some s > 0 it holds
that
Ho(8) > nklog, ¢+ v2mlog, e - nd - nn/s + w(logy A),

then the conclusion still holds.

Moving to the primal ring simply has consequences on the smoothing pa-
rameter and therefore on the Gaussian parameters, hence the presence of ||Lzv ||
which is the norm of a basis of the dual of oy (R) (up to conjugation). In
the case of power-of-two cyclotomics, Lgv = (1/n) - /nU for a unitary ma-
trix U. So ||Lgv| = 1/1/n. The other consequence comes from the volume of the

9 The script is publicly available at https://github.com/KatinkaBou/
Probabilistic-Bounds-0On-Singular-Values-0f-Rotation-Matrices

10 Note that at the time of writing, the paper by Lin et al. is only accessible on ePrint
and has not yet been peer-reviewed.
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module lattice o (R?) which is |Ag|? larger than the volume of the dual lat-
tice o ((RY)4). In power-of-two cyclotomic fields, we also have |Ax| = n™. Note
that the masking noise with parameter s covers s and not s/q as in [LWW20].
This is the result of multiplying by ¢ in the definition of M-LWE they use.

Constant secrets. As the hardness proof is not rank-preserving, the result
of [LWW20] can be instantiated using a weaker hardness assumption (low k)
to achieve constant secrets. In particular, Theorem 6.1 can be instantiated for
binary secrets, requiring a rank d 2 (k + 1) log, q.

General secrets. The first statement of Theorem 6.1 requires a large enough
min-entropy, namely Ho.(S) > nklog, ¢+ndlog, +/In(4nd)/m+w(logy A), when
choosing s = ¢v/n/+/In(4nd), leading to sg = O(gs1+/nm/+/In(4nd)). Therefore,
when k is much smaller than d, the entropy requirement becomes better than
ours. To compare the noise parameter, we need to know the order of magnitude
of s1. By combining [LS15, Thm. 4.7] and [BJRW20, Lem. 13], one can obtain
the hardness of decisional M-LWE for s; > 2v/dw((log, n)%/?) based on module
lattice problems. From this restriction on s, the noise parameter sy obtained
by [LWW20] is slightly bigger than ours (for d small compared to n) by a factor
of roughly w(y/log,n)/Vd. Also, recall that in our case m can also be a small
constant, while [LWW20] requires m > max(d,w(log, n)).

Bounded secrets. In the case of secrets with bounded norm, the second state-
ment can once again improve the parameters slightly. Consider a parameter o >
0. Assume we set C'nd - nn/s < anlog, . This simplifies the entropy condition
to Hyo(S) > n(k + a)logs ¢ + w(logy A), while requiring s > C'ndn/(alog, q).
For the uniform distribution over Sg which reaches maximal entropy, this now

gives n > glkta)/d,

Conclusion. We summarize the discussion for secrets with bounded norm with
maximal entropy in Table 6.2. Note that k 4+ « cannot be larger than d oth-
erwise Nmin > ¢/2. We trade the underlying hardness assumption for differ-
ences in the parameters. In particular, the main difference comes from compar-
ing klog, ¢ with dlog,(ndlogyn), as v can be as low as n. In some parameter
regimes, our proof method thus leads to slightly improved parameters. For ex-
ample, for n = 256, ¢ = n®, and k close to d (close to rank-preserving reduction),
we achieve better parameters in terms of noise and secret size.
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[LWW20] Corollary 5.2

Number fields Arbitrary Arbitrary®
Constant secrets Yes No
Rank-preserving No Yes
Hardness assumption ~ M-LWEg p, M-NTRUg,=0(n)
General Distribution S
Minimal Entro nklog, q
Ho(S)— w(logzyA) nd IOQgQ(M) ndlog, (dvylog, n) + ndlog,(2)
Maximal Maskin, p '
Noise s & s < q\/ﬁ In(4nd) d’y Ing(n)ne(R) <s<gq In(4nd)

Bounded Distribution S (over Sf)

. klog, q ’
Minimal Entropy R 082 C'ndn
Hoo(S) — w(logy A) +C ”i “nn ndlog,(dylog, n) + N
Minimal t bound kt1/n 1

il b 5 ton

.. . 2

V d k+1/n
Mlnm;e;l noise 510 ( lcr)gnq qk%) V8(ndlog, n)*v/mm - 1. (R)
2

Table 6.2. Comparison of [LWW20] in the primal ring and Corollary 5.2 for the

hardness of M-LWE,, 4.¢.m,D

s-S Over power-of-two cyclotomic fields of degree n, with

module rank d and secret distribution S. For clarity, we have C' = \/ﬂlog2 e. The Nmin
and so are obtained by fixing a slack @ = 1/n, which adds mild conditions on s.

@: The result for arbitrary number fields is that of Theorem 5.2, but Corollary 5.2 is
stated for cyclotomic fields.
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A Additional Preliminaries

We recall the leftover hash lemma stated in [DORS08| which is needed in the
proof of Lemma 3.4

Lemma A.1 ([DORS08,Reg05]). Let G be a finite Abelian group, and Y be
a finite set. Let £ > log|G| + log|Y'| + w(log \) be an integer. Let g <> U(GY),
and x <> U({0,1}*). Let y be a random variable supported on' Y which is possibly
correlated with x but independent of the g;. Then it holds that (g,x%g,y) is
statistically close to (g,u,y), where u <= U(G).

We give a simple result on the effect of a linear distortion on the smoothing
parameter of a lattice.

Lemma A.2 ([BD20b], Claim 1). Let A C RY and F' € RN*N_ [t holds
that ne(F" - A) < [[F"[[5 - ne(A).

Proof. We consider full-rank lattices so we can assume that G is invertible. First
note that (F’- A)* = (F/)~T . A*. So for s > 0 it holds that

prys(EA)") = exp(—ms*xT (F) 71 (F) " Tx)
xEAN*
< D exp(—n(s/|[F]|,)?|Ix]l3)
xEAN*
= P, /s(A7).

Now take s = ||F'[[,7:(A). It thus yields pjg,/s(A* \ {0}) < e. Hence

p1/s(F'A)"\{0}) < pypryp, /5 (A"\ {0}) <,
which gives s > n.(F'A) by definition, thus concluding the proof. O

We then recall a smoothing result that gives the distribution of the sum of a
discrete Gaussian and a continuous one. We also need the convolution theorem
by Peikert [Peil0)].

Lemma A.3 ([Reg05], Claim 3.9). Let A C RY be a lattice and let o >
V2n.(A). Let e ~ Dy, be a discrete gaussian and €’ ~ Dgn , be a continuous
gaussian. Then e + €' is 2e-close to Dgy V3o

Theorem A.1 ([PeilO], Theorem 3.1). Let X1,%5 > 0 be two positive defi-
nite matrices such that 3 = 31+ 35 > 0 and Efl —|—E§1 > 0. Let Ay, As be two
lattices such that /X1 > n-(A1) and /Es > n-(A) for some e > 0. Let ¢1,¢q €
R be arbitrary. Consider the following sampling procedure for x € Ay + co.

— Choose X1 <> Dy 1o, /57
— Choose X < X1 + DA2+c2—x17¢Tz'

Then it holds that the marginal distribution of x is within statistical distance 8¢
toDy, e, v5- 1t still holds if xy is sampled from the continuous Gaussian D /s
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We were not able to find a result in the literature that bounds the e-smooth
average conditional min-entropy by the (non-smooth) average conditional min-
entropy. We thus provide the following lemma along with a straightforward proof
showing that, for a sufficiently small €, the e-smooth average conditional min-
entropy cannot be much larger than the average conditional min-entropy. This
fact seems intuitive but our bound seems quite loose and restrictive on the value
of . We leave it as an interesting open problem to improve it.

Lemma A.4. Let (x,2z) be two discrete random variables with values in X x Z.
For any € > & > 0, we have HE (x|z) < HE (x|z). Additionally, for all ¢ <
|Z| T2 Hoexl2) it holds
HE (x|z) < Hoo(x]2) — log, (1 - g|Z|2ffoo<x\Z>) .
In particular, if e = (1 — p(A)*1)|Z|712’ﬁ°@(x|z), for a function p(A\) > 1, then
HS, (x|2) < Hao(x]2) + logy p(\).

Proof. Let ¢ > ¢ > 0. Consider (a,b) random variables over X X Z such
that A((a,b), (x,2z)) < &’. Then, we have that A((a,b),(x,2)) < e. It then
gives Hy.(alb) < HZ (x|z). Maximizing over such (a, b) yields the first inequal-
ity.

Now, let ¢ < |Z| "2~ H~(xl2) Consider (a, b) random variables over X x Z
such that A((a,b), (x,z)) < e. First, notice that

H(alb) = —log, Ep [max Pla = a’|b]]
a’'eX

= —log, Z Pb = b’ -g1€a§IP[a: a'|b="1]

b'ez
—logy Z maXIP’ a,b) = (a’,b’)].
b'eZ €x

For all (a’,b’) € X x Z, we have |P[(a,b) = (a’,b")] — P[(x,2z) = (a/,b')]| <
A((a,b), (x,2)) < e. Hence, maximizing over a’ and summing over b’ gives

=x|z]| — < —a
Ey chr/lg)%ﬂ”[x x|z}] e|Z| <Ep |:;I/1€EL§P[3 a|b]}

By our condition on &, we can obtain
Hc(alb) < o, (En max Plx = x| <12
= —log, (2_ﬁ“(x‘3') - 5|Z\) .
Finally, by maximizing over all (a,b) that are e-close to (x,z), we get
ﬁio(x|z) < —log, (2_ﬁ°°(x|Y) — 5|Z|) = ﬁw(x\z) — log, (1 — 5|Z|2ﬁ°°(x‘z)) ,

as claimed. 0
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B Missing Proofs

B.1 Proofs of Section 2
B.1.1 Equation (1)

Proof (of Equation (1)). Let f = z™ + Zz;é frxz* denote the minimal poly-
nomial of ¢, and K = Q(¢). Let C denote the companion matrix of f, as
in Equation 1. It is well known that the characteristic (and minimal) poly-
nomial of the companion matrix of f is f itself. This entails that C has the
roots of f for eigenvalues, which we denote by «,...,a,. Recall that the
field embeddings are such that ¢;({) = «; for all ¢ € [n]. Since the roots
of f are distinct, it means that C is diagonalizable. More precisely, it holds
that C = V~ldiag(as,...,a,)V = V~ldiag(c(¢))V. Now let # be in K. We
have

vy € K, T(ay) = V' o(ey) = V- diag(o(2))o(y) = V' diag(o(2)) V(y).

thus proving that M, (z) = V~lo(2)V. We can then rewrite this expression in
terms of the 7, and C as follows.

n—1 n—1
V~ldiag(o(z))V = V™ ldiag ((71 (Z Tk(x)<k> ey O (Z Tk(x)g’“>> A4
k=0 k=0

me(z)Vldiag(o1(O)F, ..., 0n(O)F)V

I
3
|

i 0
= o

Tk(ac)V_ldiag(U(())kV

I
1M
= o

I
i
(=)
=
—
=
Q
o

concluding the proof. O

B.1.2 Lemma 2.1

Proof. Fix any vector x = (x7,...,x]) € R% where the x; are in R%. Then it
2
2
holds that HZXH2 = Zie[a] Zje[b] Zinj 2. Yet
2 2
Do Zix|| < D 1Zixilly < D 1Zalolixilly < (D 1Zisll5, [ D Il
jelb] ,  i€lb] jEb) jelb] jelb)

2
< ZHZ’LJHQ ||X||27
JE]

So by a union bound over the (Z;;);, it holds that
P [sze[b] ZinjHZ > ’yﬁlleQ} < b
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Another union bound over i € [a] yields |Zx||3 < ~2ab|z||5, hence proving
that || Z]|, < yVab, except with probability abd over the choice of Z. O

B.2 Proofs of Section 3
B.2.1 Lemma 3.2

Proof. Assume that S-LWE,, 4 4.m ,m,1,s is standard hard. Let A be a PPT ad-
versary and u a negligible function. Then, ¢ = 1 — i is a non-negligible function.
By our assumption, there exists a negligible function v such that

IPEi% [Pao,., [A% (1Y) =s] >(\)] < v(N).

This means that for all PPT adversary A and every negligible function p, there
exists a negligible function v that verifies

%:3; [Pao,, [A%* (1Y) =s] > 1—pu\)] < v(N),

thus proving the mild hardness of S-LWE,, 4 ¢ m M. T.5- O

B.2.2 Lemma 3.3

Proof. Assume towards contradiction there was a PPT adversary A breaks the
standard hardness of search S-LWE,, 4 4 m.1,s. It means that there is a non-
negligible function e(\) = 1/poly(A) such that for all negligible function v we
have

Pocs [Pao,, [A%*(1Y) =s] = (V)] > v(3).

P

We define k(A) = A/e(\). Note that x(\) is polynomial in A, and we can assume
that k(A\) > A, as we have £(\) < 1 without loss of generality. For any (s, 1))
sampled from S x 1", we say that (s, ) is good if it holds that

]P’AKQSW [AOS"/’(IA) = S] >e(N).

We now construct the adversary B, which is given access to an oracle O, for
some (s,9) <= S x 1.

Algorithm B%sv

— Repeat () times:
— Compute s’ « A% (17)
— Query X additional samples and test whether s’ is a valid solution. If so
output s + s’
— If none of the iterations stopped the algorithm by returning a value, out-
put L.
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For convenience, we denote by s; the value of s’ at the i-th iteration. We
now analyze the advantage of B. For that, fix a good (s, ) as defined above.
We show that the probability that none of the repetitions returns s is negligible.
For a given (s, ), all of the repetitions are independent, which means thatthe
outcomes are independent. As such, it holds that

PVi € [k(\)] : s; #£s] = H P[s; # ]
i€[r(N)]

[T PlAZ+(*) #5|
iElk(N)]
< (1—e())*™ (4)
= (1= X/m(A)"™
<e (5)

where inequality (4) follows from the assumption that (s, ) is good, and inequal-
ity () stems from the fact that for all y > « > 0, (1 — z/y)¥ < e~ *. Hence,
for (s, 1) good, we have

Ps.0,., [805’1"(1)‘) = s} =1-Ppo,,[Vic [kN)]:s; #s]>1— e A
It thus holds that

Piﬁs [Pso,, [BO*(1") =s] >1—e?] > P;ﬁ% [(s,%) is good] .

Yet by assumption, for all negligible functions v, we have that

Pss [(s,%) is good] = Pii‘% Pao,., [AOs‘w(p\) =s| >e(N)] > v(A).

YT

By defining p()\) = e~*, which is a negligible function, we have proven that there
exists an adversary B that runs in polynomial time (as k(\) = poly(A)) and a
negligible function p, such that for all negligible function v

Pecs [Ps.o,., B+ (1*) =s] > 1—pu(N)] > v()).

This means that B breaks the mild hardness of S-LWE,, 4.4 rm,4,s, thus yielding
a contradiction. O

Remark B.1. The reason why the proof does not hold for a bounded number of
samples m is because if A is allowed m samples, then B would make x(A)(m+ )
queries to the oracle. Since x(\) depends on the obtained advantage of A, the
number of samples needed by B cannot be set a priori.

B.2.3 Lemma 3.4
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Proof. Assume towards contradiction that there is an adversary A that breaks
the mild hardness of S-LWE,, 4,4, Am,74.4:..5- S0 there is a negligible function g
such that for all negligible functions v,

Pzt:% [Pao,, [A%* (1Y) =s] > 1—pu(\)] > v(N).

We construct an adversary B against the mild hardness of S-LWE,, 4 ¢.m, M, &,5-
Note that in this case, the distribution of distributions T can be seen as deter-
ministic outputting ¢ with probability 1. The adversary proceeds as follows.
Algorithm B

— Input: m samples (A1,y1),..., (Am,Ym)-

— Setup an oracle O, which when queried chooses a uniformly random x €
{0,1}™ and outputs (>, z;A; mod ¢, Y, x;y; mod q).

— Compute and output s + A°(1*).

We now show that B simulates the oracle O of the problem S-LWE,, 4.4 M, 74 41,5
We define y; = A;s + e; mod ¢. Then the rerandomized sample

(Z z;A; mod g, Z Ty = (Z T A)s + Z x;€; mod q) ,

has an error term e* = ZZ x;€; which follows a distribution 1 of T pir, where 1
is defined by eq,...,e,, € Z" that are sampled from . By Lemma A.1, the
distribution of ), z;A; is statistically close to the uniform distribution over
G = support(M?) given the e*. This is because |G| < |Zp*"?| = q"’ 9. Also, as
the hint » ; z;y; is supported on Zj, |Y| < ¢". Since we have m > n?dlog, q +
nlog, ¢+w(logy A) > logy |G| +1log,| V| +w(logy A), we can also apply the leftover
hash lemma in our setting. We conclude that the distribution of the samples
generated by O is statistically close to the correct distribution. Therefore, by
defining p/(A) = p(A) + A(((A4)4, Y, A mod g, e*), ((A;);, U(G), e*)), which
is still negligible as explained above, we have that for all negligible functions v

P ses [Po., [B* (1Y) = 8] > 1—1/(V)]

P—{P}
>P sos [Pao., [A%0 (1Y) =s] >1— (V)]
P<=To bin
> v(A),
which concludes the proof. O

B.3 Proofs of Section 4
B.3.1 Theorem 4.1

Proof. Let 6 = 1/poly()) be as in Definition 4.1, and define £ = \/6 = poly(}).
By a standard hybrid argument, it holds that

(AD)icig = (UD)icia,s
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where A < X and U® <> M™*4 for all { = 1,...,¢. The argument then
makes use of the fact that by our choice of ¢, there is only a negligible probability
that all of the A® are not lossy.

Assume towards contradiction that S-LWE,, 4 ¢.m, M, ,s is not mildly hard, mean-
ing there exists a PPT adversary .4 and a negligible function y such that for all
negligible functions v

P acs [PAM (A, As +emod g) = 8] > 1 um] > ().
pe={p} | ee=yp™

We omit the randomness over 1 as it comes from the deterministic distribu-
tion {¢} Since the inequality is strict and over all negligible functions, it holds
that there exists a non-negligible function £’ = 1/poly(X) such that

Psos [Pm—vz [A(A,As+emodq)=s] >1— ,u(/\)} =& (\).
eyp™

We use A to construct a distinguisher D which distinguishes the (A(i))iem and

the (U(i))ie[g] with non-negligible advantage. Let N = A/e’ = poly(\). The

distinguisher D works as follows.

D((AD)iepq):
— Fori=1,...,¢
— Forj=1,...,N:
— Choose s; j <> S and e; j <> ¢
— Compute s} ; < A(AD AGs; ; +e; ; mod q)
— Iffor all j € [N] it holds that s; ; # s; ;, abort and output 1.
— Output 0.

We now analyze the distinguishing advantage of D.

1. First assume that D’s input is (A(i))ie[l] distributed according to X*. Since

the A® are all independent and X is sometimes lossy for S and v, recalling
that £ = A\/d it holds that

P(aw),eexe Vi € [0 1 HS (s|ADs + e mod q) < k]
y4
= HIP’A<i)<_,X[ﬁ§O(s|A(i)s +emod ¢) < K]
=1
< (1 _ 6)( < efz% _ 67/\7

which is negligible. Consequently, there must exist an index ¢ € [¢] such
that H ¢ (s|A®Ws +emod q) > &, except with negligible probability over the
choice of (A(i))z‘e[z]' Thus, fix (A(i))ie[e] for which there exists an i* € [¢(] with
HE_(s|A)s+emod q) > k. Now, since (si*,j)jeqn is distributed according
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to SV, it holds by a union-bound that
P[3;j € [N] : A(ACD) A)s,. ; + e j mod q) = s;- ]

< N -PJAAG) ADs + e mod ¢) = s
<N-. 27ﬁm(s\A(i*),A(i*)s+e mod q)

<N- 2717150 (S\A(i*),A(i*)s+e mod g)+log, poly(\) (6)
< N -poly(A) - 277,

where s <= S and e < 1. Inequality (6) follows by Lemma A.4 if ¢ is
sufficiently small. Then, since we have N = poly(\) and « = w(logsy M),
the bound is indeed negligible. It follows that in the computation of D
for input (A(i))ie[g], in the ¢*-th iteration of the outer loop it will hold
that s}. ; # s;-; for all j € [N], except with negligible probability over
the choice of (s« ;)jc;ny and (e ;)ein)- The distinguisher therefore out-
puts D((AD);c() = 1, except with probability at most e™ +(1—e™*)- N -
27" over the choice of (A(i))ie[a and the random coins of D.

. Now assume that A’s input is (U(i))ie[g], where each U® is distributed
according to M™*%, We show that with high probability over the choice
of (U(i))iem and the random coins of D, for every iteration i there will be

an index j such that s} ; =s; j, which leads to D((UD);¢i) = 0.
Fix an i* € [(]. Define the event BAD(s) by

BAD(s) := Py ,o[A(U,Us+emod q) =s] < 1— u,

where U <> M™>4, Recall that since we assume that A breaks mild hardness
it holds that Ps[BAD(s)] < 1—¢’. We now bound the probability that the s; ;
are bad for all j € [N]. Since the s;« ; are independent, it holds that

]P)(Sq*j)g[vj € [N] : BAD(Sl*J)] = H Psi*,j[BAD(Si*vj)]
JE[N]
< (1 —€/)N < e—e/-N _ e—)\

)
recalling that Ne’ = X. Then, with overwhelming probability 1 — e™*, it
holds that at least one s;- ; is not bad. Fix (s j);ec(n) such that there must
exist an index j* such that (s; j«) is not bad, i.e., Pye,. .. [A(U, Us;+ j= +
€;+ j» mod q) = s;= j«] > 1 — p. It follows that

j*

IP)U“*)-,(ei*,j)j [3] S [N] : A(U(l*),U(Z*)SZ*,] + €jx j mod q) = Si*,j]
Z PU(i*):ei*,g* [A(U(Z*), U(i*)si*ﬁj* + €= j* mod q) = Si*,j*]
Z 1- Hy

which is overwhelming. So the i*-th iteration of the outer loop does not
abort (with output 1) with at most negligible probability over the choice of
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the (si< j)je[nys (€ix5)jen and U,

A union-bound over all i* € [¢] yields that with at most negligible probability
over the choice of the (U(i))ie[é] and the randomness of D that in the compu-
tation of D((U™),cy) any of the £ iterations of the outer loop results in an
abort with output 1. By construction of D, this means that D((U(i))iem) =0
with overwhelming probability.

Putting everything together, we conclude that

PID((AD)icrn) = 1] = PID((UW) ) = 1]
=P[D(AW)ici) = 1]+ P[D((UW);cpg) = 0] — 1
=1 —negl(}\).
Thus, D distinguishes X and M™*? with advantage close to 1, which contradicts

the assumption that X and M™>? are computationally indistinguishable. This
concludes the proof. O

B.3.2 Lemma 4.1

Proof. Let S = \/s%L,,,, — (s')2Z/(Z")T. Let ' ~ Dyq,, = D" and £’ ~ Ds.
It thus holds that f = Z'f’ + f” is distributed according to D™ = Dy .
Multypling on the left by Bgrm yields Bgmf = ZBpaf’ + Brmf”.

Now notice that Braf’ is distributed according to DSABRd and that Brmf is
distributed according to D,.B,,.. . Hence e’ and Bpaf’ are identically distributed,
and e and Bgrnf are too. Setting ¥ to be the distribution of Brmf”, the result
follows. O

B.3.3 Lemma 4.2

Proof. Let € be distributed according to the continuous Gaussian Dy, ,, and

let € according to the discrete Gaussian DA(F,B;;)JIM. Let f < D s,y ,-

By Lemma A.2, it holds that [[F'|, - n-(Bgi) > n-(A(F’ - By})). Lemma A.3
yields A(f, & + &) < 2e.
Now note that by the definition of e we have that e and Bra«é are identi-
cally distributed. Similarly, f and Bpr«f are identically distributed. By set-
ting €' = Bra€’, we then obtain that A(F~1f, F~le + F~le/) < 2. We finally
conclude
I?[OO(S|Fq_1S +F lemodq) = I?Oo(s|Fq_1s +F lemod q,e)
< I?Oo(s|Fq_1$ +F le+F e modq)
< ﬁfg(sw;ls +F~!f mod ¢),

which yields the result. U
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B.3.4 Lemma 4.3

Proof. Let € be distributed according to Dan_e7sBRd. Then, by Theorem A.1 it
holds that A(e + €’,f) < 8. A chain of inequalities on the min-entropy similar
to the one from the previous proof yields the result. O

B.3.5 Theorem 4.2

Proof. Fix a distribution of secrets S and let s += S. Let s1 = s0/||G'(F/)~* I, >
23/25. As G/(F')™' = Bpn(GF1)Bga, Lemma 4.1 states that there exists
a distribution ¥ over R™ such that we can equivalently sample ey by eqg =
GFle; + e}, where e; < Dy,B,, and e} <> ¥. Consequently, we can write

y=GF,'s+e =GF,'s+ GF 'e; + ] = G(F,'s+ F'e;) + €.

Thus, since y mod ¢ can be computed from F;ls—i—F*lel mod ¢ and €/ it follows
that _ -
Hy(s|GF's + eg mod q) = Hyo(s|F;'s + F'e; mod ¢,€))

7
= Hy(s|F;'s + F~'e; mod g), ™

where the second equality follows as e} is independent from s and e;. Now
let sy = 31/\/§ > 25 and let e; < DA(F),SQBRd be a discrete Gaussian. By
Lemma 4.2 it holds that

f[gj(s|Fgls +Fte; mod ) > f[oo(s\Fq_ls +F ey mod q). (8)

Now, since F ! is the Zg-inverse of F mod ¢, multiplying F,'s + F~'e; by F
preserves the entropy and yields

f]oo(S|F;18 +F 'e; mod q) = Hoo(s|s + e mod g). 9)

Now let s3 = 52/\/5 > \@5, e3 < Dan753BRd and eg — DA(F)_93753BRd'
Setting A = Z"? and A; = A(F) in Theorem A.l and noting that s3 > s >
nE(A(B}_zi)) we obtain that A(eq, es + e}) < 8e. It follows that

ﬁfg(s|s + ez mod q) > EOQ(SIS + e3 + €5 mod q)

10
> H(s|s + e3 mod g, €}). (10)

Since e} is distributed according to D j(g)_e,,s4B ., » it only depends on the lattice

coset e3 mod A(F). Thus

Rd’

PNIOO(S|S + e3 mod ¢, e%) > EIOO(S|S +e3 mod q) — Ho(es) (11)
> Ho(s|s + e3 mod q) — nd - logy (||F'|5),

as |Z"/A(F)| = |det(F)| = |det F'| < HF’H;d. Finally, we have that s3/v/2 =
s> nE(A(B;%i)), Lemma 4.3 provides with the bound

H(s|s 4+ e3 mod q) > Hoo(s|s + e mod q), (12)
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where e <= D;p_,. Putting everything together, we obtain that

He(s[s +emod q) — nd logy ([ F'||,)

< H3:(sls + e3 mod q) — ndlogy ([F'[l,)  (12)
< H%(s|s + e3 mod ¢, €}) (11)
ﬁ165(5|s + ez mod q) (10)
= H165(S|Fq_1s +F~ley mod q) (9)
< HlSE(s|Fgls +F~le; mod q) (8)
= H'}(s|GF's + g mod q), (7)
concluding the proof. O

B.3.6 Theorem 4.3

Proof (of Theorem 4.3). Directly by the S-SNTRU assumption it holds that X is
computationally indistinguishable from M™*¢ and thus verifies pseudorandom-
ness.

For s <= S and e( < 1, we have
IPGFQ_%,X[I?;EE(QGF;% + ep mod g, GF;l) > w(logy A)] > 6.

Indeed, take GrFq_1 + X. With probability at least §, the conditions of Theorem
4.2 are verified and thus

HE(5|GF ;s + eg mod ¢, GF 1) = HI(s|GF; 's + eg mod g)
> Hoo(s|s + e mod q) — ndlogy (),

wheree <> D;p . Yet vsp_, (S) = H.o(s|s4e mod q) > ndlog,(B2)+w(logy(N)).

As a result, it holds that f[éOSE(S|GF{;15 + eg mod ¢, GF ') > w(log, A) with
probability at least &, thus proving the sometimes lossiness. O

B.4 Proofs of Section 5
B.4.1 Lemma 5.1

Proof. Let a € R be sampled from Dg . Then og(a) = Uga(a) is distributed
according to Dy 5 where A = o (R). So ||o(a)||, = [Unou(a)| < llor(a)ly
We briefly explain the last inequality. For clarity, we define a = op(a). By
decomposing a = [af|al|al]T, with a; € R and aj,az € R, a standard
calculation gives

V2a;

as + tag
Ay — a3

1

Upa=—=
V)

Hence |[Ugal| < |all
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By the second part of [Pei08, Cor. 5.3] for m =1, z =1 and ¢ = 0, it holds that
forallt >0 )
Pacp,, lllall, > 2] < 206",

Note that in the case where ¢ = 0, the restriction of v > n.(A) for some € <
1/(2m + 1) is not necessary, and the calculation of the bound on the probabil-
ity saves a factor of e for that reason. With the observation that |o(a)| . <

lor(a)| ., it holds

Pocpp, [llo(@)llo £t = Pacopi, [llon (@) < ]
>1-— Ine~ ™t

Choosing t = log, n gives an overwhelming probability, concluding the proof. O

C Alternative Distribution

In this section, we give an different distribution than the one from Definition 5.1
to highlight the trade-off between the underlying hardness assumptions and the
parameters.

Definition C.1. Let K be a number field of degree n, and R its ring of integers.
Let d, q, m be positive integers. Let v > 0 be a Gaussian parameter, and 1 be a a
distribution on R such that Pey(||lo(e)|l, > B] <6, for B> 0, and § € [0,1).
We define the distribution ¥ as follows:

— Choose F,G DdRTWd such that F € GL4(R,q);
— Choose ey, ...,en,€),...,e. > % Define the matriv E € R™*?% whose

rm

rows are the el , and E' € R™*? whose rows are the (e})T.

— Define G = EG + E'F.

— Output (Mg(F), Mr(G)).

oo

Note that if ) = Dp g, , then by Lemma 5.1 one can set B = s1logyn and § =
negl(n). As discussed, conditioning F to be invertible modulo ¢ can be done by
taking - sufficiently large depending on the splitting of ¢q. We show that this dis-
tribution now relies on a different M-NTRU assumption that may be considered
more standard, but at the expense of requiring the hardness of HNF-M-LWE.
More precisely, there is a reduction from M-NTRU and HNF-M-LWE to S-NTRU
for this distribution ¥.

Lemma C.1. Let K be a number field of degree n, and R its ring of integers.
Let d,q,m be positive integers. Let v > 0 be a Gaussian parameter, and v be a
a distribution on R. Define M = Mgr(U(R,)) as in Section 2.1. Assuming the
hardness of (decisional) HNF-M-LWE,, 4 4.4,y and M-NTRU,, 4.4.a,p5 ., it holds
that S-NTRU,, g.q.m,m,w 15 hard.

Proof. Let (Mp(F), Mg(G)) be sampled from ¥. Let F, ! be the Ry-inverse of F.

We have that Y = GF;1 mod ¢ equals EGF;1 +E’ mod ¢g. Under the assump-
tion that (decisional) M-NTRU,, 4,q.4, 05, ., is hard, it holds that GF ;' mod ¢ is
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indistinguishable from a uniformly random matrix A7 € Rgx‘i. Then, assum-
ing the hardness of HNF-M-LWE,, 4 4 4.4 (up to transpose), a hybrid argument
(over m) yields that Y = EAT + E’ is indistinguishable from a uniform ma-
trix U over R;"Xd. Applying the ring homomorphism Mg yields Mg(Y) =
Mp(G)Mp(F;') mod ¢ is indistinguishable from Mpg(U). Since Mg(F;!) is
the Z,-inverse of Mg (F), and Mg(U) is exactly distributed according to M™*?,
it indeed proves that the problem S-NTRU,, 4 4.m, a,w is hard. O

For completeness, we derive the equivalent statement of Lemma 5.3 for this
distribution. By Theorem 4.3, it leads to a sometimes lossy pseudorandom dis-
tribution thus proving the entropic hardness of M-LWE for different parameters.

Lemma C.2. Let K be the v-th cyclotomic field of degree n = ¢(v), and R
its ring of integers. Let d,q,m be positive integers. Let v > 0 be a Gaussian
parameter. Let 1) be a a distribution on R such that Pey[||o(e)|,, > B] <9,

for B> 0, and § € [0,1). Let (Mr(F), Mr(G)) <= ¥. It holds that

1. |BRiMg(F)Bpal|,
2. HBIQLMR(G)MR(F)‘lBRd

< dvylogyn
, < O(Bn+/nmd?log, n)

except with probability at most O(nil/z) + 2mdS + 4d?ne~"1°83 " over the ran-
domness of (Mgr(F), Mr(G)). When d = poly(n), this probability is O(n=*/?) +
2mdd + negl(n).

Proof. 1. Note that Mg(F) is distributed the same way as in Definition 5.1.
The argument for 1. from the proof of Lemma 5.3 is theref20re identical, yield-
ing IP)FH.D??Xd[HBI;iMR(F)BRduz > dylogyn] < 2d?ne~"los2n,

2. We now bound HBI_%}HMR(G)MR(F)*lBRd
that GF~! = EGF~! + E’. Yet we also have

from above. First, it holds
2

Bt Mr(G)MRp(F) 'Bga = Bt Mr(GF~1)Ba
= M,, (GF™!).

Due to the homomorphic properties of M,,,, and the fact that ||.||, is a sub-
multiplicative norm, it holds

| Mo (GE )| < 1Mo By - 1Mo (G - [ Moy (BN, + 1Mo (B

As Uy is unitary and [|Ms(e5)|, = [lo(esj)]l . each block of M, (E) has a
spectral norm of |lo(e;;)||, respectively. Then, using Lemma 2.1 and the fact
that the entries of E are i.i.d. and B-bounded except with probability at most 4,
we have

P(| My, (B)|l, > BVmd] < md-§
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The same reasoning holds for E’. Then, the same argument as in 1. yields
1Mo, (G)|l, < dvylogyn,

except with probability at most 2d2ne—mlogsn,

Finally, Corollary 5.1 yields HMUH (F_l)H , < nvnd/y except with probability
of at most O(n~1/2). Combining it all gives

| Bt Mr(G)Mp(F) B

, < Bny/nmd? logyn + Bvmd
= O(Bv/nmd*log, n),

except with probability at most O(nil/Q) + 2mdS + 2d?ne~Tlogin, O

The noise lossiness condition is therefore unchanged, meaning that the entropic
argument remains exactly the same. However, using a more standard M-NTRU
assumption (for square matrices) requires an extra step in the reduction depend-
ing on HNF-M-LWE. This additional step further deteriorates the Gaussian noise
parameter achieved by the reduction. It indeed leads to

50 > O(s - Bny/nmd? log, n)

= O(s - syny/nmd?logan),

which is roughly s - dlogy n larger than for the other distribution we proposed.
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