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With the emergence of a novel fault injection technique based on nanofocused X-Ray beams, these attacks have been proven feasible even when using simple laboratory X-Ray sources. X-Rays can induce parametric shifts in MOS components, mostly at the level of oxides: if properly controlled, these shifts lead to reversible stuck-at faults. It is therefore established that X-Rays can indeed be considered a threat that needs to be addressed in the future when designing secure circuits. In this paper, we discuss how countermeasures issued from the state of the art can be exploited to mitigate or resist against this novel attack.

I. INTRODUCTION

The effects of Total Ionizing Dose (TID) radiations on Metal Oxide Semiconductor (MOS) circuits have been largely known and studied in the context of space and avionics applications. It has been known for years that highly energetic radiations such as X-Rays can be used as a mean to induce perturbations into a circuit, thus potentially affecting the reliability and the safety of systems operating in harsh environments [START_REF] Barnaby | Total-ionizing-dose effects in modern cmos technologies[END_REF]. However, it has been revealed only recently that they can be also a threat from a security point of view.

The works presented in [START_REF] Anceau | Nanofocused x-ray beam to reprogram secure circuits[END_REF] have demonstrated the feasibility of single transistor level attacks using synchrotronbased nanofocused X-Ray beams. Further advancements were presented in [START_REF] Maingault | Laboratory x-rays operando single bit attacks on flash memory cells[END_REF], which demonstrated the feasibility of such attacks using simple laboratory X-Ray sources. Tungsten or lead masks with microscopic holes, drilled using Focused Ion Beams (FIB), can be deposited on the target circuit. Only the region aligned with the hole is exposed to X-Rays, allowing for controlled illumination of the selected region.

The considered fault model for this technique and throughout this paper is a semi-permanent fault model. N-type MOS can be forced to a permanent conductive state, while P-type MOS can be forced to a permanent open state. This effect is nonetheless reversible and the normal state of the circuit can be restored by a simple heat annealing treatment. Semi-permanent faults, unlike transient injection methods such as laser or EM, rely on the accumulation of charges at the oxide levels in order to take effect, introducing a temporal imprecision factor lowering the temporal resolution of X-Ray beams. Currently, only attacks on memory have been explored since they don't require temporal synchronisation, but it is likely only matter of time before more advanced attacks are demonstrated. *Institute of Engineering Univ. Grenoble Alpes One of the advantages of using X-Rays is their high penetration capability, as it is possible to conduct such attacks from the front side without tampering with the circuit package. On the other hand, one of the downsides of X-Ray Fault Injection (XRFI) is the minimum required knowledge about the circuit layout in order to conduct an efficient attack. This, however, is a limitation that is shared by other fault injection techniques based on illumination, such as electromagnetic or laser attacks. This can be usually overcome by using infrared imaging in order to locate the most interesting regions to target [START_REF] Dutertre | Sensitivity to laser fault injection: Cmos fd-soi vs. cmos bulk[END_REF].

It is clear that XRFI might become a feasible threat to digital devices. In the literature, several solutions have been proposed to harden these devices against radiations, and in particular X-Rays. These works, however, are mostly oriented from a safety or reliability point of view, where the threat model is conservatively restrictive. On the other hand, the attacker model from the security perspective may be much more complex, allowing for much higher complexity in terms of spatial and temporal multiplicity. In this paper, we review the techniques used in TID and SEU protection for digital circuits, and discuss the viability of such techniques in a security context.

The paper is organized as follows. In section II, the necessary background on ionizing radiations and their effects on MOS circuits is detailed. In Section III we present a stateof-the-art on TID mitigation techniques. In section IV, the potential utility of Single Event Upset (SEU) countermeasures is evaluated in the scope of our fault model. In section V we discuss the potential threat model of X-Ray attacks and the viability of the current countermeasures against such model. The concluding section VI provides a summary for the main ideas discussed in this paper with some perspectives.

II. BACKGROUND

A. TID effects on MOS circuits

TID radiations such as X-Rays have an impact on the drain current I d (V G ) characteristic of MOS transistors [START_REF]Ionizing Radiation Effects in Electronics: From Memories to Imagers[END_REF]. This impact can be resumed in 3 parametric shifts of the transistor: a shift in the threshold voltage, an increased leakage current, and a trans-conductance degradation. Fig. 1 demonstrates the basic mechanisms behind hole trapping inside the oxide. First step is where the electron-hole pair is generated in the oxide due to the pair generation mechanism. Most of these pairs recombine almost immediately and the number of these recombinations is known as the charge yield. Electrons, due to their high mobility, are dissipated through the gate (anode) 978-1-6654-5938-9/22/$31.00 ©2022 IEEE when biased with a positive voltage. The remaining holes will start migrating towards the negative potential (cathode) in steps of localised states. These positive charges will then be trapped in defect sites which are found to be oxygen vacancies. The last step is the formation of interface traps, and the sign of these traps depends on the position of the Fermi level of the silicon. These interface traps can actively exchange charge carriers with the substrate. Fig. 2 shows the shift induced by charge and interface traps on the I d (V G ) characteristic of MOS transistors. It has been well known for years that ionizing dose exposure have an impact on short channel effects: for N-type MOS they are worsened; for P-type MOS they are reduced [START_REF] Schrankler | Cmos scaling implications for total dose radiation[END_REF]. However, in both cases it has been shown that the shift in the threshold voltage increases as the channel length decreases, this being known as Radiation Induced Short Channel Effects (RISCE) [START_REF] Faccio | Radiation-induced short channel (risce) and narrow channel (rince) effects in 65 and 130 nm mosfets[END_REF]. Studies also show that thinner gate oxides are more resistant against TID induced effects, since they provide less area to generate oxide traps. However, the continuous shrinking of CMOS channels has introduced a new concern, mostly caused by the charges trapped on the Shallow Trench Isolation (STI) oxides. These STI charges contribute to leakage currents in two ways: it can be intra-component (i.e., in the same transistor) [START_REF] Esqueda | Modeling inter-device leakage in 90 nm bulk cmos devices[END_REF] leakage that is between the source and the drain of the same transistor, also known as Radiation Induced Narrow Channel Effects (RINCE) [START_REF] Faccio | Radiation-induced edge effects in deep submicron cmos transistors[END_REF]; it can also be inter-component (between two transistors), as a parasitic path of charge carriers can be formed on the STI connecting two MOS transistors, leading to an increase in the leakage current [START_REF] Zebrev | Physics-based modeling of tid induced global static leakage in different cmos circuits[END_REF].

III. TID COUNTERMEASURES

A. Process level TID countermeasures 1) Oxide hardening techniques: Most Radiation Hardening By Process (RHBP) techniques target mostly oxide enhancements [START_REF] Mrstik | Hole and electron trapping in ion implanted thermal oxides and simox[END_REF]- [START_REF] Chen | Impact of sti indium implantation on reliability of gate oxide[END_REF].The implantation of holes or electrons into oxides [START_REF] Mrstik | Hole and electron trapping in ion implanted thermal oxides and simox[END_REF] has been found useful to reduce the V th shift induced by TID radiations. The mechanism behind this technique can be the direct implantation of elements into the oxide such as Al, Si, P, F [START_REF] Nishioka | Radiation hardened micron and submicron mosfets containing fluorinated oxides[END_REF] [14], or creating a thin layer of such materials in order to isolate the TID sensitive parts of the circuit such as the STI [START_REF] Peng | Radiation hardening by the modification of shallow trench isolation process in partially depleted soi mosfets[END_REF]. These studies also suggest that the quality of the doping profile is not only limited to the implant particle but additionally to the implantation conditions and thermal control of the procedure.

2) Silicon On Insulator (SOI): SOI response to TID effects has been thoroughly studied during the past years. Partially Depleted SOIs (PDSOI) have been found to be more TID resilient than Fully Depleted SOIs [START_REF] Rezzak | Total-ionizing-dose radiation response of 32 nm partially and 45 nm fully-depleted soi devices[END_REF]. Since in FDSOIs charge traps in the back gate are electrically coupled with the front gate [START_REF] Banna | Threshold voltage model for deep-submicrometer fully depleted soi mosfet's[END_REF], any accumulation on the back gate will have a direct impact on the Threshold voltage shift in the front gate. PDSOIs on the other hand, are known to have a neutral zone that acts as a decoupling intermediate between the front and the back gate, and a barrier for the source-drain leakage currents. Other SOI based TID hardening techniques have emerged during these past years, such as the use of a second SOI layer [START_REF] Huang | An effective method to compensate total ionizing doseinduced degradation on double-soi structure[END_REF] in order to compensate for the strong coupling effect in FDSOI between the front gate and the back gate. Back gate biasing [START_REF] Watkins | Mitigating total-ionizing-dose-induced thresholdvoltage shifts using back-gate biasing in 22-nm fd-soi transistors[END_REF] has also proven to be an efficient method of threshold shift compensation in SOI MOSFETs.

B. Layout level TID countermeasures

It is known that only NMOS transistors are concerned by the leakage paths created on their edges (see Fig. 3.a), hence different layouts have been proposed, other than the regular two edged layout transistor. The STI and the oxide gate spacers on the transistor are the main contributors to these leakages. STI charge traps effect is more important when the gate is narrower (Smaller W), while the effect of charge traps on the spacers is more accentuated when the gate is shorter (Smaller L). H-gate layout possesses, as the name indicates, an H shape gate (Fig. 3.b), usually with a P + extension over the STI in order to prevent leakage paths: it provides a promising resistance to STI induced leakage when compared to other layouts [START_REF] Liu | Total-dose-induced edge effect in soi nmos transistors with different layouts[END_REF], since the drain and source are not directly in contact with the STI walls. Another option is to use a ringed source/drain layout in order to reduce STI induced leakage, as its TID resistance is slightly less than an H-gate layout (Fig. 3.c). In order to eliminate TID induced leakage paths on the edges of a transistor, Enclosed Layout Transistors (ELT) [START_REF] Anelli | Radiation tolerant vlsi circuits in standard deep submicron cmos technologies for the lhc experiments: practical design aspects[END_REF] are the better candidate, where the drain or the source of the NMOS are fully enclosed by the other diffusion, thus eliminating any edge contact with the STI (Fig. 3.d). 

C. System level TID countermeasures

The effects of radiation exposure on electronic circuits can be reduced by shielding its package or its whole system. The type of material used as a shield is chosen according to the type of radiation. A comparative study on the effectiveness of IC shields against space radiations [START_REF] Spratt | Effectiveness of ic shielded packages against space radiation[END_REF] suggests that low-K materials are the most effective against proton and electron radiations, whereas high-K materials such as Aluminium and Tungsten are better options for photon radiations.

IV. SEU COUNTERMEASURES

A typical XRFI scenario would be to determine promising fault injection spots using reverse engineering techniques, then the attacker may inject the desired faults in a relaxed state, and then perform data analysis on the faulty outputs. This type of faults is partially similar to a Single Event Upset (SEU) where a transistor remains stuck at a certain state. As a consequence, not only TID countermeasures apply to this type of model, but some SEU mitigation techniques as well.

A. Spatial redundancy

Spatial redundancy is the practice of physically replicating the logic of a circuit a number of times in order to detect or detect and correct an error. One of the most common techniques to deploy spatial redundancy is Triple Modular Redundancy (TMR), where the logic is triplicated and voters are employed to correct the error based on the majority. This implies that two out of three signals need to function properly in order to give the correct output. It is also possible to implement more than triplicate architectures. This method introduces large area and power consumption penalties.

B. Temporal redundancy

The concept of temporal redundancy is based on the sampling of the same data at different times and vote between them This method protects against SEU and transient events because of the extra temporal window. In addition to the trade-off in terms of area, temporal redundancy directly impacts the setup times due to the inserted delays, thus limiting the maximal operational frequency of the circuit.

C. Node hardened sequential circuits

The concept of spatial redundancy can be applied to design SEU hardened flip flops such as in [START_REF] Oliveira | A tmr scheme for seu mitigation in scan flip-flops[END_REF], or using temporal redundancy hardening such as in [START_REF] Mavis | Soft error rate mitigation techniques for modern microcircuits[END_REF]. Another concept for FF hardening exists, which is based on internal node hardening of the flip-flop. The most common node hardened design is the Dual Interlocked Storage Cell design (DICE). Which is composed by a succession of four cross coupled inverters. The logic state of each node is controlled by the two adjacent nodes If a perturbation occurs on a certain node, its propagation is turned off by the next node. This type of design is immune to what is called Single Node Upsets (SNU). However, it remains sensitive to Double Node Upsets (DNU) and more. Several designs have appeared over the years, original and hybrid designs that exploit redundancy mixed with node hardening methods. Muller C-element is also a popular technique to resist SEU: when the two inputs are at the same logical state, the output drives the same state as well, otherwise it retains its state.

D. FPGA specific countermeasures

FPGA circuitry is unique in a sense that it provides reprogramability and flexibility in terms of circuit design. In addition to digital circuits redundancy and SEU mitigation techniques discussed earlier, FPGAs provide some unique SEU countermeasures. For instance, through the Reliability-Oriented place and Route Algorithm (RORA) [START_REF] Sterpone | A new reliability-oriented place and route algorithm for sram-based fpgas[END_REF], the circuit is implemented in a way to avoid Multiple bit upsets. Another common FPGA SEU hardening technique is called Scrubbing [START_REF] Berg | Effectiveness of internal vs. external seu scrubbing mitigation strategies in a xilinx fpga: Design, test, and analysis[END_REF], where the Bitsream is continuously refreshed in order to avoid the accumulation of SEU in the logic.

E. Error Correcting Codes (ECC)

ECC, or sometimes referred to as Error Detection And Correction (EDAC), are algorithms deployed in order to constantly check the accuracy of the original data by adding some redundant data (eg, parity), and can be implemented in hardware or in software. ECC can be divided into two main families and a hybrid family: Linear Block Codes, Convolutional Codes and the hybrid Turbo or Concatenated codes. ECC is a wide field of study whose complexity goes beyond the scope of this paper. The main characteristic of such codes is the number of upsets they can detect and correct, and the area overhead they introduce [START_REF] Ryan | Channel Codes: Classical and Modern[END_REF].

V. DISCUSSION

We discuss here the effectiveness of the previously described countermeasures from the security point of view. TID countermeasures provide resistance against oxide charge accumulation side effects. As the process of XRFI is not time dependant, the target is illuminated until the fault appearance. Thus, most TID countermeasures cannot be considered a viable countermeasure to XRFI. Shielding is not advisable against this kind of attacks, as the adversary can physically bypass these measures in order to facilitate the attack. However, some countermeasures can be imagined against this type of attacks where shielding and another circuit-depackaging countermeasure are combined. TMR is very efficient against SEU, since the possibility of corrupting two of the same redundant logic is very low. However, in the context of our fault model, two voters out the three can be corrupted one at a time. Additionally, vulnerability against Side Channel Analysis increases. The only protection layer TMR provides versus XRFI is the difficulty to identify the components of the same redundant logic. Temporal redundancy is ineffective against the semi-permanent fault model, since the fault will persist even after the delayed sampling of the data. Node hardening is very efficient and widely used nowadays in space applications, even so it remains vulnerable to the highly targeted multiple attacks permitted by X-Ray beams. Some countermeasures can be imagined when combining node reinforced designs with TID resistance as it increases the complexity of the attack. For example, in case of a DNU attack on a SEU hardened FF, two X-Ray injections are required. If the perturbation of the TID resistant target for the second injection takes enough time, the first injection target might regain its original state due the reversibility effect of the fault (Annealing effect), causing the attack to fail. The reliability oriented Algorithm RORA can prove to be efficient X-Ray attacks since it deals with one of the main strengths of XRFI, which is the number of simultaneous perturbations that it can inject. On the other hand, scrubbing does not provide protection against persistent effects such as the semi-permanent fault model, as reloading the bitstream does not reverse the fault. ECC is highly efficient to protect information in memory, or sequential logic in general, but protecting the computational data path may be quite difficult, as the code must be propagated and predicted through the combinational logic independently of the main data. This may be a challenge for more complex (but efficient) codes if nonlinear operations must be computed.

VI. CONCLUSION

In this paper, we surveyed the state-of-the-art countermeasures of TID and SEU and discussed their potential effectiveness against the XRFI semi-permanent stuck-at model. TID countermeasures will always provide a certain level of resistance but not immunity against this type of attacks. SEU countermeasures, in particular Error Detecting Codes, have a big potential to provide viable ways to mitigate XRFI attacks on memories, but their efficacy is limited if data processing must be protected. Their suitability to security is in general debatable. More in detail, multiple event upsets mitigation capable methods are particularly effective, such as EDAC, RORA and node hardened circuits. It is clear that the need to develop new, XRFI specific, countermeasures will be required in the near future, due to the specificity of the XRFI fault model in terms of spatial and temporal characteristics.
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