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An Intruder Model for Trust Negotiation

Philippe Balbiani, Yannick Chevalier and Marwa El Houri
CNRS-Université de Toulouse
Institut de recherche en informatique de Toulouse
118 route de Narbonne, 31062 Toulouse Cedex 9, France

Abstract—In a distributed environment, and more specially
in service oriented architectures, the entities interacting one
with another rely on credentials to decide whether an action
they are told to perform is permitted. These credentials
are exchanged within trust negotiation sessions during which
the participating entities build up trust by communicating
certificates to trusted peers.

Dolev and Yao have introduced a notion of symbolic intruder
to represent the capacities of a malicious agent trying to
attack a cryptographically secured communication protocol.
We present in this paper an adaptation of that intruder that
retains the same deductive capabilities but is specialized for the
analysis of the exchanges during a trust negotiation session.
In particular this permits us to analyze the security of a
distributed access control policy w.r.t. a malicious insider.

[. INTRODUCTION

In a distributed environment, entities communicate with
one another in order to execute complex tasks. This is the
case for example in the modeling of business processes. The
communication consists in sending and receiving credentials
that are used to authenticate and regulate access to an entity’s
functionalities. In real life all entities are not necessarily
honest, and thus communication is not necessarily secured.

In this paper, we consider that entities negotiate creden-
tials one with another. We define entities as an abstraction
of stateful services with a repository and a set of trust
negotiation rules. The repository contains the set of cre-
dentials known to the entity and the trust negotiation rules
define the negotiation strategy of the entity concerning the
sending and receiving of credentials from other entities. We
introduce channels that represent the reliability of the point-
to-point medium on which the credentials are transported.
In this context, we consider the problem of the existence
of a malicious entity in the environment that can intervene
during a trust negotiation session. As in [5] we have taken
the pessimistic approach of assuming that a dishonest entity
can control all the traffic on unsecured channels, i.e. that
it can inspect, block or re-order legitimate messages, and
can itself inject new messages with a forged header so that
they appear to originate from the entity itself or any other
honest one. These new messages are built from pieces of
messages previously read, or from the initial set of objects
in the intruder entity. Finally the intruder can compose,
decompose, encrypt and decrypt messages in case he knows
the keys.

Our goal in this paper is to analyze the robustness,
w.r.t. standard confidentiality and authentication goals, of
a secured trust negotiation setting. We consider a trust
negotiation construct with secure channels and cryptography,
our objective being to assess whether an active malicious
insider may acquire undue knowledge or impersonate a
honest entity.

Related Works: We have built upon a large collection
of works on cryptographic protocols. Beside the seminal
paper of Dolev and Yao [5], one could cite different papers
taking into account channels either on their own [10] or in
conjunction with a symbolic intruder [1], [11]. Our notion
of authenticity originates from [9], while the notion of
confidentiality is the classic weak secrecy one. The attack on
Google’s implementation of SAML Single Sign-On (SSO)
was presented in [2], and we have merely translated it into a
more natural trust negotiation setting. Though we have tried
to make this paper self-contained, we have preferred to hide
some formal details e.g. on rewriting and equational theories
that may not interest the reader. We refer to [4], [12] for a
gentle introduction to the main concepts.

The framework we consider is based on Automated Trust
Negotiation [13], from which we have borrowed the eager
strategy. Considering secured transport protocols or crypto-
graphic primitives is not new [7], [14], [8] but these works
do not consider an active malicious insider.

Outline: We present the basics of the language in Sec-
tion II, and our modeling of secure channels in Section III.
We introduce our intruder model in Section IV, and the
adaptation of the trust negotiation algorithm to take it into
account in Section V. We present in Section VI the security
properties we analyze. In Section VII we present a modelling
for Google’s SAML SSO implementation and conclude in
Section VIII.

II. SYNTAX
A. Basic concepts

In this section we define the syntax that shall be used
to represent a trust negotiation infrastructure. We use the
notions of objects and values to represent the elements of
our framework. We let Val be a countable set of values
(with typical members denoted v,v’,...), Att be a finite set
of attributes (with typical members denoted a, a’, ...) and
K be a finite set of public and private keys (with typical



members denoted k, k', k=1, k'"", ...). We assume that
Att N K = 0. We let VarVal be a countable infinite
set of variables for values (with typical members denoted
Ty Y, ...

An object O is a partial function O : Att — Val and we
denote by O the set of all objects. Given an object O, we
denote dom(O) its domain.

Given two objects O and Oy we call the update of O1 by
02, and denote O, <+ O- the object O of domain dom(0O1)U
dom(O3) such that for z € dom(O) we have O(x) = Oz(z)
if 2 € dom(O2) and O(z) = O1(z) otherwise.

Also, we define the domain restriction operation \ that,
given an object O and a set of attributes A, computes O\ A,
the restriction of O to dom(O) \ A.

We write O.a to denote O(a) and we use the notation
O.a = L to express that a is not in the domain of O. And
we define the empty object ¢ such that dom(e) = ).

We let VarObj be a countably infinite set of variables
called variables for objects (with typical members denoted
X, Y, ...

Signed objects: In order to simplify notations we
also consider in this paper only the case of cryptographic
operations with public and private keys. We model both
the encryption and signature operations with a single binary
symbol f.

The set of signed objects is denoted ¢(Q) and is the
smallest set that contains O U VarObj and such that, if
O € p(0) and k, k= € K then:

e f(O,Ek) is in ¢(O) and denotes either the encryption
of O with the encryption key k or the verification of
the signature O with the validation key k;

o f(O,k™1) is in ¢(O) and denotes either the signature
of O with the decryption key k~! or the decryption of
O with signature key k1.

For soundness of analysis we assume that in the model we
consider there are disjoint sets of key pairs for encryption
and signature, and that the nature of an operation (e.g.
encryption or validation) is clear given the key employed.
The distinction between these two kinds of key pairs is
however irrelevant in terms of possible symbolic operations,
hence our unique set K of keys.

In order to model the relative properties of decryption
w.r.t. encryption and validation w.r.t. signature we consider
©(O) modulo the following two equations:

{f(f(ovk)vkl) = 0
f(f(ka_l):k) = 0

It is straightforward to see that these equations define a
convergent rewriting system on ¢(Q), and thus that signed
objects can be put in a normal form in which none of the
above equations can be applied from left to right. In the rest
of this paper, we consider that all signed objects without
variables are in normal form.

A signed object in normal form without variables is clear
iff it is not of the form f(T, k) or f(T, k=) for some signed
object without variables 7". The notation O.a is not defined
for unclear objects.

A term is denoted ¢ and is either a value, a variable for
value, or an expression X.a with X € ¢(O).

Interpretation: An interpretation function for variables
is a function [ that associates to every variable X € VarObj
(resp. © € VarVal) an object O € O (resp. a value v €
Val). 1t is extended on signed objects and terms as follows.
We let 1(O) = O if O € O and I(v) = v if v € Val.
If I(X) € O we define I(X.a) = I(X).a, and I(X.a) is
undefined otherwise. Finally we let I(f (T, k)) = f(I(T), k)
and I(f(T, k")) = f(I(T),k).

Entity and state: An entity e, is a set of trust negotiation
rules (defined below). We denote by £ a finite set of entities.
To each entity e; we associate a value ¢ € Val which
is its unique identifier and a security state s; made up of
a repository denoted by Rep;, i.e. a set of objects, and
an interpretation function for variables. The set of security
states for entities in £ is denoted by S.

B. Trust negotiation policy

A trust negotiation policy consists of a set of trust nego-
tiation rules. A trust negotiation rule gives the conditions to
be satisfied in order to send (put) an object during a trust
negotiation session. It is of the form:

put(T,ty1,t2) < body

where T is a signed object, ¢; (resp. to) is a term represent-
ing the apparent sender (resp. intended receiver). For honest
entities the apparent sender is the entity itself, which is not
always the case when one considers a malicious entity.

The predicate put(7,t1,ts) allows the disclosure of the
signed object 7' to an entity ¢, (as being sent by ¢;) whenever
the conditions in the body of the rule are satisfied.

Body of rules: The syntax of the body of the trust

negotiation rules is defined by:

body:=T | Test | body A body | body \V body
TeStI:h(IS(T) ‘ get(T, t) | t1 = to ‘ t1 # to

where 7' is a signed object and t,¢;, 1o are terms, with the
intended meaning:

- has(T) is true if the signed object T is in the repository
of the entity;

-ty = to (resp. t1 # to) is true if ¢; and to are equal
(resp. not equal);

- get(T,t) is true if the signed object T can be received
during trust negotiation from an entity who seems to
be e;.

Note that while the predicate put(T,t;,t2) represents
the permission for the sending entity to communicate a



certificate 7', the predicate get(7', t) denotes the capacity of
the receiving entity to accept the communicated certificate
T'. The trust negotiation semantics will be explicitly defined
in Section V.

Trust policy of honest vs. malicious entities: In a perfect
world, entities only send messages using their own identity
(i.e. the apparent sender is the same as the real sender).
However the presence of a malicious entity induces forged
trust negotiation objects sent by the intruder impersonating a
honest entity. Accordingly, we impose that a trust negotiation
rule:

put(T,i,j) < body

can only belong to an entity ey if k = ¢ or e, is malicious.
We will introduce in Section III further restrictions according
to the type of the communication channels.

Example IL.1. In our running example there are three honest
entities e, esp and e;q, denoting respectively a client, a
service provider and an identity provider. A fourth entity e;,+
is malicious. To denote that the client is willing to forward
certificates from the identity provider to the service provider,
e. contains the rule:

put(X, ¢, sp) + get(X,idp) A X.respondent = idp

We note that in the above example, the client has no
way to ensure that the object X was actually issued by the
identity provider. To this end we present in the next section a
modeling of the properties provided by such channels. This
will allow us to express secure communication on the one
hand, and model the behavior of the intruder in the presence
of secure communication on the other hand.

III. SECURE CHANNELS

We assume that the exchange of objects within a trust
negotiation session is done via communication protocols be-
tween the communicating entities. In this paper we abstract
away the actual protocols and consider only the security
properties they guarantee, among authenticity, confidential-
ity, and unblockability. One can refer to [1] and [11] for
the formalization of cryptographic protocols into properties
of communication channels. In this section we model these
aspects with respect to the objects exchange during the trust
negotiation mechanism and to the intruder.

A. Security properties of channels

Suppose two entities e; and e, want to exchange objects
in a trust negotiation session. We wish to specify security
properties for such a communication depending on the
communication channels used by these entities in order to
send/receive an object O. Formally, a channel is confidential
if its output is exclusively accessible to a specific receiver, it
is authentic if its input is exclusively accessible to a specific
sender, and it is unblockable if the intruder cannot prevent

a message sent on this channel to reach its destination.
Otherwise the channel is said to be blockable.

For example, if an entity e, receives the object O on an
authentic channel then e,. will know who is the real sender
of the object O. On the other hand if es; sends O on a
confidential channel then e, will know that only the intended
receiver will receive the object. Also two entities living on
the same computer system will employ unblockable channels
if the intruder does not have access to that computer system.

B. Extending the syntax

We extend the definition of the put and get predicates
presented in the previous section to take into account the
different kinds of communication by indexing it with a set
of tags A C {auth, conf,unblock}.

o If auth € A, then puta(T,t1,t2) denotes that the
object T' is sent on behalf of the apparent sender e,
to the entity e, through a communication channel
satisfying the authenticity property for the sending
entity. Note that in such a case e;, is also the real
sender of T'.

o Ifconf € Athen put (T, t1,ts) denotes that the object
T is sent on behalf of the apparent sender e;, to the
entity e;, through a communication channel satisfying
the confidentiality property for e,,. In such a case e,
is the unique receiver of that object.

o If unblock € A then puta(T,t1,t2) denotes that the
object 7' is sent on behalf of the apparent sender ey,
to the entity e;, through a communication channel on
which objects cannot be blocked or delayed by the
intruder.

The predicate get4(T,t) is defined in the same manner.
Note that the indexing of the put and get predicates by the
set A of tags allows the specification of the communication
types in our framework, as will be explained in Section V.

We define an available object to be a 5-tuple
(O,rs,s,r,A) where O € ¢(O) is a signed object,
rs,s,r € Val are values denoting the real sender, the
apparent sender, and the intended receiver respectively and
A is a set of tags from {auth, conf, unblock} . For example,
if auth € A then (M, s, s,r, A) denotes an available object
sent on an authentic communication channel between e, and
€.

Example III.1. In Google’s implementation of SAML SSO,
the certificates are sent by the client over a confidential
channel to the service provider, and they are accepted by
the client only on a confidential and authentic channel from
the identity provider. To reflect this policy the rule of Ex. II.1
is now written:

pUt{conf} (Xv & Sp) «—
g€t {quth,conf} (X, idp) A X.respondent = idp



In the following section we present the actions that can
be done by the intruder on objects that he knows or gained
access of.

IV. INTRUDER MODEL

In this section we describe the behavior of the intruder
with respect to signed objects. That is, we assume that
the intruder can encrypt, decrypt, sign or create objects
depending on his knowledge on the one hand, and the
security of a known object on the other hand. Note that a
known object is an object that the intruder either has in his
repository at the beginning of the trust negotiation session,
or has acquired (legitimately or by listening to the network)
during the previous rounds of negotiation.

A. Entities and keys

We assume the existence of a secure public key infrastruc-
ture, and as a consequence that each entity e; € £ possesses
couples of a public and private key denoted by k; and k; L
respectively. Recall that if an object O is protected by the
public key k; of e;, we say the object is encrypted for entity
e; and denote it by f(O,k;). Similarly if an object O is
protected by the private key &, 1 of e;, we say the object is
signed by e; and denote it by f(O, k; ). In the rest of this
section we model the behavior of the intruder with respect
to the cryptographic primitives protecting the objects.

B. Trust negotiation policy of the intruder

In this section we present the possible actions of the
intruder on objects available to him. From now on we
assume int is the identifier of a malicious entity, and that
honest entities have their identifier in the set {1,...,n}.

Emission of a signed object: An object X is avail-
able to the intruder if the formula gets(X,l) V has(X)
is true. We assume that the intruder may send any
available signed object, and model this assumption with
all the rules Send(A, A’,i) (see Fig. 1) with A, A" C
{auth, conf,unblock} such that if auth € A’ then i is the
constant ¢nt. Otherwise ¢ denotes a variable. An important
special case is the sending by the intruder of objects to
himself, as these self-communications permit us to embed
the least fixpoint computation of the intruder’s knowledge
into the trust negotiation mechanism.

Cryptographic operations: Given our assumption on
the existence of a PKI, we suppose that a key is available to
the intruder if it is contained in its repository. Such keys can
be employed to encrypt or sign objects. Since the intruder
sends to himself all the available objects, these cryptographic
operations are modeled by the set of rules Apply (see Fig. 1).

Management of known values: We assume that the in-
truder knows all the attributes. However for security analysis
it is essential that the intruder does not know all the possible
values. Let us now describe how values are managed.

- Creation of a new object: the intruder may create
new, empty objects at will, as reflected by the rule
Empty of Fig. 1;

- Attribute extraction: for each attribute name a €
Att we have a rule Extract(a) that extracts the
value of this attribute in a received clear object.
We employ the attribute kn (knowledge) to store
these values into objects;

- Attribute update: the intruder can update each
attribute a of a clear object by a value he knows.
This is modeled for all a € Att by a rule Update(a)
described in Fig. 1;

- Attribute deletion: finally, and for any attribute
a € Att the intruder may delete an attribute a from
a clear object that he possesses. This is modeled
by the rules delete(a) in Fig. 1.

V. TRUST NEGOTIATION SEMANTICS

So far, we presented the modeling of communication
by expressing the security properties of communication
channels (see Sect. VI) and cryptography (see Sect. IV).
In this section we give the trust negotiation semantics for
both honest entities and the intruder. Note that while honest
entities are assumed to abide by their trust negotiation
policy, the intruder can receive objects destined to others
in a non-confidential communication and can send objects
to others pretending to be someone else in a non-authentic
communication.

A. How entities receive available objects

With the presence of an intruder, the real sender and real
receiver of a negotiated object may differ from the intended
one. We illustrate this by the evaluation semantics for the
put(T,t1,t2) and get(T',t) predicates in the trust negotiation
policy of the honest entities on the one hand and the intruder
on the other hand.

Trust negotiation session: We define a trust negotiation
session to be a sequence of trust negotiation rounds. A
trust negotiation session terminates when there are no more
objects that can be negotiated, in which case the least
fixed point is established. In this paper we model eager
trust negotiation. That is we assume honest entities send
all the objects that satisfy their trust negotiation policy
during a trust negotiation session. However we assume that
the intruder can perform a non-deterministic choice on the
objects that he actually sends from the set of objects that
satisfy his trust negotiation policy.

Adequate available objects: We have assumed that
honest entities did not impersonate other entities nor listened
to communications directed to others. Informally we say
that an available object abiding by these rules is adequate.
Formally let A = (O, x,y, z, A) be an available object and
assume ¢ € {1,...,n,int}. We say that A is adequate for



Send(A, A’,i) :

Apply : puty(f(X, k),int,int) <+
Empty : putg (e, int,int) <+
Extract(a) : puty(X,int,int) <
Update(a) : puty(X,int,int) <+
Delete(a) : puty(X,int,int) <

Figure 1.

¢ and denote ad(A, 1) iff:

(send restrictions)

(receive restrictions)

z € {y,int}&(auth € A=z =1y)
ie{zint} &(conf € A= z=1)

Let us explain the role of the conditions:

- z € {y,int} and i € {z,int} enforce respectively the
facts that only the intruder sends objects as someone
else or listens to objects sent to others;

- auth € A = x = y enforces the fact that the real and
apparent senders must be equal for an available object
transported on an authentic channel;

- conf € A = y =i enforces the fact that an available
object transported on a confidential channel can only
be listened by the intended receiver.

Trust negotiation round: A trust negotiation round is
an (n + 1)-tuple of sets of available objects

Sk = (e S5, D)
where dei denotes the set of adequate available objects
for the entity e; at the beginning of round k. The tuples
(3k) k>0 are defined inductively as follows:

- base case: %, =---=%% =%% =0
- induction: Let ¢« € {1,...,n,int} be an entity,
k > 0. Suppose by induction that E";ei has
already been defined. Furthermore assume that the
set Q"%,ei of available objects acquired by ¢ during
the k-th trust negotiation step is defined. We define
ngei = Z@,@i U Qg,Ei'
In the remaining of this section we present how QX e, 18
computed given Xj. 7

B. What entities can send

Let Eg,e, denote the set of objects available for an entity
e; at the beginning of round k. We say that a signed object
O € p(O) can be sent by entity e; to entity e; at step k,
and write S, e; i puta(0, 1, 7), iff put4(O,i,7) < body

puta(X,i,z) <

geta(X,y) V has(X)

getg(X,int) AN has(Y) A Y.key =k

T

getg(Yyint) ANY.a =2 AN X = e+ (kn,x)

getg(Y,int) A getg(Z,int) N Z.kn =
ANX =Y+ (a,x)

getAa(Y,)ANX =Y\ {a}

Trust Negotiation rules for the intruder

is a ground instance of a rule in the trust negotiation policy
of an entity e; such that:

S, er [k body

To evaluate this formula we say S,e; =g body iff in the
rule instance:
- body is has(O’) and O" € Rep;
- bodyist=t
- body is t #t' and t and ¢’ are different
- body is geta(O',j) and there exists y,z €
{1,...,n,int} and A” such that (O’ y,j,2,A") €
%%, and A’ C A" and ad((0',y, j, 2, A"),1).
- body is bodyy Nbodys and S, e; =1, bodyy and S, e; =i
bodys
- body is body; V bodys and S, e; =i body, or S,e; i
bodys.
The adequacy criterion in the fourth point implies in par-
ticular that honest entities only receive objects sent to them
(¢ = z) and send objects as being themselves (y = 7). Also,
if 4 is the intruder and 7 # z then the communication channel
must be non-confidential and if y # j the communication
channel must be non-authentic.

C. Computing the set of available objects

The set of available objects for entities computed at round
k depends on the set of objects sent by honest entities, the
set of objects sent by the intruder as himself or as another
entity and the set of objects blocked by the intruder.

Let ngi be the maximal set of objects that are available
to e; taking the assumption that the intruder sends everything
he can and blocks nothing. By definition we have:

Hg’,ei = {(O,.Z’,j,y,A) : Sa €x ):k pUtA(Oaj7 y)
with z, j,y € {1,...,n,int},and
ad((0,z,j,y, A),i)}

Let Alf@,e,,-, be the minimal set of objects that are available
to e; taking the assumption that the intruder does not send



anything and blocks all objects that can be blocked. By
definition we have:

Ag,ei = {(07]53727A) Svem ):k pUtA(Ovja y)a

J # int and unblock € A}

We define the set of available objects for an entity e; at
step k to be a set Q"g,ei chosen non-deterministically by the
intruder and such that:

k k k
Asﬁi < stei c H876i

We note (but do not prove) that a complete strategy (w.r.t.
the search of an attack) for the intruder is to always choose
at least all the messages intended to himself.

VI. SECURITY REQUIREMENTS

In this section we define some security requirements that
should be satisfied by the model during a trust negotiation
session. Recall that a trust negotiation session is the process
of computing a least fixed point with respect to (i) the set
of trust negotiation rules for each entity in the model and
(i1) the non-deterministic choice of actions performed by
the intruder, as presented in section V. In this section we
present different aspects of confidentiality and authenticity
properties.

A. Confidentiality

We distinguish two different kinds of confidentiality, the
usual one for which a fixed group of entities shall not be
able to obtain a clear object, and a containment one that
expresses that an entity may possess an object O only if it
has been sent to this entity by another honest entity.

Confidentiality: A first notion of confidentiality con-
sists in imposing that an object O must be unknown to a
coalition G of entities. This means that, when considering
the union g of the sets of keys known by entities in G,
none of the entities in G can gain access to a signed object
T that can, by performing certain encryption or decryption
operations with keys in K¢, retrieve the object O. In order
to formalize this notion, let KC; be the set of available keys
for entity e;. We say that an object O is confidential for the
group G if and only if

VT,Vk, ...k, € Kg,

= VA Vie G,Ym>0,(E,S,e; em geta(T, i)

Containment: An object O is contained if no entity
can gain access to this object unless it is the exclusive
respondent. Note that while this is always the case for a
honest entity, such a property is necessary to check whether
an intruder can intercept such a message or construct it
using his own knowledge. We say an object O preserves
containment if and only if

VA,Vi,Ym > 0,

(87 Sv €int }:m getA(Ov Z)
= 3Im/ <m,3j # nt(E,S, e Em puta(O,j,int)))

B. Authenticity

Among the ones proposed in [9] we consider two types
of authenticity.
Strong authenticity: for an object O is expressed by
the fact that at no time can the intruder send the object O
as being someone else. This property is formally expressed
as follows:

VA Vi, 5,0 e {1,...,nyint},l #i,¥Ym > 0,
(555761 %’m pUtA(O7Z7]))

Weak authenticity: for an object O is expressed by the
fact that if an entity e, receives the object O apparently from
entity e; then the entity e; previously sent the object O to
the entity e;.

We say an object O preserves weak authenticity if and
only if

VA Vi, j€{l,...,n,int} k>0,

(5757 €; ):k g@tA(O,j))
= dm < ka (S,S, €; ):m pUtA(Ovjvi))

VII. ATTACK ON GOOGLE’S IMPLEMENTATION OF
SAML SSO

In [2] the authors describe an attack on SAML SSO! pro-
tocol that allows a dishonest service provider to impersonate
a user at another service provider in the case of Google
Applications. In this scenario we assume the presence of
a client BOB, an identity provider /D P and an intruder
acting as a service provider SP.

In this section we give an instance of the model defined
throughout this paper that presents a confidentiality attack.
Let £ = {€bob, Egoogle, €idp, € } Where epop is the client entity,
and egpgle 1S a service provider, then the trust negotiation
policies of these three entities are defined as follows:

In epop:
bob2i1(X) 1 put{consy(X, bob,i) < X.subject = bob
AX.respondent = i A X.resource = uri
bOlez(X) : put{conf} (X, bOb, l) — get{auth,conf} (X7 ’dp)
AX .respondent = i
bob2idp(X) :  puticonsy (X, bob, idp) < getquiny (X, 1)
AX.respondent = idp
In €google-

google2i(bob)1(X,Y) :
put{quiny (X, google, bob) < geticonys}(Y,
AY.subject = bob A Y.resource = calendar
AY.respondent = google A X.subject = google
AX .requestld = idgoogle /A X .respondent = idp

google2i(bob)a2(X,Y,Y") :
put{quiny (X, google, bob) <— getconsy (f(Y, /@pl)7
bob) A geticonsi(Y'), bob) A 'Y.certifier = idp
AY.auth-status = is-authentic A Y’ .resource
= calendar A\ X .data = secret

1SS0 protocols enable companies to establish a federated environment in
which a client signs-in once and then has access to resources and services
offered by the different companies in the federation



bob

Figure 2.

In €idp:

1dp2idp(X,Y) :
pUt{auth,conf}(X7 Idp7 Idp) — get{conf}(y7 bOb)
AY.subject = i A Y.requestld = id;
AY.respondent = idp A X .subject = bob
AX .auth-status = is-authentic \ X .certifier = idp
AX.respondent = Y.subject

1dp2bob1 (X)) :
pUt{auth,conf}(f(X7 k,;pl)v 1dP7 bOb) —
g€t {auth,cons} (X, idp) A X.subject = bob

1dp2boba (X,Y) :

PUL{quth,con s} (X, Idp, bob ) < get(conysy} (Y, bob)
AY.subject = i A Y.requestld = id; A Y.respondent
= idp A X.resource = Y.resource A X.respondent
= Y.subject

The rules of the intruder e; are as described in Sec-
tion IV. We assume that the intruder has in his reposi-
tory the certificates:

(kn, i), (kn,c), (kn, sp), (kn, idp), (kn, bob),
(kn, google), (kn, calendar), (kn, uri)

Confidentiality attack: The property saying that the
object

O := (kn, secret)

is confidential for the intruder ¢ is violated. In fact ey
communicates with the intruder as being a service provider,
however, the intruder acts as ep,, to access the service
provider €google-

In the above scenario, and with the help of Fig 2, we
present an instance of the above communication protocol
that violates the confidentiality property. To this end we
describe the communication between the entities and the
actions performed by the intruder (according to the intruder’s
capacities and trust negotiation policy) in order for the
confidentiality attack to take place.

idp i | i(bob) google
bob2i ® >®
< {(Cizbob } °
Confidential
o——(Gapbon }——e < 4
C Authentic
bob2i ° .
== . Confidential
and channel [>@
< ° Authentic

The communication of messages in the attack on SAML SSO for Google application

Suppose bob has in his repository a certificate
O := {(subject, bob), (respondent, i), (resource, uri) }

then the rule bob2i; (O) is satisfied and O is sent to the in-
truder e; (acting as a service provider). The intruder can use
the rule Send({auth},,%) to send the object O to himself,
then rules Update(resource) and Update(respondent) on
object O to replace the value uri by the value calendar and
the value 7 by the value google that exist in its repository,
and thus constructs a new object

O := {(subject, bob), (respondent, google), (resource, calendar)} .

The intruder then use the rule Send(, {conf}, bob) to sent
the newly constructed object O; to the entity ego041c as being
bob. In entity €googic, the rule googletoi(bob)i(O2,01) is
satisfied, with

O, := {(subject, google), (requestld, idyo0gic ), (respondent, idp) } .

Since the object O5 is sent on an authentic channel, it can
be intercepted by e; and blocked from ep,p. €; can then use
the rules Update(subject) and Update(requestld) on O
to construct the object

O3 := {(subject, i), (requestId, id;), (respondent, idp) }

and send it to bob on an authentic channel. The rule
bob2idp(Os3) is then satisfied in ep,, and consequently the
rules idp2idp(O4, O3) and idp2bobi(O4) are satisfied in
€;dp, for
Oy, := {(subject, bob), (auth-status, is-authentic),
(certifier, idp), (respondent, i) },

and the rule idp2bobs(Os5, O3) is satisfied for
Os := {(resource, uri), (respondent, i)} .

Thus the rules bob2is(O4) and bob2is(Os) are satisfied.
Then e; forward the signed object O4 to google by the rule



Send({conf},{conf},bob) and modifies the object O by
rules Update(resource) and Update(respondent) to get
the object

Og := {(resource, calendar), (respondent, google) }

and use the rule Send({conf},{conf},bob) on Og
to send it to google as being bob. Then the rule
google2i(bob)o(SECRET, O5, Og) is satisfied for the ob-
ject SECRET := (data, secret). As this object is sent on
a non-confidential channel intended to ey, it can be inter-
cepted by the intruder. This message is clear and contains
the value secret. The intruder can then extract this value and
compute the secret object.

VIII. CONCLUSION

In this paper we defined an intruder model as an entity
in our attribute based logical framework whose behavior
mimics that of a Dolev-Yao intruder by extending the syntax
and evaluation semantics of our security rules to take into
account the presence of various types of communication
channels along with the presence of basic cryptographic
primitives allowing encryption and decryption through the
use of secret and public keys. We note that in this setting
there is a priori an unbounded number of possible different
available objects because of the cryptographic operations.
However we conjecture that we can apply the result of [6]
to obtain a decision procedure for the security properties
we consider. The utility of this work lies in the fact
that during the trust negotiation session, certificates are
exchanged among entities depending on a security policy
(a set of trust negotiation rules) which is defined locally
by each corresponding entity. Thus it is interesting to test,
in the presence of different entities with different sets of
trust negotiation rules, whether the interaction among these
entities satisfies a global security properties expressed by
authentication or confidentiality constraints on the whole
process. It is worth to mention that the work presented in
this paper comes as an extension of the work presented in
[3]. For future work we plan to define access control related
constraints such as separation of duty constraints on the level
of the business process.
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