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tions lead to exponential growth in the amount of generated data. Indeed, cloud storage services

data introduced several security and privacy concerns. To address these concerns, cryptographic
Correspondence techniques are widely adopted at the user side. Attribute based cryptography is commonly used
*Sana Belguith. Email: s.belguith@salford.ac.uk to provide encrypted and/or authenticated access to outsourced data in remote servers. How-
ever, the use of these cryptographic mechanisms often increase the storage and computation
costs; consequently, the energy consumption in the entire cloud ecosystem. In this paper, we pro-
vide a comparative analysis of different attribute based cryptographic mechanisms suitable for
cloud data sharing services. we also provide a detailed discussion of different reviewed schemes,
w.r.t. supported features, namely security, privacy and functional requirements. In addition, we
explore the limitations of existing attribute based cryptographic mechanisms and propose future

research directions to better fit the growing needs of this cloud environment in terms of energy-

savings, processing and storage efficiency and availability requirements.
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1 | INTRODUCTION

In the last few decades, there has been a proliferation in the use of distributed computing systems. Today, most distributed applications are
built-in pervasive, autonomic while relying on cloud infrastructures. Cloud computing is a large distributed network of processing and storage
resources that aims at releasing users from hardware requirements and deployment complexities. This paradigm introduces several benefits such
as on-demand self-service, unlimited resource pooling, broad network access and dynamic scalability in a pay per use business model. Based on a
pay-as-you-go model, it enables hosting of pervasive applications from users, scientific, and business domains. These benefits encourage individual
users and organisations to externalise their data storage to remote servers hosted by a Cloud Server Provider (CSP)42.

The rapid transition toward cloud services raised many concerns in relation to the security of cloud data sharing activities®#., In addition, data
centers hosting Cloud applications consume huge amounts of energy, mainly needed for processing huge amounts of data and enforcing suitable
security mechanisms, thus contributing to high operational costs and carbon footprints to the environment.

A cloud is considered as an untrusted environment due to its main intrinsic characteristics, namely the availability of its services for public use
in a multi-tenant model, use of an untrusted network (i.e., the Internet) and the trust/reliance on third parties, i.e., CSP. Although, outsourcing data
storage and processing to a CSP releases users from the burden of maintaining and securing a hardware architecture, they loose control over their
data as they delegate these tasks to non fully trusted entity.
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In cloud computing, curious CSPs and unauthorized users may attempt both accessing outsourced data as well as revealing and deducing clients’
sensitive information, considered as valuable to conduct main recent data leakage attacks. This is mainly acknowledged with the successive reve-
lations about the abuse of sensitive data collection and processing, starting from the US NSA spy program, revealed by E. Snowden in May 201ﬂ
until the last Cambridge Analytica and Facebook scandal disclosed in April 201

Consequently, in order to protect data outsourced in remote cloud servers, efficient and fine-grained access to the shared data among a large
number of users with different access privileges must be provided. To alleviate users security and privacy concerns, leading CSPs, e.g., Amazon,
Google and Microsoft, implemented different security solutions to prevent data disclosure and unauthorized access. Most of CSPs encrypt users
data using a symmetric encryption algorithm, such as AES-256 algorithm, before storing enciphered data on remote servers while applying user-
based access policies to enforce data access controIEEl However, these approaches can not fully support flexible and scalable data sharing, user’s
privacy preservation and secure computation. When adopting these CSPs solutions, data owners have to outsource their data contents to the cloud
in plaintext. Thus, the CSP is in charge of encrypting the data and handling data sharing among different groups of users. As secret encryption keys
are generated, managed and stored at the cloud side, data owners must put full trust on the CSP.

The application of encryption mechanisms at the client side has been advocated in the literature to further address cloud trust and security
issues. In this paradigm, the cloud client keeps the secret decrypting keys out of reach of the CSP. Even though the use of encryption schemes
ensures data confidentiality, conventional encryption mechanisms such as symmetric and asymmetric encryption schemes are not sufficient to
support the enforcement of fine-grained access control policies as key management mechanisms need to be applied to share secret keys among
authorised users. The requirement of flexible data sharing among users that have different access privileges while belonging to different dynamic
groupsé further complicates the task of providing data confidentiality in the cloud. Consequently, enforcing fine grained encrypted data sharing
at the client side is considered as a promising solution, permitting to enforce main security and privacy requirements. This idea led to the use
of attribute based cryptographic techniques, including Attribute Based Encryption (ABE), Attribute Based Signature (ABS) and Attribute Based
SignCryption (ABSC). In a nutshell, these techniques permit to associate an access structure and/or signing policy to outsourced data contents.
This allows authorised users to decrypt and/or sign the data relying on his access rights with no need to share secret keys with the data owner.

Contributions — This paper presents a comprehensive review of the most recent attribute based cryptographic schemes that have been applied
to ensure fine-grained and authenticated access control to encrypted and outsourced cloud data, shared among different groups of users. It
provides a detailed discussion of different reviewed schemes, w.r.t. supported features, namely security, privacy and functional requirements. It
also explores research directions and discusses further extensions of attribute-based mechanisms to better fit the growing needs of this dynamic
environment, a.k.a. cloud, in terms of energy-savings, processing and storage efficiency and availability requirements.

Position of Our Paper — Several ABE, ABS and ABSC mechanisms were proposed in the literature and applied to different settings. Lee et al.Z
presented a comparison between ciphertext policy, key policy and hierarchical ABE schemes, based on the formal construction of the different
schemes. A similar survey was introduced by Ruj, in 2018, such that reviewed ABE schemes are classified based on the number of supported
attribute authorities. Hence, single-authority and multi-authority ABE schemes are examined and their application to secure cloud services is inves-
tigated. A summary of the main features of ABE schemes is introduced by Pang et al.2. This paper reviews user/attribute revocation in ABE schemes,
accountability and proxy re-encryption. Yang et al2%introduced , in 2015, the first survey paper on ABS schemes. This paper presents the main
security challenges related to an authentication scheme in distributed environments. Furthermore, several constructions of ABS schemes have
been investigated and compared w.r.t. functional and design requirements. Recently, Al-Dahhan et al.2¥ studied the revocation challenge in ABE
schemes. The authors reviews different revocation techniques applied to attribute based cryptographic techniques such as proxy re-encryption and
key update. Compared to most closely related surveys, this paper classifies attribute based techniques under two categories based on main sup-
ported security features, namely fine-grained access control and authentication in clouds. ABE is the first attribute based technique introduced to
provide one-to- many encrypted access control to shared data contents. Afterwards, ABS schemes have been first designed to assure the verifier
that a signer, whose set of attributes satisfies an access structure has endorsed the message. ABS schemes are then extended to support privacy-
preserving authentication. Attribute based signcryption was introduced to ensure data encryption and authentication in a one logical step. Since
their appearance, attribute based mechanisms have witnessed several enhancements such as multi-authority setting to enhance strong security
features and manage dynamic and decentralised architectures, accountability to deal with the key abuse issues, policy-hidden technique to enhance
user’s privacy as well as outsourcing decryption to reduce computation costs.

Ihttp://www.bbc.com/news/world-us-canada-23123964
2http://fortune.com/2018/04/10/facebook-cambridge-analytica-what-happened/
3https://aws.amazon.com/security/
*https://azure.microsoft.com/en-us/overview/trusted-cloud/
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FIGURE 1 A cloud data sharing scenario.

Paper Organisation — The remainder of this paper is organised as follows. Section[2)presents security and privacy challenges in cloud data shar-
ing services, system model and threat model. Attribute attribute access control solutions applied in the cloud are presented in Section[3] Section[4]
surveys attribute based authentication schemes in the cloud. In section[5] we discuss the open issues in attribute based cryptography and we present

applied enhancements, before concluding in Section[g]

2 | CLOUD DATA SHARING: THREAT MODELS AND SECURITY REQUIREMENTS

In this section, we identify the entities involved in a cloud data sharing service and we detail the threat model. Then, we present the security
requirements to fulfill in order to secure data shared on cloud servers.

A cloud data storage service involves three main entities: a CSP, a data owner and a data user. CSP is responsible for storing data owners’ out-
sourced data and sharing these data among authorised users. The data owner outsources their data to the cloud servers. The data user is a cloud
client who requests access to the outsourced data by presenting their access rights to the CSP. From the viewpoint of cloud users, security threats
to cloud data service are posed from two main types of adversaries, external (e.g., hackers) and internal (e.g., curious CSP). An external adversary is
a malicious cloud user who uses attack techniques, such as network eavesdropping, vulnerability scanning and/or malware attacking, to gain unau-
thorized access to data stored in the cloud. An internal adversary is the CSP entity, who can not be fully trusted. For instance, in most existing cloud
security solutions, the CSP is considered as honest but curious1213, CSP is assumed to be honest as it provides proper inputs or outputs, while prop-
erly performing any processes expected from them, but it is curious such that it tries to gain extra knowledge from inferred information. In the
following, we provide a structured overview of the security requirements for cloud data storage from a client’s point of view, with respect to his

outsourced data.

o Data confidentiality - Outsourcing data to remote servers is effectively delegating control over data to a CSP, thus making data potentially
accessible to different parties and consequently increasing the risk of data breaches. Only authorized users should be able to access out-
sourced data, with respect to their granted privileges, while others, including the CSP, should not gain any knowledge about outsourced

contentsi4,

e Access control - Aims at giving the data owner the ability to enforce selective restriction of access to his outsourced data contents on remote
cloud servers. Enhancing fine-grained access control is very important and complex in cloud storage environments. This is because different

users may be granted different access privileges with regard to different data contents outsourced by the same data owner1216,

o Authentication - Refers to enabling a user to prove his credentials in order to access data outsourced in cloud. Privacy preserving authen-
tication is authenticating a user without disclosing personal information about himself. In a cloud environment, users are more conscious

about their privacy protection when they access cloud data or use cloud services218,
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TABLE 1 Comparison of ABE Schemes

Scheme Type Access policy  Constant Ciphertext Size  Multi-authority ~ Revocation  Security Models

Sahai et al. (2005)23 Fuzzy Threshold X X X CPA-Security
Bethencourt et al. (2007)22 CP-ABE  Monotone X X X CPA-Security
Chase et al. (2007)%4 KP-ABE  Monotone X v X CPA-Security
Wang et al. (2010)% CP-ABE  Monotone v Hierarchical X CPA-Security
Yu et al. (2010)2¢ KP-ABE Monotone X v v CPA-Security
Waters (2011)2Z CP-ABE  Monotone Short X X CPA-Security
Lewko et al. (2011)28 CP-ABE  Monotone X v X CPA-Security
Ruj et al. (2011)22 CP-ABE  Monotone X v X CPA-Security
Lietal. (2013)50 KP-ABE ~ Monotone X v v CPA-Security
Yang et al. (2014)5L CP-ABE  Monotone X v X CCA2-Security
Canard et al. (2015)2 CP-ABE  Monotone v X X CPA-Security
Xhafa et al. (2015)=3 CP-ABE Threshold X X X CPA-Security
Wang et al. (2016)=4 CP-ABE  Monotone X X X CCA2-Security
Horvath et al (2015)22 CP-ABE Monotone X v v CPA-Security
Rahulamathavan e et al. (2016)2¢)  KP-ABE ~ Monotone X v X CPA-Security
Belguith et al. (2016)12 CP-ABE  Monotone Short X X CPA-Security
Belguith et al. (2016)12 CP-ABE  Monotone Short X X CPA-Security
Lietal. (2017)52 CP-ABE  Monotone X X v CPA-Security
Huanget al. (2017)8 CP-ABE hierarchical X X X CPA-Security
Yang et al. (2018)=2 CP-ABE  Monotone X v X CPA-Security
Ramu et al. (2019)42 CP-ABE Monotone X X v CPA-Security

3 | ATTRIBUTE-BASED ACCESS CONTROL IN THE CLOUD

ABE is a promising cryptographic technique that provides fine grained access control for data stored in third parties servers. The first construction
of ABE was presented as an extension of Identity Based Encryption (IBE)2? called Fuzzy IBE, where identities are substituted by a set of descrip-
tive attributes. Unlike traditional public key cryptography, ABE consists of encrypting ciphertext to a group of authorized users rather than to only
one user. In ABE, both the ciphertext and the user’s secret keys embed a set of attributes or a structure over attributes??. Consequently, a user is
able to decrypt a ciphertext if her private key satisfies the access policy embedded in the ciphertext. Formally, ABE allows a user who holds a set
of attributes, S, to encrypt a ciphertext generated w.r.t aset S/, if and only if S and S’ are close to each other. In other words, if S reaches a thresh-
oldt C S’ whereS’ —t < eand e is a negligible value. Hence, this ABE scheme is defined as a the first threshold ABE scheme. The threshold
semantics lacks expressiveness in defining access rights. To provide fine grained access control, an ABE scheme supporting monotone access struc-
ture has been proposed by Goyal et al.2L. This scheme embeds a set of attributes in the ciphertext while the user secret keys are associated with an
access structure. This scheme is the first instantiation of the Key Policy ABE scheme (KP-ABE). A user can decrypt the ciphertext if there is a match
between their access structure and the set of attributes included in the ciphertext. In the same paper, Goyal et al. have instantiated the Cipher-
text Policy ABE (CP-ABE). Contrarily to KP-ABE, CP-ABE defines the user access rights using a set of attributes and encrypting data w.r.t an access
structure. Generally, attribute based cryptographic techniques are suitable to data outsourcing scenarios, as they permit data owners to define fine-
grained access to their data based on generated access trees over selected attributes?2. Due to this flexibility in specifying different access rights for
individual users belonging to different groups, ABE mechanisms are considered as the most suitable public key primitives for one-to-many commu-
nications with no need for support from an external entity. As the data is encrypted w.r.t a set of attributes, key management becomes much simpler
as the encryption/decryption does not require the involvement of secret keys. Instead, the users who hold the required attributes may request the
related secret keys that allow them to decrypt data. Each authorised user can decrypt the ciphertext using the required match between the access
policy included in the ciphertext and their required attributes. As data encryption is performed before outsourcing, access control is performed
without relying on the cloud storage server.

Table[T Jpresents a comparison between different ABE schemes, in terms of their provided features and security models.
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3.1 | CP-ABE Schemes

In CP-ABE, a trusted attribute authority is responsible for issuing user’s private keys based on their attributes set®. Based on the number of attribute
authorities, ABE schemes are classified into two types: Single-Authority ABE (SA-CP-ABE) and Multi-Authority ABE (MA-CP-ABE).

SA-CP-ABE relies on a central attribute authority to generate user’s attributes and the related secret keys. However, this centralised key man-
agement can limit system scalability. In addition, a central authority introduces a single point of failure. To mitigate this limitation, CP-ABE schemes
relying on multi-attribute authorities were proposed“L. In MA-CP-ABE schemes, several attribute authorities generate secret keys related to one
attribute or a set of attributes.

3.1.1 | SA-CP-ABE Schemes

The first CP-ABE scheme was introduced by Bethencourt et al., 22, This scheme relies on a central authority to generate the public parameters and
the master secret key that is used to derive the user’s secret keys. In addition, this central authority is responsible for issuing user’s attributes and
related secret keys. As shown in Figure[2Z ] the central trusted authority first issues public parameters and generates a master key. Then, using these
generated parameters, it issues the user secret keys related to their set of attributes. Afterwards, a data owner encrypts a message w.r.t an access
policy. Finally, a data user is able to decrypt the ciphertext if their set of attributes satisfies the access policy embedded in the ciphertext.

One key limitation of the SA-CP-ABE scheme is that the ciphertext’s size increases exponentially with the size of the access policy which is equal
to the number of attributes. To solve this problem, Herranz et al.#2 proposed a SA-CP-ABE scheme that generates a constant ciphertext size inde-
pendent of the access policy’s size. This scheme allows encrypting a message w.r.t a threshold access policy, which does not define expressive access
rights. Waters et al. presented a SA-CP-ABE scheme with short ciphertext that uses an expressive access policy?Z. The ciphertext size increases lin-
early with the access structure’s size. In addition, this scheme introduces an encryption and decryption overhead that increase linearly with the size
of the encryption access policy. Canard and Trinh proposed a SA-CP-ABE scheme#3 which outputs a constant ciphertext size while using an expres-
sive access policy. In this scheme, the decryption overhead is constant and independent from the size of the encryption access policy. In addition,
this scheme offers high flexibility for the definition of access policies which supports general forms of Boolean expressions, i.e., Conjunctive Nor-
mal Form (CNF) and Disjunctive Normal Form (DNF). Wang et al.22 developed a hierarchical CP-ABE scheme to enforce encrypted access control
in cloud services. This scheme is an enhancement of the SA-CP-ABE scheme introduced by Bethencourt et al.22 which applies hierarchical Identity
Based Encryption (IBE)“4. Although this scheme involves several attribute authorities organised in a hierarchical way, it is based on the use of a
central master authority to administer this hierarchy. Xhafa et al.23 designed an Electronic Health Records (EHR) system based on cloud services.
In order to ensure EHR sharing between patients and physicians, this scheme uses the fuzzy-ABE introduced by Sahai and Waters'23, Based on the
SA-CP-ABE scheme introduced by Bethencourt et al.29, Wang et al.24 introduced a hierarchical SA-CP-ABE scheme to ensure secure cloud data
sharing. This proposal introduces the use of layered access structures integrated in a single access tree that allows users to decrypt data based on
their authorization level. For instance, a user with a lower authorization level can only access a small amount of data while a user with the highest
authorization rights can access all the encrypted data. Li et al.#2 proposed an extension to parallelise and accelerate CP-ABE scheme? to enable its
practical use. As such, main algorithms such as key generation, encryption, and decryption algorithms are executed in parallel using multi-threading
techniques. In 2017, Zhao et al.4¢ proposed a SA-CP-ABE scheme that supports non-monotonic access-structures, i.e., an access structure that
supports NOT conjunctions. This scheme was applied to mobile health-care systems to provide fine grained access control to encrypted data.

SA-CP-ABE schemes have been widely applied to securely share outsourced data in clouds. However, the reliance on a central trusted authority
to issue user’s attributes and to generate their secret keys creates a single point of failure. A central attribute authority can attract key escrow
attacks as it manages all the secret keys used in the system.

3.1.2 | MA-CP-ABE Schemes

The first MA-CP-ABE scheme was proposed by Lewko et al28. |n this scheme, several attribute authorities issue attributes and the related secret
keys (see Figure[3 ) where each attribute authority administers only one attribute and generates the attribute’s secret key. This avoids the reliance
on a central trusted authority to handle attributes and users’ secret keys, except for generating the public parameters. However, issuing attributes
from different attribute authorities may lead to a collusion attack. For example, two users may combine two different attributes received from
two different attribute authorities. One of these two users may use the attributes combination to access a ciphertext that can not be accessed
using his attribute only. To defeat this collusion attack, this MA-CP-ABE scheme applied a Unique Global Identifier (GID) for each user. Each user
must communicate their GID to the attribute authority which embeds it in the attribute secret key. Therefore, each user can only combine his own
attributes to access a ciphertext.

Based on Lewko et al. MA-CP-ABE28l several cloud access control solutions were proposed to ensure secure data sharing in cloud environments.
Ruj et al2? proposed a revocable attribute based encryption scheme, called DACC, for cloud environments. In DACC, several attribute authorities
issue users secret keys related to their attributes. A data owner enciphers his data with respect to a defined access policy and outsources the
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FIGURE 2 An example of SA-CP-ABE. CTA publishes public parameters to all system entities. Then, the data owner encrypts the data according to
the access policy and using the received public parameters before outsources the ciphertext to the cloud. The data users download the ciphertext

and decrypt it using their secret keys generated out of their attributes.

Central Trusted_ ——
authority ~

Data Owner — - — » Generate Public Parameters Data Users
@ ----» Issue Attributes and Secret Keys

Access Structure

Set of attributes:{Attr1 Attr2 }

FIGURE 3 Anexample of MA-CP-ABE. CTA publishes public parameters to all system entities. Then, the data owner encrypts the data with respect
the access policy and using the received public parameters before outsourcing the ciphertext to the cloud. The data users request their secret keys
from the attribute authorities managing each attribute. Then, the users download the ciphertext and decrypt it using their secret keys generated
based on their attributes.

ciphertext to the cloud. DACC also supports revocation of users by re-encrypting data using a new access policy before re-outsourcing them to the
cloud.

Yang et al Bl extended the SA-CP-ABE scheme introduced by Lewko et al#7 to achieve a multi-authority setting. This scheme has been applied
to ensure flexible access control over data stored in the cloud while providing efficient revocation of users.

A MA-CP-ABE scheme for cloud data sharing data is presented by Horvath et al. 25, This scheme ensures users revocation by applying an iden-
tity based revocation mechanism. To update users access rights, the attribute authorities generate a revocation list including the identifiers of the
revoked users. The data owner embeds these revoked identifiers in the ciphertext to prevent revoked users from decrypting the data.

Another revocable MA-CP-ABE scheme based in the work presented by Lewko et al. 28 as introduced by Zhou et al®8 This scheme achieves
users revocation by re-issuing users secret keys. The attribute authorities are responsible for reissuing users’ secret keys while excluding revoked

users.

3.2 | Key Policy ABE

KP-ABE was first designed by Goyal et al.2lin 2006. In KP-ABE, data are encrypted with respect to the set of attributes embedded in the ciphertext.
The user’s secret key is derived based on his access policy. The ciphertext can only be decrypted if its embedded set of attributes satisfies the user’s
access policy. Similar to CP-ABE, KP-ABE schemes are categorised into Single Authority KP-ABE (SA-KP-ABE) (c.f,, Figurem and Multi Authority
KP-ABE (MA-KP-ABE) schemes based on the number of authorities involved in the system.
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FIGURE 4 An example of SA-KP-ABE. CTA publishes public parameters to all system entities. Then, the data owner encrypts the data using a set of
attributes and the received public parameters before outsourcing the ciphertext to the cloud. The data users download the ciphertext and decrypt

it using their secret keys generated from their access policy.

3.2.1 | SA-KP-ABE Schemes

Ostrovsky et al.#? designed a SA-KP-ABE that supports any type of access structure including non-monotonic boolean formula. A non-monotonic
access policy can be expressed by AND, OR, NOT or threshold boolean operations. Attrapadung et al.2% presented a SA-KP-ABE scheme with non-
monotonic access policy. This scheme generates a ciphertext whose size does not increase with the access policy size.

A SA-KP-ABE with lightweight decryption overhead was presented by Hohenberger et al.”Y. To decrypt the ciphertext, the decrypting entity
executes a limited number of pairing functions independently from the number of the involved attributes. Takashima22 designed a SA-KP-ABE
scheme that is characterised by an expressive access policy that generates a constant ciphertext size. This scheme introduces a constant number of
pairing functions during the decryption process.

Liu et al.>3 proposed a SA-KP-ABE scheme adapted for cloud application. This scheme is proved to achieve semantic security against adaptive
Chosen Ciphertext Attacks (CCA). Similarly, Lai et al.24 presented an expressive KP-ABE scheme. This scheme generates a constant size cipherext
and reduces decryption overhead. A KP-ABE which supports revocation was presented by Shi et al.>2. This scheme embeds a revocation list in the

ciphertext to manage the users access rights. A revoked user whose identity appears in the revocation list can not decrypt the ciphertext.

3.22 | MA-KP-ABE Schemes

Chase”?¥ proposed the first MA-KP-ABE scheme (see Figure. This scheme involves several attribute authorities to maintain attributes and issue
secret keys. This scheme relies on the use of a user global identifier to prevent users from performing successful collusion attacks. However, the use
of a unique global identifier for each user allows the attribute authorities to violate users’ privacy by combining users attributes to build a full user
profile. To overcome this issue, Chase2¢ proposed an enhancement to their first construction using the Anonymous Credentials (AC) mechanism®Z.

A MA-KP-ABE scheme has been applied to cloud data storage services to achieve secure data sharing among authorised users by Yu et al.¢, This
scheme is based on exploiting and combining KP-ABE2Y, and lazy re-encryption8. This scheme accomplishes users revocation by re-encrypting
ciphertext only after a user revocation occurs and the same ciphertext is requested by a non-revoked user. Li et al.*% proposed a Personal Health
Records (PHR) system based on cloud services. The authors applied the MA-KP-ABE scheme introduced by Chase et al.2¢to secure PHR and pro-
tect the privacy of patients and physicians who access the stored PHR. A MA-KP-ABE scheme that provides collusion resistance is introduced by
Rahulamathavan et al.2¢. This scheme extends the KP-ABE scheme proposed by Han et al.2? using the anonymous key issuing protocol 2¢to link the

decryption keys to users identities while preserving their privacy.

3.3 | Policy Hidden ABE

ABE schemes have been extensively used to secure data in distributed systems, mainly in cloud services. ABE associates an access policy with the
ciphertext outsourced to untrusted servers. The public sharing of access policies may lead to the disclosure of sensitive data about data owner
as well as the data users. To address this issue, several solutions were proposed, referred to as policy-hidden ABE schemes. Table 2] provides a
comparison between policy-hidden ABE schemes.

An access policy contains attributes that are usually defined by a name and a value. A partially hidden access policy means that the attribute

value is hidden while the name can be published. However, in fully hidden ABE schemes, the attribute’s name and value are both made private.
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FIGURE 5 An example of MA-KP-ABE. CTA publishes public parameters to all system entities. Then, the data owner encrypts the data the access
policy and the received public parameters before outsourcing the ciphertext to the cloud. The data user request their secret keys from the attribute
authorities managing each attribute. Then, the user downloads the ciphertext and decrypts it using their secret keys generated from the associated

access policy.

TABLE 2 Comparison of hidden policy ABE schemes

Representative schemes Type Access Policy Policy Hidden Multi-Authority ~ Security Models

Nishide et al. (2008)¢2 CP-ABE  Monotone Partially hidden X Selective CPA
Zhou et al. (2015)¢Z CP-ABE  Monotone Fully Hidden X Selective CPA
Xu et al. (2015)63 CP-ABE  Monotone Fully Hidden X Selective CPA
Phuong et al. (2016)¢4 CP-ABE AND gates Fully Hidden X Selective CPA
Yundonget al. (2017)¢8!  CP-ABE Monotone Fully Hidden v Selective CPA
Belguith et al. (2018)¢2!  CP-ABE Monotone Fully Hidden v Selective CPA
Zhong et al. (2018)22 CP-ABE Monotone Fully Hidden v Selective CPA
Xiong et al. (2019)71 CP-ABE Monotone Partially Hidden v Selective CPA

Nishide et al.®Qproposed a partially hidden access control policy scheme which is based on the SA-CP-ABE proposed by Cheung et al. 1. Another
partially hidden access policy ABE scheme was proposed by Lai et al.®2. This scheme is an extension of Water’s SA-CP-ABE scheme2Z.,

Xu et al.e3 applied a hiding technique onto the access policy used in the SA-CP-ABE scheme presented by Bethencourt et al. 2% to achieve a fully
hidden access policy. Phuong et al.4 proposed another SA-CP-ABE scheme with hidden access policy. This scheme supports only AND gates access
policy, which reduces the expressiveness of the defined access rights. The first MA-CP-ABE scheme with fully hidden access policy has been intro-
duced by Zhong et al 2. This scheme extends Lewko et al.s MA-CP-ABE scheme28 by applying the one-way anonymous key agreement technique'®®

to hide the access policy.

3.4 | Multi-Level ABE

Sharing data contents between different involved actors is often a challenging concern, due to the complexity of access control policies’ manage-
ment. As stated above, this issue becomes more complex when involved actors do not share the same access privileges to each part of the datafile.
Hence, different access levels need to be defined to allow authorized users to access different sub-parts of enciphered data. The translation of an
access control structure into an equivalent multi-level policy remains one of the main challenging issues of encrypted access control mechanisms.
Huang et al.Z2 proposed a data collaboration scheme, such that authorized users can share data in a collaborative manner. In fact, the data owner
encrypts data with respect to a selected access policy based on CP-ABE, while the cooperative user re-encrypts the modified data and signs a
collaboration request with his attributes. As such, only the users whose attributes satisfy the access policy can modify outsourced data. This scheme
employs a delegation mechanism based hierarchical ABE, which contains a central authority and a number of independent domains. Each domain
holds a domain authority that requests a secret parameter from the higher level authority and generates attribute secret keys for its domain users.
Ruj et al.Z2 presented a privacy preserving authenticated access control scheme for securing data in clouds based on an attribute based scheme.

In this proposal, the cloud provider authenticates with the data owner without knowing his identity before storing information. Although these
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schemes proposed efficient solutions to protect data contents from unauthorized access, they are still inefficient with multi-level access policies,
where users have to share the same data content with different access rights to distinct parts of the data file.

The multi level access control policies in ABE schemes have been recently explored347475176, |n these schemes, data files are encrypted using a
multi level access policy where users can access parts of these data w.r.t. their access level.

Wang et al.®¥ proposed an efficient file hierarchy attribute-based encryption scheme in cloud computing. The layered access structures are
integrated into a single access structure, and then, the hierarchical files are encrypted with the integrated access structure. Kaaniche et al.”# have
introduced an encryption scheme based on attribute based mechanisms for multi-level access policies. This scheme ensures a selective access to
data based on users’ granted privileges. Practically, when a party encrypts a data file, she specifies an access structure and a certain number of
security levels. Thus, a user is able to decrypt a sub-set of data blocks related to a security level k that user’s private keys satisfy the sub-set of
attributes related to the k-security level. EMA-LAB, a Multi Authorisation Level Attribute Based Access Control with short ciphertexts size'Z® has
been proposed. It relies on the usage of a constant-size threshold attribute based encryption scheme and permits a selective access to enciphered
data w.r.t. different threshold levels. Thus, the size of the resulting ciphertext does not depend on the number of attributes involved in the access
policy, which makes EMA-LAB suitable for bandwidth-limited applications. Kaaniche and Laurent2 proposed a selective attribute based encryption
mechanism, referred to as SABE, that enables the enciphering entity to encrypt the same data content, based on an ABE aggregate access tree, and

the deciphering entity to decrypt the subsets of data blocks with respect to a security level k;.

4 | ATTRIBUTE BASED AUTHENTICATED ACCESS TO CLOUDS

Signature schemes are usually applied to achieve user authentication while accessing cloud services. As a variant of ABE, the first Attribute Based
Signature (ABS) scheme was designed by Maji et al.ZZ. ABS allows a user to sign a message according to an access policy. The user is required
to hold a set of attributes that satisfies the access policy to be able to sign a message. This allows a flexible access rights control over users who
can sign a message. The user’s attributes and secret keys are generated by an attribute authority. The verification entity verifies the generated
signature by only using public parameters. ABS schemes need to fulfill two security requirements: privacy and unforgeability. An ABS scheme is
privacy preserving as it maintains the anonymity of the signer’s identity and the attributes used to generate the signature. An unforgeable ABS
scheme means that a user can not generate a signature while their attributes do not satisfy the access policy even if he is colluding with other
users*Z. Based on the number of authorities involved in the system, an ABS scheme can be a Single Authority ABS (SA-ABS) or a Multi Authority
ABS (MA-ABS). Tablepresents a comparison of ABS schemes.

4.1 | SA-ABS

Maji et al’sZZ4 ABS scheme fulfills the unforgeability requirement as the signature can not be generated only by a a user whose attributes satisfy the
defined access policy. Indeed, unauthorised users can not collude to generate a verifiable signature. In addition, ABS guarantee the signer’s privacy,
i.e., the signature does not compromise the signer’s identity neither his attributes.

An efficient ABS construction supporting flexible threshold predicate was presented by Li et al.Z8. The authors prove that their scheme is secure
in the random model while ensuring efficient computation and communication costs. Ge et al.”? presented an ABS scheme based on the Water’s
SA-CP-ABE scheme?Z. Although this scheme introduces low computation and communication costs, it suffers from unforgeability attacks as users
can pool their attribute and generate a valid signature.

ABS schemes has been applied to ensure data owners authentication and fine grained access control to outsourced data in cloud services. For
instance, Zhao et al.8% applied the Waters’ CP-ABE scheme2Z to encrypt data, then the generated ciphertext is signed using the SA-ABS scheme
introduced by Maji et al.Y. This scheme allows the data users to verify that the data are outsourced by authorised data owners.

Liu et al.®2 extended the Bethencourt’s SA-CP-ABE scheme?? to implement a hierarchical setting. This scheme was combined with Maji’s ABS
scheme'®!'to authenticate data owners who want to encrypt and outsource their data to the cloud.

A secure ABS scheme with externalised signature was proposed in €2, In this scheme, a signer forwards an outsourced key to the CSP to use it
for generating a partial signature over a given message. The signer can generate their valid signature using the received partial signature and their

secret key.

4.2 | MA-ABS

Maji et al8Y proposed the first instantiation of the MA-ABS schemes. Similar to MA-ABE schemes, MA-ABS allows the management of attributes

and secret keys by several attribute authorities. However, in this construction, a central authority is required to manage communications between
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attribute authorities. Okamoto et al.®4 proposed the first fully decentralized ABS scheme. This scheme relies on several attribute authorities where
no central authority is required to manage their communication.

Ruj et al.®2 presented a privacy preserving authenticated access control scheme applied to cloud computing. In this proposal, the cloud provider
verifies that the data were uploaded by an authorised data owner without inferring his identity. To this end, this scheme applies the MA-CP-ABE
presented by Lewko et al28 and the MA-ABS designed by Maji et al. 81,

In22 the authors proposed an attribute based access control schemes that allows privacy preserving authentication of users accessing the cloud
based on a MA-CP-ABS scheme. To authenticate users, the CSP forwards them a message to sign. The verification of the signature allows the CSP to
know whether the user has the required attributes to access the data. Rao et al. 8% proposed a KP-ABS scheme with a constant signature size. Similar
to the KP-ABE schemes, the user’s key is derived using an access structure. Therefore, the signature is generated according to a set of attributes by
a user whose access structure satisfies this set.

4.3 | Accountability in ABS

ABS schemes need to anonymise users identities. However, malicious users may use this feature to forge a signature while keeping their identities
hidden. Therefore, it is necessary to introduce the accountability requirement to trace a malicious user identity by inspecting their presented signa-
ture. However, to prevent CSPs from using the accountability feature for their own benefits and trace clients, the accountability algorithm should
be executed by a separate independent authority.

Accountability in ABS schemes was first presented by Khader et al.8Z. However, the proposed scheme only preserves the user identity while
revealing their attributes used to generate the signature. To mitigate this limitation, Escala et al.8 presented an accountable ABS scheme where
both identities and attribute are hidden. These two ABS schemes rely on central authority to issue the attributes.

In 2014, El Kaafarani et al.®? designed the first accountable MA-ABS. This scheme allows an inspection authority to reveal a user’s identity when
amisbehaving is detected. Kaaniche and Laurent?? proposed an Anonymous Certification (AC) mechanism built on a traceable ABS. Their proposal
provides a cryptographic tool that allows a user to authenticate with a CSP while revealing only the required information to keep their identify
private.

Atraceable signature scheme for mobile health-care applications was presented by Meng et al. 2L, This scheme allows the delegation of a doctor’s
signature to another party when this doctor is not able to sign. It applies a proxy signature which requires that a user first proves their access rights
by decrypting a ciphertext to sign a message instead of the original signer.

A KP-ABS scheme was presented by Hong et al.?? to deal with the presence of an untrusted authority. In this scheme, the signer requests a part
of their signing key from the attribute authority. The second part of their secret signing key is derived privately by the signer himself. This scheme

allows the attribute authority to trace compromised users based on their signing key’s part which meets the accountability requirement.

4.4 | Attribute Based SignCryption (ABSC)

ABSC is a signcryption primitive that ensures fine grained access control, data origin authenticition and data confidentiality by combining ABE and
ABS in one logic step. In 2010, Gagné et al.?8 proposed the first ABSC scheme which relies on a threshold access structure. This scheme allows
defining an access structure to be used to encrypt the data. In addition, the generated ciphertext is signed by the data owner at the same time. A
data user is able to verify the data owner’s signature and decrypt the ciphertext using his attributes. This allows the data user to check whether the
data was encrypted by an authorised data owner.

ABSC schemes incure lower computation overhead compared to encryption and signature schemes executed by the data owner. This ABSC
scheme requires the use of two different access policies for the signature generation and the data encryption. Therefore, the size of the signcrypted
data increases along with the complexities of both signing and encrypting access policies. Keita et al.?? presented an ABSC scheme to support the
update of the access structures used in the signature. This scheme allows the encryption to be updated without regenerating the user’s secret keys.
The size of the signcrypted message depends on the size of signing and encrypting access policies.

Liu et al. 1% jntroduced an ABSC scheme based on the SA-CP-ABE scheme presented by Water tet al.2Z and the ABS scheme proposed by Maji
et al.®1, This ABSC scheme has been used to design a secure EHR system based on cloud services. Therefore, a user may signcrypt data before
outsourcing it to the cloud storage to be shared among other users. Users are able to verify the data origin to make sure that it was created by
an authorised user. Due to the use of different access policies for signing and encrypting, the aforementioned ABSC scheme1% introduces high
communication and computation overheads. To countermeasure this drawback, Rao et al. 2% proposed the first KP-ABSC scheme with constant
ciphertext size. The first CP-ABSC scheme with constant ciphertext size was proposed in 2017192, |n this scheme, the data owner signcrypts his

data with respect to a defined threshold access policy. The data user verifies and decrypts the received data only if the data were uploaded by an
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TABLE 3 Comparison of ABS Schemes

Scheme Type Access policy  Constant Signature Size ~ Multi-authority ~ Accountability
Khader et al. (2007)8Z KP-ABS  Monotone X X v
Maji et al. (2008) 2~ CP-ABS Monotone X X X
Liet al. (2010)4Z CP-ABS Threshold X X X
Zhao et al. (2011)€0 CP-ABS  Monotone X X X
Escalaetal.(2011)8 CP-ABS Monotone X X v
Maji et al. (2011)8L CP-ABS Monotone X v X
Geetal. (2012)72 CP-ABS Monotone Short X X
Liu et al. (2013)82 CP-ABS Monotone X X X
El Kaafaranietal. (2014)82)  CP-ABS  Monotone X v v
Ruj et al. (2014)82 CP-ABS Monotone X v X
Liu et al. (2015)83 CP-ABS Monotone X X X
Rao et al. (2016)83 KP-ABS  Monotone v X X
Kaaniche et al. (2016) CP-ABS Monotone X X v
Meng et al. (2016) CP-ABS Monotone X X v
Hong et al. (2016) KP-ABS Monotone X X v
Belguith et al.12/(2016) CP-ABS Monotone Short v X
Sunetal. (2017)23 CP-ABS Monotone X X X
Guetal.(2017)%4 CP-ABS  Monotone X X X
Guo et al. (2018)22 CP-ABS Monotone X v X
Cuietal. (2018)2¢ CA-ABS Monotone v X X
Sunetal. (2019)%Z CP-ABS  Monotone X X X

TABLE 4 Comparison of ABSC schemes

Representative Schemes  Common Setup Type Access Policy ~ Constant Signcryption size
Gagné et al. (2010)%8 X CP-ABSC  Threshold X
Emuraetal. (2012)22 X CP-ABSC  Monotone X

Rao et al. (2014)101 X KP-ABSC  Monotone v
Liu et al. (2015)419 X CP-ABSC  Monotone X
Rao et al (2017)103 X CP-ABSC  Monotone Short

Belguith et al. (2017)102 v CP-ABSC  Threshold v

Liu et al. (2017)104 X KP-ABSC  Monotone X

Belguith et al. (2018)10> X CP-ABSC  Threshold v

Belguith et al. (2018)10% X CP-ABSC  Threshold v
Deng et al. (2018)10Z X CP-ABSC  Monotone X

Xu et al. (2018)108 X CP-ABSC  Monotone X

authorised data owner. The size of the generated signcrypted message is constant and independent of the size of the access policy. Table[d Jpresents

a comparison of ABSC schemes.

5 | ATTRIBUTE BASED CRYPTOGRAPHY CHALLENGES

In this section, we identify the key improvements applied to ABE in order to better apply these mechanisms to the cloud services.
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TABLE 5 Comparison of OABE schemes

Representative schemes Type Access Policy ~ Verifiability ~ Multi-authority ~ Security Models

Greenetal. (2011)112 CP-ABE LSSS X X RCCA
LAi et al. (2013)116 CP-ABE LSSS v X Selective CPA
Lietal. (2014)112 CP-ABE LSSS v X RCCA
Qinetal. (2015)113 CP-ABE LSSS v X RCCA
Lin et al. (2015)120 CP-ABE LSSS v X Selective CPA
Zuo et al. (2016)12L CP-ABE LSSS X X Selective CCA
Lietal. (2017)118 CP-ABE  AND gates v X RCCA
Maet al. (2017)122 CP-ABE Montone v X RCCA
Belguith et al. (2018)2 CP-ABE LSSS v v RCCA
Lietal. (2018)423 CP-ABE LSSS v v RCCA
Zhanget al. (2019)42¢ CP-ABE LSSS v v RCCA
Xiong et al. (2019)2 CP-ABE LSSS v X RCCA

5.1 | Efficiency in Attribute Based Techniques: Outsourcing ABE (OABE)

One key limitation of ABE schemes is the high decryption cost, which grows with the complexity of the access structures. For instance, the decryp-
tion cost is related to the execution of several pairing functions10%110 Several research efforts targeted ABE schemes with constant ciphertext size
and/or constant number of pairing operations in the decryption phase%. However, such schemes only support threshold access policies or AND
gates access policies which limits the expressiveness of the defined access rights. To mitigate this issue, Green et al. 112 proposed to outsource the
execution of the decryption algorithm to a semi trusted server. To this end, a user needs to derive a pair of new keys called public and private trans-
formation keys based on his own secret key. Then, the cipheretext and the public transformation key are forwarded to the semi trusted server that
is able to partially decrypt the ciphertext using the received transformation key without accessing the plaintext. This partially decrypted ciphertext
is then returned to the user who uses the private transformation key to fully decrypt the ciphertext by performing only one exponentiation opera-
tion. By applying this technique, users reduce the computation costs at their side. The delegation of the decryption algorithm to semi trusted server
requires that the user verifies the correctness of the received partially decrypted ciphertext. A lazy server may try to forward previously partially
decrypted ciphertext23. To overcome this limitation, several verifiable outsourced ABE schemes were proposed-14112]

Lai et al.22¢ proposed an outsourced ABE scheme where the user is able to verify the correctness of the partially decrypted ciphertext. This
scheme encrypts two different messages, one is the original message and the other is a random message. The ciphertext involves a component
C generated using a combined hash functions over both messages. After receiving the partially decrypted ciphertext, the user decrypts the two
messages and compare the result to € to verify the correctness of the decryption performed by the server.

A SA-CP-ABE with both outsourced encryption and decryption algorithms was described by Wang et al. 112, |n this scheme, the data owner is
assisted by a proxy server to partially encrypt the data. Then, the data owner uses the partially encrypted data to encrypt the message and generate
the ciphertext to be outsourced to the cloud server. On the other side, users outsource the decryption algorithm to a semi-trusted server who
partially decrypts the ciphertext. In 2017, Li et al.118 proposed a SA-CP-ABE scheme that supports the verifiable outsourced decryption feature.
Beyond reducing decryption overhead, this scheme incurs low communication costs as it generates a constant-size ciphertext.

All the above-mentioned outsourced ABE schemes are SA-CP-ABE schemes. Recently, PHOABE, the first MA-CPABE scheme with outsourced
decryption has been introduced®?. In this scheme, a user may delegate the decryption algorithm to be executed by a semi-trusted server while being
able to verify the correctness of the partially decrypted ciphertext.

5.2 | Direct Revocation: Policy Update in ABE

One of the limitations of the current ABE techniques is the cost of updating access policies after generating a ciphertext, i.e., the addition or deletion
of attributes from existing access policies requires re-encrypting entire data. Moreover, policy update often relies on a proxy re-encryption mech-
anism1221108] The re-encryption process is expensive in terms of communication costs and is particularly inefficient when the number of ciphertext
elements grows126127 Although some of the proposed algorithms, such as the scheme proposed by Xu et al. 1%, are capable of revocation/addi-
tion of users, they still require sharing re-encryption keys with the proxy server which adds extra communication costs. In Hong’s scheme128, upon
a revocation demand, the proxy is asked to re-encrypt all the ciphertext with respect to the new defined access policy. In addition, it updates the

non-revoked users keys to ensure their ability to decrypt the ciphertext. A similar technique is applied by Liu et al. 1% to update a signcrypted data
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TABLE 6 Comparison of Policy Update ABE schemes

Representative schemes Type Access Policy Policy Update Security Models

Jiang et al. (2016)130 CP-ABE Threshold Add and remove attributes  Selective CPA
Jiang et al. (2017)122 CP-ABE Threshold Add and remove attributes  Selective CPA

Hong et al. (2018)128 CP-ABE  Monotone Proxy re-encryption -
Belguith et al. (2018)12¢!  KP-ABE LSSS Only add attributes CCA
Belguith et al. (2018)12Z)  KP-ABE LSSS Add and remove attributes  Selective CPA

Geetal.(2018)122 CP-ABE LSSS Proxy re-encryption Selective CPA

where a proxy server is used to update the data as well as users secret keys. Proxy re-encryption have few limitations as there is a need to rely on
a third party to execute the re-encryption and re-distribute keys. Thus, a malicious proxy server can collude with users to not revoke their access
rights. Moreover, the re-encryption process needs to be re-executed as many times as a user is revoked which limits the system scalability. Also,
this technique does not solve the challenge of adding attributes to an access policy. Jiang et al. have instantiated the first policy update in CP-ABE
schemes2? in 2017. In this scheme, attributes can be added or removed efficiently without ciphertext re-encryption neither sharing users secret
keys. Later, the first KP-ABE schemes supporting policy update is recently presented2¢. Both presented schemes12212Z enable a cloud server to
update the access policy associated with a ciphertext without relying on a proxy server to execute the re-encryption algorithm neither re-issuing
users keys. The encrypting entity generates a ciphertext involving encrypted data combined with additional components required to perform the
access policy update feature. These ciphertext additional components are simply a randomization of the ciphertext elements w.r.t. to the attributes
universe. The cloud server uses the additional components to update the access policy on demand without decrypting ciphertexts neither re-issuing
users secret keys.

6 | CONCLUSION

Cloud Computing is a popular computing architecture which allows a scalable data storage and computation. Despite the attractive features of
cloud computing, this paradigm introduces several security and privacy concerns. Attribute based cryptography is commonly used to enhance
data security and user’s privacy in cloud services. In this survey, we systematically review ABE solutions in the literature. In particular, we discuss
prominent ABE, ABS and ABSC schemes that provide data confidentiality, access control, authentication and privacy preservation for cloud data
sharing services. Finally, we show that cloud data storage security is facing many challenges and many security problems remain to be identified and
resolved. Future work avenues include the investigation of ABE, ABS and ABSC schemes in fog-enabled systems231. There is also an opportunity to

investigate how these schemes can be used to address security threats to critical infrastructure232in specific.
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