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Joint Load-Balancing and Power Control Strategy to Maximize the Data Extraction Rate
of LoRaWAN Networks™

Mohamed Hamnache*?, Rahim Kacimi?®, André-Luc. Beylot*

AIRIT, Université de Toulouse, CNRS, Toulouse INP, UT3, Toulouse, France

Abstract

LPWAN enabled networks have a dizzying growth and continue to meet an essential need in the Internet of Things market due
to their ability to provide low-cost wireless access to geographically spread-out devices. Consequently, an efficient allocation of
wireless resources in order to support numerous devices becomes a major concern. In this paper, we propose an SF assignment
approach in LoRa networks, paying attention on the traffic load both per Spreading Factor and over the channels. Indeed, our
strategy consists in finding a better distribution of the end-devices on the SF by orchestrating an effective load balancing. Moreover,
the performance of our solution is evaluated under diverse network configurations, taking into account the capture effect and the
non-orthogonality of SFs. Furthermore, we extended the solution by a transmission power control strategy for overall system
energy-efficiency. In addition, we validated some assumptions by full-scale experiments like for the 3GPP path loss model, which
is used for the first time in LoRa simulations. Our results suggest that Load Shifting leads to better performance in terms of Date
Extraction Rate (DER) while guaranteeing good scalability on the network size and density.

Key words: LoRa networks, Spreading Factor allocation, Load Balancing, Transmission Power Control, Urban Path Loss Model,

test-bed.

1. Introduction

LPWANSs (Low-Power Wide Area Networks) are character-
ized by power-efficient transmissions, low-rate and wide-range
connectivity. Backhauled to the Internet, they are supposed to
take us into a fascinating new decade of the next generation of
the Internet of Things (IoT). In fact, nowadays, it is estimated
that more than 20% of [oT connection are handled by LPWANs
which represents billions of connected devices.

Therefore, in order to address the requirements for large-
scale deployments, the channel usage was regulated by ap-
plying a duty cycle of 1% and the bit rates were minimized.
As an example, a LoRa gateway is supposed to handle traf-
fic from thousands of end-devices and even using a low duty-
cycle, transmission issues such as collisions are still observed,
especially due to the generated traffic load and the number of
end-devices using the same spreading factor.

LoRaWAN networks[1] have newly gained a lot of interest
in the wireless communications community because of its great
potential in terms of the high density of end-device around one
single gateway, energy efficiency, long-range capabilities and
flexible deployments. All of these capabilities have made it
more appropriate for a variety of IoT applications, such as habi-
tat monitoring, smart cities, smart lighting control and smart
farming and agriculture.
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A transmission between the end-devices and the gateways
in LoRaWAN networks is configurable by a set of parameters.
These parameters become crucial and have a significant impact
on the communication quality in terms of network capacity to
handle end-devices, collision rate, data extraction rate, etc. In-
deed, the selection of a certain combination of parameters in-
stead of others can enhance or degrade one or more commu-
nication quality criteria mentioned above. Among all these
parameters, the spreading factor is one of the most important
parameters that has a direct impact on the overall throughput.
There is no doubt that the choice of the right Spreading Fac-
tor (SF) to send a frame strongly contributes to minimize co-SF
and inter-SF interference and allows the coexistence of several
end-devices in the same region without significantly deteriorat-
ing the network quality.

In this paper, we explore a different strategy for spreading
factor allocation under different load scenarios for LoRaWAN
networks. We argue for the use of a load control and shifting
among the different SFs. Therefore, we propose a novel strat-
egy called L3SFA, which enhances the global Data Extraction
Rate (DER). The L3SFA strategy takes into account the global
system load in terms of both generated traffic and the number
of end-devices to allocate the SFs to end-devices. Its main ob-
jective is to balance the load on different SFs classes while pro-
viding a better DER.

The validation approaches of our solution are twofold: in the
first approach, a uniform generation of end-devices was con-
sidered. The originality of this evaluation, in addition to the
proposed SF allocation strategy, is the utilization of the 3GPP
path loss model to describe link behaviour. For the best of our
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knowledge, this is the first time where such a model is used for
LoRaWAN networks. To address some of the simulation limita-
tions, we also considered a second approach. Indeed, emulated
end-devices are generated based on frames retrieved from a Lo-
RaWAN dataset gathered during real deployment to feed our
simulations. Finally, to demonstrate the feasibility of our solu-
tion, we have designed and implemented a flexible and scalable
end-to-end LoRaWAN testbed for real experiments.

Furthermore, we extended L3SFA by a transmission power
control strategy and came up with L3SFA-TPC which decreases
the overall energy consumption and keeps the same perfor-
mance improvements in terms of DER.

The remainder of the paper is structured as follows: Section
2 critically surveys the related work. In section 3, we describe
the LoRaWAN features and basics. We then detail in Section 4
our system model for SF allocation. We, then, proposed a load
shifting strategy for SF allocation heuristics in section 5. Sec-
tion 6 presents an experimental platform in order to validate the
link behaviour and provides a thorough performance analysis
of the L3SFA scheme. Apart from simulations, an experimen-
tal deployment in order to provide valuable insights and to show
the performance of a real LoORaWAN system is given. We intro-
duce L3SFA-TPC, an extension to L3SFA with a transmission
power control algorithm, in Section 7. In Section 8 we fur-
ther discuss some key practical issues and reveal their potential
weaknesses. Section 9 concludes this paper and gives future
research perspectives.

2. Related Work

Research has been particularly productive in recent years on

the best combination of transmission parameters in LoRaWAN
networks. Undoubtedly, a good setting of the coding rate, the
spreading factor, and the transmission power level would lead
to a high overall DER and an efficient utilization of the chan-
nels. In [2], [3], and [4] authors investigate the densification of
LoRaWAN networks by focusing on how to increase the net-
work capacity in single-gateway-centric deployments.
Other studies investigate the optimization of a specific per-
formance criteria by new spreading factor allocation schemes.
Several approaches were envisioned to come up with the fol-
lowing solutions:

e Algorithms like EXP-SF and EXP-AT in [5] in order to
increase the overall data rate, EXPLoRa-TS proposed in
[6] perform traffic load equalization among the spreading
factors while considering that each end-device, transmits a
variable amount of data according to its application profile.

e Optimization problem formulation in [7], [8] where au-
thors modelled LoRaWAN resource allocation as a max-
imization or minimizing problem solved using meta-
heuristics such as Genetic Algorithm and learning meth-
ods such as Reinforcement Learning.

e Applied machine learning methods in [6], [7], [9]. Several
data science techniques were considered. For instance,
k-mean supervised learning has been applied in [6] and

[9] to find suitable clusters for SF allocation. Other pa-
pers are based on reinforcement learning, where a gate-
way plays the role of an agent to control the environment
(end-devices) by sending actions (configurations). Convo-
lutional neural networks were also used to solve optimiza-
tion problems in [7].

These articles either focus on the performance evaluation of
LoRaWAN networks such as [2], [3] without providing new
mechanisms or solution to enhance their performance. In fact,
most of these papers address the issues of network densifica-
tion, communication coverage, and energy efficiency in order
to determine the lifetime of batteries, but they do not investi-
gate on fundamental LoRa issues. Indeed, they:

e neglect in the mathematical model or simulation some
LoRa physical phenomena which have a direct impact on
LoRaWAN network performance such as capture effect
(Intra-SF Interferences) and imperfect SF orthogonality
(Inter-SF Interferences) [5], [6], [8].

e mainly use Log-Distance path loss model [7], [10], [11]
with a path loss at a distance dy = 40 meters equals to
127.41dB. This is a penalizing assumption and can pro-
vide only deployment around a gateway with short dis-
tances, which contradicts the main purpose of LPWAN
technologies.

o weakly take into account the impact of other important fac-
tors, particularly high traffic generation rate and large net-
works sizes (number of devices in high-load LoRaWAN
networks [12]).

After taking this step back to review the proposed solution, we
decided to revisit the Spreading Factor allocation issue in order
to investigate a new strategy for high loaded LoRaWAN sys-
tems particularly. Indeed, in this work, we take into account
high traffic generation rates and large network sizes. In addi-
tion, we turned attention to the well-known 3GPP model in or-
der to highlight how LoRa links behave in LoRa networks. So
far, to our knowledge, this is unseen in such networks, but we
validated this choice of path loss model by a test-bed.

3. Basics of LoRa and LoRaWAN

This section gives a brief overview on LoRa physical layer
and LoRaWAN Medium Access layer.

3.1. LoRa: Physical Layer

LoRa (Long Range) is a proprietary Chirp Spread Spectrum
(CSS) modulation developed by Semtech in 2004 and incorpo-
rated as the physical layer of the LoRaWAN technology. This
modulation technique is behind the main characteristics offered
by the LoRaWAN networks. Indeed, these features can be given
as follows: long-range distances and low-power transmissions,
high robustness and Doppler resistance. The transmission qual-
ity using the LoRa modulation is determined by the optimal
combination of a set of transmission parameters detailed in the
next section.



Table 1: LoRaWAN transmission parameters

Values
7,8,9,10, 11,12
2,5,8,11, 14 [dBm]
125 kHz, 250 kHz, 500 kHz
4/5, 4/6, 4/7, 4/8
886.1, 886.3, 886.5, ...

Parameters

Spreading Factor
Transmission Power
Bandwidth
Coding Rate
Carrier Frequency

3.2. Transmission Parameters

A radio transmission in LORaWAN can be characterized by
a combination of a set of configuration parameters. We can
mainly define five parameters[4][13] which have a direct impact
on energy consumption, transmission range and robustness. See
table 1.

3.2.1. Spreading Factor (SF)

LoRa is a Chirp spreading spectrum modulation. The
Spreading Factor is the parameter which controls how these
chirps are spread. A lower spreading factor decreases the Signal
to Noise Ratio (SNR), and thus sensitivity and range, but also
decreases the airtime of the frame. The spreading factor values
are between 7 and 12 and the choice is made according to a
trade-off between the energy consumption and the robustness.

3.2.2. Transmission Power (TP)

LoRa allows sending frames with different transmission
powers in the range [2dBm-14dBm)] for the European region.
The use of a high TP enhances the probability of frame recep-
tion. However, it increases the power consumption of the trans-
mitter and the interference level.

3.2.3. Bandwidth (BW)

it represents the width of a continuous band of frequencies.
Higher bandwidth results in a shorter airtime but a lower sen-
sitivity. LoRa is configurable with three possible values of the
bandwidth [125 kHz, 250 kHz, 500 kHz] for both Uplink and
Downlink.

3.2.4. Coding Rate (CR)

CR is the forward error correction code added to a frame be-
fore transmission to offer protection against bursts of interfer-
ence. LoRa uses four coding rates (4/5, 4/6, 4/7, 4/8). Undoubt-
edly, using higher CR provides more immunity but increases
the time-on-air and consequently the energy consumption.

3.2.5. Carrier Frequency (CF)

it is the center frequency and LoRa uses a multi-channel
mechanism for uplink and downlink transmissions.
Data rate and communication range are determined by the SF.
In fact, SF indicates the received signal strength thresholds.
Thus, higher SF values allow receiving frames with lower re-
ceived signal power, however data rate is reduced. Let us con-
sider the frequency bandwidth BW. Then the chirp length 7 in
seconds is given by:

T.=— (1

Thus, the symbol length in seconds is given by:
T,=T,x25F 2

3.3. LoRaWAN MAC Layer

LoRaWAN is an open-source medium access control proto-
col [14] standardized by the LoRa Alliance that runs on top
of the LoRa physical layer. It provides a set of mechanisms
to handle the communication between end-devices and gate-
ways. A LoRaWAN network is based on a star-of-stars topol-
ogy, as illustrated in Figure. 1). Indeed, end-devices can only
send frames to one or more gateways. At reception, the gate-
ways that are connected to a centralized Network Server (NS),
forward the received frames to this NS. The NS is in charge
of managing the end-devices and gateways, sending downlink
frames and MAC commands to the end-devices, if necessary.
Finally, the communication ends on the right application server.
LoRaWAN layer offers a set of features and mechanisms in or-
der to to provide secure and robust transmissions. It provides an
Adaptive Data Rate (ADR) mechanism to remotely and dynam-
ically control the end-devices transmission parameters in order
to improve the data extraction rate.

End Nodes Concentrator / Gateway Network Server Application Server

AES Secured Payload

Figure 1: LoRaWAN network architecture [15]

4. SF Allocation System Model

We consider a LoRaWAN network composed of N end-
devices around one single gateway. Each end-device is initial-
ized with S F' = i according to the Received Signal Strength In-
dicator (RSSI) and the Signal-to-noise Ratio (SNR) thresholds
provided in Table 3. To allocate a Spreading Factor in the range
of SF7 to SF12, for a given end-device, we define an accurate
load balancing scheme.

4.1. SF shifting

Initially, end-devices are allocated SF = j following the
thresholds defined in Table 3 with j € {7,8,9,10, 11, 12}. Let
M ;; be the number of end-devices which are able touse S F' = j
but shifted to S F = i and M;; the number of end-devices that
keep their S F' = j unchanged.



Table 2: System model variables

Variable Description
N Number of end-devices
N; Number of end-devices using S F =i
T; Time On Air using SF =i
p Period of frame generation (per end-device)
M;; End-devices shifted from SF = jtoSF =i
M;; End-devices with unchanged S F = j

For ease of presentation, we denote the total number of end-
devices that have been assigned a SF i, after the shifting proce-
dure, as M;. The shifting process is depicted in figure 3 and M;
can be computed as:

M; = Z M;; 3)
=7
4.2. SF Load
Let p; be the load for each S F' = i after the SF shifting phase.
M; xT;
=t 4)
p

p;i is computed using equation (4), where 7; is the time-on-air
using SF = i and p is the frame generation period per end-
device.

Consequently, the Data Extraction Rate DER; achieved for
S F =i with a load p; can be calculated as follows:

DER; = ¢ % 5)

4.3. Optimal SF Allocation

We define the SF allocation problem as an optimization prob-
lem. More precisely, We consider the maximization problem
described in equations (6a-6d).

12

. 1

maximize ; DER; x M, (6a)
subject to
M;; €N, (6b)
12

> Mij =N, (6¢)
=
M;;=0 If j>i (6d)

The objective function given by the equation (6a) intends to
maximize the global DER as a function of the DER; of each
S F = i and the number of end-devices using this SF once the
load shifting phase is achieved.

Equation (6b) makes a strong constraint to the optimization
problem. Indeed, the number of end-devices shifting their SF
must be a positive integer. The shifting process is possible only

if equation (6d) is satisfied. Indeed, shifting SF is one way di-
rection (from lower to higher SF), the other way is not possible.
The shifting process is controlled using equation (6¢). This con-
straint guarantees that the total number of end-devices shifted
from S F = i to higher ones must be equal to the number of end-
devices using S F' = i before the shifting process. This insures
that /2 M; = N.

The optimization problem presents a hard complexity. In-
deed, on the one hand, we are facing an Integer Non-Linear
Programming (INLP)[16] and on the other hand, the network
size network is highly scalable. Undoubtedly, an exhaustive
search is not feasible due to the huge number of combinations,
and no polynomial-time algorithm is known to be applicable in
a general case, especially when the problem under optimization
does not present a linear or convex form.

5. Load Shifting and SF Allocation Heuristics

In this section, we present a Load Shifting Strategy for
Spreading Factor Allocation (L3SFA). The proposed Scheme
is designed by default to optimally allocate SF to end-devices
to achieve better DER. This is achieved by first allocating the
smallest possible SF to the end-devices, while complying with
the SNR and RSSI thresholds defined for each SF needed to
receive and decode the frame at the gateway. This results in
a minimum time on air for the frames. As an example, ter-
minals that generate frames with an RSSI > —126.5 and an
SNR > 7.5 are assigned a SF = 7 while for —127.25 <
RSSI < —126.5 and —10.5 < SNR < =7.5a SF = 81is as-
signed and so on for the other SF.

It is clear that such an allocation is advantageous, but can
cause significant degradation of the data extraction rate due to
the increase in the number of collisions if no control is per-
formed on the load generated by each class of end-devices per
SF. Indeed, several end-devices may be assigned the lowest SFs
and few terminals may use the highest SFs. It is therefore nec-
essary to consider a mechanism for adjusting the SF allocation
to ensure a load balancing in the traffic generated by the various
end-devices using the same SF. To address all of these consider-
ations, we proposed L3SFA. This SF allocation strategy follows
three main phases (See Algorithm 1) described and detailed in
the following sections : 1) End-Device Initialization, 2) Spread-
ing Factor Assignment, 3) Spreading Factor Shifting.

Algorithm 1 L3SFA

Input : N : End-devices

Output : End-devices with allocated SF, SF Repartition.
1: End-devices Initialization
2: Spreading Factor Assignment
3: Spreading Factor Shifting

5.1. End-Device Initialization

L3SFA starts with an initialization phase. Note that two ac-
tions are taken: 1) Since the SF allocation mechanism is incre-
mental, all end-devices are initialized with SF = 7. 2) End-
devices are sorted according to their distance from the gateway



Table 3: SNR and Sensitivity thresholds for 125 kHz Bandwidth in [dB]

SF | SNR | Sensitivity
7 -1.5 -126.5

8 -10 -127.25
9 | -125 -131.25
10 | -15 -132.75
11 | -17.5 -133.25
12 | -20 -134.5

or their RSSI values. Obviously, this intuitive action allows as-
signing lower SF on priority basis to the closer end-devices to
the gateway or to the ones with the highest RSSI value. This is
detailed by the lines [1,2] in Algorithm 2.

5.2. Spreading Factor Assignment

After the initialization, L3SFA strategy begins the second
phase of spreading factor pre-allocation.
SF_LoRa Algorithm (lines 3 to 12) goes through the list of
sorted end-devices produced during the first phase and for each
end-device a suitable SF is assigned a function of the SNR and
the RSSI values received on the gateway. These values are com-
pared to RSSI and SNR thresholds given in table 3. The SF
allocation condition defined in line 7 is necessary and sufficient
to guarantee a successful transmission. Undoubtedly, the RSSI
higher than the sensitivity insures the frame reception by the
gateway and combined to SNR higher than the SNR threshold,
the frames will be certainly decoded.

5.3. Spreading Factor Shifting

The SF allocation performed in phase two (SF Assignment) is
not final. This allocation is controlled by the last phase of the
L3SFA mechanism.

Before assigning definitely a SF to an end-device, SF_LoRa
performs a load control on SF distribution (line 13). This
control is performed with SF_Shifting heuristic.

Algorithm 3 and Fig. 2 give a description of the SF adjust-
ment mechanism. SF_shifting needs to have a global knowl-
edge on the SF allocation system to perform the adjustments.
Indeed, it takes as input a preassigned SF to each end-device,
the SF_Distribution (a vector of number of end-devices using
SF =iforie {7,8,9,10,11,12}) and the loads (a vector of
number of end-devices threshold for each S F = i) computed
using equation 4.

As shown in figure 2, SF_shifting performs a simple checking
to decide which SF to assign definitely. Indeed, after that an
end-device have been assigned a SF, SF_shifting checks :

1. If the class of the current S F' = j (allocated in S F alloca-
tion phase) is not overloaded then SF_shifting keeps using
SF=j.

2. If the class of the current SF = j is overloaded and all
classes of SF = i, i > j, then SF_shifting keeps using
SF=j.

3. If the class of the current SF = j (allocated in S F allo-
cation phase) is overloaded and one of the upper classes
SF =i,i> jisnot, then SF_shifting upgrades S F =i to
the first SF class not overloaded.

SF preallocation
SF=j

~"SF=]class is ™.
‘\\\ overloaded

- Ve
\l/

Yes

A
o .

SF=ii>] ™
‘\\\is overluaded//

. Ve
\l/

No

v

Upgrade to SF =i
izj
The first SF =i not
overloaded

NO———| Keep SF =

A

YES

-
I.I
-

Figure 2: SF Shifting Mechanism Activity Diagram

Figure 3: Load Shifting Strategy for Spreading Factor Allocation Finite State
Machine (Algo 3) (only SF7 to SF10 are considered)

Without loss of generality, we illustrate in figure 3 how the
SF adjustment scheme behaves by giving an example.

Let consider a simple system using only four SF values (from
7 to 10) where N end-devices are sending frames to a single
gateway. We suppose that SF Allocation phase allocates S F =
7 to an end-device k. SF_Shifting will check if this allocation
is appropriate, or it will be better to upgrade it. The finite state
machine in Fig. 3 describes such a situation, an end-device with
S F =17 is facing two possible situations:



e conserves S F = 7 if the class of end-devices this SF is
not overloaded or yes it is but all the other classes are also
overloaded.

e Upgrades to S F' = j with j > 7 if the class of end-devices
using S F = 7 is overloaded and the classes of end-devices
using S F = j is not overloaded (j € {8, 9, 10} the first SF
not overloaded)

Using such a strategy guarantees that each end-device will
be assigned the suitable SF, which is qualified as good for two
main reasons: 1) SF allocation in phase two insures that a frame
will be received and can be decoded if no-collision happens. 2)
SF adjustment in phase three controls the SF load, which re-
duces significantly the number of collisions. As expected, shift-
ing some end-devices when possible to higher SF reduces the
capture effect phenomena. Otherwise, having lower SF classes
overloaded is less penalizing in terms of DER than overloaded
classes with higher SF. This is due to time-on-air of the frames,
which increases by increasing SF and consequently increases
the collision probability.

Algorithm 1 is composed of the two algorithms 2 and 3 and
has a linear execution time, its complexity is given as follows:
O(a N), where N is the number of end-devices and « a constant.

6. L3SFA Performance Analysis

In this section, we discuss the performance of the spread-
ing factor allocation strategy through in-depth simulations us-
ing implementation of the algorithms detailed in section 4.

In addition to designing the L3SFA strategy, we also devel-
oped a simulation tool called LoRa-L3SFA to demonstrate the
efficiency of the proposed strategy. LoRa-L3SFA simulator is
based on the both: the Simpy, a process-based discrete-event
simulation framework based on standard Python, and a path
loss model based on the 3GPP Urban Macro model. Moreover,
the simulator is also based on LoRaSim [4] and LoRaFREE
[10]. In fact, to emphasize the feasibility of SF allocation strat-
egy on LoORaWAN networks, we enhanced LoRaSim with new
feature given as follows:

o It considers the imperfect orthogonality of spreading fac-
tors and the fading impact for frame collisions check.

o It integrates a 3GPP propagation model for random gener-
ation end-devices. To the best of our knowledge, there is
no other work that uses this model in LoRa performance
studies.

e It also considers emulated end-devices, as inputs, realistic
RSSTI and SNR values from an experimental recorded data-
set are used to generate end-devices.

6.1. Path Loss Model

We consider that a transmission in LoRaWAN networks is
successfully received at the gateway, as well as the received

signal strength P, is greater than the receiver sensitivity. P, is
given by the equation 7.

P..=P,—-PL+GL @)

where P, is the transmission power, PL is the path loss and GL
combines all general gains and losses.
1

Algorithm 2 SF_LoRa
Input : N : end-devices
Output : N with SF allocated, SF_Distribution
1: Sort end-devices by distance d to the gateway;
2: Initialize all end-devices with SF =7 and SF_Distribution
to zeros
3: fornin N do
4. SF =n.sf
5:  Get SNR and RSSI thresholds for the corresponding SF
from the table 3

6:  for s in range (SF,12) do

7: if n.snr < S NRs or n.rssi < sensibility;s then

8: if n.sf < 12 then

9: n.sf = n.sf +1
10: end if
11: Get SNR and RSSI thresholds for the corresponding

SF from the table 3

12: end if
13: n.sf = SF_Shifting(n.sf, SF_Distribution)

14:  end for
15:  SF_Distribution[n.sf] = SF_Distribution[n.sf] + 1
16: end for

Algorithm 3 SF_Shifting
Input : SF, SF_Distribution, load
Output : SF

1: for s in range (SF,12) do

2 if SF_Distribution[s] < load[s] then

3 return SF

4:  else

5 if SF _Distribution|[s] > load[SF] and

SF_Distribution[s+1] < load[s+1] then

6 if s < 12 then
7: return s+1
8: end if

9 end if

10:  endif

11: end for

We use in this work the 3GPP Urban Macro path loss model
[17] which is commonly used to model deployments in urban
macro-cells areas. We choose this model as it matches the en-
vironments where LoRa networks are expected to be deployed.
Using this path loss model depends on the communication dis-
tance d and can be described as:



4

PL =449 - 6.55 xlog,(GH) x log;o( 1000

)

+455

+35.46 X 1.1 Xx NH X log,,(f.) 8)
—13.82 x logo(GH)

+0.7x NH

+ K

where GH is the gateway antenna height in meters, NH the
end-device antenna height in meters, f. the carrier frequency in
MHz, d is the distance between the gateway and the end-device
in meters, and « is a constant factor (k = 0 dB for suburban
macro and x = 3 dB for urban macro).

6.2. Experimental Platform For Link Behaviour

In order to better understand how the RSSI behaves accord-
ing to the distance between the end modules and the LoRa
Gateway, we conducted the following experimental study. The
objective is also to validate and support the chosen path loss
model. On the hardware side, we used for the experiments
a MultiTech Conduit Gateway and a RN2483 microchip end-
device scratched on a Raspberry Pi3. In addition, we equipped
this platform with a Xbee GPS module (See Fig. 4). The
LoRa end-device is attached to a bicycle and transmits the GPS
coordinates every 20 seconds under the following parameters:
SF =12, BW = 125kHz, Ptx = 14dBm and CR = 4/5.

Figure 4: Experimentation Setup

Fig. 5 shows the experimentation circuit traced using the
GPS coordinates sent by the RN2483 microchip end-device.
The aim of this experiment is to compare the propagation mod-
els with measurements from a real environment and using a real
hardware. The results of this comparative study are represented
in Fig. 6.

As all the path loss models depend on the distance d between
the end-device and the base station, we plotted the evolution of
the RSSI as a function of the distance for log-distance model,
3GPP models and RSSI values from experimentation (distances
are computed using GPS coordinates). We can see that all the
curves have the same appearance. In fact, the value of the RSSI
decreases while moving away from the gateway.

PL = PL(dy) + 10yloglo(di) +x ©))
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Figure 5: GPS Coordinates Transmitted With RN2483 Equipped With Xbee

GPS Module
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Figure 6: Received Signal Strength Indicator: Mathematical Models vs Real
Measurements

Log-distance model (equation 9) is very penalizing and gives

overestimated RSSI values compared to the empirical results
obtained through the experiments. This is due to an overesti-
mation of the path loss value at a reference distance dy, where
PL(dy) at distance dy = 40 meters is supposed to be 127.41dB.
v is the Path Loss Exponent with a value of 2.08 and y is a
zero-mean Gaussian distributed random variable (in dB) with
standard deviation o~. This variable is used only when there is
a shadowing effect. If there is no shadowing effect, then this
variable is zero (we suppose that y = 0).
3GPP models as shown in Fig. 6 are suitable for LoORaWAN
networks, we notice that the 3GPP models are not too penaliz-
ing in terms of path loss and reflects results obtained by exper-
imentation.
As a conclusion, we decide to use 3GPP Urban macro in our
simulations because it gives RSSI values which correspond
to real environments where LoRaWAN networks are the most
adopted.



6.3. Simulation Approaches

We simulate and compare results from L3SFA Load Shift-
ing for SF Allocation approach and SF Allocation without load
control (the allocation derived only by the LoRaWAN specifi-
cations). In all scenarios, we consider an application that gener-
ates frames of 20 Bytes according to a Poisson process. We also
assume that generation period p is the same for all end-devices.
Before the frame transmission phase, the L3SFA scheme starts
and follows three different steps that we describe in section 4.
Indeed, let remind that L3SFA initializes all end-devices with
SF = 7 and sorts them according to the distance d or their
RS S 1, allocates the SFs while controlling the load generated
on the different SF classes. Hence, these operations produce
a set of end-devices with SF assignment. We simulate frames
transmission by N end-devices using SFs allocated previously
for 2 hours. We examine the scalability and the performance of
our approach in terms of Data Extraction Rate (DER) metric.
Indeed, in an effective LoRa deployment all transmitted mes-
sages should be received at the gateway level, the higher the
DER the effective and efficient is the deployment.

To achieve higher accuracy of simulation results, two kinds of
approaches were considered:

6.3.1. Approach I - Uniform end-device generation

In this approach, the end-devices are randomly generated
and positioned in a 2-dimensional space, forming a cell of
radius = 600 meters. Several simulation runs are achieved for
each scenario with different seed values in order to ensure the
accuracy of the results.

Table 4: Simulation Configuration

parameters Values

End-devices 100-10000 Randomly Scattered

BW 125 [kHz]
CR 4/5
TP (Psx) 14 [dBm]
SF 7,.,12
Channels 3 up-links [868.1, 868.3, 868.5]
Concurrent Receptions 8
SNR Thresholds Table 3
Sensitivity Table 3
Inter-SF and Intra-SF Interferences Matrix in equation 10
P 100, 300, 600 (second)
Payload 20 [bytes]
Path Loss Model[17] 3GPP Urban Macro
End-device Height (NH) 1 [meter]
Gateway Height (GH) 15 [meter]

We run 2400 simulations for N end-devices, N €
[500, 10000] with a step of 500, under different configurations.
All simulation settings, propagation model variables, transmis-
sion and L3SFA parameters are summarized in table 4

To better understand how L3SFA behaves, we represent the
spreading factor distribution for 5000 end-devices randomly
generated and deployed in a cell of 600 meters radius in Fig. 7.
We can see in Fig. 7a that initially, all end-devices are assigned
a SF = 7. Thereafter, a SF reallocation according to SNR and

RSSI thresholds is performed, results are given in SF8, SF9 and
non-use of SF10, SF11, SF12. Finally, Fig. 7c represents the
SF adjustment considering a load of 0.5, we can see clearly that
some end-devices shifted to higher SFs to lighten the load of
the system.

For this approach, we plotted in Fig. 8d, to 8f the spread-
ing factor distribution after SF allocation with and without load
control for a LoRa network of 5000 end-devices. Similarly,
we highlighted the impact of the Sf redistribution on providing
better global DER in Fig. 8a to 8c. It is also worth noting that,
the traffic load generated decreases by using respectively frame

: 1 1 1
generation rate T00° 300° and 600"

We observe from Fig. 8a to 8c that L3SFA leads to better
results in terms of DER. Indeed, shifting some end-devices to
higher SF lightens the system load and reduces collisions due
to the capture effect, hence it increases LoRa network capacity.

For instance, for a frame generation ratio of ﬁ and
to achieve a DER higher than 80%, L3SFA supports 8500
end-devices for just 6000 end-devices using L3SFA without SF

adjustment phase (there is no SF classes load control).

Final SF Distribution is reported in Fig. 8g, 8h, 8i for
p = 0.5, p =03, p = 0.2 respectively for 5000 end-devices
in a cell of 600 meters radius. Compared to Fig. 7b which rep-
resents SF distribution for 5000 end-devices before SF adjust-
ment process, we note that some end-devices shifted to higher
spreading factors which results in the formation of rings inside
the cell.

6.3.2. Approach 2 - Dataset based end-device generation

In approach 2, we used a real dataset of LoORaWAN mes-
sages obtained in the city center of Antwerp [18]. Simulated
end-devices positions are picked from actual positions of end-
devices in the dataset. This dataset holds 130 430 messages
which are collected from November 17, 2017 until July 19",
2019. This data-set is a wealth of information which con-
tains end-device payloads combined to meta-data describing
the channel state (RSSI, SNR) and the transmission parame-
ters (SF, BW, CR, etc). Thus, we used these RSSI and SNR
values as simulation inputs to emulate end-devices with real ra-
dio parameter, like in a real deployment. All other simulation
parameters are the same as the first approach (See Table 4).

Similarly, as in the random generating study, we evaluate the
simulation done with real emulated end-devices to demonstrate
the effectiveness of our solution and improve the accuracy of
our evaluation. The obtained results are shown in Fig. 9. Fig.
10a clearly shows that shifting some end-devices to higher SFs
(See Fig. 9b) in order to lighten SF classes suffering from high
load leads to better global DER. Hence, using L3SFA increases
the network capacity. Indeed, we report from Fig. 9 that to
achieve a DER higher than 85%, the network can support 6000
end-devices versus only 4500 without SF adjustment.
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7. L3SFA With Transmission Power Control

In LoRaWAN networks, concurrent transmissions using dif-
ferent spreading factors can be handled at the gateway-level.
However, the different strengths of the received signals of these
concurrent transmissions may increase drastically the error rate.
This is due to the fact that the spreading factors are not com-
pletely orthogonal, which causes mutual interference. The ma-
trix S IR [19] represents the Signal-to-Interference Ratio thresh-
olds among spreading factors. when receiving two overlapping
signals using different or similar spreading factors on the same
channel does not mean that both are loss. In fact, if the dif-
ference between their signal strengths is less than the corre-
sponding interference threshold, the two signals or at least the
strongest one can be successfully received. Therefore, a sig-
nal isolation mechanism is required to successfully receive all
concurrent transmissions. In wireless transmission, this isola-
tion can be carried out either by transmission power control or
channel assignment.

6 -8 -9 -9 -9 9
116 —11 -12 -13 -13
15 13 6 —13 14 —15
SIR=1_19 _18 -17 6 -17 -18] U0
20 2 21 20 6  —-20
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7.1. Inter-SF Interference

Since the spreading factors are not perfectly orthogonal, two
concurrent frames, i and j, sent with different spreading factors,
sf and sfr respectively, are both correctly received only if the
received signal strengths are higher than the thresholds defined
in the SIR matrix. Otherwise, if equation 11 is verified, only
the frame i is correctly received.

RSSIi, ~RSSI!, <= SIRy, (11)

7.2. Intra-SF Interference

When two frames are sent in the same channel using the same
spreading factor s f = sf7 = k, it does not necessarily mean that
both of them are lost due to the capture effect. Indeed, if the ab-
solute difference of these two received signals strengths is less

than 6 dB (Equation 12), both of frames are lost. Otherwise, the
frame with the strongest signal could be decoded.

|RSSI, —RSSI!, |<=6 (12)

Algorithm 4 L3SFA-TPC
Input : N : end-devices
Output N with SF
SF_Distribution

: End-devices Initialization

: Spreading Factor Assignment

: Spreading Factor Shifting

: Transmission Power Control (Algorithm 5)

allocated and Tx adjusted,

A W N =

In this section, we present a transmission power control strat-
egy called, T PC_LoRa which extends the L3S FA algorithm to
L3SFA-TPC given in algorithm 4. More precisely, T PC_LoRa
algorithm looks at the difference in power strengths between all
frame pairs from all the end-devices sent on the same channel.
As defined in LoRaWAN specifications, transmission power
ranges from 2 to 14 dBm in the European ISM Band regulation
with a step of 3 as follows: TP € {2,5,8, 11, 14}. The proposed
strategy calculates the maximum possible steps to decrease the
transmission power based on the difference between the trans-
mission power and the thresholds defined in the SIR matrix,
as given by the lines [5 — 14] of the algorithm 5. Moreover,
the number of steps is used to decrease the power transmission
of the lost frame end-device. This algorithm presents a sub-
quadratic execution time and its complexity is given as follows:
O(N?)

To validate the TPC_LoRa approach combined with L3SFA,
we simulated 5000 end-devices under the same simulation pa-
rameters given in table 4 for p = 100 seconds, and we evaluated
the energy consumption and the DER.

Equation 13 gives the cumulative energy consumption E over
all sent frames from N end-devices where T, is the time-on-air
for the end-device n using the assigned S F, Tx, is the trans-
mission consumption in mA, N frame, is the number of frames
sent from end-device n and finally V is the voltage.

N
E:ZTnxTxanframenxV (13)

n=1
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Figure 8: L3SFA Random Generation Performance Study.
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We plotted in Fig. 10b the cumulative energy consumption E
in joule over all sent frames from 5000 end-devices for both
L3S FA and L3SFA-TPC under p = 0.2. It is worth noting that
our results demonstrates that adopting 7TPC_LoRa decreases
energy consumption by 27% compared to L3S FA. Moreover,
L3SFA-TPC presents better performances in terms of DER for
p = 0.2 and keeps the same performances as L3S F'A while im-
proving energy consumption.

8. Testbed Setup

8.1. Design and Configuration

In this section, we cover some concrete concerns related to
experiment reproduction and scalability. In order to avoid the
tedious work of re-deploying a LoRaWAN network for each
experiment, we present and design a testbed for LoORaWAN ex-
periments. Furthermore, this testbed will be used to validate
the proposed SF allocation approach by considering a set-up of
a real experimentation platform consisting of a Multitech Con-
duit Gateway, a microchip-based RN2483 and a lopy 4 end-
devices.

()

10

@

[a-c] DER as a function of the number of end-devices for a frame generation rate, respectively
1 lo,v [d-f] SF Distribution for 5000 end-devices. [g-i] Final SF Distribution for 5000 end-devices in a cell of 600 meters radius.

Several LoRaWAN backend solutions exist. For the design
and the deployment of this testbed we used the ChirpStack [20]
solution. Indeed, ChirpStack is an open source LoRaWAN
stack that provides open-source modules as illustrated in Fig.
11 to deploy LoRaWAN networks. The detail of these modules
is given as follows:

e Gateway Bridge: This module is responsible for convert-
ing the frame into a suitable format that can be easily anal-
ysed by the network server. In addition, this module man-
ages the communications between the gateway and the net-
work server.

Network Server: Is the ChirpStack core module. It is
in charge of receiving frames and provides authentication
mechanisms, manages the MAC layer, supports downlink
programming and handles communications with the appli-
cation server.

Application Server: This module manages the end-
devices, decrypts the application payloads and enables
integration with external services (cloud, end-device-red,
databases, ..).
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Figure 9: L3SFA Dataset Generation Performance Study

ChirpStack is an open source scalable and extensible Lo-
RaWAN tools due to its modularity design. It should be noted,
however, that like other available LoRaWAN projects, Chirp-
Stack does not support sending personalized downlink control
messages containing MAC commands in order to provide an
over the air end-devices configuration capability. More pre-
cisely, ChirpStack is designed to send control commands only
when the Adaptive Data Rate algorithm is enabled. In other
words, it is not possible to send custom control commands in
the payload by setting the “Port” to O or by using the ’fOpts”
and “fOptsLen” header fields. In the end, sending control com-
mands in the downlink appears to be a tedious task that compli-
cates the testing of new approaches that offer gateway-centric
end-device control.

Our goal is to take advantage of the ChirpStack modularity
by extending it with a new flexible module called "L3SFA Ex-
tension” as illustrated in Figure. 11). This new module offers
valuable features. As designed, it consists of two main compo-
nents: /) Core Engine: this is the flexible part of the module,
it provides the control intelligence of LoRa end-devices and al-
lows LoRaWAN developers to provide end-device transmission
parameters control mechanisms. For instance, L3SFA strategy
is implemented in the core engine and other allocation param-
eters strategies can be added. 2) Flask Server: provides access
to a set of endpoints to interface with the ChirpStack network
server. It handles the MAC commands sequences computed by
the core engine using a given strategy and feeds the network
server downlink queue to be scheduled later.

We are planning to use the designed platform in our future
work to evaluate L3SFA in a real environment deployment and
investigate downlink issues.

11

Algorithm 5 TPC_LoRa
Input : N : end-devices.
Output : N with Tx adjusted.

1: foriin N do
2. for jin N do
3 if i |= j then
4 if i.freq == j.freq then
5: if (i.rssi— jrssi) < SIR[i.sf —7][j.sf — 7] then
6: if i.sf == j.sf then
7 dif f = SIR[i.sf1lj.sf] — (i.rssi — jrssi)
8 else
9: dif f = SIR[i.sf1[j.sf] — (i.rssi — jrssi)
10: end if
11: steps = [dif f/3]
12: end if
13: if steps > 4 then
14: steps =4
15: end if
16: newRSSI =0
17: newTx =0
18: for s in range (1, steps) do
19: if jrssi— s X3 > Sensitivity;;y & jitx—sX
3>=35 then
20: newRSSI = jrssi—sx3
21: newTx = jitx—sX3
22: end if
23: if newRS SI! = 0 and newTx! = 0 then
24: jrssi = newRSS1
25: Jtx = newTx
26: end if
27: end for
28: end if
29: end if
30:  end for
31: end for

8.2. Motivating use case: Coverage study

To experiment on our LoRaWAN platform, we chose as
a first use case to study the coverage with all our gateways.
More exactly, we perform an experiment using the testbed
described in section 8 when disabling L3SFA extension. In
this experiment, we consider a standard LoRaWAN network
architecture composed of two gateways receiving data from
one mobile end-device. In this study, the end-device sends
periodically a frame every 5 seconds containing its GPS
position collected with the GPS module to the gateways while
moving on the university campus, as shown in Fig. 12.

To conduct our study, we used the same end-device pre-
sented in Fig. 4 configured with the following parameters:
SF =1{8,10,12}, BW = 125kHz, Ptx = 14dBm and CR = 4/5.
We recorded a total of 204, 234, and 393 received frames with
SF8, SF10, and SF12 respectively. The data extraction rate is
distributed as depicted in Table 5 and described as follows:

e Gateway n°l has received with SF8: 117 frames among
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Figure 10: L3SFA-TPC Performance Study

204 sent, representing a data extraction rate of 57,35%
with the best RSSI and SNR. 26 of these 117 frames are
only received on this gateway. With SF10: 128 frames
among 234 sent, representing a reception rate of 54,7%
with the best RSSI and SNR. 10 of these 128 frames are
only received on this gateway. With SFI12: 308 frames
among 393 sent, representing a data extraction rate of
78,37% with the best RSSI and SNR. Moreover, 39 of
these 308 frames are exclusively received on this gateway.

o Gateway n°2 has received with SF8: 87 frames among 204

sent, representing a data extraction rate of 42.65% with the
best RSSI and SNR. 15 only of these 87 frames are only

Table 5: Coverage experiment study results

GW1 GW2 GW1&2
Best Only Best Only Both
SF8 57.13157 % 26 42.275 % 15 79.1963 %
SFI0 | 5,700 | 10 |assos | * | ssare
SF12 78?;)78% 3 21.22 % 14 86.3:{)%
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received on this gateway. With SF10: 106 frames among
234 sent, representing a data extraction rate of 45.3% with
the best RSSI and SNR. Besides, 24 frames among these
106 frames are exclusively received on the gateway n°2.
With SF12: 85 frames among 393 sent, representing a data
extraction rate of 21.63% with the best RSSI and SNR. In
addition, 14 frames among the 85 are only received on this
gateway.

e Both of the gateways n°1 and n°2 received with SF8: 163
frames among the 204 sent representing 79.9%. With
SFI10: 200 frames among the 234 sent representing
85.47%. With SF12: 340 frames from 393 sent represent-
ing 86.51%.

The takeaways from this experiment are as follows: 1) The po-
sition of the gateways is very important. Indeed, if we remove
Gateway n°1 and keep the network only with Gateway n°2, 39
frames will not be received. Moreover, we will have frames re-
ceived with a lower RSSI and SNR since most of the selected
frames are those from Gateway n°l. 2) Deploying more gate-
ways is undoubtedly more advantageous in terms of network
coverage and resilience.

9. Conclusion

In this paper, we addressed the Spreading Factor assignment
issue in large-scale LoORaWAN networks with low duty-cycle.
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We demonstrated that traditional spreading factor assignment
policies either suffer from low efficiency or simply fail to han-
dle the traffic load of the network. We showed that the problem
is similar to a load balancing problem, and consequently, we
presented a new approach for SF allocation that aims to find the
best distribution of the end-devices among different SF classes
by performing an effective load balancing orchestration. Addi-
tionally, our solution also motivated an experimental study that
relies on the correlation between the RSSI and the distance. We
evaluated the performance of the proposed strategy under var-
ious network settings. The results suggest that load balancing
leads to better performance in terms of Date Extraction Rate
while guaranteeing high scalability even with a large network
size and a high density. Moreover, the extension of L3SFA with
a transmission power control algorithm demonstrates that the
L3SFA-TPC approach saves 27% of power consumption while
maintaining the same Data Extraction Rate performance.

In the future, we aim to improve the performance of our strat-
egy, as L3SFA is not the last chapter spreading factor allocation
in LoRaWAN systems. Besides, we would like to deploy our
algorithms on our LoRaWAN network server, and conduct ex-
periments to investigate how it behaves in real infrastructure,
especially on the down-link. Moreover, through the takeaways
of our case-sudy on macro-diversity reception, there is certainly
a room for a fascinating challenge on the distribution of our al-
gorithms in a multi-gateway enabled SF allocation system.
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