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The PRAETORIAN strategic goal is to increase the security and resilience of European CIs, facilitating the coordinated protection of interrelated CIs against combined physical and cyber threats. This paper presents the goal and objectives of a European project developing solutions to enhance the resilience of Critical Infrastructures and presents some tools developed to reduce the cascading effects around these CIs. The consortium implicated in the numerous tasks of the project is composed of 23 partners which aim to be fully aligned to participate in the different Work Packages and to fight coordinated and growing attacks in the area.

INTRODUCTION

The PRAETORIAN strategic goal is to increase the security and resilience of European CIs, facilitating the coordinated protection of interrelated CI against combined physical and cyber threats. To that end, the project provides a multidimensional (economical, technological, policy, societal) yet installation-specific toolset comprising: (i) a Physical Situation Awareness system, (ii) a Cyber Situation Awareness system; (iii) a Hybrid Situation Awareness system, which include digital twins of the infrastructure under protection; and (iv) a Coordinated Response system. The PRAETORIAN toolset supports the security managers of Critical Infrastructures (CI) in their decision making to anticipate and withstand potential cyber, physical or combined security threats to their own infrastructures and other interrelated CIs that could have a severe impact on their performance and/or the security of the population in their vicinity.

The consortium in composed of different companies an d academics:

EDF, ETRA-ID, UNIVERSIDAD POLITÉCNICA DE VALENCIA, AENA, KONCAR, VALENCIA PORT, DLR, ICCS, KUL, ZAGREB AIRPORT, THALES, IDEMIA, HEP, CMRS, AIT, BOMBERS VALENCIA, SDMIS FRENCH FIREMEN, RINIGARD, MED UNI GRAZ, SUBC MARINE, BORDEAUX PORT, KABEG, HULAFE. The project specifically tackles (i.e. prevent, detect, response and, in case of a declared attack, mitigate) humanmade cyber and physical attacks or natural disasters affecting CIs. It also addresses how an attack or incident in a specific CI can jeopardise the normal operation of other neighbouring/interrelated CIs, and how to make all of them more resilient, by predicting cascading effects and proposing a unified response among CIs and assisting First Responder teams. PRAETORIAN is a CI-led, user-driven project, which demonstrate its results in three international pilot clusterssome of them cross border-involving 9 outstanding critical infrastructures: 2 international airports, 2 ports, 3 hospitals and 2 power plants.

II. CONTEXT

A. Combined Attacks

Nowadays coordinated and increasingly complex terrorist attacks are shocking the world, e.g. the mass murdering in Nice (2016) [1], Brussels (2016) [2] or Barcelona (2017) [3]. However, there is an even more dangerous, sophisticated, target-oriented and growing threat which is still little known among the public. A major cyber and/or physical attack on a CI is a risk not only for the owners and operators of those assets, but also for their suppliers, customers, businesses and persons in the vicinity of the attacked asset, including neighbouring/interrelated CI that may be adversely affected by it. Damages caused by an attack on CI can be widespread, massive, and highly correlated, affecting multiple sectors of the economy [START_REF]However, less known to the general public, there is an even more dangerous and sophisticated, target-oriented, growing threat. A major cyber-physical attack on a CI is a risk not only for the owners and operators of those assets, but also for their suppli[END_REF] In fact, there are many reasons why combined cyber and physical attacks on CI are expected to increase. To mention just a few [15]: (1) they already happened, (2) there is a proliferation of industrial control system malware, (3) there is an increased reliance of industry and CIs on ICT systems, (4) industrial control system networks are notoriously difficult to secure and (5) cyber criminals have a proven business model..

B. Coordinated and Disaster

In summary, the impact of a coordinated physical attack, a deliberate (cyber) disruption of critical automation systems, a natural hazard or even a combined scenario including several kinds of attacks, could have disastrous consequences for the European Member States' regions economies and social wellbeing in general.

All the above has been further confirmed by the survey that PRAETORIAN has already conducted among a representative sample of CI operators -see section 1.3.6. This suvey is an additional tool that helps this CI-led project ensure a clear focus on the specific security problems, needs and expectations of European CI operators. The project, based on this thorough analysis, proposes an integrated and scalable toolset for CI operators that allow a cooperative communication and effective preventive and mitigation actions among interrelated CIs before and during emergencies, thus succeeding in their mission of protecting the EU CIs belonging to different strategic sectors (transport, energy and healthcare). 

A. Priorities

Figure 1 shows the normal operation of the proposed PRAETORIAN solution, which includes four significant products: a Cyber Situation Awareness system (P1), a Physical Situation Awareness system (P2), a Hybrid Situation Awareness system (P3) and a Coordinated Response system (P4).

First, P1 and P2 gather huge amounts of heterogeneous data from the different sectorial CIs (airports, ports, power plants, and hospitals) involved in the pilot demonstrations. P1 explores the network and CI's Information System to identify malicious patterns. At the same time, P2 analyses information received from different kind of physical sensors such as the images received from the CCTV system or drones and other biometric or presence signals with the objective to generate intrusion detection events. The alarms raised by P1 and P2 will be processed by P3 and, thanks to the precise implementation of the digital twins of the CIs, estimate the cascading effects in the own and related CIs. This estimation are used in P4 to support the decision-making process in the affected CIs allowing a unified response to the situation and warn the emergency teams and population.

B. Innovation

This innovative approach, based on the use of the digital twin paradigm, allows the advanced visualization of those expected potential cascading effects caused by a detected threat in any of the two different domains (physical and cyber), and the correlation of those threats, to determine the connection between them thus helping the security practitioners to understand complex situations and make better decisions to protect/recover their services.

Moreover, the research results from projects from different topics of the SEC programme, i.e. LETSCROWD [28] or PREVISION [29], all of them led by PRAETORIAN partners, be aggregated to develop a solution that facilitates all affected end-users, law enforcement agencies and emergency teams, the handling of the crisis and the prevention of risks.

These three protection approaches (Physical, Cyber and Hybrid) strengthen the protection and resilience of the CIs and their surroundings against any kind of threats or declared attacks (Physical, Cyber or a combination of both) and also the visualization of the potential cascading effects that could involve other related CIs and the mitigation of the consequences.

IV. PRAETORIAN'S PRODUCTS

To achieve its strategic objectives, the PRAETORIAN project combines technical, policy, regulatory and business elements, under CIs and citizens perspective, to produce a complementary set of solutions that provide a coordinated and effective action towards security threats and attacks.

These solutions are packaged in the form of 4 products (P), that are designed and developed in 4 Work Packages of the project (WP3, WP4, WP5 and WP6), to guarantee not only their technical performance within the project but also their sustainability and market transferability after the project completion: The threats detected by P1 and P2 generates corresponding alarms, which are correlated in P3 to estimate the cascading effects, which are then processed in P4 to aid the CI operators to better respond to an attack and allow them to liaise with the affected Critical Infrastructure. The mapping of the products developed in the corresponding Work Packages (WPs), with the objectives and the CIs of the topic is shown in Figure 1.

Given that partners from the main 9 INFRA-CIP consortia are involved, the PRAETORIAN project will count on existing products with the highest TRL, thus enabling the achievement of TRL7 for all P1 to P4 products.

A. Cyber Security Awareness Fig. 2 Cyber Forcaster Engine

This topic address the cybersecurity issue. In the figure 2 an example of tool developed in the project in given, using AI and cybersecurity concept based on common principles about cyber-threats, this tool will facilitate the prediction of an incidents by detection of abnormal behaviours.

B. Physical Security Awareness

•

Counter-UAV Detection System The PRAETORIAN C-UAV Detection System are developed by utilising a novel concept of integrated drone detection, tracking, classification, and neutralisation enhanced by Artificial Intelligent (AI) [START_REF] Markarian | Counter measures for Aerial Drones[END_REF]. The block diagram of the proposed system and its integration with PRAETORIAN is presented in Figure 6. The proposed architecture enables UAV detection by multiple sensors fused together in the Command and Control (C2) platform. The multi-sensor fusion usually produces higher detection accuracy as limitations of one sensor are compensated by advantages of others. For example, RF sensor may detect the pilot while optical sensor may help to identify if UAV is carrying a payload, etc. Once a UAV is detected, it are classified with EO/IR sensors and the embedded AI module, and as soon as a UAV is classified and identified as a rogue UAV, it is tracked continuously until neutralised.

The proposed architecture allows the C-UAV system to be future proved as new more advanced sensors and AI/ML algorithms and data base libraries are introduced. 

C. Hybrid Situation Awareness system (HSA)

A flexible application based on the digital twin approach, that receive alarms on apparently normal events or potential threats from both domains, physical (PSA) and cyber (CYBER SA). The HSA system correlate the received alarms and events with the relationships established among the different assests modeled in the digital twin and show the potential consequences/effects of the detected threat inside the individual CI (intra CI cascading effect) as well as among other related CIs (inter CI cascading effect). from the PSA and CYBER SA systems, respectively. In this way, the digital twin precisely models which assets depend on services or data provided by other assets either within the same CI or located at another CI. Thus, it provides an integrated and comprehensive multidimensional view of the entire network of CIs within a region. • Decision Support System (DSS) A Decision Support System (DSS) providing automated response to the detected threat and integrated with the existing smart city platforms, thus helping the security managers of all CIs involved in the natural incident, accident, failure or manmade attack to have privileged knowledge of the situation and upper-level control of the actions required to mitigate the potential consequences, thus promoting that the CIs take a unified response that ensures the less harm and extent of damage and maintains business continuity.

• Emergency Population Warning System An Emergency Population Warning System (EPWS), allowing local, regional, or national authorities to contact the members of rescue/security teams and the public (also integrating Smart City Platforms (SCPs), if available) to warn them and draw their attention to an immediate hazard (see Erreur ! Source du renvoi introuvable.). This will encourage the security practitioners to take a specific action in response to an emergency event or threat and to create the right risk perception on the population facilitating the understanding of the situation.

V. PRAETORIAN CONCEPT

The goal of PRAETORIAN is to enable the security stakeholders of the CIs in Europe manage the lifecycle of security threats, from forecast, assessment and prevention to detection, response and mitigation, in a collaborative manner with the security teams from related CIsbeing the CIs in the same sector or not. PRAETORIAN proposes a toolset that a) can make use of the data obtained from the relevant legacy security systems of the CIs, b) introduces novel sensors and innovative data analysis, c) builds a model of the ecosystem of CIs, d) improves the channels and quality of communication among stakeholders, e) combines the emergency plans of those CIs, to support the decision-making process to i) prevent major damages to the installations, neighbouring population and the environment, and ii) enable the fast recovery after incidents.

Fig.7 Cyber-Incident: Cartography

The PRAETORIAN toolset consists of 4 innovative products, which are based on previous related products (see section IV), and intend to provide the security managers the capacity to protect the CIs from physical, cyber and hybrid attacks. The Cyber Situation Awareness system (P1) recognizes patterns within the network and generate corresponding events. The Physical Situation Awareness system (P2) is integrated with the existing sensors and systems in the CI to collect meaningful data from the installation and combine it with the information received from the newly developed modules that implement drone detection and video analytics. Both generates an alarm when cyber/physical threats are detected. The Hybrid Situation Awareness system (P3) use a digital twin of the related CIs to correlate the received alarms and estimate the cascading effects on own and related CIs. This information is processed in the Coordinated Response system (P4) to assess the impact and suggest effective response to the hazard, aiming at defined target, including avoiding casualties and disruption in the operation of the CIs. Considering this, PRAETORIAN toolset is demonstrated in three pilot sites engaging the assets and staff of major CIs from selected critical sectors, which are the sectors consistently targeted by criminal organizations, i.e. the sectors that report over 67% of the attacks [36], as this accelerates the acceptance of PRAETORIAN results among the rest of sectors. The project use cases and demonstration scenarios are complementary, with at least 2 CI per pilot, in order to make possible a cross-site analysis of the project solutions. The selection was made considering important aspects of complex attacks or disaster to interrelated CIs: the main targeted/affected CI is different in each of the pilots, the relation of the attacked/affected CI with the other CIs is clearly identified, the modus operandi of the criminals also differs, and the risks and vulnerabilities of the CIs are also particular to the specific CIs and pilot layout. This set of diverse pilots allows the PRAETORIAN project to demonstrate the effectiveness of the proposed cost-efficient toolset developed by the PRAETORIAN consortium. The feedback from the demo-sites is integrated into the other demo-sites and periodic workshops are organized in order to facilitate the interaction and collaboration among the pilot sites.

Fig. 6 EPWS

VI. PRAETORIAN METHODOLOGY

The PRAETORIAN project proposes a user driven methodology which implies the complete involvement of the 9 end users (CI operators) and 3 FRs in the whole project life cycle and in the proposal preparation phase.

PRAETORIAN follow a two-steps development and enduser evaluation methodology (Figure 6)based on an approach tested and refined especially in the research applied to innovation in Air Traffic Management [START_REF] Scholte | Study of SESAR implied safety validation needs[END_REF] with the purpose of offering a better support to the project during its initial design and development phases, spreading validation along the project lifecycle, instead of concentrating it only on its final part. The anticipation of the evaluation activity offers the opportunity to provide feedback able to influence the project outcome, while, if this feedback is delivered too late, changes may be more complicated, more expensive, and often impossible within the timeframe of the project, especially in a 24-months project such as PRAETORIAN. Evaluation is also used to "feed" the dissemination activities with real proofs and feedback of the application of project results and with evidence of the quality and applicability of these results. This two-step evaluation process has been consolidated in the European Operational Concept Evaluation Methodology [START_REF]European Operational Concept Validation Methodology Ver[END_REF] and is now widely used in the Innovation Actions of the Joint Undertaking for Air Traffic Management (SESAR) [60]. We plan to use a similar approach in PRAETORIAN within the "Task T8.4 Socio-Economic impact assessment results". The task comprises two parts: An initial evaluation of the PRAETORIAN tools' functionalities. Use cases and scenarios produced in Tasks T2.3 are evaluated with validation exercises during a workshop with the potential users, with the support of initial draws and mockup. A final evaluation: The main analysis criteria is the degree to which the requirements evaluated in the first iteration are satisfied, as well as system stability, reliability, usability, security, etc. The analysis is based on partners' notes, questionnaires completed by end-users, etc., so as As shown in Erreur ! Source du renvoi introuvable., the initial evaluation is oriented towards the provision of early feedback based on initial and more qualitative validation exercises. For example, feedback elucidated from the potential users based on presentation of ideas and initial draws and mock-up based on the identified functionalities.

On the other hand, the final evaluation is more rigorous and quantitative (e.g. measured experiment), providing a more sustainable evidence about the quality of the PRAETORIAN platform and its tools. In addition to this, during the proposal preparation, the consortium gathered information via a short questionnaire that was answered by at least 2 CI's per sector.

The project is now organized in 11 different Work Packages, including organization, ethical, tools, demonstrators and dissemination. 
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  to conclude: what went wrong, what are the needed improvements, what is the added value of PRAETORIAN for LEAs, what are the end-users' views on the demonstrated PRAETORIAN tools.
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 7 Fig. 7 PERT Diagram VII. CONCLUSION The different products are integrated, deployed, and demonstrated under real-life conditions, which can be replicated to other locations and CIs in Europe, from the same or different sectors. To this aim, each demonstration is evaluated for assessing the impact of the PRAETORIAN solutions across different dimensions, economic, social, ethical, privacy, safety, replicability and up scaling, and corresponding policy recommendations for European standards, such as New Work Items, is produced. Finally, the PRAETORIAN project which is also considering the cascading effects as a possibility when combined attacks are conducted, is a End-users driven project because the solutions developed are fully adapted to the operators and the First Responders involved in the different stages of progress. Cybersecurity platforms, Interoperability platforms, news 3D human machine interface, decision making systems, drones and new visualization algorithms are developed taking the benefit of a high level of technicity within the consortium, by taking advantage of the high level of skills present in the different domain: researchers, end-users, first-responders and engineering labs of technical partners. This project is partially funded by the European Union's Horizon 2020 research and innovation programme under grant agreement No 101021274.
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	New York Dam Attack (2013) [12], the NotPetya malware
	attack estimated in $10 billion total damages (2017) [13] or
	the world largest DDoS attack to GitHub (2018) [14].
	Lloyd's Insurance and the University of Cambridge
	conducted a major study [5] that estimated that an attack on
	50 generators in the U.S. Northeast could cut power to 93
	million people and result in $243 billion to $1 trillion in
	economic losses, and $21 billion to $71 billion in insurance
	claims. For comparison, Super Storm Sandy in 2012 resulted
	in approximately $100 billion in damages [6] and the U.S.
	GDP in 2015 was just under $18 trillion.
	Leaving studies aside, there are examples of real attacks
	actually happening which give an indication of what the future
	holds in store: the attack that destroyed thousands of
	computers at six Saudi Arabian organizations (2016) [7],
	including those in the energy, manufacturing, and aviation
	industries (2016) [8], the WannaCry Ransomware attack that
	affected at least 100,000 organizations in 150 countries (2017)
	[9], the Ukraine's power outages (2015, 2017) [10] [11], the