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Rank Estimation

Vincent Grosso ∗

Definitions

Rank estimation algorithms are evalua-
tion tools that aim to compute the cost
of a key recovery using optimal key enu-
meration algorithms. It allows evaluat-
ing the security margins after a divide-
and-conquer attack.

Background

At the end of a side-channel attack,
an attacker can take advantage of
post-processing techniques known as
key enumeration to improve the success
probabilities of his attack. The rank is
the number of master key candidates
with higher probabilities than the actual
master key k∗:
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rank(k∗) = #{k,Pr[K = k]≥ Pr[K = k∗]}
(1)

As shown in the eq. (1), the rank gives
the number of keys to test before finding
the actual key, i.e. the cost of the post-
processing of an attack.

In side-channel attacks and, more
generally, divide-and-conquer attacks
against cryptographic algorithms,
testing all keys should be unfeasible.
Enumerating all keys with higher
probabilities than the actual key should
also be unfeasible to guarantee security
margins after an attacker using a certain
equipment and number of traces. Key
rank estimation algorithms are tools to
compute these security margins.

We next consider rank estima-
tion for attacks using a divide-
and-conquer approach with inde-
pendent chunks of the key, i.e.
Pr[K = (k1,k2, . . . ,kn)] = Pr[K1 =
k1]×Pr[K2 = k2]× . . .×Pr[Kn = kn].
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The first solution to this ques-
tion was a space carving algo-
rithm Veyrat-Charvillon et al (2013).
They then compute the score of a
key k = (k1,k2, . . . ,kn) and com-
pare it to the score of the ac-
tual key k∗ = (k∗1,k

∗
2, . . . ,k

∗
n). If

rank(k) ≥ rank(k∗) then all the
key k′ = (k′1,k

′
2, . . . ,k

′
n), such that

Pr[K1 = k′1] ≥ Pr[K∗
1 = k∗1] and

Pr[K2 = k′2] ≥ Pr[K∗
2 = k∗2] and . . . and

Pr[Kn = k′n] ≥ Pr[K∗
n = k∗n] are also

more probable than the actual key. We
can then remove a hypercube from
the search space. A similar argument
can be done if the key evaluated has a
lower probability than the actual key.
The search space is then reduced, and
we have upper and lower bounds on
the key rank. The actual rank can be
found in complexity smaller than the
key enumeration. However, for large
rank, the algorithm’s time complexity
does not allow finding the actual rank
and an interval is given.

Methods achieving efficiently tight
rank estimation were presented after the
seminal work of Veyrat-Charvillon et
al. (Martin et al 2015), (Poussier et al
2016), (Bernstein et al 2015). They all
use quantization to group keys with
close probabilities. In the end, these
algorithms also output an interval for
the rank that is generally tighter for
the same computational time than the
Veyrat-Charvillon et al. method. Tighter
bounds can be obtained with finer quan-
tization or by using some enumeration
in the interval.

These algorithms can recover for
each set of traces the rank of the key.
The experiment is repeated several times
to obtain probability on the security
margins. Then security graph can be
derived that allows estimating the trade-

off between data and post-processing
time to mount an attack with a given
probability, as illustrated in Fig 1.

Fig. 1 Example of security graph.

Similar approaches try to evaluate
security margins after a side-channel
attack but without a key rank estima-
tion algorithm. Indeed, these other
approaches use metrics to evaluate the
security margins (chunk success rate;
chunk guessing entropy,. . . ). They com-
bine the metric result to derive security
margin approximation. For example,
Duc et al. (Duc et al 2019) and Ye et
al. (Ye et al 2014) combine success rate,
Choudary et al. Tanasescu et al (2021)
use guessing entropy. to derive security
margins. While these approaches allow
deriving security margins efficiently,
they cannot be used to compute the key
rank of a single experiment. Actually, as
pointed out by Rădulescu et al., the key
rank estimation algorithms can be used
to estimate the conditional guessing
entropy, while other metric estimates
(Massey) guessing entropy Radulescu
et al (2022).
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Application

Rank estimation tools are helpful for se-
curity evaluation and thus for evaluation
lab.

Open problems and Future
directions

Most of the rank estimation tools are
designed for symmetric cryptography
implementation. Thus they rely on two
assumptions that made them efficient:
a short master key and independent
chunks of the master key. Application to
side-channel attacks against asymmetric
cryptography implementation may lead
to loose bounds.

Cross-References

• Common Criteria
• Divide-and-conquer attack
• Differential–Linear Attack
• Rank estimation
• Side-Channel Attacks
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