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Abstract. Elliptic Curve Cryptographic (ECC) systems are now increasingly
used in protocols using public key cryptography, as it allows to significantly re-
duce the size of the keys used compared to other cryptographic systems such as
RSA (Ron Rivest, Adi Shamir and Leonad Adelman). ECC is based on Elliptic
Curve (EC) theory, for creating faster, smaller, and more efficient cryptographic
schemes. This paper presents an encryption scheme for AMR-WB ITU-T
G.722.2 speech based on ECC for securing transmitted speech signals. The im-
plementation of ECC is carried out by transforming the coded speech into an af-
fine point on the elliptic curve, over a finite field. The proposed cryptosystem is
evaluated by including waveform and spectrogram analysis, Enhanced Mod-
ified Bark Spectral Distortion (EMBSD) and Wideband Perceptual Evaluation
of Speech Quality (WB-PESQ) for objective testing and Mean Opinion Score
(MOS) for its subjective counterpart in order to confirm the efficiency of our
proposed method in terms of security and privacy.

Keywords: Elliptic Curve Cryptography (ECC), Speech Encryption and De-
cryption, EMBSD, AMR-WB G.722.2.

1 Introduction

Cryptography is a crucial field in information security as it allows for secure commu-
nication, regardless of its essence, such as video, image, audio sound in particular
speech through open networks like the internet.

Cryptography can be divided into two major categories, symmetric-key cryptography
[1-3] and asymmetric-key cryptography [4-5]. In symmetric-key cryptography, a sin-
gle key is shared and used for both encryption and decryption However, in asymme-
tric-key cryptography a pair of keys is involved: a public key to encrypt data and a
private key to decrypt data. Symmetric encryption is simple and fast, but its main
problem is the fact that the two communicating parties must exchange the key in a
secure way. AES (Advanced Encryption Standard), DES (Data Encryption Standard),
IDES (international data encryption Algorithm), and 3DES are familiar examples of
symmetric-key cryptography [6—10]. Asymmetric-key cryptography is more secure
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given that keys can be shared via an unsecure channel. RSA, Digital Signature Stan-
dard (DSS) and Diffie-Hellman exchange methods are well-known examples [11-14].

Today, researchers envision replacing the symmetric and asymmetric encryption by
Elliptic Curve Cryptographic (ECC) public key encryption [15-21], because it pro-
vides the same level of security as the widely used RSA but with reduced key size. In
1985, Koblitz and Miller proposed the use of elliptic curves in public key cryptogra-
phy [22]. In [23],the authors present the emergence of Elliptic curve cryptography as
a preferred cryptographic scheme using minimal computational resources is quite
discernible. Its extension to the domain of image encryption using various mapping
techniques has been analyzed in this paper. The efficiency of an encryption scheme
based on ECC shall depend upon the appropriateness of mapping technique used to
map pixels onto the Elliptic curve. In [24] authors presents the ECC for public key
exchange and Digital signature operation. ElGamal PKE suffers from data expansion
problem and extra computation for embedding integer represented message to specific
coordinate satisfying the elliptic curve. The improved version solves the problem
associated with ElGamal PKE with a good execution speed for a public key encryp-
tion scheme. The analysis results, the strength of ECDLP and the improvement made
with EIGamal PKE make the proposed method a strong and reliable public key audio
encryption scheme.

Given that the security of ECC encryption is more secure than that of traditional ap-
proaches, we propose in this paper a secure speech communication approach based on
elliptic curve cryptography for WB G.722.2. The general process of the proposed
cryptosystem architecture involving both encryption and decryption is illustrated be-
low in Fig. 1.

The remainder of this paper is organized as follows. In section 2, The description of
the AMR-WB G.722.2 standard is introduced. Section 3 gives a very brief description
of the ECC technique, which has a direct relation with our contribution. Simulations
and interpretations are presented in section 4. Finally, the conclusion is provided in
section 5.

W

Original speech
i
A\ A [ .
|I '.dl | lU II¥| [ G.722.2 Decoder ECC Decryption
Synthetic speech

Fig.1. Diagram block of our proposed scheme cryptosystem



2 The AMR-WB G.722.2 codec

The G.722.2 AMR-WB standard is used as an internet wideband speech audio encod-
er for VoIP applications with an audio band of 50 — 7000 Hz instead of narrowband
speech coders wire line quality of 3003400 Hz. The increased bandwidth improves
intelligibility and audio quality resulting in an improved speech quality in 3GPP LTE

network.

The AMR-WB bitrates are 6.60, 8.85, 12.65, 14.25, 15.85, 18.25, 19.85, 23.05 and
23.85 kbps corresponding to encoded blocks of 132, 177, 253, 285, 317, 365, 397,
461 and 477 bits which are represented by modes 0, 1, 2, 3, 4, 5, 6, 7 and 8 respec-
tively. The bitrates may be changed at any 20 ms frame boundary and the sampling
rate is 16 000 samples/s. G.722.2 utilizes an integrated Voice Activity Detector
(VAD); includes a packet loss concealment algorithm, support Discontinuous Trans-
mission (DTX) and Comfort Noise Generation (CNG) features for increased efficien-

cy [25].

The AMR-WB G722.2 includes six parameters to represent speech. Fig. 2 shows the
structure of the frame to encoded blocks of 477 bits (23.85 kbps).
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Fig.2. The structure of the frame of the AMR-WB codec in mode 8 [26]

3 Elliptic Curve Cryptography

The ECC method was proposed in the mid-'80s by Victor Miller of IBM and Neal
Koblitz of the University of Washington [22]. Generally, on R, the elliptic curves E
will be considered as the set of pairs (x,y) defined over a field F (p) that satisfy a
specific mathematical equation known as the Weierstrass normal form given as fol-

lows:
E:y?>= x3+4 ax + b (mod p) )

Where a and b are real elements of F that satisfy (2), p is a large prime number, and
the set (x,y) € R?. Each choice of numbers a and b yields a different elliptic curve,

and with the requirement that the discriminant is non-zero. i. e.



A= 4a® + 27b? # 0 (mod p) )

An elliptic curve is cubic equation that may assume different shapes on the plane,
depending on the value of a and b as shown in Fig. 3. As it can be seen and verified,
elliptic curves are symmetric about the x-axis.
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Fig.3. Examples of elliptic curve graph

The points on curve form an abelian group, and the base point is G also known as the
generator of primitive element, is predetermined point (X;, Y;) on elliptic curve that
everyone uses to compute other points on the curve. All the points that satisfy the
ellipse formula (1) with a =1, b = 1 and p = 89, are represented in Fig. 4. So, an
elliptic curve defined over a finite field has a finite number of points, which is de-
noted as N. However, the number of points in a group represents the order of the

group.

Fig.4. Set of points of elliptic curve Ego(1,1):¥? = x3 + x + 1 mod 89



Because of the particularity of the elliptic curve encryption algorithm, there are sever-
al operations are involved such as; point addition, point doubling, point subtraction
and scalar point multiplication [23].

Several phases are involved in ECC to secure speech communications and encrypt
transmitted coded speech. These phases are used and listed as follows: Diffie-
Hellman key exchange protocol, ECC encryption algorithm and ECC decryption algo-
rithm.

3.1 Diffie-Hellman key exchange protocol

The Diffie-Hellman key exchange protocol well-known ECDH (Elliptic Curve Diffie-
Hellman) agrees on a secret key between two parties communicating over an insecure
channel. The ECDH algorithm describes the process. To encrypt a speech data user A
(Uy) and user B (Ug) must:

1) Choose an elliptic curve E,(a, b).

2) Take an affine point G (X, Y;) with large order n (n must be a large
prime number and a divisor of N, where N is the number of points of el-
liptic) that lies on the curve.

3) Each user generates their public/private key pair:

e  User A keys generation:
Select the private key k, (k, < n), using the base point G to cal-
culate the public key Py = k4 * G.

o User B keys generation:
Select the private key kp (kg < n), using the base point G to
calculate the public key Py = kg * G.

4) Compute the shared key k:

Wehave, kyp =k, *Pp =k, xkg*Gandkgy = kg * Py =kp*k, xG
Thenk =k,p = kg,

Algorithm ECDH // key exchange protocol

// Uy and Up legitimate users

Uy = {ky, Py} // key pair for Uy

Up = {kg,Pg} // key pair for Up

// Ug send the public key to U, over an insecure channel;
Uy = {ka, Py, P}

// Uy send the public key to Ug over an insecure channel;
Up = {kg,Pp, Pa}

Compute the shared key k = k, * kg * G

}
3.2 ECC encryption algorithm

Before encryption process, the coded speech data S is mapped into a point P; on ellip-
tic curve. For encryption, user A (U,) encrypt P; in cipher speech C; using formula
(3). Then, the point Cg will be sent over network to the user B (Uy).

Cs = (€1, C) = {kG, P; + kPg} 3)



3.3 ECC decryption algorithm

After receiving the information Cg, user B (Up) perform decryption to compute Py
using formula (4).
Py = C; — kpCy 4)

So, the receiver gets the same point P;, that should be decoded to coded speech.

4 Encryption Simulation

In order to design an ECC encryption system, several experiments are carried out to
test the ECC encryption efficiency of the presented wideband speech cryptosystem.
The proposed cryptosystem is applied to different G.722.2 speech samples with
different sizes. The analysis of the proposed scheme’ performance is performed by
including waveform display, spectrogram display, EMBSD [27] and WB-PESQ [28]
for objective quality assessment and MOS [29] for subjective.

In the experiments, we focus on the quality of encrypted and decrypted speech sig-
nals. Before encryption, we represent the original and decoded speech signals as
shown in Fig.5 and Fig. 6 respectively in both time and frequency domains. The
waveforms representation (Fig.5-a and Fig. 6-a) and the spectrograms display (Fig.5-b
and Fig. 6-b) of the original and decoded speech seems identical. Note that we have
presented the waveform and the spectrogram of only a single speech file due to space
requirements.

original speech

Amplitude

(a) (b)
Fig.5. (a) Original speech (b) Its spectrogram



Decoded speech in mode 0 Spectrogram of decodsd speech in mode 0
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Fig.6. (a) Decoded speech in mode 0 (b) its Spectrogram

The speech file extracted from TIMIT database [30] is coded in different modes using
AMR-WB G.722.2 CS-ACELP. The resulting bit streams are encrypted by the ECC
technique. Fig. 7-a shows the ECC encrypted speech decrypted and decoded with an
incorrect security keys and its Spectrogram (see Fig. 7-b). We can see from these
figures that the encrypted speech signals are similar to white noise, which signifies
the unintelligibility of the encrypted speech signal. However, the decoded and de-
crypted speech with a correct security key (see Fig. 8-a) and its spectrogram (see Fig.
8-b) show their similarity with G.722.2 CS-ACELP at the expense of doubling the
size of the encrypted file.

x10%  decoded decrypted speech with an incorrect security key Spectrogram of decodsd encrypted speech in mods 0
6 T T T T T e ——————
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Fig.7. (a) Decoded decrypted speech with an incorrect security keys (b) its Spectrogram



Decoded decrypted speech with a corract security key Spectrogram of decoded decrypted speech in mode 0
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Fig.8. Encryption using mode 0 of WB-G722.2: (a) Decoded decrypted speech with a correct
security key (b) its spectrogram

The evaluation of wideband speech coding quality includes the EMBSD and PESQ
measures as objective tests and MOS as a subjective test for three speech files ex-
tracted from TIMIT database.

The EMBSD tool gives the comparison between two speech files, it indicates a 0 value
for two identical speech files and a greater value as the distortion increases. Fig. 9
shows the EMBSD values of the AMR-WB codec in mode 2 as well as the decrypted
speech files with a correct security key; that are near zero and indicate their good quali-
ty. However, the values of speeches decrypted with an incorrect security key are signif-
icantly larger than zero, proving the efficiency of the encryption schemes.

25

20

EMBSD values

speech 1 speech 2 speech 3

Fig.9. EMBSD values of G.722.2 codec used in mode 2 and of decrypted speeches with a
correct / an incorrect key



WB-PESQ and MOS assessments give the comparison between two speech files,
WB-PESQ values lie in the range -0.5 to 4.5 and give a score of 4.5 for two identical
files. However, MOS scores lie in the range 1 to 5 (1: Unsatisfactory, 2: Poor, 3: Fair,
4: Good, 5: Excellent). Fig. 10 and 11 show the WB-PESQ and MOS results of
(G.722.2 codec used in mode 2 and of decrypted speech files with a correct / incorrect
security key. We can see that the WB-PESQ and MOS values for the encoded speech
files using AMR-WB G.722.2 and decrypted decoded speeches with a correct security
key are close to 4, which indicate their good quality. In return, when using the decryp-
tion of the decoded speeches, the values are close to one, corresponding to their bad
quality and proving the efficiency of the used encryption scheme.
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Fig.10. WB-PESQ values of G.722.2 codec Fig.11. MOS scores of G.722.2 codec used in
used in mode 2 and of decrypted speeches with mode 2 and of decrypted speeches with a
a correct / an incorrect key correct / an incorrect key

5 Conclusion

In this paper, an encryption scheme for AMR-WB ITU-T G.722.2 speech based on
ECC for securing transmitted speech signals have been implemented. ECC has been
shown to offer an RSA- grade security with smaller key size.

During the steps involved in implementation, the ECDH generation of public and
private keys is proven to be safe and secure. In wireless communication, and more
specifically, in speech encryption, the obtained results show the effectiveness, in
terms of security and confidentiality of speech data, at the expense of a doubled
speech file size resulted at the point mapping step of EC.

Therefore, the major advantages of ECC lie in its simplicity and high security, with
the disadvantage of increased file size. To meet this challenge and as future direc-
tions, a hybrid cryptosystem combining ECC method for generating security keys
with conventional symmetric encryption standards such as AES (Advanced Encryp-
tion standard) to encrypt and decrypt the speech data is proposed.
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