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Recently, the integration of unmanned Aerial Vehicles (UAV) in Software-Defined Networking (SDN) based environments has seen an increasing research turnout as it allows a logical centralization of the control function while enhancing Information Technology (IT) management. This paper focuses on the use of Network Coding (NC) to secure the exchanged data between the UAVs where we consider the deployment of an SDN-based UAV architecture in a logical environment. We also consider the integration of NC in a UAV-SDN-based architecture to reduce the number of packet retransmissions and improve network reliability in lossy networks. To further secure data integrity in our system, we propose a pollution attack detection method as a tool to identify and block malicious packets from accessing the network. We assume that the UAVs are powerful enough to perform all encoding and decoding operations during communication.

Introduction

Hardware-based networks rely on equipment such as switches and routers to handle data, by making traffic flow decisions individually, which affects network performance in terms of reliability. Recently, the dynamic architecture of Software-Defined Networking (SDN) solved this problem by separating the control and data planes in order to provide a centralized network that enables automated deployment of applications. By using controllers, it reinforces network agility, programmability and security allowing a rapid response in the case of an incident, making it a highly resilient network scheme [START_REF] Al-Gboury | Investigate and Compare Software-Defined Net-work Controllers for UAV Networks Management[END_REF].

In addition to SDN, the use of unmanned aerial vehicles (UAV) systems is growing rapidly as it allows static base stations to move freely in the environment even in previously inaccessible areas, resulting in a rich set of use cases ranging from civilian to military applications. This has led to the combination of both technologies to create UAV-SDN based systems. This latter provides high flexible mobile architectures, improves quality of service, latency, and signal losses. As in all communication networks, SDN systems may suffer from security threats and packet losses. Network Coding (NC), precisely Random Linear NC (RLNC) are usually integrated in SDN systems to help in mitigating this problem due to its packet loss concealment methods as well as to its weakly secure nature, in addition to other RLNC based secure schemes that aim to protect information against wiretappers.

Technically speaking, RLNC allows intermediate nodes to perform linear transformations (encoding and decoding operations) on the transmitted packets, instead of relaying information directly [START_REF] Goncalves | Random Linear Network Coding on Programmable Switches[END_REF] to ease network congestion as well as to improve reliability, security, load balancing, power consumption and time delivery in the network [START_REF] Manoranjitham | Performance Enhancement Using Network Coding in Dynamic Source Routing[END_REF]- [START_REF] Chu | Random linear network coding for peer-to-peer applications[END_REF]. These latter set of advantages may provide a possibility for RLNC integration in None Terrestrial Networks (NTN) such as SDN-UAV, especially in terms of energy preservation and robustness.

NTN have attracted recently a huge research focus; it is considered as the futuristic 6G networks that may meet the demands and the requirements of the upcoming technological development. Recent research in [START_REF] Mishra | Drone Networking in the 6G Era: A Technology Overview[END_REF] explored candidate technologies for integration with UAVs.The authors in [START_REF] Shakhatreh | Unmanned Aerial Vehicles (UAVs): A Survey on Civil Applications and Key Research Challenges[END_REF] are expecting UAVs to raid civil applications despite the cost they incur due to their compatibility with trendy research technologies such as cloud, SDN and machine learning.

Recently, the scientific community focused research on UAVs due to the need for optimized mobile systems to handle and relay the great amount of exchanged data in IoT networks. Precisely UAV-SDN-based systems attracted increased interest as it improves network optimization and quality of service.

In [START_REF] Suggala | SDN assisted UAV communication systems: Efficient Deployment Strategies[END_REF], a new algorithm for congestion control has been proposed and discussed jointly with UAV placements in SDN. Results showed decreased packet loss along with minimized power consumption after using multi-hop forwarding in a circular stadium architecture. Another simulation-based research in [START_REF] Colpaert | Drone delivery: Reliable Cellular UAV Communication Using Multi-Operator Diversity[END_REF] offers a 20% improved UAV coverage by applying multi-operator diversity which creates a cost-effective reliable mobile system.

SDN-based UAV systems require robustness in the network, scientists researched securing the network coding algorithms, and earlier works in [START_REF] Krohn | On-the-fly verification of rateless erasure codes for efficient content distribution[END_REF]- [START_REF] Gkantsidis | Cooperative Security for Network Coding File Distribution[END_REF] proposed sharp cryptographic approaches to secure network coding such as homographic hashing. Another approach in [START_REF] Cao | Secure Communication with Network Coding[END_REF] employed a cryptosystem combination with a secret key, and the results proved the inability to extract important information when intercepting the packets. Traditional cryptographic methods remain very expensive and difficult to implement. Therefore, the authors in [START_REF] Adat Vasudevan | On Security Against Pollution Attacks in Network Coding Enabled 5G Networks[END_REF] proposed novel security schemes for 5G networks in which they used SDN controllers to distribute the keys and blockchain to store and share them. These methods have been proven efficient in terms of flexibility and easy implementation. Another approach in [START_REF] Hayashi | Secure Physical Layer Network Coding versus Secure Network Coding[END_REF], investigated the advantages of the secured physical layer network coding (PLNC) over ordinary NC. The comparison between the two methods showed that PLNC exploits noise to maintain secrecy at intermediate nodes without the need for randomness as in NC. Although the above papers have explored different aspects of UAV, SDN and NC, they did not consider heterogeneous communication environments. This calls for novel communication network solutions to ensure high reliability. In this work, we consider the ability of adding a new layer of security to the NC algorithm by implementing a pollution attack detection algorithm.

This paper is organized as follows. Section 2 describes the proposed architecture for UAV communication networks. In Section 3, an experiment is conducted to investigate the advantages that NC induce to our network. Section 4 evaluates the effectiveness of the proposed pollution attack detection algorithm. Section 5 concludes this paper.

Proposed Solution

It is common knowledge that UAV networks bring a huge value in terms of mobility as they travel through different kinds of environments. In an SDN based UAV architecture, traffic control is performed in both a centralized and a decentralized way considering UAV vehicles as the main actors. The vehicles have the ability to communicate and exchange data with each other, with the base station or other devices if configured to do so where the decentralized function is being presented. On the other hand, when using the SDN architecture, the vehicles will operate in a centralized function instead of an individual one by taking orders from the controller. Based on this context, an approach in [START_REF] Li | UAV Communications for 5G and Beyond: Recent Advances and Future Trends[END_REF] proposed that UAVs can act as switches that collect and distribute information in the swarm while the base stations receive data, make control decisions and manage the vehicles. We take this to the next level, by making UAVs act both as controllers and switches at the same time. To simplify the explanation, The idea is to create a hybrid environment where centralized and decentralized functions can coexist as an enhancement to the wireless 6G network. This section is divided into two parts, in the first one, we describe the novel architecture, how we implemented it as well as the tools used for that. Next, in the second part, we explain the proposed mechanism that aim to add a second layer of security against pollution attacks.

The Architecture

As explained earlier, we propose the use of UAV vehicles as both controllers and switches simultaneously. Fig. 2 illustrates the function of each layer of this network architecture. The first group of UAVs is called group A, which is a set whose elements are controllers that issue orders to group B, control traffic flow and make resource allocation decisions. Group B, on the other hand is the switching group that travels through the environment, collect data and perform basic switching functions. The benefit of using a group of controllers or UAV controllers is to keep up with mobility needs, in traditional centralized networks or algorithms, there exists a single decision-making entity, which implies a direct connection of this latter to all connected devices. Since in UAV networks, the vehicles must travel freely we use many controllers to travel along with the vehicles; this way, communication will be more flexible as each entity communicate with the closest controller. Moreover, we precise that UAV controllers also communicate with base stations because they are considered the source and destination of all communications.

Simulation wise, we wanted to prove the efficiency that can be added to the wireless network using NC and other layers of security. For this purpose, we created a scenario of a pollution attack detection using a simplified version of the architecture that we explained earlier in this section. We note in what follows that each virtual machine is considered as an UAV that's circulating in the network.

The architecture constitutes of a server, an SDN controller machine, a virtual switch, two legitimate clients and an attacker as illustrated in Fig. 3. To implement it, we selected the following technologies: the GNS3 network simulator, VirtualBox hypervisor, open daylight SDN controller, Open v switch manager with a management interface and the KODO library for RLNC []. These technologies were tested apriori to verify their adaptability with the solution and the chosen environment. There is a minor twist in this architecture where we added a virtual switch only to highlight the centralized function brought by SDN. The switch is linked to the controller in order to direct all the traffic to it, as the controller machine is the one deciding the flow based on the global view of the network. We may consider the switch as a relay for the other vehicles but in a real-life scenario it is not required in the architecture. When a new node is added to the network, the controller communicated the necessary rules to the switch to execute proper data routing. The server, however, replaces the base station as a traffic destination where we add the secure pollution attack detection mechanism.

Pollution Attack Detection Mechanism

Despite using RLNC in our SDN based UAV architecture, the network still suffers form a very serious flaw, attackers controlling one of the intermediate nodes that have the ability to recode packets can easily inject corrupted packets into the network. Those packets, if undetected, will eventually be mixed with other valid packets leading to information loss. We refer to this attack as a pollution attack. In our architecture, we created a mechanism that establishes an IP address data base in the server to verify the legitimacy of the sender before decoding its encoded data thus detecting the intrusion. The diagram in Fig. 4 illustrates this solution. For the data base we defined two IP address ranges as the legitimate ranges, one for each client machine while the attacker belongs to a different IP address range. When receiving data, the server retrieves IP information from the metadata sent with the coded packets before decoding the sensitive information. It then performs two logical "And" operations one between the IP address and the subnet mask and the other between the network address in the data base and the subnet mask. It, then, compares the two results to make a decision. In the favorable case, there will be a match which means data is legitimate thus the server starts the decoding process and accepts all packets from that source. However, if the IP address does not belong to the predefined range, data is considered corrupted and a pollution attack is detected, the server will not decode any of the received packets, they will be discarded when a certain loss rate is exceeded.

NC Performance Evaluation

To investigate the enhancements brought by NC, we studied two cases, the case of using NC and the case of not using it.

For the first case, the aim was to test if the decoding process can be affected by a certain packet loss rate as it exacerbates network performance. In this architecture, packet loss can be viewed as a serious threat as it could block and influence the decoding process due to the properties of NC where an entity needs to receive a certain number of encoded packets in order to perform decoding and retrieve original data.

We proceeded by simply using our program where legitimate clients send encoded data to the server. The program was executed several times while varying the percentage of losses on the links.

To variate losses, we used the GNS3 "Packet Filter" tool that applies packet filters on the links without stopping the nodes in the network for operating. GNS3 offers three main filters which are the following:

-The drop in frequency: it deletes a packet every x packets.

-Packet loss: Allows you to drop a packet randomly.

-Latency: Used to delay the transmission of packets.

All packet filters can be combined, which means that we can apply a packet loss filter and a latency filter on the same link. For our test we used the packet loss filter only.

For the second case, we aim to investigate network performance when there is no NC in order to compare later with the first case and see if anything was added or the contrary. We proceeded by using the Iperf tool that stands for "Internet Performance working group " . The latter can measure and adjust the performance of the network by reporting the quantity of transferred data and the transmission rate. In simple words, the tool sends a defined number of uncoded packets, generates a random packet loss percentage and other statistics such as: the transmission and reception bit rate. Fig. 5 displays a line chart of the obtained results from both performance comparison tests.

From the graph, we observe that in the case of using NC, the reception bit rate value remains in a constant zone [6.5 * 10 -2 -7.5 * 10 -2 Mbytes/s] and does not decrease too much compared to the initial value even with a high percentage of losses (10%). On the other hand, in the absence of NC, we can see that the bit rate decreases seriously each time we increase the percentage of losses until it reaches a minimum value below 0.5 * 10 -2 Mbytes/s. The change of bit rate indicates that packet loss affects the performance of the network. If the network is stable when generating losses then the performance is deemed good. Otherwise, we say that the performance is unsatisfactory. We can conclude that packet losses do not affect the transmission reliability when we use NC which makes the network very efficient.

Note that the different packet loss generation was approximately the same in both cases otherwise, we could not have compared between the two of them. 

Attack Detection Performance Evaluation

To evaluate the effectiveness of the security mechanism we simulated the pollution attack, as described in the architecture of our solution, we used two legitimate client machines and one attacker machine, we launched the attacker's machine and sent manipulated data to the server, the server extracted the IP address from the metadata, then compared it with the data base. Fig. 6 below illustrates the output in both cases where a match is found and a pollution attack is detected.

Based on the simulation above, we can say that the mechanism works every time and it is 100% effective in this case. If the attacker manipulates hundreds of packets they will never be accepted by the server. This means that we succeeded in adding another layer of security to our system by protecting the exchanged encoded data thus securing NC.

We precise that the received malicious packets from the attacker were not dropped instantly but were put in the buffer which drops them randomly until they are completely gone.

To check if the packets are truly discarded, we conducted an experiment that relies on two factors: packets loss rate and the algorithm's execution number. We executed the algorithm of the pollution attack detection times and kept records of the packet loss rate each time. Results are shown in Fig. 7 below. The Column chart shows that the decoded malicious packets are kept in the buffer until the packet loss reaches the value of 30% which is the turning point of the system, if the packet loss rate is below or equal to 30%, the system will not discard any packet. However, when it exceeds the value of 30%, malicious packets are immediately discarded. These results prove that the system acts intelligently by not discarding the packets until the loss rate increases because it considers it as an abnormal activity. The latter does not have to be true as the main goal of the test is to discard those malicious packets despite knowing that it is impossible for them to affect the network in any way as long as they remain in a coded form which prevents the malicious data from invading the system.

The attack described earlier is considered as an external network attack because the attacker machine does not belong to the system. Legitimate machines can also be a threat, and send malicious packets without being detected. We present the diagram in Fig. 8 below that describes the functioning of this system. The advantage of our security solution is to give network administrators the possibility of controlling access by predefining legitimate networks. This preset means that detection is 100% possible. Administrators can add as many networks as they want. However, it is impossible to detect the attack when it comes from a legitimate network in this scenario. Consequently, the system requires additional access control mechanisms to ensure the traceability of the attacker. This could be discussed in other scopes since we have already reached our goal which was originally exploring the possibilities to add new layers of security for a more reliable network.

Conclusion

There is no doubt that UAV networks are the future of wireless communications such as/ 6G networks. Enhancing reliability is probably the most fundamental asset to match the highly dynamic property of UAV networks. In our paper, we have focused on exploring the use of different technologies to enhance reliability in UAV networks. Having a very scalable architectural design, we were able to propose an improvement that is based on using a group of vehicles as controllers to keep up with the dynamic mobile nature of SDN-based UAV networks and benefit from the flexibility added by SDN. We proposed the use of the novel NC algorithm to ensure flexible data transmission and data integrity, this algorithm proved to be effective by significantly increasing network performance. Moreover, we proved the possibility of adding another security layer while keeping this harmonized UAV, SDN, and NC mixture by simulating a pollution attack detection mechanism in a simplified architecture of what we proposed earlier. Overall, SDN-based UAV networks offer great potential for wireless communications which means more possible ways to enhance reliability. Our future research will focus on combining innovative technologies and creating new algorithms for a reliable 6G network while keeping it cost-effective and easy to implement.

  Fig 1 illustrates our proposition on the right side versus the existing one on the left side. More detailed explanations are explained in what follows.

Fig. 1 .

 1 Fig. 1. SDN-based UAV architecture cases.

Fig. 2 .

 2 Fig. 2. Architecture diagram.

Fig. 3 .

 3 Fig. 3. Pollution detection architecture.

Fig. 4 .

 4 Fig. 4. Diagram of the pollution attack detection sequence.

Fig. 5 .

 5 Fig. 5. NC performance Line Chart.

Fig. 6 .

 6 Fig. 6. Pollution Attack Detection.

Fig. 7 .

 7 Fig. 7. Attack detection Algorithm Evaluation.

Fig. 8 .

 8 Fig. 8. Organizational chart of the solution.