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Abstract—In recent years, physical layer security
(PLS) has emerged as a promising concept to com-
plement cryptography solutions. Many PLS schemes
require perfect knowledge of the channel state infor-
mation (CSI) at the transmitter. However, in practical
cases, CSI is often imperfect due to channel estimation
errors, noisy feedback channels and outdated CSI. In
this paper, we study the impact of imperfect CSI on an
adaptive PLS scheme that combines diversity with inter-
leaving to provide security. Particularly, we derive the
secrecy capacity expressions for the legitimate receiver
and the eavesdropper’s channels under imperfect CSI
conditions. Numerical and theoretical simulations for
secrecy capacity and bit error rate (BER) are carried
out for the frequency-selective Rayleigh fading wiretap
channel model. The results reveal the negative impact
of imperfect CSI on the secrecy and BER performance
of the single input single output (SISO) orthogonal
frequency division multiplexing (OFDM) system. The
analysis is done under both frequency division duplex
(FDD) and time division duplex (TDD) modes.

Keywords—Channel State Information, Estimation
Error, OFDM, Diversity, Adaptive Interleaver, PLS, Fre-
quency Division Duplex

I. INTRODUCTION

Physical layer security (PLS) is an emerging
paradigm used to enhance security in wireless com-
munication systems. Its advantages over cryptography
are lower computational complexity and resource re-
quirement [1]. The idea behind PLS is to use wireless
channel characteristics such as noise, fading, interfer-
ence and dispersion to provide secure communication
between a transmitter and a legitimate receiver in the
presence of an eavesdropper. The authors in [2]-[4]
enhanced PLS using artificial noise (AN) injection.
Beamforming for PLS can be seen in [5]-[8]. The use
of channel coding techniques for security is addressed
in [9], [10] and optimal power allocation as a PLS
technique was worked on in [11], [12]. The authors
in [13]-[15] improved PLS through precoding.

Most PLS schemes require knowledge of the in-
stantaneous channel state information (CSI). In prac-
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tical systems, perfect CSI is usually not available due
to factors such as channel estimation errors at the
receiver, noisy feedback channel between the receiver
and the transmitter, outdated CSI, etc. This means
that the effectiveness of the security solution in PLS
depends on the accuracy of the CSI available to the
transmitting devices. Several works have been done
on PLS under imperfect CSI conditions [16]-[20].
The authors in [18] studied secure communications
in a multi-user massive multiple input multiple output
(MIMO) system with imperfect CSI due to outdated
CSI and channel estimation errors. The obtained re-
sults showed a significant reduction in secrecy ca-
pacity due to imperfect CSI. In [19], the impact of
imperfect CSI in a multi-user MIMO having selection
transmission at the transmitter and maximum ratio
combining (MRC) at the receivers was studied where
PLS performance in terms of probability of non zero
secrecy capacity and secrecy outage probability de-
grades with rise in imperfect CSI. In [20], the authors
analysed the secrecy performance of a MIMO relay
system under imperfect CSI. The conclusion was that
among other factors, the saturated minimum secrecy
outage probability and maximum secrecy capacity
depends on the severity of the imperfect CSI.

In this paper, we study the impact of imperfect
CSI on the interesting security scheme proposed by
the authors in [21] for orthogonal frequency divi-
sion multiplexing (OFDM) system. The scheme uses
instantaneous CSI to design an adaptive interleaver
and combines this with signal space diversity (SSD)
to ensure a better bit error rate (BER) performance
at the legitimate receiver compared to the eaves-
dropper. SSD is a diversity approach in which the
in-phase and quadrature signal components are sent
on independent subcarriers to provide diversity gain.
For simplicity sake, we have replaced SSD with a
repetition scheme for diversity. It is worth mentioning
that the diversity scheme provides reliability while
the interleaving scheme improves the security of the
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Figure 1: OFDM system model employing diversity and interleaving for security

system by ensuring more diversity gain is provided to
the legitimate receiver than the eavesdropper. Other
diversity schemes such as Alamouti Scheme [22] and
diagonal space-time block (DAST) coding [23] can
also be used. We derive the expressions of signal to
noise ratio (SNR), secrecy capacity and BER of the
system under imperfect CSI conditions. Two cases of
imperfect CSI are considered: at the transmitter only
and at both the transmitter and receivers. This study
is done in both frequency division duplex (FDD) and
time division duplex (TDD) modes. In FDD mode,
there is CSI feedback between the transmitter (Alice)
and the legitimate receiver (Bob) and this CSI leaks to
the eavesdropper (Eve). Eve is assumed to be passive
but fully aware of the CSI of the wiretap channel,
the CSI of the main channel and the interleaving
pattern. This is the worst case for security. In TDD
mode, there is no CSI leakage and channel reciprocity
assumption can be exploited.

The outline of this paper is organized as follows.
Section II is devoted to describing the system model
of interleaved secure OFDM transmission. We derive
expressions of SINR, BER and secrecy capacity in
presence of erroneous CSI in Section III. Simulation
results are presented and discussed in Section IV.
Section V concludes the paper.

Notations: Vectors are denoted by bold letters,
whereas individual vector elements are denoted by
normal letters. Norm- 2 is defined by ||.||. Conjugate
and absolute value are respectively symbolized by (.)*
and [.].

II. SYSTEM MODEL

Fig. 1 shows the block diagram for the OFDM
communication system. At the transmitter, diversity
codeword is first formed and then the adaptive inter-
leaving operation takes place, both in the frequency
domain. This interleaving is designed according to the
estimated instantaneous CSI feedback received from
the receiver. The reverse takes place at the receiver,
where the de-interleaving operation in the frequency
domain is followed by the receiver decoding opera-
tion. We assume a wiretap channel model in which
Alice is sending information signals to Bob in the
presence of Eve. All signals propagate through dif-
ferent multipath channels using a similar propagation
model.

To simplify the presentation and without loss of
generality, imperfect CSI on the i;, subcarrier is

modelled in the frequency domain as [24]:
H; = /1—¢H;+ \/eH; )]

where H is the actual channel gain without error and
H stands for the imperfect channel gain with error.
The estimation error H is a zero-mean unit variance
complex Gaussian random variable C.4(0, 1), and it
is independent of H. The variance of the estimation
error is denoted by € € [0,1].

Using the legacy repetition scheme, each data
symbol, s, is transmitted on two uncorrelated subcarri-
ers in the same OFDM block. For every diversity pair
(i,7), the received signals after OFDM demodulation
are

ri = His +nj, 2

where n; and n; are the complex additive white Gaus-
sian noise (AWGN) components for the subcarrier
pair (H;,H;).

rj:Hjs+nj

III. IMPACT OF IMPERFECT CSI

To achieve secure communication between Alice
and Bob in the presence of Eve, the authors in
[21] made use of the instantaneous CSI of the main
channel to design an adaptive interleaver that ensures
a higher diversity gain for Bob compared to Eve. The
interleaver is designed such that deep faded subcarri-
ers are paired with high gain subcarriers. This means
if a signal experiences deep fade in one subcarrier,
the diversity component will be one experiencing high
gain. To achieve this, the subcarriers are first sorted in
decreasing order of magnitude and then paired from
both edges progressively. The interleaver pairing is no
longer random but ordered. This is better than when
the diversity pairs are random and there is a possibility
of two subcarriers in a diversity pair experiencing
deep fading. The result is that Bob will experience
a diversity gain much higher than Eve.

Due to the spatial decorrelation between the chan-
nels of Bob and Eve and the rich scattering envi-
ronment, this adaptive interleaver that is specially
designed for Bob will appear as a random interleaver
to Eve. The diversity gain experienced at Eve will
remain the same irrespective of the interleaver design.
This improvement of Bob over Eve guarantees secure
communication in the presence of Eve as Bob can de-
code transmitted symbols at a higher SNR compared
to Eve.

This interesting security scheme proposed in [21]
depends on the accuracy of the instantaneous CSI, a
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constraint in most practical systems. There is therefore
a need to study the impact of imperfect CSI on
the security solution. For this study, two cases are
examined:

1) Imperfect CSI-T and Perfect CSI-R: We assume
here perfect channel estimation at Bob but noisy
channel feedback between Bob and Alice. This leads
to an imperfect CSI at Alice impacting thus the
interleaver design. For a total of N subcarriers, Alice
sorts the imperfect channel gains in descending order
of magnitude as

|Hi| > |Ha| > ... > |Hy—1| > |Hy]| 3)

After sorting, the interleaving scheme will pair the
subcarriers for diversity as follows

(Hi,Ay),(Hy, Hy_1),....(Hy 2, Hy o) (4)
This interleaving scheme will no longer be optimal

for Bob. Note that the equalization at the receiver is

not impacted. Bob therefore equalizes as follows

Sp1 =Hiri+Hjr; ®)
By substituting (2) in (5), the received signal at Bob
is

5},1 = HH,IHZS—FH[*Vll‘i‘Hjﬂj (6)
where H; ; is the vector representing a particular sub-
carrier pair, (H;,H;) of the main channel. For a total
of N available subcarriers, there are N/2 subcarrier
pairs. From (6), the instantaneous SNR at Bob can be
written as

Yiol = ||Hi.j||27a @)

where 7, is the average SNR.

In the following derivation, we analyze the QPSK
constellation case, the extension to another MQAM
constellation is straightforward. The calculation of the
bit error rate of this constellation is readily available in
the literature when the decision variables are Gaussian
random variables [25]

1 /SNR

Therefore, by conditioning on the set of variables H;
and H;, we can obtain the conditional QPSK error
probability corresponding the subcarrier pair (i,j) at

Bob,
(YIr%)

The final error rate performance is obtained by aver-
aging the conditional BER on the variables H; and H;
for all subcarrier pairs (i,j).

®)

A

1
—erf
erfc 5

BERy (i,]) >

Hi H; =

Similarly, at Eve, the received signal, instanta-
neous SNR and conditional QPSK BER can be re-
spectively written as

- 2 X
Sel = HHie,jeH S+Hienie

+Hin,  (10)
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) 12)

where H,, j. is the vector representing a particular
wiretap channel subcarrier pair (H;.,Hje).

Yielr = ||Hie,je||ZYa

2h

BER¢ (i,)) 5

1
e Hye = erfc ( || Hie e

Secrecy capacity is the maximum transmission
rate at which the eavesdropper is unable to decode any
information [26]. It is equal to the positive difference
between the capacity of the main channel and the
capacity of the wiretap channel. A positive value
means secrecy is achievable and a zero implies there
is no secrecy guarantee. We measure secrecy capacity
in bps/Hz (or bits/channel use). Similar to the error
rate performance, the secrecy capacity also is obtained
by averaging the conditional secrecy capacity on the
channel gain variables H; and H; for all subcarrier
pairs (i,j). The conditional channel capacities of Bob
and Eve and the conditional secrecy capacity are
respectively expressed as

1
=1

Co1(1,]) w1y = 5 0gy(1+ ¥p1) (13)
Cei(ie,je) [ 1, = Elogz(l + Yee1) (14)
Co1 —Ce1, i Yip1 > Yier
Calunu. o = 15
ST Hi Hj Hie. Hye {O, otherwise. (as)

The factor of half in (13) and (14) is because
only half of the available bandwidth is used for the
transmission. For N available subcarriers, N /2 unique
symbols are transmitted.

2) Imperfect CSI-T and Imperfect CSI-R: In this
case, we assume that imperfect CSI with equal esti-
mation noise variance is available at the three nodes:
Alice, Bob and Eve. This means that Alice and Bob
have the same imperfect CSI. Both the interleaving
design and the receiver equalization will be impacted
by the noisy CSI leading thus to intersymbol interfer-
ence [27] that significantly degrades the performance.
In this study, the interleaving pattern is assumed to
be known at Bob and Eve.

Consequently, the received signal at Bob after
equalization can be written as,

5/)2 :Fli*ri+ﬁ;rj (16)

By substituting (1) and (2) in (16), we have

~ ~ 2 Ay~ AL~
st:mHHi,jH S+\/E(H,'*Hi+H;Hj)S
+I§,.*n,~+lfljn,~ (17)

From (17), the Instantaneous Signal to Interference
plus Noise Ratio (SINR) ,7;42, at Bob is derived below
(similar to [27])
A2
_ (1 —S)HH,'.’/'H Ya

&Y +1 (18)
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To simplify the BER expressions , we express the
corresponding average SNR due the imperfect CSI

as, v,
- (178)}/11
V= £y +1 (19)

In this case, the conditional QPSK BER at Bob is

expressed as
1 N
= e (18°7) o

Similar to the derivations for Bob, the received signal,
instantaneous SINR and conditional QPSK BER for
Eve are

BERy (i, ])

So=V1~— £|‘Hie,je||25+ Ve(H:H;, +1:1}21‘~1je)5
+Hynie+Hinje  (21)
(1 _S)HFIie,jeHz}/a
£+ 1

Yiex = (22)

BERe (i, j)

1 N
poty = e (I E )

In this case, the conditional channel capacities of Bob
and Eve and the conditional secrecy capacity can be
respectively expressed as

.. 1
Coa(1,J) |1, = Elogz(l + %b2) (24)
. 1
Cez(ie,je) e Ay = 2 log, (14 ¥e2) (25)
Co2 —Ce2, if Yir2 > Yie2
o A — 2
Caz Hi Hj. Hie. He {O, otherwise. (26)

IV.  PERFORMANCE EVALUATION

In this section, we present the numerical and
theoretical results. We consider a system with N=128
subcarriers. The data are QPSK modulated. Three er-
ror variances are considered: perfect (¢ = 0) and noisy
(¢ =0.02 and 0.1). We compare the performances of
Bob and Eve under the assumptions of uncorrelated
channels but the same average SNR.

A. Bit Error Rate (BER)

BER is a popular metric that is used to study the
error performance of a system. In terms of security,
difference in BER is an indication of security gap [1].

We see in Fig. 2 the BER performance for the first
case of our study when there is an imperfect CSI at
Alice but a perfect CSI at Bob and Eve. When the
CSI is perfect (¢ = 0), it can be observed that Bob
outperforms Eve with a diversity gain significantly
higher than 2. This is due to the adaptive interleaving
pattern that is specifically designed for Bob’s channel
[21]. There is no additional diversity gain for Eve due
to the uncorrelation between the channels of Bob and
Eve. When € = 0.02, we observe a slight degradation
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Figure 2: Bob and Eve error rate performances with
imperfect CSI at Alice only, € = 0, 0.02, 0.1
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Figure 3: Bob and Eve error rate performances with
imperfect CSI at Alice, Bob and Eve, € = 0, 0.02, 0.1

in the BER performance of Bob but the diversity gain
of Eve remains the same. Bob’s BER degradation is
severe and increases when the CSI error variance is
larger (¢ = 0.1). In contrast to Bob, the performance
of Eve is insensitive to the quality of CSI available
at Alice. Indeed, the interleaving scheme is totally
affected and becomes random to both Bob and Eve
when € is high. At that point, the system will offer
zero security. In TDD mode where the main channel
CSI is not available to Eve, we see that the BER
performance of Eve is totally degraded and secrecy
is guaranteed.

Fig. 3 shows the BER performance for the second
case of our study when imperfect CSI is available
at all three nodes. As before, the imperfect CSI at
Alice results in less optimal interleaver design. The
difference here is that the receivers now use this
imperfect CSI for equalization leading to a significant
degradation in the BER performance of Bob and
Eve. Bob and Eve are more sensitive to estimation
error variance and diversity gain can be completely
lost by both. At € = 0.1, they exhibit an error floor
around an average SNR of 20dB onward due to the
intersymbol interference caused by the imperfect CSI.
The degradation is more for Bob but it still slightly
outperforms Eve at the error variances considered.
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Figure 4: Secrecy capacity performances under perfect and
imperfect CSI conditions, € = 0, 0.1, subcarrier usage =
50%, 75%, 100%

Similarly, the BER performance of Eve in TDD mode
is totally degraded since there is no CSI feedback
leakage to Eve and Eve is only able to carry out blind
equalization.

B. Secrecy Capacity

In Fig. 4, the secrecy capacity performance for
the scheme under perfect CSI condition (¢ = 0)
and under an imperfect CSI condition (¢ = 0.1) is
plotted against the average SNR. We have shown
the secrecy capacity performance for the two cases
studied. Case 1 is when there is an imperfect CSI
at Alice but a perfect CSI at the receivers. The
secrecy capacity expression for this case is seen in
(15). Case 2 is when we have an imperfect CSI at
both the transmitter and the receivers, the secrecy
capacity expression for this case is seen in (26). We
have also run simulations for the special instances
where not all available N subcarriers are used for data
transmission. For each instance, the secrecy capacity
is highest with a perfect CSI (¢ = 0) and reduces
with a higher error variance (¢ = 0.1). At the same
error variance, case 1 shows a higher secrecy capacity
than case 2. The reason for this is that in case 1, the
imperfect CSI only affects the interleaving scheme
used by Alice. It will no longer be optimal for Bob
but the receivers are still able to perfectly equalize the
received signals. The additional diversity gain offered
to Bob is gradually lost as the error variance increases.
The channel capacity of Eve remains the same but the
channel capacity of Bob reduces as the error variance
increases. However, in case 2, the interleaver is not
optimal and there is also an equalization error at the
receivers. This leads to intersymbol interference and
a more degraded system. The channel capacities of
both Bob and Eve significantly reduces. The results
also show that at 50% subcarrier usage, the secrecy
capacity is higher than at 75% subcarrier usage, which
is in turn higher than at 100% subcarrier usage. This is
because when we use fewer subcarriers, we can select
only the subcarriers with the highest gains and avoid
deep faded subcarriers. There is however a trade-
off between the number of available subcarriers used

for data transmission, the secrecy capacity and the
system throughput. As the number of subcarriers used
for data transmission out of all available subcarriers
reduces, the secrecy capacity increases but in turn,
the overall system throughput decreases. Hence in a
practical system, there needs to be an optimal choice
based on user requirements in terms of the secrecy
and throughput targets.

V. CONCLUSION

In this paper, we have investigated the impact of
CSI errors on interleaved OFDM secure transmission.
The adaptive interleaving scheme is designed based
on the instantaneous CSI of the main channel to
provide more diversity gain to Bob than Eve [21]. A
global evaluation has been performed considering two
cases of imperfect CSI: at the transmitter only and at
all nodes. We derived the expressions for the received
signals, secrecy capacity and BER for Bob and Eve
in both cases. We observed that as the variance of
the CSI estimation error increases, secrecy capacity
reduces and BER increases. Through this evaluation,
we have shown that the security solution is slightly
more robust in the first case compared to the second
one. This is because the system only suffers from
less optimal interleaver design in case 1 but is faced
with both the challenges of less optimal interleaver
design and incorrect receiver equalization leading to
intersymbol interference in case 2.
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