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Quantum key distribution (QKD) enables the
establishment of secret keys between users con-
nected via a channel vulnerable to eavesdropping,
with information-theoretic security, that is, inde-
pendently of the power of a malevolent partyZ.
QKD systems based on the encoding of the key
information on continuous variables (CV), such
as the values of the quadrature components of
coherent states?3, present the major advantage
that they only require standard telecommunica-
tion technology. However, the most general secu-
rity proofs for CV-QKD required until now the
use of Gaussian modulation by the transmitter,
complicating practical implementations®*¢, Here,
we experimentally implement a protocol that al-
lows for arbitrary, Gaussian-like, discrete modu-
lations, whose security is based on a theoretical
proof that applies very generally to such situa-
tions”. These modulation formats are compatible
with the use of powerful tools of coherent optical
telecommunication, allowing our system to reach
a performance of tens of megabit per second se-
cret key rates over 25 km.

Driven by the pressing need for high-security solutions
to address risks to cybersecurity posed by rapid techno-
logical progress, the development of quantum key dis-
tribution (QKD) systems has advanced significantly in
recent years® “Y. A major challenge in this direction is to
leverage the high potential of techniques that have been
developed with great success for the classical telecommu-
nication industry, with the goal of both enhancing the
performance of QKD systems and assuring their smooth
integration into deployed fibre optic network infrastruc-
tures. Continuous-variable (CV) QKD schemes®! are
particularly well suited for this purpose. The key feature
of such schemes is that dedicated photon-counting tech-
nology required in standard single-photon based schemes
can be replaced by coherent detection techniques that
are widely used in classical optical communications. This
hardware simplification, however, comes at the price of
a more involved theoretical analysis, and security proofs
typically require the transmitter, commonly called Alice,

to prepare coherent states with a Gaussian modulation to
be sent to the receiver, Bob. Such a modulation has been
used for advanced experimental implementations?™%, but
is not a common industrial practice; a more practical ap-
proach is to send coherent states chosen from a finite con-
stellation in phase space. Although such discrete modu-
lations were considered early in CV-QKD 214 sound se-
curity proofs have been developed only recently, for pro-
tocols with either very large constellation sizes'® or very
small onest®19 with some experimental implementations
in the latter case??2l. But the most interesting format of
medium-size quadrature amplitude modulation (QAM)
used in classical optical communications remained out of
reach for these methods, which rely on solving huge con-
vex optimization problems. This outstanding issue was
solved in Ref'”, which provided an analytical bound for
the asymptotic secret key rate of protocols with arbitrary
modulation schemes, including probabilistic constellation
shaping (PCS) QAM?2. Strictly speaking, this bound is
not tight, but it becomes essentially so for any QAM of
size greater than 64.

Here, we experimentally demonstrate CV-QKD with
PCS 64-QAM and 256-QAM that can reach very high
peak secret key rate (SKR) with standard hardware and
software compatible with current telecommunication sys-
tems®#24  We emphasize that our choice of modula-
tion format presents a number of advantages in practice:
the use of QAM ensures the need for a smaller number
of random numbers and leads in principle to more ef-
ficient post-processing, pulse shaping requires a smaller
bandwidth, and PCS optimizes the mutual information
bringing it closer to Shannon channel capacity. Our re-
sults thus open the way towards integrating CV-QKD in
standard optical communication systems, in an efficient,
transparent, and cost-efficient way.

CV-QKD protocol and security proof. In the Prepare-
and-Measure (PM) coherent state CV-QKD protocol
with discrete modulation, Alice prepares coherent states
|a) = |(p+1iq)/2), chosen at random from a discrete con-
stellation. She sends them through an optical link to
Bob who measures them using coherent detection.This
quantum transmission phase is followed by classical post-
processing, in which Alice and Bob compare a randomly



chosen fraction of their data to estimate the channel pa-
rameters and thus the length of the final key. Then they
correct errors through a reconciliation step and finally
turn their identical data set into a shorter secret key via
privacy amplification.

The security of this PM protocol is analysed through
an equivalent Entanglement-Based (EB) protocol?,
where Alice (virtually) prepares an initial entangled
state, measures one mode and transmits the second mode
to Bob through the quantum channel. Exploiting the
property that Gaussian states maximize the Holevo in-
formation between Bob’s measurement outcome and the
eavesdropper quantum memory<2 20 it is sufficient to
compute the covariance matrix of the bipartite state
shared by Alice and Bob before measurement. The dif-
ficulty is that this virtual state is never prepared nor
measured in the true PM protocol. Rather, the goal is
for Alice and Bob to infer this covariance matrix from
the data they observe in the PM protocol.

While this task is straightforward when the modula-
tion is Gaussian®®Ll it is much more involved in the
case of a discrete modulation. There, one needs to solve
a semidefinite program whose dimension scales both with
the constellation size and the dimension of the relevant
Hilbert space — infinite for CV protocols. Even if it is pos-
sible to truncate the Fock space to a relevant subspace®,
this numerical approach quickly becomes untractable as
soon as the constellation size exceeds 10. The main con-
tribution of Ref is to provide an analytical formula for
the covariance matrix, depending only on easily measur-
able quantities in the PM protocol, namely the variance
of Bob’s measurement result and two correlation coeffi-
cients between Alice and Bob’s data. This will be ana-
lyzed further below.

PCS QAM for CV-QKD. The probabilistic constel-
lation shaping with quadrature amplitude modulation
(PCS QAM) is a standard modulation method®?, involv-
ing a discretized Gaussian probability distribution
given by

Q.1 = Cko(k + ’Ll) (1)
exp(—v|ag,|?)

Tk, = , 2
s exp(—vjonP) @)

where k 4 il are the points of a standard QAM con-
stellation, and v > 0 and a9 > 0 are free parameters
such that Y, ; 7k |ak|* = Va/2. Here, Vy is the vari-
ance of Alice’s modulation, measured in shot-noise units
(SNU), i.e., such that the variance of the shot noise
equals one. Since PCS QAM are commonly used in mod-
ern high-rate coherent optical transmission systems, very
efficient digital signal processing techniques have been
developed. Moreover, PCS QAM are good candidates
for discrete modulation with near optimal SKR, thanks
to their Gaussian-like distribution®?. When using PCS
QAM, it is crucial to optimize the free parameter v to

a) PCS 64-QAM, v = 0.0749 Probability b) PCS 256-QAM, v = 0.0294

Probability

Figure 1: Constellation probability distributions for (a) PCS
64-QAM with v = 0.0749, and (b) PCS 256-QAM with
v = 0.0294. In both cases bottom units are v SNU and
ap = 2 VSNU. Connecting lines and equivalent Gaussian
distributions are depicted for clarity. The free parameter v
appears in the discretized Gaussian probability distribution
describing the constellation, and its optimization is crucial
for the maximization of the SKR.

maximize the SKR. Using numerical calculation, we ob-
served that the optimal value depends only on Alice’s
modulation variance V4. In the following, both V4 and
v are chosen to maximize the SKR for either 64-QAM or
256-QAM modulations, as displayed on Fig.
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Figure 2: Experimental setup. The setup only involves
off-the-shelf, state-of-the-art telecom equipment. The 1550-
nm laser has a 10 kHz nominal linewidth. The Arbitrary
Waveform Generator feeds the dual-polarization in-phase-
and-quadrature (DP-IQ) modulator with four 600 MBaud sig-
nals with Root Raised Cosine (RRC) pulse shape. An optical
power meter and an attenuator at the output of Alice are used
to monitor V4. Bob uses a 180 degrees hybrid to interfere the
signal with the local oscillator (LO) and a set of four amplified
balanced photodetectors, whose outputs are sampled using a
real-time oscilloscope and processed by offline digital signal
processing. At the input of Bob, a microelectromechanical
optical switch is used to periodically turn off the signal to
perform shot noise measurements for noise calibration.

Experimental implementation. The main idea behind
the development of the experimental system in our work
is to use only commercially available, latest generation
telecom equipment in order to provide a convenient cost-
efficient solution. Important requirements that we sought
for were high resolution, low noise and a bandwidth of
at least 1 GHz. The setup is shown in Fig. Alice
generates coherent states using a 1550 nm tunable laser
source with nominal 10 kHz linewidth (Pure Photonics).
A dual polarization (DP) in-phase-and-quadrature (IQ)
modulator (Fujitsu) is used to modulate the phase and
amplitude of the laser beam. The analog inputs of the
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Figure 3: Bob’s digital signal processing building blocks. DSP
consists in a combination of digital filter matching the pulse
shape of input symbols yu,yy, auto-correlation for retriev-
ing the time-multiplexed pilots used in our experiments, a
pilot-aided adaptive equalizer technique, and finally carrier
frequency and phase estimation algorithms. It is then possi-
ble, by using the transmitted data together with noise calibra-
tion data nm,ny that have undergone the same processing,
to estimate the secret key rate.

DP-IQ modulator are fed with the output of an Arbitrary
Waveform Generator (AWG) with 5 GS/s sampling rate
and 14 bits nominal resolution. The AWG outputs four
600 MBaud signals with Root Raised Cosine (RRC) pulse
shape®?. At the output of Alice’s lab, an optical power
meter and an optical attenuator are used to monitor Vy.
Bob uses a 180 degrees hybrid to interfere the signal with
the phase reference (or local oscillator, LO), which is gen-
erated with a laser identical to Alice’s. Four amplified
balanced photodetectors convert the received optical sig-
nal to an analog electronic signal, which is then sampled
using a 1 GHz real-time oscilloscope with 5 GS/s sam-
pling rate and 12 bits nominal resolution. The sampled
waveforms are stored for offline digital signal process-
ing (DSP, see below). In the present experiment, the
memory and writing speed of the oscilloscope impose to
perform noise calibration and parameter estimation one
acquisition at a time, but in a full-scale implementation
the oscilloscope and offline DSP would be replaced by a
continuously running receiver with real-time DSP.
Digital signal processing. The implementation of
DSP suitable for CV-QKD is one of the most impor-
tant practical challenges of this work. The main build-
ing blocks are shown in Fig. The algorithm inputs
four sampled waveforms y; (k), y2(k), ys(k), ya(k), with
an average number of samples per transmitted symbol
fsps = 8.3 (calculated by dividing the 5 GS/s sam-
pling rate with the 600 Mbaud symbol rate). The wave-
forms are then assembled into two complex waveforms
yu(k) = yi(k) + jy2(k) and yy (k) = ys(k) + jya(k).
If the signal is single-side band (see details in Meth-
ods), it is converted into a baseband signal by a digital
frequency shift, and a digital filter matching the pulse

shape is applied; a root raised cosine (RRC) filter in our
case. Then, we use a constant amplitude zero autocor-
relation waveform (CAZAC) sequence®! to compute the
auto-correlation on the signal in order to retrieve the be-
ginning of the time-multiplexed pilot sequence used in
our implementation. The next steps are to correct linear
impairments using a pilot-aided CMA adaptive equal-
izer?? (see details in Methods), and to apply carrier fre-
quency and carrier phase estimation algorithms. Finally,
using the noise calibration symbols, denoted as ny and
ny in Fig. [3] which undergo the same DSP operations,
QKD parameters are estimated to compute the achiev-
able secret key rate.

These algorithms are obviously unable to perfectly cor-
rect channel impairments, and the DSP imperfections
may result in apparent channel excess noise. Therefore
it is crucial to optimize the various DSP parameters to
minimize excess noise, ideally for each individual run of
the experiment producing a block of data. In this work,
the optimization procedure has been performed offline,
after signal acquisition, and is described in Methods.

Noise calibration measurements. Most of the CV-
QKD parameters are expressed in SNU. However, Bob
effectively measures samples U of an electrical tension
expressed in volts; see Methods for a description of the
required calibration procedure. We note that the LO
intensity and thus the shot noise may vary during the
experiment, making it necessary to periodically reiterate
the procedure of recording shot noise samples as often
as possible. For this purpose, Bob’s setup includes an
optical switch used to turn on and off the signal light
coming from Alice. This procedure is repeated once ev-
ery minute. Finally, the normalized value Vg of Bob’s
variance can be written as

VB =1+nTVa/2+ Vo +&B, (3)

where T is the channel transmission efficiency, and £p is
the excess noise measured at Bob’s site, to be evaluated
by Alice and Bob. The quantum efficiency and electronic
noise of Bob’s detectors, which in our experiment take the
values n = 0.65 and V; = 0.1, respectively, are supposed
here to be known to the legitimate users and cannot be
modified by Eve.

Non-Gaussian attacks. Recall that in our protocol,
which follows the security proof of Refd, Alice and Bob
should not in fact evaluate T and £p from the data, but
rather three parameters, denoted as ¢y, cs and ng. Un-
der the assumption of a Gaussian channel these parame-
ters are simply related to T and &g, and to the parame-
ters defining the constellation®®. However, the Gaussian
channel assumption is not justified for an arbitrary at-
tack by Eve on a discrete modulation, and c;, c2 and ng
must be evaluated directly. As a consequence, the SKR,
related to the Holevo quantity, is a function f(c1, ca,ng),
instead of the usual g(T,£p); see Ref#3.



| Fiber [Modulation]| v

[Va[SNUJ[€3[mSNUJ[SKR[Mbps]]

9.5 km | 64-QAM [0.0683] 5.32 0.197 60.2
SMF-28[256-QAM [0.0362| 7.11 0.132 91.8
25 km | 64-QAM ]0.0460] 4.20 1.170 0.0
EX3000[256-QAM [0.0380| 6.53 0.900 24.0

Table I: Modulation variance V4 (in SNU), indicative excess
noise {p (in mSNU) and SKR calculated using the security
proof of Ref'” including finite-size effects (in Mbps), for PCS
64-QAM and PCS 256-QAM, during 1 hour of experiment,
with 9.5 km of SMF-28 and 25 km of EX3000 fiber. The
block size is N = 5 x 10°.

Under our experimental conditions, we found the ef-
fective channel to be very well described by a Gaussian
model, and we observe f(¢1,¢é2,Mp) ~ g(T, 53). How-
ever, the direct evaluation of these formulas with the es-
timators ignores finite-size effects. In order to take them
into account, we evaluate the formulas with worst-case
estimators?, i.e., we rather compute f(&Pin, ¢pin pimax)
which is less favorable than g(7™", £12%) for a Gaussian
channel. This is the procedure followed to obtain the re-
sults provided in Table[l, which correspond to a rigorous
implementation of the protocol with the security proof

for a discrete modulation=3.

Results.  Our experiment was performed with either
9.5 km of SMF-28 or 25 km of EX3000 fiber. The 25 km
fiber link has a total loss of 4.3 dB. In each case the most
critical DSP parameters are optimized to minimize the
excess noise. In the present implementation the system
operates with acquisitions of length 20 ms from which,
after processing, N = 5 x 10° QKD symbols are used
for parameter estimation. Finally, the DSP optimization
process is performed on a subset of 12 acquisitions.

Figure[dshows the estimated SKR for the 9.5 km SMF-
28 fiber, for PCS 64 and 256-QAM. The estimation is
based on the proof for an arbitrary modulation protocol?,
assuming 8 = 0.95%, and using worst-case estimators
with N = 5 x 10% and security parameter ¢ = 10719,
following Refs.#*=, Table [[|summarizes the results with
modulation variance V4 values (in SNU), excess noise
&p values (in SNU), which are included as an indication
of system performance, and SKR (in Mbps) calculated
following the aforementioned procedure.

We can achieve a secret key rate of ~ 92 Mbps over
9.5 km and 24 Mbps over 25 km, using PCS 256-QAM
format, averaged over 100 transmission blocks of N =
5 x 105 QKD symbols. PCS 64-QAM gives lower perfor-
mance, as theoretically expected. The expected behavior
as a function of distance is shown in Fig. By com-
parison with the current state of the art!6#1024 thege
results confirm the high performance reached by our sys-
tem by adopting techniques from standard optical com-
munication and following the security proof for discrete
modulation, including finite-size effects.
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Figure 4: Estimated secret key rate for each block of acquired
data, plotted as a function of the acquisition time, for PCS
64 and 256-QAM, with 9.5 km SMF-28 link.
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Figure 5: Experimental results of secret key rate as a function
of the channel attenuation and distance considering finite-size
effects and neglecting post-processing times. Two modula-
tion formats (PCS-64 and PCS-256) and two fibers have been
used in this experiment; a 9.5 km standard single mode fiber
(SMF-28) with attenuation coefficient 0.2 dB/km and a 25 km
EX3000 fiber with attenuation coefficient 0.172 dB/km. PCS-
64 modulation at 25 km does not yield a positive key rate.
The expected SKR of a setup with Gaussian modulation in
the asymptotic regime is plotted for comparison, assuming
the same repetition rate R = 600 MBaud, {g = 0.5 mSNU,
and Alice using the optimal V4. The block size is N = 5x10°.

Conclusion. The laboratory experiment presented in
this work opens interesting avenues towards faster and
more flexible implementations of CV-QKD, within the
standard environment of high bit rate coherent telecom-
munications. It leverages in particular industry-grade
digital signal processing techniques that have been min-
imally modified for the CV-QKD implementation. To
take full advantage of these improvements, it would
be necessary to also improve the speed of data post-
processing, which should be facilitated by the use of dis-
crete constellations.

METHODS

Pilot amplitude and rate. To correctly retrieve the
low signal-to-noise ratio QKD symbols, the DSP relies
on QPSK (that is 4-QAM) pilot symbols with a higher
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of adaptive equalizer, averaged over 12 acquisitions of PCS
256-QAM signal and 25 km of EX3000 fiber.

power, which needs to be optimized before signal acquisi-
tion. This is done by acquiring QKD signals with various
values of the pilot amplitude, and applying the DSP to
estimate the excess noise. Using such experimental tests,
the pilot over QKD symbol power ratio was adjusted to
14 dB. The same optimization should be performed for
the pilot rate. Contrary to pilot amplitude, the crite-
rion to optimize the pilot rate is not the excess noise. In
fact, if an increase of the pilot rate decreases the excess
noise, it also decreases the rate of QKD symbols. Hence,
we need to optimize directly the SKR. Using again an
experimental optimization, we fixed the pilot rate to 4
pilots over 8 symbols, i.e., half of the transmitted sym-
bols are actually pilots.

Adaptive equalizer. For each experiment, we want to
find the DSP parameters that minimize the excess noise.
Since the DSP is performed offline, we can do a brute
force optimization for the most relevant parameters, on
a few acquisitions. To start with, we jointly optimize two
parameters of the adaptive equalizer for polarization de-
multiplexing®®: ntaps, number of taps, and pu, the step
size. For each couple (ngaps,t) under test, the DSP is
applied to 12 different acquisitions. Figure [6] shows the
average excess noise for all the tested (ntaps, 1), for ex-
perimental PCS 256-QAM data obtained in conditions
slightly different than those presented in the main text.
We observe that the lowest values of excess noise are
achieved with 97 taps and a step size p of 1076,

Signal conditioning. We observed the presence of low
frequency components of the excess noise, below 20 MHz,
that we attribute to cutoff frequencies of the hardware
as well as additive noise stemming from the electrical
line. To avoid these perturbations, the outputs of the
AWG are digitally upshifted such that the signal has no
frequency component in the noisy region. In particular,
the 600 MBaud signal with RRC pulse shape and roll-off
factor 0.4, corresponding to a bandwidth of 840 MHz, is
upshifted by 500 MHz such that the useful bandwidth
extends from 80 MHz to 920 MHz. The baudrate and

roll-off factor have to be jointly optimized to minimize
the excess noise. Furthermore, as noted above, the ratio
of the QPSK pilots power relatively to the QAM symbols
power has to be optimized to minimize the excess noise.
Noise calibration. Since Bob effectively measures
samples U of an electrical tension expressed in volts, and
obtains variances Var(U) in V2, he needs to estimate the
quantity Ng, namely the variance of the shot noise ex-
pressed in V2. When disconnecting the signal input of
the receiver, the output of the receiver is the sum of the
shot noise and the electronic noise; therefore Bob can
measure Var(U) = No(1 + Vi), where Vg is the variance
of the receiver’s electronic noise in SNU. Then, discon-
necting the LO input, Bob measures only the electronic
noise, Var(U’) = NyoVy and Ny = Var(U) — Var(U’).

This procedure gives four different values N(gl), 0(2),

Nég), and Né4), one for each channel of the oscilloscope.
In practice, the samples measured on a channel are a
mixture of the quadratures of the coherent states sent by
Alice, that are recovered only after the DSP. This comes
from several channel impairments such as polarization
rotation or carrier phase noise. As a consequence, if the
N(gl) are not all equal, they do not correspond to the
variances of the shot noise on the quadratures effectively
transmitted by Alice. To tackle this issue, we apply to
the shot noise samples the same DSP correction as to
the signal itself, and estimate the variances afterwards.
In other words, the DSP operations applied to the signal
samples are simultaneously applied to the noise samples.

Signal averaging. Our use of a worst-case estimator
is justified if the fluctuations observed on the parameters
are of a statistical nature. Given that all 5 x 10% data
points within a data block are very close in time (total
acquisition time 20 ms), the population variance can be
considered sufficiently close to the theoretical variance
to assume that fluctuations on the excess noise measure-
ment are essentially of statistical nature. Therefore, the
use of the worst-case estimator for the excess noise can
be considered acceptable to take into account finite-size
effects on the security of the protocol, although a more
rigorous theoretical treatment of finite-size issues remains
desirable.
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