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 Applying integrated Blockchain and Big Data technologies 

to improve supply chain traceability and information 

sharing in the textile sector 

 

Abstract: 

Nowadays, the textile industry is strutting its stuff. On one hand, customers have a diverse choice of 

products available on personalized mobile apps, with immediate deliveries and returns. On the other 

hand, production is more effective and efficient than ever, thanks to increased automation and 

computerization in textile processes. However current supply chain management systems still face 

several serious problems such as tampering of products, poor traceability, delay, and lack of real-time 

information sharing. Today, a new technology called blockchain, which is a ground-breaking 

innovation in decentralized information technologies, can solve the above-mentioned challenges due 

to its important features, such as decentralization, transparency, and immutability. In this direction, 

this paper proposes a new framework for textile supply chain traceability based on blockchain which 

could offer an information platform, for all supply chain members with transparency and information 

sharing. Creating a traceable and transparent supply chain for textile industry would help customers to 

make informed choices about products they buy and the companies they support. For stakeholders in 

the textile supply chain, having traceability and real time information sharing builds better 

relationships, increases efficiency, and reduces the risk and cost of product recalls, counterfeit, and 

unethical labors. However, since blockchain technology is still in its early stages, it has some inherent 

defects, in which scalability becomes a primary and urgent one when we face the mass data in the real 

world. Hence, we present a new approach, consisting of the integration between two technologies 

which are blockchain and Big Data, to fill in the decentralized systems at scale. One of the primary 

research questions answered is how blockchain empowered by Big Data can be utilized and applied to 

manage traceability and information sharing more accurately through global supply chains. In this 

study we examine the necessity of traceability system concept and information sharing, followed by 

presentation of a blockchain integrated big data framework and its development processes. Finally, 

performance of this proposition is evaluated, and challenges of such a traceability system that can be 

addressed through further research are presented. 

1- Introduction: 

1.1. Background and motivations: 

Considered as one of the oldest manufacturing sectors, the textile industry is one of the main 

contributors in the world wide economy, with a value of $842.7 billion in 2015, which is expected to 

reach $1004.6 billion, by 2020–2021 [1]. In fact, there are billions of garments being manufactured 

every day, through complex supply chains that can now cross several seas and continents, from the 

origin of raw materials to the final customer. Textile organisations have advanced and competitive 

technological tools to design, produce and deliver products to customers on time [2]. Despite these 

efficiencies, textile manufacturing processes pose significant environmental and reputational risks, 

which can potentially impact brands equity, profitability, and operational capabilities. Moreover, we 

know little information about how, when and where textile products were originated and knitted 

through their life cycle, especially that most of textile enterprises made the relocation of production 

facilities offshore by local apparel manufacturers in other developing countries [3]. Thus, typical 

supply chain of textile industry is becoming much more extended as manufacturing expands to Asia, 

Africa, and so forth. Even before reaching the end customer, clothes travel through a very vast 

network of retailers, distributors, transporters and storage facilities, that participate in designing, 



 

 

spinning, knitting, delivery, sales and very often courses through opaque and distrustful networks. 

Indeed, even if databases that manage information exist, they are mostly fragmented and do not allow 

visibility on the origin of a product [68]. In response to those growing textile issues, many internets of 

things technologies, such as RFID and wireless sensor network-based architectures and hardware, are 

applied to supply chain traceability and visibility [5]. However, there is a very important issue, that 

has not been touched, is that whether the information shared by textile supply chain members in 

centralized systems can be trusted [5]. This kind of centralized systems become so powerful by 

possession of data that could result in information asymmetry between organizations and individuals 

[68]. It can also become a vulnerable target for bribery, and if, for example, the administrator can be 

bribed, valuable information can be tampered with, and then the whole system cannot be trusted 

anymore [68]. These limitations indicate several researches needs for methods of automated 

information sharing among different participants, to improve the efficiency of textile supply chain 

management and methods to enable the traceability of information pertaining to textile industry. As a 

promising technology, blockchain has drawn more and more attention from academic and industrial 

areas.  Blockchain refers to a distributed ledger offering an unalterable record of digital transactions 

[4]. The decentralized and immutable nature of a blockchain network enables the creation of a non-

refutable record of data and real-time information sharing among various networkers [4], these 

features could remove the reliance on a central entity. Instead of storing data in an opaque network 

system, with blockchain, all the information of the clothing products can be stored in a shared and 

transparent system for all the members along the supply chain. As an emerging technology, blockchain 

also has its inherent shortcomings, and with the increasing applications, scalability has become a 

primary and urgent concern which also will be treated in this work. 

 1.2. Contribution and paper’s organization: 

In this paper we will try to find solutions to the mentioned issues of textile supply chain traceability 

and information sharing using blockchain and distributed database technologies. All the separated 

processes in supply chain could be integrated into proposed model. In contrast, the primary focus of 

previous studies has been to introduce traceability and its advantages to counter the issues faced by the 

textile industry, without considering the mechanisms for information sharing and utilization. Thus, the 

scientific contribution of this study compared with existing relevant research lies in the application of 

blockchain technology to improve traceability in the textile industry which is new for such as industry. 

Further, it is among the first studies to use the novel blockchain technology empowered by Big Data to 

address the issue of textile traceability in the world, by avoiding the scalability issues that most of 

blockchains suffer from, which enables real-time automatic and scalable information sharing system 

for the supply chain. The present study fills the research gaps in the traceability and transparency 

management of textile sector and facilitates the reliability of information in the textile supply chain. 

The remainder of this study is organized as follows: Section 2 presents the literature review; section 3 

is the typical textile supply chain and the major shortcoming of the existing supply chain management 

system. The textile supply chain management with blockchain technology and scalability issues of 

blockchain technology are detailed in Section 4. Section 5 presents Bigchaindb for textile supply chain 

and the proposed model. A case study is presented in section 6. And finally, conclusions and future 

research are discussed in Section 7. 

2- Literature review: 

2-1- Traceability and information sharing: 

According to (ISO 9000:2015), traceability is the ability to identify and trace history, distribution, and 

location of products, materials, and services. Over the years, institutes have put in place guidelines for 

the protection and security of products, which require the implementation of traceability in certain 

sectors. Government regulation is a major factor for the implementation of traceability in certain 

sectors such as food industry and pharmacy sector [68]. However, when it comes to textile industry, 



 

 

traceability does not have a long history, but lately, it has become one of the priorities of this sector 

[4,5]. Previous studies have focused on determining the influence of information sharing on inventory 

management [10,11], supply chain performance [12,13] and organizational efficiency [14], Lam and 

Poste in their work about information sharing and its impact on supply chain performance, confirmed 

that the lack of “information sharing “ could impact negatively the supply chain in textile and clothing 

industry in Hong Kong, due to the absence of standardization and frameworks to share information[4]. 

Regarding textile sector, it is not governed by any formal regulation requiring traceability, which 

negatively impacts the implementation of the latter [5]. Despite this, there are several voluntary 

initiatives in favor of traceability in the textile supply chains, like for example, the Italian union of 

chambers of commerce which encourages the adoption of traceability systems in supply chains for 

different sectors including the textile [17]. In addition to this, the actors in supply chain are 

increasingly aware of the importance of traceability [18], as for example the factor of the quality of 

finished products which depends on the origin and the authenticity of raw material and also the 

importance of traceability to deliver as quickly as possible to face the fierce competition in this sector.  

2-2. Blockchain technology: 

Blockchain became well known technology with the appearance of the cryptocurrency Bitcoin in 2009 

[27] and since that time it has not stopped attracting the attention of researchers and practitioners [28].  

In the textile domain, Kumar et al. suggested that blockchain could tackle the shortage of a trustworthy 

information resource in textile supply chain management [29], but limited studies have been 

conducted on the application of blockchain in the textile industry.  Table 1 summarizes notable studies 

on the application of blockchain in the general supply chain domain. One notable benefit of 

blockchain is its ability to improve traceability and information sharing [30,31]. The validation 

methods of the peer to-peer public network have allowed the security and traceability of items across a 

supply chain [32,33,34]. Some of the studies listed in Table 1 have also indicated that blockchain can 

address the issues of asymmetric information, integration, transparency, and trust problems to enhance 

supply chain management. However, existing studies on blockchain applications primarily investigate 

these applications from a qualitative perspective to describe the potential benefits of adopting 

blockchain technology. Therefore, we aim to fill this gap in blockchain technology literature by 

building a framework for blockchain-based information management and illustrates the involved 

workflow to realize the traceability, transparency and real-time information sharing in the textile 

supply chain. 

Authors Research focus Methods Issues in supply 

chain 
Dwivedi et al. [16] Proposing a blockchain-based scheme for information sharing securely in the 

pharmaceutical supply chain system with smart contracts and consensus 

mechanism. 

Qualitative 

analysis 

Tampering of products, 

delay, and fraud 

Kshetri [35] Incorporating blockchain into IoT security Qualitative 

analysis 

Security problems 

Agrawal et al. [29] Enlisting the advantages of blockchain technology for implementing 

traceability. A case-based example has been used to explain blockchain 

application in implementing traceability in T&C supply chain 

 

Qualitative 

analysis 

Information asymmetry, 

visibility, and security 

ElMessiry M. et al. [39] Proposing a blockchain-based framework for textile quality improvement that 

enables in near real time and cross chain 

information sharing  

 

Qualitative 

analysis 

Lack of transparency 

Fu B. et al. [40] Proposing an environmentally sustainable solution for the fashion apparel 

manufacturing industry energized by blockchain to reduce carbon emissions 

for all key steps of clothing making. 

 

Case study Carbon 

emission of clothing 

manufacturing  

Tieman and Darun [31] 

 

Analyzing the application of blockchain in the halal supply chain to ensure its 

transparency 

Qualitative 

analysis 

Lack of transparency 

Wang et al. [36] Proposing three types of blockchain-enabled applications in construction Qualitative Challenges of trust, 



 

 

 

 

 

[72] Feng et al. 

 

 

[73] Sunny et al. 

 

 

 

 

[74] Wang et al. 

 

engineering management 

 

Applying blockchain technology to improve agri-food traceability: A review of 

development methods, benefits and challenges 

 

Supply chain transparency through blockchain-based traceability: An overview 

with demonstration 

 

 

Blockchain-enabled circular supply chain management: A system architecture 

for fast fashion 

analysis 

 

 

Qualitative  

analysis 

 

 

Qualitative  

analysis 

 

 

Qualitative  

analysis 

automation, and 

information sharing 

 

Food Traceability 

 

 

The visibility of various 

supply chain distribution 

network designs 

Manage the complexities 

of circular supply chain 

management 

 

 

[75] Pal et al. 

 

Internet of Things and Blockchain Technology in Apparel Manufacturing 

Supply Chain Data Management 

 

Qualitative                      

analysis 

The interoperability of 

information systems in 

apparel manufacturing 

supply chain management 

 

Table 1:  Summary of blockchain technology-based solution for supply chain 

 

3- Textile supply chain management 

3.1. Typical textile supply chain management – an overview: 

In the manufacturing industries such as automotive, electronics and food, manufacturing have long 

product lifecycles, and require modern manufacturing practices to operate in a highly regulated 

environment. In the agri-food industry, applicable regulations, labelling standards, and audits make 

traceability a main goal [68]. In the pharmaceutics supply chain, the rules must be strictly followed, 

and proper transparency along with trust are maintained among the different participants of the supply 

chain, as to deliver the product in due time, and proper condition [37]. The textile supply chain (TSC) 

operates very differently from other supply chain in which delivery of products are subjects to various 

kind of comprehensive regulations and rules [38]. The textile sector supply chain is generally known 

for being made up of a very long and complicated network, it deals with many players based in 

different parts of the world, and faces a great diversity of raw materials, a wide variety of processes 

through the links of the supply chain in addition to the various logistics intermediaries that provide 

transport and distribution [38].  Most of the textile supply chains are driven by retailers, who monitor 

the demand forecasts and make the orders for upstream suppliers [19]. In most of the time, a retailer 

does not have any manufacturing tools and acts as a reseller who buy the final products from the 

precedent vendors and sells them to the end customers [19] as shown in Figure 1 . Despite not owning 

any manufacturing tools, retailers act as the most dominating actors in the textile supply chain. At the 

macro-scale, each link takes the raw material as an input from the previous link, applies processes, and 

produces its final product. This process is repeated until it reaches the retailer. There are many 

processes performed by each actor. As a result, there is a significant amount of information and data 

created by each actor. Information is a critical component of supply chain; therefore, it is important 

that each supply chain actor controls the flow and protects important information [41]. Fig. 1. shows 

the different elements of the supply chain in the textile sector. The chain starts with the production of 

the raw material. It goes to the different steps of production processes until the product is finished. 

This product will run through different types of trade by reaching customer. 

 



 

 

             Fig. 1. Working mechanisms of typical textile supply chain without blockchain 

3.2. Major Challenges & limitations of existing TSCM: why a fresh approach is needed? 

 

With the rapid growth of internet technologies and centralized mechanism, a lot of emerging 

technologies have been applied in traceability systems of the textile industry supply chain for the 

confirmation and coordination of updated information regarding process status such as EDI, ERP and 

RFID systems [68].  However, to date, nearly all these systems are centralized which are monopolistic, 

asymmetric, and opaque that could result in the trust problem, such as fraud, corruption, tampering 

and falsifying information [68]. The partners and consumers must account on a single information 

point to store, transact, and broadcast the traceability information. As a result, it becomes difficult to 

customers and partners to acquire full transaction information and tracking the origins of products [6]. 

Customers and textile supply chain stakeholders need to be fully updated about the product life cycle 

to assure that products are high quality and authentic. Besides, centralized system is vulnerable to 

collapse since a single point of breakdown will lead the whole system to be crashed [68].  Moreover, 

enterprises with small resources still rely heavily on manual operations or f phone calls, e-mail 

correspondence, and web-based service to achieve minimum efficiency which remains ineffective to 

achieve synchronization among supply chain participants. Table 2 reports some famous incidents 

impacting the textile supply chain which are nothing but a result of complex supply chain structure 

with large geographical distance among actors which is making the textile sector one of the most 

opaque and vulnerable networks [41]. Although all textile supply chain partners are linked together as 

a network, yet, they do not have sufficient information about their supply chain. 
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                Table 2: Reported incidents impacting the fashion retail supply chain [54] 

3.3. The impact of counterfeiting in the textile supply chain : 

Technically the term “counterfeiting” is employed in specific cases of trademark transgression. 

However, in the field of fashion and textile industry, the term presents any producing of an item which 

imitates the appearance of an item of other producer as to dupe a costumer that it is the authentic item. 

Counterfeiting in textile industry is very widespread in Europe [78]. The most relevant way to profit 

from the free movement of goods across borders is to import textile products and stick the labels in 

one European Member country and then buy the products in another Member country. 

The international trading loses big amounts due to counterfeiting activities. As shown in table 3 these 

losses not only involve the owners of the original products, but they also influence social costs. It is 

true that the ultimate victims of that are the costumers because they buy poor-quality items at an 

expensive price which expose them to health and safety dangers too, but also governments are 

impacted by losing out on unpaid tax [79].  

 



 

 

 

                                            Table 3: Types of lost costs to counterfeiting 

Counterfeiting is perceived as a severe issue which is increasing recently. The amount of costs of 

counterfeiting in world-wide today are estimated to be 5-7 per cent of world trade [7]. There is no 

substantial aggregated data to support the high percentages, but the figures are now accepted and used 

to illustrate the extent of the counterfeiting problem. 

As mentioned before there are lost costs associated to the job losses due to counterfeiting trade. 

Indeed, Estimates in US and Europe confirm that nearly 200 000 jobs are lost due to counterfeiting in 

their countries alone [79]. 

 

4- Blockchain technology in the textile supply chain 

4-1. Potentials of blockchain in the textile supply chain 

A Blockchain refers to a linked list of blocks, where each block contains transactions. Every block in 

the blockchain contains its own hash value and the one of the previous blocks and hence, each block is 

connected to its predecessor, which creates a “chain” if we consider all the previous blocks [64]. The 

blockchain is composed of a public, shared ledger containing details on each transaction made within a 

peer-to-peer system [55]. It is made up of a linked block, containing time stamped transactions that are 

encrypted by public-key and validated by the network participants.  

Once a transaction is added to the blockchain, it cannot be edited, which make this technology 

immutable. Once the block is completed, nodes perform consensus algorithm like for example Proof-

of-Work operations with mathematical calculations that are difficult to solve but simple to verify. 

Therefore, the first node that solves the Proof-of-Work problem appended the solution, along with the 

block of elements, to all other nodes.  



 

 

A consensus algorithm is a method for all nodes in the network to agree on the current state of the 

distributed ledger. The main purpose of the consensus algorithm is to ensure that each new block 

added to the blockchain is the only version of the truth that all nodes in the network agree on. There 

are several consensus algorithms such as [18]: 

 

 

 PoW (Proof of Work): Is a mechanism that requires a high computation calculation to solve a 

mathematical puzzle. Bitcoin and some other cryptocurrency used the PoW to process the 

transactions in a secure manner without the need for a third party. But one of the cons of PoW 

is that it requires a huge amount of energy. 

 

 

 PoS (Proof of Stake): was created to be an alternative to PoW, since this mechanism doesn’t 

require a huge amount of energy rather than PoW. PoS gives a mining power based on the 

percentage of coins held by a miner. 

 

 

 PoA (Proof of Authority): Is a mechanism based on permissed blockchain. PoA is a consensus 

method that gives the ability of validation of transactions or interaction in the network to a 

limited number of actors. PoA doesn’t require a huge amount of energy unlike PoW, but a 

limited number of validators. 

 

 

Nodes can simply verify the transactions and solutions, and when 51% of the processing power of the 

network approve the block, nodes begin storing new transactions to a new block, adding them to all 

previous blocks [11]. The basic structure of the blockchain technology is shown in this figure 2. 

Each participant in the network community owns a private key, and a public key is within all the 

community reach. 

 

                     Figure 2. A basic block diagram of Blockchain [76] 

 

Linked to the blockchain technology, the smart contract is defined as a computer program based on 

transaction protocol that executes the term of a contract by encoding the functional clauses and 

conditions in the required software. Smart contracts allow executing programs without the intervention 



 

 

of any third party which make them self-verifying, self-executing, tamper-resistance against any 

malicious attack which allows the parties to carry out that whenever a given transaction takes place, 

other transactions also take place. For instance, in the case of a shipment in a supply chain where all 

data about vendors, consignees, goods and commercial conditions are shared in the supply chain 

databases. The sale of goods or services can be realized in the form of a transaction, cryptically signed 

by the seller and the purchaser, and joining a smart contract for sales transactions. 

The completion of the fund transfer and the corresponding rights can be implemented when the sale 

occurs and all other agreed conditions, such as documentation, tax payment or quality checks, are 

completed; in other words, smart contracts can ensure the smooth execution of collaborative and 

business processes [81]. 

To sum up, In the case of Blockchain technology based smart contracts, they are nothing, but scripts 

appended on the blockchain, which can execute them, it takes any type of data as an input, executes 

the corresponding code, and triggers the output events. The basic structure of smart contracts is shown 

in this figure 3. 

In terms of technical specification, a smart contract is a kind of code run on the blockchain which is 

executed mandatorily by the consensus protocol (e.g. PoW, PoS) that necessitates a structured 

language such as eSourcing Markup Language (eSML) to make the specification of possible 

interactions and contracts and to ensure that the agreements made are respected [81]. A smart contract 

can comprise a group of functions and rules written in dedicated programming language as solidity to 

handle the exchange of resources when certain events take place in a peer-to-peer network.

 
                      Figure 3. A basic structure of smart contract [77] 

 

As mentioned earlier, blockchain offers several advantages when applied in the industry, including 

reliability [56], transparency [57], traceability [58], information sharing [59], and monitoring [59]. 

These advantages can also facilitate solving the issues in textile supply chain, as shown in Fig. 3. The 

textile supply chain is very complicated. This complexity often causes multiple problems as presented 

in the table 2. Furthermore, the close connection between the operations of suppliers, manufacturers, 

and retailers in a higher demand for real-time information sharing and information traceability. 

Blockchain technology can satisfy these demands to enhance the management of this complex supply 

chain. In this study, we build a framework to further explain how to realize real-time information 

sharing and traceability in a textile supply chain. 

 



 

 

 

   Figure 4: Selected merits of the application of blockchain technology in a textile supply  

 

With the integration of blockchain technology all the phases of the supply chain could be recorded in a 

blockchain network. Every new transaction performed in the network is stored in an immutable block, 

and time-stamped to keep track of the specific product in the end-to-end chain [60] and assures that the 

details present in the block are not tempered [61,63].  All the entities of the network can log in to the 

network, and verify the authenticity, and history of any textile product. The general diagram of textile 

supply chain with blockchain is shown in Fig. 4.  

 

 
       Fig. 5. Overview of textile supply chain management system with blockchain. 

 



 

 

 

Fig. 5. illustrates that how the different entities of the TSCM system could interact and cooperate 

under the blockchain network. Each participating entity submits its transaction on the blockchain 

network.  In the initial step, different suppliers deliver the raw materials to the manufacturer and 

submit their transactions on the blockchain network. 

This transaction could include the raw material name, quantity, and quality of material and the location 

of the supplier. Once the manufacturer gets the raw materials, smart contracts are automatically 

executed, and suitable action (e.g. money is directly transferred from manufacturer to supplier) is 

executed. Every participating entity can verify the submitted transaction on the blockchain network 

whether the transaction is legitimate or not. Similarly, on the next stage manufacturer has an 

interaction with the network, and so on. Deployment of Blockchain network along with smart 

contracts or similar technologies would greatly help to keep proper track of the items, and triggers the 

payment process automatically, when necessary.  

Smart contracts are simple programs, which specify the conditions for validation of a particular 

transaction [60,64], they represent specific rules and regulations that every participating entity must 

follow [63]. Moreover, as blockchain is immutable however, errors, human mistakes and wrong 

entries are unavoidable. The compromise to deal with that is s not related to the concept of working of 

the blockchain technology, but data should be designed it in such a way to be overwritten like in the 

case of accounting systems, in such systems if you need to correct an accounting error, you make an 

entry that removes the previous one (by subtracting the wrong value in some cases) and add the right 

value. 

 

 

4.2.  Scalability issues of blockchain technology and the integration of Bigdata as a solution: 

Data decentralization, transparency, security, immutability, and privacy are the key driving principles 

of blockchain Technology. 

However along with its different advantages. Users, investors, startups, and researchers involved in 

this technology are perceiving scalability as a serious issue [70]. Especially when you are dealing with 

a very heavy industry in terms of information and transaction such as the textile industry. With 

transaction data piling up, the current blockchain systems may bug. 

In fact, with every operation, the blockchain adds one more block to its chain of operations, and every 

block increase with data as it carries the history of the blocks before it [64]. As more users join the 

network, the transaction histories of individual coins grow and consequently, the system risks to 

buckle [70]. 

Scalability can be categorized as throughput, cost and capacity and networking as follows [70] : 

Cost and capacity: A large quantity of data is required to store in the Blockchain from recent block 

transaction to the genesis block. each node in the blockchain have limited storage capacity and 

resources. 

Networking: Whenever any transaction is carried out, it is first broadcast to all nodes. when a block is 

mined it is again transmitted to all nodes which consume slot of network resources and it increases the 

propagation delay. So, there is a need to design more efficient data transmission mechanism. 

Different applications are developed using the Blockchain, but the scalability is the major limitation.  

Due to the growing number of transactions following things are observed [70]: 

1) The average confirmation time for a transaction is increased.  

2) Fee for the network transaction is increased 

3) Difficulty to mine the block is also increased and hence computation power and resources is also 

increased.  

Throughput: Blockchain storage requires a powerful database, and the traditional blockchain as a 

distributed database needs more scalability, as the throughput, latency is high, and low capacity.  

 

Based on a modern distributed database “MongoDB”, the Bigchaindb adds blockchain characteristics. 

Hence BigchainDB is designed to merge the best  of modern databases: linear scaling in throughput 

and capacity with the number of nodes, a fullfeatured NoSQL query language, efficient querying, 



 

 

permissioning and also blockchain characteristics including decentralised control, immutability, and 

the creation and movement of digital assets.  

As compared to traditional databases, a modern distributed database provides more throughput, High 

storage capacity, and low latency that is a fraction of a second, with no effect on throughput and 

latency when increasing the number of nodes. Table 4 summarizes the important performance metrics 

and presents the performance comparison between a traditional Blockchain, Traditional Distributed 

database, and the BigchainDB. 

 

 

 

 

 

  

 
  Table 4: BigchainDB compared to traditional blockchains, and traditional distributed DBs [65] 

As the number of transactions grow the system become slower, expensive, and unsustainable. Hence 

the scalability in blockchain become the focus area for researchers and academicians. 

In the proposed research work, we have developed a framework called BigchainDB which integrates 

blockchain technology and bigdata technologies. 

It has blockchain properties (e.g. decentralization, immutability, …) and database properties (e.g. high 

transaction rate, low latency, indexing & querying of structured data) which supports scalability. 

 

 

 

5- Blockchain-based Big data framework for textile supply chain (Bigchaindb-TSC): 

 

5-1. Bigchaindb-TSC Principle: 

 

The Bigchaindb-TSC model proposed in this study is shown in Fig. 4. It is composed by blockchain 

technology and Mongodb as big data system.  

 

The different components composing the Bigchaindb-TSC are: 

• BigchainDB node: which refers to a server or any devise running the same software 

(bigchaindb in our case) and is connected to other nodes. 

• MongoDB: which presents a document-oriented database engine, used to store asset, 

transactions and other information. Bigchaindb uses mongodb to ensure scalability and 

improves data types can be stored on the blockchain. 



 

 

• BigchainDB Server: it is the main software piece which provides blockchain features and 

ensures orchestration with mongodb. 

Tendermint: Is one of the most powerful software (open source) to ensure blockchain consensus, 

Tendermint is a software designed to ensure the distribution in the network. Tendermint can work 

even if up to 1/3 of the machines fail in an arbitrary way [82]. Tendermint is generally like two kinds 

of software. First consider it as a distributed key-value store, which uses a non-BFT (Byzantine fault 

tolerance ) consensus algorithm. The second is known as Blockchain technology and consists of both 

cryptocurrencies like Bitcoin, and alternative distributed ledger such as Hyperledger [82]. 

Tendermint is a low-level protocol comprised two main pieces:  

 A blockchain consensus engine and a generic application interface. The consensus engine, 

also known as tendermint core, ensures the distribution of the same transaction in all nodes.  

 The application interface which represents the Application Blockchain Interface (ABCI), This 

allows any programming language to be used to process transactions, unlike other blockchain 

platforms or consensus solutions. Tendermint is designed to be easy to use, simple to 

understand, high performing and useful for a wide variety of distributed applications 

 

 
                                        Figure 6: Deep view Inside bigchaindb [65] 

 

 

 

In the following part, we present the architecture of our proposed model. Hence, as shown in 

figure 7 and as it is the case in the most of companies, enabling traceability in the supply chain 

requires the integration of Bigchaindb technology with many other technologies.  

 

Therefore, we proposed a layer-based architectural model; each layer is structured by one or 

more components that include specific tasks such as customer interaction, application logic 

handling, transaction persistence, file persistence, and authentication management application. 

In Figure 7 we depict the architecture of the proposed model.  

 

 



 

 

 
              Figure 7: High level architecture Bigchaindb Decentralized application 

 

 

 

Web layer: This layer refers to the platform that interact with the consumer, based on RESTful 

services this layer will interact with the intermediate layer which handles the business logic for storage 

 

Backend layer: The layer will contain the logic of communicating with other information systems and 

applications like for example reading RFID tags, middleware for ERPs, … 

 

Storage layer - Database: This layer contains two databases. The first one is a NoSQL database that 

enable us to record the transactions stored in Blockchain, though the BigchainDB, the second is a SQL 

relational database that will consist of basic details for the transaction of the events  

 

Authentication layer: This layer will enable the authentication system to secure the access to the 

platform through the Web layer. 

 

Retailers first order the final products from the trading brands at the beginning, and the production of 

textile products (TPs) is scheduled according to their due time. Next, manufacturers need to contact 

suppliers and transporters to schedule transportation when the produced products achieve delivery 

strength. The final products are subsequently transported to retailers once a consensus is reached 

among the participants.  The proposed framework could represent information on all operations in the 

textile supply chain, including raw materials information, final products information, production 

information, delivery information and check-in information. 

The Bigchaindb-TSC framework, real time statuses and operation information are shared and 

accessible to all participants, and data are recorded and verified as happened. Once data are recorded, 

it cannot be changed which ensures traceability, and each entity can monitor whether the operation has 

been conducted according to the requirements set forth in the contracts. 

 



 

 

Suppliers, Manufacturers, Trading brands, and Customers are connecting to various Nodes in the 

network, each node connected to the others through Tendermint to ensure security. In a private 

Blockchain there is no chance to access the details of any transaction, the access is available only for 

participants in a transaction who will have knowledge about it.[30]. 

The main element in the Bigchaindb-TSC is the asset, which can represent a physical or a digital item. 

The asset can be registered in the Bigchaindb-TSC by supply chain actors in two ways, during the 

creation of the transaction or during the transfer of the transaction. The flowchart in figure 6 represents 

how the supply chain actor user can interact with the Bigchaindb to create an asset.  

The supply chain actor can create a new transaction which needs an asset. The asset could be already 

created in the bigchaindb but if not, the supply chain actor should create it.  

In this case, the supply chain actor can do a “create” transaction in the system which allows him to 

create a new asset and self-attribute it to become the owner of this asset. 

After that the user should define the transaction conditions to implement the processes (e.g the asset 

cannot be transferred if the contract is not signed by at least three users). 

Transaction condition must be checked to change assets owner or any other operation in the asset, if 

not the transaction will be stored in a staging until all conditions are met. Whenever a new event is 

triggered, it will be stored in the temporary memory for review. 

A Time to live (TTL) variable is defined to determine the time that the transaction stored in the 

Bigchaindb system will be released and cannot be updated anymore, a new transaction should be 

created if we want to complete the released one but the new transaction one will be independent from 

the released one, hence there will be no technical relationship between the two transactions. 

 

 



 

 

 
         Fig. 7. Flow chart model of asset creation by a supply chain actor in the proposed model 

 

 

 

 

5.2. Application of the proposed Bigchaindb-TSC: 

 

The following example is an illustration of a digital asset used in the Bigchaindb-TSC, here a supplier 

adds a new asset. Once the asset is created in the BigchainDB system it cannot be modified or deleted 

anymore.  However, there is a powerful feature of Bigchaindb-TSC which is the capacity to add 

metadata information about the asset. The metadata information enables the user to define key 

performance indicators (KPI) or to monitor any data that varies over time. This could be very helpful 

in the case of setting dynamic data. In this example we use the supplier’s entity and its interaction with 

manufacturer entity. The supplier creates multiple assets to represent fabrics and needs to inform 



 

 

manufacturer if the fabric (represented by the asset) is available or not, in our case we add a metadata 

called stock_status (available in the stock, available but limited quantity, not available).  

 

 

For our specific case we need some data defined bellow, First, we defined some metadata that can be 

used in the process of traceability of a product, this data definition is not static and if need it, can be 

added more fields. This data can change in every transaction, for example, the status id changes in 

every step of the product chain because identifies the action that has been taken for the product itself. 

Metadata : 

{ 

 

"Location": "", 

"Order _ID": "", 

"Product_Description": "", 

"Status_ID": "", 

"Transaction_Date": "", 

"Status_Description": "", 

"Transport_Number": "", 

 

} 

 

Asset : 

 

{ 

 

"Product_ID": "", 

"Product_name": "", 

"Creation_Date": "", 

"RFID_Tag_ID": "", 

"Product_Type": "", 

 

 

} 

 

As shown in fig.8 the proposed solution is applied on a simplified flow of procurement to pay process, 

indeed, the proposed model allows suppliers to create multiple assets. For this example, the supplier 

creates a digital asset representing the fabric with all required information. 

The manufacturer user can query data stored in the Bigchaindb like any other database, he will receive 

the list of available fabrics created by all network suppliers (Figure 11). 

If the manufacturer user decides to buy fabrics for the next production, based on the search query 

result, he can select a fabric digital asset and create a new transaction including the chosen asset 

(Figure 12). 

Then the user defines the conditions for the transaction to be valid.  

The transactions are stored in the Bigchaindb and wait for conditions to be verified to change status 

from a temporary transaction to a valid transaction (which mean recorded into the blockchain). 

When all the conditions are met, the condition become valid and the supplier undertakes to deliver the 

fabrics to the manufacturer as mentioned in the order. 

 



 

 

 
                        Figure 8: Transaction flow of the Bigchaindb-TSC model 

 

Bigchaindb provides two types of operations to execute a transaction which are create and transfer, the 

first one is to create a new asset in the network (as presented in Figure 10), and the second is to 

transfer the ownership to the other address (Figure 11). The example blow demonstrates a transaction 

of creation a new asset. 

Figure 9 shows how a transaction of creation could be defined in the Bigchaindb system while Figure 

11 represents an application of that definition in the creation of an asset and metadata in the network. 

However, Figure 10 represents the payload that we sent to the server node to create a new asset and 

metadata in the network. This payload plays the role of a set of inputs of the Restful API used in the 

simulation of the proposed model. Figure 12 shows how a user “Customer” can interact with the 

BigchainDB platform to search an asset by its name. Figure 13 shows how the transferring of the 

ownership of the asset from the supplier to the manufacturer is done in the BigchainDB Platform. 

Figure 14: Example of creating an invoice in the Bigchaindb Platform.  Figure 14 shows the 

transaction of creating the invoice in the Bigchaindb Platform. Figure 15: Example of sending the 

payment from the manufacturer to the Vendor. The Figure 16 shows that there is a way to verify is the 

payment is done or not as we get a message showing the status of the payment 

 



 

 

The input of the transaction depends on the type of transaction if its CREATE then should have 

exactly one input. A TRANSFER transaction should have at least one input.The owner represents the 

Creator of the transaction. When it comes to the output, it specifies the crypto conditions that must be 

met in the order for that output to be spend/transfer. It also shows how many shares of the asset are 

linked to that output.The amount represents the Number of shares of the asset, The Fulfillment URI 

fulfilling the condition of the output being spent, the public key represents the id of user that 

CREATE/TRANSFER this transaction. In figure 16 we have created an endpoint to check if this 

transaction already exists, and depending on the existence of this transaction, we could check if the 

amount sent is equal to the price of the asset, because of this process the message appears on the 

screen. 

 

 

 

 

 

Depending on the architecture that we proposed to communicate with the Bigchaindb network via 

Restful API, we ran several tests of our RestFul API to verify interaction with the bigchaindb network. 

The examples below show the payload we used and the transaction we got. 

 

Figure 9: Example of a transaction identified by a token and containing an asset and metadata. 

Source: code own made. 

 



 

 

 

 

Figure 11: Example of a response of creating an asset and metadata as shown in the Figure 1. Source: 

code own made 

 

Figure 10: Example of payload that we sent to the server node to create a new asset and metadata in the network. 

Source: code own made 

 



 

 

 

Figure 12: Example of  looking for an asset by its name in the BigChainDB Platform. Source: code 

own made 

 

 

Figure 13:  Example of transferring the ownership of an asset from the supplier to the manufacturer in 

the BigchainDB Platform. Source: code own made 

 



 

 

 

Figure 14: Example of creating an invoice in the Bigchaindb Platform. Source: code own made 

 

 

 

Figure 15: Example of sending the payment from the manufacturer to the Vendor. Source: code own 

made 

 

 



 

 

 
 

Figure 16: Verification of the status of the payment. Source: code own made 

 

 

5.3. The Performance Test: 

 

To demonstrate the performance of the proposed model, we used a scenario based on a random 

number of threads that present the actors in the process. Next, we conducted a performance test to 

determine the number of transactions that the platform could handle per second. 

The node we used for testing is a Linux machine, the operating system is Ubuntu 20.04 LTS. The 

machine has 4 cores in CPU  8 logical processors, and 8Go of RAM, as well as we included the solid 

disk to increase the writing and reading operations. 

 

We used Python 3.8 programming language to create the application, and simulation with 

multithreading, and our Restful API created with micro-framework Flask, we also utilized the plotly 

library to create our visualizations, to test our Restful API we used Postaman tool, also we used 

bigchaindb_driver library v0.6.2 to connect with bigchaindb network.  

 

We launched logistics actors of the procurement to pay process as a thread to simulate interaction with 

Bigchaindb Network as a real time application. 

 
 

The following figure shows the evolution of the number of transactions per second generated by the 

actors. 

 

                     Figure 17: Transactions per second during the elapsed test time. 

 



 

 

 

                    Figure 18: Pie graph with percentage of transaction correct and incorrect. 

 

In our simulation we used a multithreading to represent the actors of the network (in our case the 

supplier and the manufacturer), each actor creates several transactions simultaneously, in our studies, 

we collect these transactions to outline the performance of Bigchaindb in the TSC, and this is by 

calculating the number of transactions that we could handle per second. In the following scenario we 

created 25,600 transactions in total, 25,568 transactions were successfully created in the network and 

only 32 of them failed.  

Hence, BigchainDB API has an average throughput of 10.65 transactions per second (T/s). 

Since blockchain technology based on a multiple node’s server decentralized, we could avoid data 

alteration during the logistic processes, this is achieved by maintaining each operation as a transaction 

that is distributed on the decentralized network.  

The biggest advantage about Bigchaindb is that it is more scalable than other blockchain platforms 

while creating transactions. However, there are some challenges and weaknesses of this technology, 

especially for creating multi-node servers, we had some difficulties in this case. 

 

 

 

 

 

 Algorithm of the presented model: 

 

 

 

 

 

Input: Operations such as ManufacturerOrder, 

             SupplierOrder, 

             RetailerOrder, 

             Delivery, 

             NoAction, 

Output: Information Messages, such as Ownership  

 

Algorithm for the Bigchaindb-TSC model 

 



 

 

of Asset, Error and Abort, No Action required 

if (Operation == SupplierOrder) then 

 If RawMaterials.Metadata.StockStatus  is available then 

  if Conditions are met then 

   Start(Operation) = Delivery 

   Message(Start delivery operation) 

  else 

   Message(Waiting for conditions to be met) 

  end if 

 else 

  Message(Raw Materials is not available, 

                               Transaction cannot be done) 

 end if 

end if 

if (Operation == Delivery) then 

 if (Track.Metadata.Available == "Available”) then 

  if (Delivery_Date < Expiry_Date) then 

   if Conditions are met then 

    Message(Items are delivered in time) 

   else 

    Message(Waiting for conditions to be met) 

   end if 

  else 

   Message(Items is not delivered) 

  end if 

 else 

  Message(No track is available) 

 end if  

end if 

If (Operation == ManufacturerOrder) then 

 if Fabric.Metadata.StockStatus is available then 

  if Conditions are met then 

   Start(Operation) = Delivery 

   Message(Start delivery operation) 

  else 

   Message(Waiting for conditions to be met) 

  end if 

 else 

  Message(Fabric is not available, Transaction cannot be done) 

 end if 

end if 

If (Operation == RetailerOrder) then 

 if Product.Metadata.StockStatus is available then 

  if Conditions are met then 

   Start(Operation) = Delivery 

   Message(Start delivery operation) 

   Message(Product ownership changed to End User) 

  else 

   Message(Waiting for conditions to be met) 

  end if 

 else 

  Message(Product is not available, Transaction cannot be done) 

 end if 

end if 

if (Operation == No Action) then 



 

 

 Message (Nothing to do, transaction remain in the same state) 

end if 

-- "Conditions" fonction 

all_condition_met = True 

for each User in [Users_List] do: 

 if User has not signed then 

  all_condition_met = False 

  Message (One or more user has not signed the transaction) 

 end if  

return all_condition_met 

 

 

 

6. Evaluation 

From a transparency perspective, the presented model offers features that do not exist in the actual 

information systems. To validate our proposed framework, we will use one of the most important 

factors in the textile industry which is quality. A case study has been conducted in company X, an 

international textile manufacturer. In this company, supplier evaluation and selection are made by 

quality assurance team and purchasing managers. In fact, this team receives a list of contracted and 

new suppliers, they review them and after that they suggest a list of potential suppliers. Then the 

decision is discussed at a meeting between purchasing managers and quality assurance team members. 

This process has always led to misunderstandings and inconsistencies in the decision taken because of 

subjective factors like for example the performance of the presenter and participants subjective 

feelings in the meeting which could affect the evaluation and the decision about suppliers. Moreover, 

the product quality criteria used by the quality team members to assess the products proposed by the 

suppliers were not explicitly known or shared with all the stakeholders which usually led to doubts 

about the decision taken regarding the overall product quality. In one of the previous studies that 

focuses on the impact of information sharing on product quality, the authors showed that in the textile 

sector, the quality of the finished product is impacted by several factors including how information 

and data are shared in the supply chain [69]. 

Based on this approach, we used an evaluation model which take into consideration product quality 

costs. In fact, we are going to demonstrate that the sharing of information between quality team during 

the assessment and the selection of suppliers with purchasing managers would impact the revenue 

attained by the manufacturer in the case of a company X operating in textile industry, the data is 

collected through a series of interviews with 5 representatives of quality assurance team and 

purchasing managers. 

Notations: 

- 𝑅𝐺  is the net revenue attained by the manufacturer when he accepts the supplier’s product and 

it is not defective. 

- 𝑅𝐵 is the revenue attained by the manufacturer when he accepts the supplier’s product and it is 

defective. 

- 𝐼𝐵 is the net revenue received by the manufacturer rejects a product in the incoming 

inspection. 

- 𝑅𝑀 is profit of the manufacturer 

The product quality related cost in this work represents the loss related to the detection of poor 

quality and correcting defective products. It can be external and internal failure cost [71] 



 

 

External failure cost refers to the cost related to the defective products found after the delivery and 

internal failure cost is the cost for correction while the defect is detected before the delivery. 

Moreover, we will consider the penalty W paid by the supplier to the manufacturer in the case of 

the internal failure and the penalty X in the case of external failure.  

Thus, the external failure cost can be expressed as: 

 

 

Where 𝐶𝑟   represents the Repair cost which includes the cost when the manufacturer needs to 

repair and replace the product if the customer returns the products. 

The internal failure cost refers to the profit loss from production employed by the manufacturer to 

rework the product or sometimes to buy it from another supplier. 

It can be expressed as below:  

 

 

Where 𝐶𝑤 is the cost for ordering from backup production which means employing an extra process to 

rework the defective product from Supplier, and Z represents the penalty paid by the manufacturer to 

the store retailer when the defection is detected after delivery. 

- The profit of the manufacturer is expressed as:         𝑅𝑀 =  𝑅𝐺 +  𝑅𝐵 +   𝐼𝐵   

 

The application of the BigchainDB- TSC model: 

In this case the supplier screening and evaluation is assured with the implication of both purchasing 

managers and assurance quality team members who share the criteria to assess the quality of products. 

The use of BigchainDB will ensure the objectivity of the supplier's screening through its anonymity, in 

fact throughout its evaluation period it will be presented by a private key in the blockchain and it will 

only be selected if the criteria imposed by the two stakeholders are respected, this verification will be 

done in the blockchain using the defined conditions. 

By using BigchainDB we will be able to ensure the objectivity of the decision, the verification of the 

criteria of all the stakeholders which will ensure the right choice of the supplier. If one of the 

participants would like to add criteria or change the priority of criteria, it will only be validated after 

the confirmation of all the participants. By this approach, the risks in upstream the supply chain would 

be minimized which going to minimize product quality costs. The quality team members inspect the 

received raw materials from suppliers, if the quality characteristics of received products meet with the 

requirements and the agreements in the contracts the process of production could be triggered, and the 

validated characteristics of the products will accompany the products during all the transformation 

process to ensure the traceability. In this case the manufacturer attains a net revenue of 𝑅𝐺. If the 

quality team members during the inspection detect defective products, they will share the information 

with all stakeholders including suppliers and purchasing managers to manage the rejection of those 

products which implies supplementary costs of ordering from backup suppliers 𝐶𝑊 and the payment of 

a penalty W by the supplier. In this case the manufacturer attains a net revenue of 𝐼𝐵 .But if the quality 

team members during the inspection do not detect the defective products or detect it and don’t share it 

with stakeholders to take the right decision about it, those products will be accepted, and the late 

detection of the defection will imply costs 𝐶𝑟 of reparation and maintenance and a penalty X paid by 

 𝐹𝐸 =  𝑅𝐺 −  𝑅𝐵 = 𝐶𝑟 − 𝑋 

 

 

 𝐹𝐼 =  𝑅𝐺 −  𝐼𝐵 = 𝐶𝑊 − 𝑊 + 𝑍 

 𝑅𝐵 =  𝑅𝐺 −  𝐶𝑟 + 𝑋 

 

 

 𝐼𝐵 =  𝑅𝐺 −  𝐶𝑊 + 𝑊 − 𝑍 
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the supplier. If the defection is detected by the final customer, this will imply cost incurred from 

selling a defective product which going to negatively impact the reputation of the manufacturer. This 

could be represented as reputational cost which represents the opportunity cost of lower sales related 

to the customer dissatisfaction. The reputational costs could not be calculated for this reason we are 

going to assume that when the defection is detected after the delivery the manufacturers pays a penalty 

Z to the store retailer. 

Results: 

Figure 19 shows the results of the application of both approaches on the different revenues and the 

manufacturer profit. The main idea of this calculations is the comparison and the analyze of the 

benefits if we apply the BigchainDB model rather than the traditional approach. For example, as 

presented the figure 1, if we compare 𝑅𝐺 the net revenue attained by the manufacturer when he accepts 

the supplier’s product and it is not defective, we notice that the average revenue in the BigchainDB 

model is greater than the average revenue in the traditional approach, same for 𝑅𝐵and 𝐼𝐵. In this 

BigchainDB model, the evaluation and the screening of suppliers has been changed which led to the 

choice of another supplier who meets the selection criteria which led to the choice of another supplier 

who respects the selection criteria imposed by the quality team and purchasing managers.BigchainDB 

also ensured the objectivity of the results to establish the honesty and the subjectivity of the decision 

which reduced the defects detected during the quality inspection upon receipt of goods and the related 

costs it reduced the costs associated with a second order for the same product. BigchainDB has also 

contributed to the reduction of quality defects detected after the delivery of the product to the customer 

since sharing of information related to the quality of the products is done at each stage of the 

transformation of the product. 
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Figure 19: Revenue’s calculation results in the cases of traditional approach and BigchainDB model 

 



 

 

7. Conclusion: 

 

Nowadays, traceability has become a primordial subject in the context of complicated supply chains. 

A typical textile supply chain is made up of several actors who are scattered over the globe, and who 

have varied specialties with very different rules and standards governed by local systems [38]. As a 

result, it becomes more difficult to collaborate with the suppliers of the fabrics if the data are not well 

recorded in the system through all the links of the supply chain. In this context, this article presents 

Blockchain integrated Big data framework for improving supply chain traceability and information 

sharing in textile sector. In this work, we proposed a new approach which is a shared traceability 

system based on blockchain technology and big data and explored the challenges in scaling 

blockchains in general. Furthermore, a scenario was presented to show how it works in the textile 

supply chain with Bigchaindb. This system will deliver real-time information to all supply chain 

members on the status of textile products, which will extremely reduce the risks related to centralized 

information systems, and enable more secure, distributed, transparent, and collaborative system. 

Moreover, the evaluation of the proposed framework has demonstrated its positive impact on the 

manufacturer profit in the case of a textile industry. The proposed traceability framework shows also 

that brand owners can have better information about their supply chains. In the case of quality 

problems or a recall, this information can be efficiently utilized to track-back the involved actors to 

resolve the issue. Nonetheless, present article provides a framework to handle the situation related to 

traceability implementation in the textile supply chain. The next step would be to study the costs of 

BigchainDB implementation in an actual textile supply chain with real requirements, which would 

provide a better comprehension of the financial part and will contribute to the refinement of this 

framework. Subsequently, future research may further research about different aspects of this model 

like for example volume, velocity, and variety of exchanged information (the size, the type and time of 

transmitting and receiving information within the chain), outcome from sharing information (in the 

same chain the number of information shared Vs total information available), level of traceability (in 

one node of the chain, the capacity of access to strategic information available within the chain). 
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