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Introduction

The emergence of biological or computer viruses are likely to generate specific or systematic risks, with as a corollary a destabilization of the functioning of society, organizations or companies, municipalities or regions, and more generally the international economy and the markets. Moreover, as we have clearly seen that during the Covid-19 health crisis, the use of digital and teleworking, requiring the increased use of digital or computer resources, has accelerated. In this context, we could imagine the worsening of the vulnerabilities of organizations and economic, political or social institutions in the face of the emergence of computer viruses through cyber-attacks. Even as organizations are increasing their experience or learning curves in the fight against cyber attacks, through better management of IT security risks, they are beginning to mobilize modeling techniques, with the aim of " have a better financial or functional quantification of their exposure to computer threats. It therefore becomes necessary to create defensible, transparent and enforceable financial models to quantify cyber risks, possibly using an integrated approach to cyber risk that uses the business or mission environment to support decision making and to forecast performance related to risk mitigation measures. A quantification of cyber risks will better inform the leaders or boards of directors of organizations, with the objective of establishing a process for managing business risks and complying with regulatory requirements. For example, managers of organizations will learn how to assess, for example, their value at risk of a cyber attack and how to manage the risk factor. The emergence of covid-19 has changed the world of work, creating new challenges for businesses and other institutions. Businesses and other institutions by promoting remote work have accelerated digital transformation and made cyber security one of the biggest challenges nowadays. Cyber security consists of technologies, processes, and controls designed to protect systems, devices and data from attacks (theft, breaches, or damages). If cyber security risks are neglected, they can have negative impacts on operations, legislation, compliance, and reputations governing digital transformation. The coronavirus pandemic and the growth of remote work were seen as a major cause of the increase in cyber attacks. The increase in cyber crime urges financial and economic actors to hedge against the costs of cyber risk. According to PriceWaterhouseCoopers, cyber risk is any risk associated with financial loss, damage to an organisation's reputation, or disruption to its business resulting from the failure, and unauthorised use or misuse of its information systems. With this in mind, insurers are offering core policies as tools to improve the resilience of economies. However, they face problems in financially quantifying cyber risk. According to the IBM Cost of Data breach 2020 report, the average cost of a data breach resulting from the transfer of operations to a fully online experience that supports remote work, for example, is $ 137,000. With the growth of the cyber insurance market, cyber risk analysis requires consistent and reliable data, especially in the context where the amount of financial loss is volatile (Mathews, 2019). Quantifying this emerging and evolving risk is a difficult task for a specialist of the cyber risk insurance.

Several tools have been developed in the literature to detect, analyse and quantify cyber risk, especially in the analysis of the occurrence of extreme events. The occurrence of extreme events generates significant losses for businesses. For this reason, it is important to focus on the financial quantification of these losses, in order to provide for adequate loss coverage. In other words, quantifying the costs incurred by the occurrence of extreme events gives insurance companies an idea of whether or not cyber incidents are insurable.To be able to quantify cyber risks, it is important to first identify, analyse and classify them. For a variety of reasons, companies are the target of several attacks on a daily basis. Competitors, foreign security services, activists, and criminal networks, to name but a few, all attempt to gain access to company resources. These groups are responsible for disrupting business operations, violating data and trade secrets. This is done in order to gain more power, influence, or the downfall of a competitor. As the number and quality of attacks increases, so does the need to protect against them on a daily basis by adopting a systematic approach to cyber risk management. To adopt an approach to manage cyber risk, we need first to understand it and how the insurance market on cyber risk works. We need to understand the different forms of cyber attacks and the possible loss they each generate so that we can better characterise the phenomena and take appropriate actions. The purpose of this work is therefore to use machine learning and different fat tail probability distributions to propose a management model for the financial quantification of cyber risk. We will analyze the losses generated by cyber risk using machine learning tools such as regression trees, enabling us to construct clusters of cyber incidents. The main objectives of this work are as follows : outline some statistical distributions that fit the cyber risk claims data, build machine learning models for the analysis of cyber risk data and to understand the origin of the risk data heterogeneity, discuss the accuracy of the proposed cyber risk claims quantification models.

The rest of the paper is organized thus: in Section 3, we make a description of the data used for this research. In section 4, we devellop the machine learning models, in particular regression trees, random forest and bayesian network and we discuss about the result obtain in each of this models. In section 6 we discuss about the Extreme Value Theory and present the result of our simulation. 8, for discussion and the conclusions.

Background and Related Work

Risk analysis aims to identify risks to a company's assets, its wider values, including, perhaps most importantly, its people. It is an essential method for cybersecurity, even more so with the migration of most business activities to digital solutions. It enables organisations to address the cyber threats that affect them and to decide on the priorities for defending their assets. It also allows insurers to offer risk coverage solutions to policy holders. Many risk analysis methods are present in cybersecurity models. However, most of them use risk matrices, which have shortcomings that can lead to suboptimal resource allocations. This is because of the difficulty of quantifying and controlling cyberrisks. Several analyses have been made on this subject. Analyses around the different types of attacks and their groupings, the frequency of occurrence of these, and their impact on businesses. In particular, studies have been done on losses generated by cyberrisk and their actual quantification. Cyber breaches can occur intentionally (i.e. a cyber attack) or unintentionally (i.e. accidentally deleting the information in a computer system).

The increase of digitalization has led to a significant increase in the risk of exposure to cyberattacks, especially inf the face of the COVID-19 pandemic. For example, in 2020 SolarWinds was subject to a massive cybersecurity attack that spread to the company's customers. Solar-Winds is a major US information technology company. Its supply chain was the subject of a cyberattack that spread to its customers and went undetected for months, as Reuters reported in December. Foreign hackers were able to use the hack to spy on private companies such as the elite cybersecurity firm FireEye and the upper echelons of the US government, including the Department of Homeland Security and the Treasury Department. It created a back door known as "Sunburst" in the supply chain. This was then distributed to Solarwids' customers as a routine software update. Over 13,000 customers were compromised. Customers in Asia, Europe, the USA, and the Middle East. The attackers are believed to have exploited cloud services to carry out their hack. This attack shows how damaging unknown cyber threats can be when no one is aware of the vulnerability except the attackers [27].

In computer science, a cyberattack is the coordinated set of malicious actions conducted through cyberspace by Classic Hackers, Mercenary Hackers Hacktivist which aim to damage, break into or disrupt a computer network or system in order to harm the company or a third party. The consequence of a cyberattack is that it undermines the confidentiality, integrity, or availability of a computer or the information resident on it. There exists different types of cyberattacks and with security threats evolving at a rapid pace, companies are not able to fully secure their cyber infrastructure, despite the considerable budgets allocated to cybersecurity. Traditionally they have relied on anti-virus and anti-spam software, firewalls and several other tools to secure their electronic data. However, PricewaterhouseCooper(PWC) in 2017 reported that 46% of economic frauds in Canada were related to cybercrimes. The techniques frequently used by attackers were phishing emails (58%) and Malware,(short for malicious software) (45%).

Types of Cybers Attacks

There are a varied number of attack types that businesses are exposed to on a daily bases. Paving a path to insurability requires first that these be laid bare, as they will enhance our understanding of the threat posed. Some forms of cyber risk include:

1. Botnet infection: This type of malware, after infiltrating a computer, waits for instructions from the people who coded it. Hundreds of ordinary computers compromised by a malicious bot (malware) can be used to carry out coordinated actions such as attacking a company to take it offline or to infiltrate its data center.

2. Spam Propagation : One of the company's computers sent out spam, due to malware specifically designed to turn computers into spam factories. In addition to wasting company resources, this type of email can also damage the company's reputation.

3. Malware Servers Malware server hosts a website that injects malicious code into a visitor's browser, often installing new malware on the visitor's computer. It lures visitors by claiming to have interesting content, exclusive videos, etc., and then attempts to trick them into installing its malware, disguised in various ways. Malware servers can also serve as spam servers, in which case they include Trojans or others.

Denial of service:

In this type of attack, a malicious node sends a message to the healthy node and consumes network bandwidth. The main objective of the malicious node is to occupy the healthy node in the network. If a message from an unauthenticated node arrives, the receiver will not receive this message because it is busy and the rookie has to wait for the receiver's response. [START_REF] Mohan | Network security and types of attacks in network[END_REF] 5. Blackhole attack: This is one of the advanced attacks in which the hacker uses the routing protocol to advertise himself as having the best path to the node whose packets he wants to intercept. It uses the flooding-based protocol to list the initiator's route request, and then the hacker creates a response message that he has the shortest path to the receiver. As this message from the hijacker has reached the initiator before the response from the current node, then the initiator will consider that it has the shortest path to the receiver. Thus, a malicious false route is created. [START_REF] Mohan | Network security and types of attacks in network[END_REF] The presence of this type of threat in a company's history significantly increases the chances of another loss, so these are criteria that should be taken into account when pricing a contract.

Machine learning methods and cyber risk

Machine learning methods are artificial intelligence (AI) methods that give designed systems the ability to automatically learn and improve from experience without being explicitly programmed. [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF] uses regression trees on public dataset (Privacy Rights Clearinghouse) to classify the type of incidents and quantify the loss generated by them. Kilincer et al [START_REF] Firat Kilincer | Machine learning methods for cyber security intrusion detection: Datasets and comparative study[END_REF] in their paper used public datasets (frequently use to construct IDS systems) with a machine learning approach (KNN, DT and SVM). Intrusion and Detection Systems(IDS) are systems that monitor a network for malicious activity or policy violations and generate alerts to report intrusion attempts. As a result of their research, it has been observed that the DT classifier is more successful than the other classifiers used in terms of classifier performance. Mohamed Amine Ferrag et al, provides a review of intrusion detection systems based on deep learning approaches.

[15] provides in their paper, a comparative study of the deep learning approach especially seven deep learning models (recurrent neural network, restricted Boltzmann machines, deep neural network, deep belief networks, deep Boltzmann machines convolutional neural networks and deep autoencoders) for IDS. The comparative criteria were model accuracy, false alarm rate, and detection rate.They used this to classify 35 well-known cyber datasets into seven categories. [START_REF] Rahim Taleqani | Machine learning approach to cyber security in aviation[END_REF] used machine learning techniques for the cyber threats in the aviation industry. Their results show that machine learning is a promising approach to identify and immunize against threats. Thanthrige, U.et al. [START_REF] Sampath | Machine learning techniques for intrusion detection on public dataset[END_REF] used different machine learning techniques to evaluate Aegean WI-FI Intrusion Dataset. Their results show that feature reduction can be used to better analyse the different methods in terms of accuracy, processing time and complexity. [START_REF] Chauhan | A comparative study of classification techniques for intrusion detection[END_REF] compared different classifiers on the NSL-KDD dataset and concluded that the Random Forest model performed best in terms of accuracy, precision, and efficiency. Similarly, the following work shows remarkable performances for Random Forest models: [START_REF] Sayed | Comparison of classification techniques applied for network intrusion detection and classification[END_REF]. All this research allows us to understand and analyse the behavior of cyber attacks to be able to quantify the loss generated by them or even to predict and cover them.

Loss generated and Insurability of cyber risk in the insurance market

According to [START_REF]Ffiec information technology examination handbook: Information security[END_REF], a cyberattack is an attempt to damage, destroy data, disrupt or gain unauthorized access to a computer, system, or network. Unauthorized access can result in the destruction or theft of confidential or sensitive information or the loss of control of an organization's internal and external information systems. It can also provide cyber attackers with a gateway to other organizations via shared networks or common entry points. The possibility that an isolated cyber attack could have consequences for the entire financial system is called systemic risk. Business interruption is sometimes caused by a cyberattack, which results in additional expenses for the company, loss of profits, and the cost of replacing equipment. For example, a university that conducts its academic activities on the Web will not necessarily have its equipment physically stolen or its office and/or storefront damaged. However, it could very well fall victim to a cyberattack, which could damage the infrastructure that facilitates academic operations and allow for the theft of data, such as students' personal information, and possibly even changes to it. A breach is defined as an event in which a medical record or financial record or a person's name or debit card is potentially used without authorization or put at risk whether in electronic or paper form. [START_REF]Cost of a data breach study: Global overview[END_REF] In the study conducted by [START_REF]Cost of a data breach study: Global overview[END_REF], three main causes of data breaches were identified as malicious or criminal attack, system failures or human error. They noted that the costs of a data breach vary depending on the cause and the safeguards in place at the time of the breach. Because of the lack of quality data, evaluating and predicting the costs of cyber incidents have been a struggle in many sectors. The losses generated by cyber events are so much volatile, and many companies are interested to understand the phenomena. It is the case of insurance carriers, and firms at risk of suffering breaches [START_REF] Romanosky | Examining the costs and causes of cyber incidents[END_REF]. [START_REF]Cost of a data breach study: Global overview[END_REF] report 3.36 million US Dollars in 2018 of the average cost of lost data breaches. The health care sector was the sector that had been more affected, followed by the financial and insurance branches. Empirical research has been conducted, and the result gave insights into the relationship between the loss generated by cyber events and the number of records of cyber events [START_REF] Romanosky | Examining the costs and causes of cyber incidents[END_REF]. Using the Ponemon data [START_REF] Jacobs | Analyzing ponemon cost of data breach[END_REF] modeled the cost data breaches and privacy violations by the following regression model log(impact) = 7.68 + 0.76 log(records)

where "impact" refers to the cost of data breaches and "records" refers to the numbers of records compromised. [START_REF] Romanosky | Examining the costs and causes of cyber incidents[END_REF] noticed that this model is an informative model and it show the increase of the trend between the compromised records and the loss generated. The author of [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF] updated the formulation with more information in the dataset (the number of records increase) and obtained the new following model log(impact) = 9.59 + 0.57 log(records) (2)

Florian Pons [START_REF] Pons | Etude actuarielle du cyber-risque[END_REF] also developed a model for the financial quantification of incidents according to the total number of compromised records. He has indeed deduced a relationship between the number of compromised records and the cost of personal data breaches. He created two models from Ponemon data. In the end,the best model was the linear regression, which he found to be more relevant than the copula model, which overestimated the cost of data breaches. The formula below is for the United States of data leakage incidents where the number of compromised records per incident is less than 100 000 :

log(impact) = 7.546 + 0.772 log(records) + (3) 
with σ( ) = 0.516 where impact is the cost of the data breach, records the number of compromised records, the noise and log the natural logarithm. Biener, et al. [START_REF] Biener | Insurability of cyber risk: An empirical analysis[END_REF] discuss in their paper the insurability of risk. They extracted from a database of operational risks and analysed the statistical properties of 994 cases of cyber losses. Based on the empirical results and recent literature, they studied the insurability of cyber risk by systematically examining several risk insurability criteria of Berliner (1982).The results point out that the characteristics of cyber risks are distinct from other operational risks. They highlight significant problems resulting from highly interdependent losses, lack of data, and severe information asymmetries.

References Year Methods

Data used Perfomance Kilincer et al. [START_REF] Firat Kilincer | Machine learning methods for cyber security intrusion detection: Datasets and comparative study[END_REF] 2021 KNN, DT CSE-CIC IDS-2018, Accuracy, precision and SVM UNSW-NB15, ISCX-2012, ISCX-2012, NSL-KDD and CIDDS-001 data sets, Farkas, S. et al [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF] 2021 DT and GDP PRC database -Ferrags, M. et al [START_REF] Amine Ferrag | Deep learning for cyber security intrusion detection: Approaches, datasets, and comparative study[END_REF] 2020 

Data Description

For a long time, there have been insurance contracts against damage to property by a third party, theft, or interference with the proper functioning of a company's services, etc. However, with computerization, the risks have changed and knowledge has become a strategic asset. We live in a world governed by data, which today reflects our modern life to the point of being one of the most essential and strategic resources of organizations. Cyberrisk today is not just for the banking sector. Nowadays, cyberrisk concerns all the sectors that use network to run their activities. A huge challenge for the insurance market is the lack of cybercrime data needed to develop competitive policies. Actuarial calculations are known to be based on historical data, as is the case for common products such as motors insurance, which accounted for 42.2% of claims written in 2015 [2] . In addition, net claims made by policyholders amounted to over $15 billion [START_REF]insurance fact[END_REF]. Historical data is important as it allows the insurer to assess the possibilities of potential risk. Such a practice is not facilitated within the Canadian cyber insurance market unlike the US market [START_REF]cyber risks implications for the insurance industry in canada[END_REF]. This may be due to the US legal approach to cyberattacks and adverse selection. The cyber insurance market is much more developed in the US. This is partly due to the proactive measures taken by their government. In 2002, the US government enacted several laws that require companies, when breached, to inform the public and their customers. These laws have significantly increased cybersecurity awareness and demand for cyber insurance [START_REF] Eling | What do we know about cyber risk and cyber risk insurance[END_REF] . Insurance companies and the government can venture into a partnership that promotes cybersecurity by fostering a preventative and resilient approach [START_REF]cyber risks implications for the insurance industry in canada[END_REF]. Indeed, it can be argued that if the government forces companies to disclose their cyber incidents, this can allow insurance companies to accumulate a considerable amount of data. In turn, with the vast data accumulated, insurance companies can help the government develop a stronger cybersecurity policy and improve cybersecurity tools to prevent any further attacks that could compromise the nation's classified information. With the continued shift to digital services, many businesses are looking to purchase coverage that will protect them from corporate espionage, attacks that compromise their operating systems or hold their files hostage [START_REF]cyber risks implications for the insurance industry in canada[END_REF]. However, most cyber insurance policies available in the Canadian market do not fully cover these losses [START_REF] Eling | What do we know about cyber risk and cyber risk insurance[END_REF]. The dataset we will use in this study is provided by the Privacy Rights Clearinghouse (PRC). The PRC is a nonprofit organization protecting privacy. This database is one of the publicly available databases on cyber events where we have an association of the quantification of the severity of a claim. The PRC database does not directly provide the loss associated with an event but indicates the number of compromised records. This number is correlated to the financial impact of the claim, which was approximated by a formula given in 1 [START_REF] Jacobs | Analyzing ponemon cost of data breach[END_REF].

Our work is based on the dataset download in May 2021, corresponding to cyber events on companies in America. Each cyber event is caracterised by the type of the breach, the company name, and sectors of activities, the geographic position of organization, the number of records affected by the breach, and a description of events. The following In [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF], they group the source of release into four groups: the US Government Agencies on the federal level, US Government Agencies on the state level, Media, and Non-profit organizations.

The fact that the data is provided by different sources introduces heterogeneity among the reported events since we have a particular kind of claim for each source report. Table 3 shows the description of the company's activities sectors and the descriptions of the types of data breaches as labeled in the PRC database. The type of breaches PHYS includes the papers that are lost, discarded or stolen. They are not related to cyber issues, so in our analysis, we remove them. The table 3 is the summary of the total number of Records for each source of information. We observe that the maximum number of records affected is 3 000 000 000 and it corresponds to the source of information : Media. Figure 1 shows that the most frequent breach over the years is HACK, which is described by the malware infection. Figure 1 shows that the type of organisation most affected is BSO describe by business and others.

Acronym Definition

Figure 2: Data breaches listed in the PRC database through time and depending on the source of information.

Machine Learning Models for Record Size Prediction

In practice, computer programs are relevant for automating repetitive task, i.e solving problems whose solutions we already known. Machine learning consists of programming algorithms to automatically learn from data and past experience, an algorithm seeking to best solve a given problem [START_REF] Jaime G Carbonell | An overview of machine learning[END_REF]. Machine Learning (ML) leans on several disciplines namely:The first is Statistics which it uses to infer models from data, Probability which it uses to capture the randomness inherent in the data and learning problems. It also leans heavily on disciplines such as Artificial Intelligence for studying simple pattern recognition tasks that humans do (such as recognising numbers),this is because it is a branch of automated learning called symbolic learning which is based on logic and knowledge representation. Furthermore, Machine Learning exploits in great measure the theory of optimisation for improving the performance criterion in order either estimate the parameters of the model or determine the best decision to take given an instance of a problem. A final feature in the list of disciplines which constitute the foundation of machine learning in computer science, whose value to machine learning rest solely on the fact that programming complex algorithms is at the core of every machine learning activity, and these algorithms can sometimes be very greedy in terms of computing time and memory use. With this multidisciplinary dimension, machine learning can solve several types of problems.There are two halves to machine learning, namely : Supervised learning and Unsupervised learning.

In the case of supervised learning, the data used for training is already "labelled". Therefore, the Machine Learning model already knows what it should look for (pattern, element...) in this data. At the end of the training, the trained model will be able to find the same elements on unlabelled data. [START_REF] Oladipupo | Types of machine learning algorithms[END_REF] Unsupervised learning, on the other hand, involves training the model on unlabelled data. The machine goes through the data without any clues and tries to discover recurring patterns or trends. Unsupervised models include clustering models (to find groups of similar objects), association models (to find links between objects), and dimension reduction models (to select or extract features) [START_REF] Oladipupo | Types of machine learning algorithms[END_REF].

In our work, we focus on supervised learning. However, there are two types of sub-problems in supervised learning: the Regression problem, when the target value to be predicted is continuous, and the classification problem, when the target value to be predicted is discrete. We focus on the regression tree method and more generally on the ensemble methods the including random forest.

Regression Trees

Regression trees are non-linear supervised learning methods that deal with multiple regression problems. [START_REF] Ian H Witten | Practical machine learning tools and techniques[END_REF] Since it allows us to perform classification and regression simultaneously, we can use it as a method to understand the origin of the heterogeneity in data [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF]. They learn simple decision rules inferred from the features. We use these models to ask a series of questions based on features and consequently dividing the space of the features into regions and then make a simple prediction in each region [START_REF] Ian H Witten | Practical machine learning tools and techniques[END_REF]. Consider data with variables and labels {x i , y i } m i=1 , where x i ∈ R n , and the targets variable y i ∈ R. Regression trees aim at determining rules to group observations in classes depending on the values of their characteristics {x i } [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF]. At node d, we call our data D d and the number of samples as N d . Using regression trees, it is possible to split into "left" and "right" partitions. The split parameter is θ = (i, t d ) with feature i and threshold

t d . D d is partitioned into D L d (θ) and D R d (θ)
, where L and R denote "Left" and "Right" such that :

D L d (θ) = {(x, y)|x i ≤ t d } (4) D R d (θ) = D d \ D L d (θ). (5) 
We perform the split of the data in an iterative way, by finding, at each step, an appropriate simple rule to separate data into two homogeneous classes. The procedure of splitting has two phases: a grouping phase using CART algorithm and a pruning step to extract a subtree from the decomposition obtained in the growing phase [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF]. Figure 5 shows an example of regression trees, which are used to predict the price of cars. In each level we have some split rule for example, on level one we decide on the fact that the Horsepower is less or greater than -0. 

The common impurity functions for regression are Mean Squared Error, and Mean Absolute error. The impurity function measures the degree of purity of a region containing data points from possibly different classes [START_REF] Ian H Witten | Practical machine learning tools and techniques[END_REF]. The regression trees have many advantages such as they need for little data to train, and ability handle both types of data (numerical and categorical). Regression trees are not considered as a black-box method because we know what happens with the computation and it is easy to interpret the results. Unfortunately, it is unstable and easily suffers from over-fitting, unstable in the sense that a change in the data can easily change the results. Also, it is sensitive to data imbalance. Imbalanced data refers to the dataset where the number of observations per class is not equally distributed. To overcome this problem of instability, random forests have been designed. They use this instability as an advantage by bagging the model, which results in a more stable model.

Random Forest

The Random Forest model is a set of regression trees, which can be used for regression or classification. For prediction in the case of regression, the result is the average of the tree results [START_REF] Biau | A random forest guided tour[END_REF]. In the random forest model, it is sufficient to estimate the desired regression tree on many bootstrap samples (re-sampling the data several times with replacement and re-estimation of the model) and to make the final prediction the average of the predictions of all trees. Random Forest allows for the construction of several decision trees in a random manner. This is why this approach is called the ensemble method [START_REF] Angelo | A survey of random forest based methods for intrusion detection systems[END_REF] where a multitude of "weak" models are combined to create a robust model. Once this model has been built, new data is "thrown" into all the trees, which vote for the output class: for regression, by averaging, and for classification by majority vote.

The Random Forest model is a simple model to set up, as a Random Forest combines regression and classification, which saves time on data preparation [START_REF] Angelo | A survey of random forest based methods for intrusion detection systems[END_REF]. In this model, there is less risk of "overfitting" (cases where the model fits the data perfectly but generalises very poorly). Figure 4.2 shows an example of random forest prediction. Here, we have more than one tree, and we combine the trees to get a random forest model. We observe that the output of the architecture is the average of all the predictions given by each regressions tree. Random Forest models are suitable for solving the classification and regression problem compared to other commonly known machine learning methods because they have the following advantages: Low learning time, O(n log(n)), and fast prediction [START_REF] Ian H Witten | Practical machine learning tools and techniques[END_REF]. The resilience to unbalanced datasets; the integrated feature selection method and intrinsic metrics to rank features according to their importance, and the ability to natively handle categorical and continuous features. Random Forest is an ensemble method, which predicts on the basis of the results of a collection of several regression trees [START_REF] Angelo | A survey of random forest based methods for intrusion detection systems[END_REF]. Resampling using the bootstrap approach is used to create each tree in the "forest". In addition, at each node split, a subset of features are randomly selected and the selection of the split variable is done on this subset. The predicted value is the majority vote, for classification. The approach is due to [START_REF] Breiman | Random forests[END_REF]. Essentially, there are two parameters to set on Random Forest models: mtry -the number of randomly selected features to be considered in each model in each division; and ntree -the number of trees in the model [START_REF] Angelo | A survey of random forest based methods for intrusion detection systems[END_REF]. There is a trade-off in mtry as high values increase the correlation between tree, but improve the strength (accuracy) of each tree (e.g. the number of trees) [START_REF] Breiman | Random forests[END_REF]. Set P 0 = {[0, 1] p } the partition associated with the root of the tree.

Algorithm

7:

For all 1 ≤ l ≤ a n , set P l = ∅ 8:

Set n nodes = 1 and level = 0 9:

While n nodes < a n do 10

If P level = ∅ then 11: level = level + 1 12:

Else 13:

Let A be the first element in P level 14:

If A contains less than nodesize points Then 15:

P level ←-P level \{A} 16:

P level+1 ←-P level ∪ {A} 17:

Else 18:

Select uniformly, without replacement, a subset 19:

M try ⊂ {1, • • • , p} of cardinality mtry.

20:

Select the best split in A by .optimizing the CART-SPLIT criterion along .

the coordinates in M mtry 21:

Cut the cell A according to the best split. Call A L and A R the two resulting cells.

22:

P level ←-P level \{A} 23: 

P level+1 ←-P level ∪ {A L } ∪ A R 24: n nodes+1 =
M,n (x, θ 1 , • • • , θ m , D n ) at the query point x.
The figure 4.2 shows the illustration of random forest model. We use a set of trees(tree1, tree2, ...., tree3) to build the model, and at the end for the case of regression problem we take average of all predictions. Table 5 shows the difference between regression trees and random forest, in terms of accuracy, overfitting, complexity.

Regression Trees Random Forest Accuracy

Less accurate results

More accurate results

Overfitting Possibility of overfitting

Reduced risk of overfitting Complexity Easier and simpler to understand, More complex interpret and visualize 

Cyber risk Predicting using Machine Learning

The main problem discussed in this essay is to build a predictive model to automatically predict the number of records affected in a cyberattack based on available data. The idea is that, given a structured, heterogeneous, and public data source containing information about companies and types of attacks, the machine should automatically analyse the structure and content of the list. Then the machine tries to predict the total number of affected records that can be audited and considered as a loss for the company. This can only be done after the learning phase, in which the machine must be able to : identify whether the regression of the data provided is close to the real value, draw conclusions from the data that has been analysed, then build a regression model that should be able to correctly regress similar data. This is a supervised learning task as we are trying to learn the relationships between the available data describing the types of companies, the types of attacks, and the total number of compromised records. We measure the best model by the metrics mean absolute errors on the test data and the difference between the mean absolute errors on the test and the mean absolute errors on the training data.

M AE = 1 N N i=1 |Y i -Ŷi | (7) 
In order to choose the best model, we choose the one with the smallest mean absolute error and the smallest difference.

In our analysis, we use the oneEncoder technique to code the variables organisation types, breach types, and source of information collection. After which we divide the dataset into the training set (70%) and the test set (30%). We build our random forest model and we use cross-validation and hyper parameter tunning to improve our model. In order to obtain a better model, we search for the best parameters using the method of evaluating a wide range of values for each hyper parameter. This is done using the RandomizedSearchCV method from Scikit-learn. We perform K-Fold Cross Validation with each combination of values. The table 5 shows the grid of the hyper parameters. Table 7 shows the best parameter of our random forest model. In order to compare the random forest regressors models, we build a regression tree model and obtain the following results. We observe that in our result, we have a large variation between the predicted value and the real value because of the lack of the explainable data. We notice that we have insufficient data which can explain the total number of affected records in the companies. However, with the large variable, we observe that the random forest gives us a better prediction than the regression tree.

Features Importances

is one class of techniques for assigning scores to input features of a predictive model is feature importance. It indicates the relative importance of each feature in the prediction implementation. This technique helps to measure the contribution of each variable. For our model, the that are important in our model are: Year of publication of incidents, the Media source of collecting incidents, the company which belongs to the set of businesses and others, and the type of breach HACK (Hacked by an outside party or infected by malware).

After using the machine learning to predict the total number of records affected in terms of the types of breach, the type of organization we are able to use formula given by [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF], [START_REF] Pons | Etude actuarielle du cyber-risque[END_REF] and [START_REF] Jacobs | Analyzing ponemon cost of data breach[END_REF] to have an idea about the losses generated by cyber incidents.

Extreme value Theory (EVTs)

Extreme Value Theory is concerned with the normalized maxima of samples of independent and identically distributed random variables X 1 , ...X n . The purpose of EVTs is firstly to estimate the extreme quantiles and secondly to estimate the occurrence probabilities of events more extreme than those previously observed. In EVTs we want to be able to make inferences outside the support of the available sample. In other words, we would like to know what happens after the largest values in the sample. There are two ways of approaching the EVT, either by maximizing the observations using the Generalized Extreme Value (GEV) or by analyzing the excesses beyond high thresholds using Generalized Pareto Distribution(GPD). The approach of analyzing the excesses beyond high thresholds is called Peaks Over the Threshold. The main problem is to be able to adequately set a high threshold u in order to analyse excesses [X|X > u], and in the approach by maximizing the observations, the challenge is to define the different block in order to obtain the maxima of each block. EVT is used to model the distribution of the loss generated by cyber risk or return distribution which is characterized as fat-tailed and skewed in empirical research [START_REF] Onour | Extreme risk and fat-tails distribution model: empirical analysis[END_REF]. It is applied in the prediction of the occurrence of rare events such as sizable insurance, large jumps in the stock market, and cyber attacks.

In this work, we will focus on the first approach, the maximisation of observations. It consists of studying the extremals using the Generalised Extreme Value (GEV). The EVT theory is based on the extremal types theorem which states that three types of distributions, namely the Gumbel, Frechet, and Weibull distributions, also known as types I, II, and III extreme value distributions, can model the limiting distribution of properly normalized of both the maxima and minima of sequences of independent and identically distributed random variables [START_REF] Coles | An introduction to statistical modeling of extreme values[END_REF]. The statistical behavior of:

M n = max{X 1 , • • • , X n }.
on where the model is focused, and X 1 , • • • , X n is a sequence of iid random variables. [START_REF] Coles | An introduction to statistical modeling of extreme values[END_REF] In theory for all values of n, the distribution of M n can be derived exactly: [START_REF] Coles | An introduction to statistical modeling of extreme values[END_REF] P r{M n ≤ z}

= P r{X 1 ≤ z, • • • , X n ≤ z} = P r{X 1 ≤ z} × • • • × P r{X n ≤ z} = {F (z)} n . (8) 
In practice, this result is not immediately helpful, since we don't know the distribution function F . An alternative approach is to accept that F is unknown and to look for approximative families of models for F n which can be estimated on the basics of the extreme data only [START_REF] Coles | An introduction to statistical modeling of extreme values[END_REF].

Theorem 6.1 (Fisher-Tippett, 1928) [START_REF] Coles | An introduction to statistical modeling of extreme values[END_REF]. Let X 1 , • • • , X n be iid random variables. If there exist sequences of constants a n strictly positive and b n such that

M n -b n a n -→ d G, (9) 
where G is a non-degenerate distribution function, and G belongs to one of the following families:

(Gumbel) T ype I : Λ α (x) = exp(-e -x ), f or all x (10)

(F rechet) T ype I : Φ α (x) = 0 x < 0 exp(-x -α ), x > 0 (11) (W eibull) T ype III : Ψ α (x) = exp(-|x| α ), x < 0 1, x > 0 ( 12 
)
where α is a tail index. We notice that it is possible to move from Type I to Type II and Type III using different transformations.

X ∼ Φ α ⇐⇒ log X α ∼ Λ α ⇐⇒ -X -1 ∼ Ψ α .
These distributions characterize the behavior of the maxima and also the original random variable that generates the maxima. The Generalized Extreme Value distribution is a way to represent the three extreme value distributions in a simple formula. Set:

G ξ (x) = exp(-(1 + ξx) 1 ξ ) ξ = 0 exp(-exp(-x)) ξ = 0, (13) 
where 1 + ξx > 0, then

     ξ = α -1 > 0 ←→ Φ α ξ = -α -1 > 0 ←→ Ψ α ξ = 0 ←→ Λ α . (14) 
The class of all the distributions that are in Maximun Domain of Attraction MDA(Φ α ) is the class of fat tail distribution.

Estimation of the Generalized Extreme Value (GEV)

The parameter ξ is the shape parameter that explains the tail distribution and α = -1 ξ is the tail index of the extreme statistical distribution. The probability density (pdf) of equation ?? can be defined by :

f (x) = (1 + ξx) 1 ξ -1 exp[-(1 + ξx) 1 ξ ] if ξ = 0 exp[x -exp(x)] if ξ = 0. ( 15 
)
Using the maximum likelihood method to estimate extreme value parameters, we assume that the minimum sub-period {c n,i } is the distributed extreme value. The pdf of x i = (c n,i -µn) σn given by 15 can be transformed as follows:

f (c n,i ) = 1 σn (1 + ξn(c n,i -µn) σn ) 1 ξ -1 exp[-(1 + ξn(c n,i -µn) σn ) 1 ξ ] if ξ = 0 1 σn exp[ c n,i -µn σn -exp( c n,i -µn σn )] if ξ = 0. ( 16 
)
The likelihood function ofthe minimum sub-period is given by:

L(c n,1 , • • • , c n,g |ξ n , σ n , µ n ) = g i=1 f (c n,i ). ( 17 
)
We are using the GEV Estimations 16 to calculate the value at risk with the conditions that k = 0. The Log-likelihood of the 16 is given by :

ln L = -g ln σ n -(1 + 1 ξ ) g i=1 ln{1 + ξ n (c n,i -µ n ) σ n } - g i=1 (1 + ξ n (c n,i -µ n ) σ n ) 1 ξ . (18) 
Value at Risk (VaR) is defined as a low quantile in the distribution of financial profits and losses [START_REF] Lauridsen | Estimation of value at risk by extreme value methods[END_REF]. The maximun likelihood is used to find the Value at risk [START_REF] Pratiwi | Generalized extreme value distribution for value at risk analysis on gold price[END_REF] V aR(p

) = µ n - σ n ξ n {1 -[-n ln(1 -p)] ξn }. ( 19 
)
7 Probability Distributions from Cyber-Risk Claims Data

In this section, we try to understand the phenomena behind the total affected records by using the Generalised Extreme Value. The first step is to look at our data and some basic statistics. We considered as claims the total number of affected records. 9 show that the data are positively asymmetrical (asymmetrical to the right). We notice that the mean is indeed larger than the median, and the standard deviation is quite large compared to the mean, which indicates a significant variability. We use Zipf's trace to investigate the behaviour of the survival function. The trace is made with an "emplot" empirical plot. It is important to specify the "xy" option to have a log-log representation. In 4 a negative linear slope is present, suggesting a fishtail in the data, however a Zipf plot verifies a necessary but not sufficient condition. The mean and variance are really much lower than the maximum observed. Since linearity appears at the beginning, we think that our data follow a power law. We use a generated sequence of thresholds, and we find the best threshold. The best threshold is defined as the level where our empirical function of excess is linear. To go further in the analysis, we will apply the different Weibull, Frechet, and Gumbel laws of extreme value statistics in order to graphically compare the shape of each distribution to that of the Totals Records. We use the graphical method as an obvious but subjective approach to check the adequacy of the fit. It consists of fitting the curve to the histogram of the data. It is a simple and effective method, but it is also subjective and as such, it can be difficult to access the adequacy of the distributional fit on the tails. According to figure 5, we observe that graphically, the Weibull distribution and Gumbel distribution are not close to the empirical function of average excesses in our data. The closed distribution graphically is the Frechet distribution. We know that the Frechet distribution is a fat tail distribution with index tail α > 0 (ξ > 0). In other to confirm this, we will use estimators.

Min 1st

Estimation of Generalized Extreme Value

Several methods are used to make estimates. We focus on two main methods: the method of maximum likelihood and the method of L-moments [START_REF] Hiedozie | Fitting probability distribution to data[END_REF]. The method of moments is one of the oldest and simplest methods for estimating the population parameter of a distribution. This approach consists of calculating the moments of the distribution and equating it to the corresponding moments of the sample. The moment of a distribution is simply the expectation of the power of the random variable. The moment can be a moment about the origin or a moment about the mean. The method of L-moment method is similar to the moment method but is estimated. The L-moment is the first unified statistical approach that has been developed to analyse the univariate probability distribution using ordered statistics. L-moment is the first unified statistical approach that has been developed to analyse the univariate probability distribution with the use of ordered statistics.The likelihood function method is a direct approach to estimating the population parameter.

The maximum likelihood method uses a likelihood function of the distribution to estimate the parameters. In practice, the maximum likelihood method is most often used for probability adjustment. The maximum likelihood method consists of choosing an estimator θ as the parameter value that best fits the data obtained. The table below shows the estimated parameters of the GEV.

Parameter According to table 10, the shape parameter (ξ) is greater than 0. This means that our observation has a right tail. So it can be said that our phenomena of the total affected records approaches the Frechet distribution. We use the estimation parameters of the GEV to compute the Value at Risk of the portfolio including the total records affected.

Discussion and Conclusion

Cyber security and consequently cyber insurance have been made key components of operations and risk management strategies for all organisations the world over. This has been fast tracked by the turn of events in the last tweo years which has limited the mobility of human capital and imposed remote working conditions for most organisations. These impediments to the traditional work life have brought to bare the future of work which was eminent, given the fast paced evolution of communication technology. While it is undeniable that the adoption of remote work has positively impacted operations cost for most companies, the threats posed by malware and other operations disrupting hacks has presented a counter and costly side to full migration of work online. Our lead objective, for this research was to develop predictive models for the cost of a cyberattack, and for this purpose we opted to explore machine learning models. This was predominantly driven by the fact that these models are far more superior to classical statistical models in managing the intrinsic nature of the data on cyber-attacks. Furthermore, because this was a supervised learning task, we settled for the Random Forest models as opposed to decision trees which from existing literature (see [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF]) had been labled as unstable and consequently unreliable in modeling the underlying dynamics of cyber-attacks. In pursuit of this objective, we used seventy percent of our data in training the model and the remaining thirty percent in testing the model. This split choice allowed for our model to train properly and not store up information about the test data. The results from our test phase revealed very large errors, due to the insufficient nature of our data. Indeed, because cyber-insurance in a relatively new challenge to the research community as well as insurance providers, records of these incidents are sparsely available or open access.

The large errors are justified by different studies on the incomplete data. The authors of [START_REF] Ferrara | Predictability limit of partially observed systems[END_REF], in their paper on prediction in epidemiology, cyberattacks and the stock market, showed that data loss due to sampling degrades the prediction of results of the epidemics, the popularity of social media content and the emergence of cryptocurrency technologies. [START_REF] Tavabi | Challenges in forecasting malicious events from incomplete data[END_REF] talks about the problem of insufficient data and shows, in its analysis of cyber attack prediction, a loss of predictability when we build the model with incomplete data. The lack of real data is an pertinent problem in predictive analytics.

Our results allow us to predict the total number of records compromised following an enterprise data breach with a more stable model that on complete data would give us a relatively small difference between the mean of the errors on the training data and that the test data. Having obtained the results of predicting the number of records compromised due to data violation using our machine learning model, we use the quantification formulas 2, 3 provided by [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF], and [START_REF] Pons | Etude actuarielle du cyber-risque[END_REF] to get an idea of the financial impact following an enterprise data breach. These results complement the work of [START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF] which used decision trees to analyse cyber claims. Outside the predictive models for cost of cyber attacks, we concentrated a considerable half of our work in analysing the tail distribution phenomena which characterizes the loss generated by cyber attacks. We analysed the distributions known from the Extreme Value Theory, in particular the Generalized Extreme Values, which is the generalised form of the Frechet, Gumbel and Weibull distributions. Our results revealed that the loss generated considered here as being the total number of records affected follows the Frechet distribution. Knowing this, we are able to compute the Value at Risk of the portfolio containing the cover of cyber risk policy for the insurer. Compared to the fact that most of the time we use the normal distribution, the Frechet distribution captures the behavior of the cyber claims and gives the results of Value at Risk which is more realistic.
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 1 Figure 1: Total compromise record annually by type of organisation and Total compromise record annually by type of breach

  2. With regards the regression criteria, we consider node, d (with D d and N d ) and y ∈ R, and at the end of each node we define respectively the mean and the median as: ȳd = 1 N d y∈D d y, and median(y) d = median y∈D d (y).
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 3 Figure 3: Randoms forest architecture (source : https://corporatefinanceinstitute.com)
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 4 Figure 4: Histogram of Total Affected Records and Empirical Plot
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 5 Figure 5: Simulation of Average Excess of Total Records, Weibull, Gumbel, Frechet Distribution

Table 1 :

 1 Litterature reviews on machine learning models with cyber attacks

		RNN,DNN,CNN	CSE-CIC-IDS2018	Accuracy
		RBM,DBN, DBM,DAO Bot-IoT dataset	False alarm
				detection rate
	Resende, P. et al. [25]	2018 Random Forest	KDD99	Detection Rate
			NSL-KDD	False positive Rate
				AUC
	Aziz, A. et al. [6]	2017 Naive Bayes	NSL-KDD	F-score
		Random Forest	KDDCup99	Precision
		Decision Tree		Recall
		MLP		
	Thanthrige, U. et al. [30] 2016 Random Forest	AWID	True Positive Rate
		Random Trees		Precision
	Chauhan, H. et al. [11]	2013 Bayes Net		Accuracy
		Logistic, SGD	NSL-KDD	Sensitivity
		Random Forest	dataset	Specificity
		Random Tree		Times

table 3

 3 

	gives us a summary

Table 2 :

 2 List of the available variables of the PRC database from Farkas et al.[START_REF] Farkas | Cyber claim analysis using generalized pareto regression trees with applications to insurance[END_REF] 

Table 3 :

 3 List of the types of data breaches as labeled in the PRC database and Labels for activity sectors of victims in the PRC database.(Source: Privacy Rights Clearinghouse)

		Labels for activity sectors of victims in the PRC database
	MED	Healthcare, Medical Providers & Medical Insurance Services
	BSR	Businesses -Retail/ Merchant -Including Online Retail
	EDU	Educational Institutions
	GOV	Government & Military
	BSO	Businesses -Other
	BSF	Businesses -Financial and Insurance Services
	NGO	Nonprofits
		List of the types of data breaches as labelled in the PRC database
	CARD	Fraud involving debit and credit cards that is not accomplished via hacking
	DISC	Unintended disclosure (not involving hacking, intentional breach or physical)
	HACK	Hacked by outside party or infected by malware
	STAT	Stationary computer loss (lost, inappropriately accessed,
		discarded or stolen computer or server not designed for mobility)
	INSD	Insider (someone with legitimate access intentionally breaches information)
	PORT	Lost, discarded, or stolen laptop, PDA, smartphone,
		memory stick, CDs, hard drive, data tape, etc.
	PHYS	Includes paper documents that are lost, discarded or stolen (non electronic)
	UNKN	Unknown (not enough information about breach to
		know how exactly the information was exposed)

Table 4 :

 4 Summary of Totals records per source of information

1

  Algorithm 1: Breiman's random Forest predicted value at x [7] 1: Input: Training set D n , number of trees M > 0, a n ∈ {1, • • • n}, 2: mtry ∈ {1, • • • p}, nodesize ∈ {1, • • • , n}, and x ∈ [0, 1] p 3: Output: Prediction of the random forest at x. 4: For j = 1, • • • , M do 5: Select a n points, with replacement, uniformly in D n . 6:

Table 5 :

 5 Difference between Regression Trees and Random Forest Models

Table 6 :

 6 Grid of parameters for Random search cross-validation

		Hyperparameter	Array			
		n estimators	[200, 400, 600, 800, 1000, 1200, 1400, 1600, 1800, 2000]
		max features	['auto', 'sqrt']			
		max depth	[10, 20, 30, 40, 50, 60, 70, 80, 90, 100, 110, None]	
		min samples split [2, 5, 10]			
		min samples leaf	[1, 2, 4]			
		bootstrap	[True, False]			
	bootstrap max depth max features min samples leaf min samples split n estimators
	True	50	sqrt	4	10	66

Table 7 :

 7 Best parameters for randomised search cross-validation

Table 8 :

 8 table 8 shows the most important features. Features importances Table 8 shows the importance of the variables in our model. We can see that the variables

	Features

Table 9 :

 9 Summary Totals recordsFigure 4 and table

		Qu. Median Mean 3rd Qu.	Max.	Std	Kustorsis Skewness
	0.00	0.06	0.20	169.93	1.02	300 000.00 19059.83 3373.144	53.90692

Table 10 :

 10 GEV estimation

		MLE Method LMoments Method
	Location( µ)	0.08824674	-0.0918686
	Scale ( σ)	0.18901947	0.5377193
	Shape ( ξ)	2.038916498	0.9690771