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Near Field Communication (NFC) has experienced rapid development in recent years. It is used in several applications, such as electronic payment, key management, ticketing (transport, entertainment), information reading (transport, stores, medicine), access control, electronic business cards, etc. However, the use of this technology poses security problems, especially for contactless-NFC banking transactions with an Automatic Teller Machine (ATM) or a Point of Sale (PoS) machine. In this paper, we first present the most known attacks related to NFC banking transactions and then discuss the main solutions recently proposed to secure NFC banking transactions.

I. INTRODUCTION

Near Field Communication (NFC) is a contactless communication technology included in the RFID (Radio Frequency Identification) technology. It is used for data communication between two NFC devices placed at a short distance (10 centimeters). This short transmission distance has been chosen to allow a user to exchange data with a simple gesture in order to perform a contactless service such as payment, identification at an access control point, etc. Indeed, NFC applications have become very popular and in demand lately, especially with the emergence of mobile technology devices like smartphones and tablets [START_REF] Chandrasekar | Recent Developments in Near Field Communication: A Study[END_REF].

Today, NFC technology is gradually evolving and becoming more and more important due to its wide application in all aspects of our society. It is a necessity to perform important services such as access control to sensitive and dangerous areas (e.g. nuclear sites), public transportation, car and hotel key management, ticketing and payment. NFC technology is also used to identify people, objects, animals and products in transit. It uses radio signals instead of conductors to transmit data that are stored in a programmable chip [START_REF] Magdum | Contactless transaction using wearable ring with biometric fingerprint security feature[END_REF].

NFC technology operates at a frequency of 13.56 MHz with transfer rates of 106, 212 and 424 kbits per second. The device that initiates the communication is called the initiator, while the device that responds is called the target. Smartphones and NFC readers use their own power supplies, so they are active devices, while an NFC tag uses the power supply of the other party, and is therefore called a passive device. All initiator devices are generally active devices, but a target device can be either active or passive, depending on how it operates [START_REF] Asharaa | NFC Antennas for Modern Wireless Communication Applications[END_REF]. To provide radio frequency communication between transmitting and receiving devices, these devices use antennas and circuits that employ inductive and magnetic coupling, as well as modulation and coding techniques. Indeed, there are three modes for NFC communications [START_REF] Madhoun | Magic always comes with a price: Utility versus security for bank cards[END_REF]:

• Reader/Writer mode: an NFC device can interact (read/write data) with an NFC card. • Card emulation mode: it simulates an NFC device as an NFC card. • Peer to peer mode: two NFC devices communicate together to exchange data. The use of NFC applications and devices often requires the processing of important and sensitive user data that can be misused by malicious parties. Therefore, it is necessary and unavoidable to equip these systems with techniques and protocols that increase the level of security to protect the data from unauthorized use: security policies must protect the data that are stored on an NFC device and also protect them when they are going to be transmitted to another NFC device.

By analyzing the payment application based on NFC technology, authors in [START_REF] Madhoun | Towards more secure emv purchase transactions[END_REF] demonstrate that an attacker can remotely steal, without the knowledge of the client, the banking data (Primary Account Number (PAN), expiration date) stored in an NFC bank card or an NFC smartphone and he can afterwards use the stolen banking data to harm the client.

Consequently, the use of NFC technology poses a security problem for contactless-NFC banking transactions with an Automatic Teller Machine (ATM) or a Point of Sale (PoS) machine and the communication security must be guaranteed to protect against major threats and attacks such as relay attack, Denial of Service (DoS), Man in The Middle (MiTM), etc. In this paper, we are interested in discussing the security of NFC banking transactions by presenting the most known attacks and the main solutions proposed to face these attacks.

This paper is organized as follows. In section II, we present the most known attacks on NFC devices (bank card, smartphone, ATM, PoS, etc.) and NFC communications during NFC banking transactions. In section III, we discuss the advantages and limitations of the main solutions recently proposed to secure NFC banking transactions. The last section concludes this paper.

II. NFC BANKING TRANSACTIONS: POSSIBLE ATTACKS

NFC technology has become very well-known thanks to its new use in electronic payment. NFC technology is accepted by the general public, but the vulnerabilities of this technology, especially for financial transactions, are very dangerous for those who wish to use it (see last section). In NFC banking transactions, an NFC device (bank card, smartphone, ATM, PoS, etc.) or even an NFC communication between two devices can fall victim to an attack.

A. Attacks on an NFC Bank Card or an NFC Smartphone

We can summarize the attacks on an NFC bank card and/or an NFC smartphone as follows:

1) Attacks Related to Theft, Loss or Borrowing: if an attacker succeeds in recovering an NFC bank card by theft, loss or borrowing, he can use it to make an NFC payment because he does not need to enter a Personal Identification Number (PIN). For an NFC smartphone, it's a bit more complicated because he needs a password to access the smartphone to make an NFC payment. Moreover, for a recovered NFC bank card, the attacker can apply a cloning attack using a blank card to create a new identical card to use in future services (payment, transport, etc.) [START_REF] Affia | Security Risk Management in Shared Mobility Integration[END_REF] (see section II-A5).

2) Attacks on the Infrastructure: an NFC bank card or an NFC smartphone can be destroyed either mechanically or chemically. Mechanically, the device can be exposed to a magnetic field or hit by a tool such as a hammer. Chemically, the device can be destroyed using chemicals. For an NFC bank card, the attacker can cut and destroy the NFC antenna [START_REF] Albattah | NFC Technology: Assessment Effective of Security towards Protecting NFC Devices Services[END_REF].

3) Brute Force Attack: an attacker can discover a password or a PIN code by trying all possible combinations of letters and numbers. Some people are careless in choosing their passwords to access their smartphones. In order for an attacker to succeed in finding the password of an NFC smartphone, he first collects basic information about the user, such as the user's full name, room number, vehicle number, children's names, etc. The attacker continuously tries to find new passwords for the user's smartphone. The attacker continuously tries random passwords based on the user's personal information until he succeeds. This can take hours, days, months or years [START_REF] Sangeethalakshmi | Internet of Things Assisted Wireless Environment Monitoring System using Smart Sensors Supportivity[END_REF]. Similarly, In order for an attacker to succeed in finding the PIN code of an NFC bank card, he needs to test (at most) a thousand combinations, from 000 to 999, to find the correct PIN as presented in [START_REF] Ali | Does the online card payment landscape unwittingly facilitate fraud?[END_REF].

4) Skimming Attack: an attacker can capture the data of an NFC bank card for later use [START_REF] Di Pietro | N-guard: a solution to secure access to nfc tags[END_REF]. Payment skimming is therefore the unauthorized capture and transfer of payment data to another source in order to perform an attack later on. With skimming, the attacker can steal payment data using a physical device. Contactless payment security standards currently contain a number of requirements and recommendations to guard against this attack. In addition, some councils have developed documents that provide merchants with examples, best practices and tools to counter this attack in order to ensure an appropriate level of security for cardholder data [START_REF] Singh | Near Field Communication (NFC) technology security vulnerabilities and countermeasures[END_REF].

5) Cloning Attack: NFC technology is useful in ticketing services such as electronic or digital tickets. Cloning of NFC tickets can occur if the tickets have been copied and shared with others before being verified [START_REF] Maroto | On the Struggle Bus: A Detailed Security Analysis of the m-tickets App[END_REF]. Anyone can use the cloned ticket as a new ticket, for example, to get a discount on the purchase of products. If the ticket has been verified, it can be used until it expires. The cloning event can occur in two different ways, depending on the design of the ticketing system. The objective of ticket cloning is to share the ticket until it expires [START_REF] Singh | Near field communication (nfc) technology security vulnerabilities and countermeasures[END_REF]. The cloning attack is mainly applied on an NFC bank card allowing an attacker to create functional clones of a card containing the necessary bank card data and authorization codes. The cloned card can then be used to perform a limited number of NFC banking transactions [START_REF] Xu | Enterprise Financial Leverage and Risk Assessment Based on Mobile Payment under Artificial Intelligence[END_REF].

6) Malware Attack: the explosive proliferation of viruses and malware affecting smartphones added to the danger of their loss and theft has caused clients to worry about the loss of much of their digital life. Add in the risk of unauthorized payments if an NFC smartphone is lost or stolen, and financial freedom will be at risk [START_REF] Enisa | Security of mobile payments and digital wallets[END_REF].

B. Attacks on an ATM or a PoS

Nowadays, attackers use malware to manipulate the software of an ATM or PoS. This malware is designed to withdraw money or steal cardholder data (such as PIN code, banking data, etc.). Generally, malware hides in the system in order to remain undetected for as long as possible by violating the confidentiality, integrity, and authenticity of the data transaction with a specific intent. ATM or PoS networks are based on the Internet Protocol (IP), they face the same attacks as other IP networks, for example, DoS, MiTM or eavesdropping. The communication between an ATM or a PoS and the host can be used as an entry point to launch remote attacks [START_REF] Maleh | A comprehensive survey on SDN security: threats, mitigations, and future directions[END_REF]. Devices such as routers and switches in a network can be targeted [START_REF] Kasanda | ATM Security: A case study of Emerging Threats[END_REF]. Security logic focuses on maintaining a secure network with a protected operating system and designing a system in such a way that intruders cannot threaten cardholder data and software components [START_REF] Maleh | A comprehensive survey on SDN security: threats, mitigations, and future directions[END_REF]. We can summarize the attacks on an ATM and/or a PoS as follows:

1) Black Box Attack: the attacker physically gains access to the ATM's upper cabinet which embeds the ATM's central PC, then places the ATM in supervisor mode. The attacker removes the network cable from the ATM to block its surveillance by the ATM monitoring office. The attacker then installs a special programmed device (black box) in order to take wireless control via his smartphone over the ATM. The attacker uses the smart phone to issue commands allowing the ATM to dispense cash. The attackers then remove the device from the black box and leave no trace of its installation on the ATM [START_REF] Dwivedi | Privacy preserving authentication system based on non-interactive zero knowledge proof suitable for Internet of Things[END_REF].

2) Fake Equipment Attack: another concern of ATM or PoS operators is the attack using fake ATM or PoS equipment that is presented as add-on devices such as fake card readers or even fake ATMs or PoSs. The first attack of this kind occurred in 1993, when a criminal gang set up a fake ATM in a Manchester shopping center. Like most fake equipment, it was not designed to steal money. It appeared to clients as a non-functional ATM while stealing the card data of any clients who tried to use it [START_REF] Mohanty | Nfc featured triple tier atm protection[END_REF].

3) Fake Keyboard Overlay Attack: the attacker can place a fake keyboard overlay on a real keyboard of an ATM or a PoS. Then, this device records the keys pressed on the keyboard along with the time. This information can be used to compromise the PIN code [START_REF] Duvey | A reliable atm protocol and comparative analysis on various parameters with other atm protocols[END_REF].

4) Screen Recording Attack: in this type of attack, the attacker installs a mobile or static camera near an ATM or a PoS and invisible to users in order to film the PIN entry [START_REF] Chabbi | Dynamic array PIN: A novel approach to secure NFC electronic payment between ATM and smartphone[END_REF].

C. Attacks on an NFC Banking Communication

We can summarize the attacks on NFC communication during an NFC banking transaction as follows:

1) Replay Attack: it is a technique by which an attacker can implement a device to intercept an NFC transaction and execute it later, using a different device or even in different locations. Google Pay is the new version of Android Pay. This app uses cloud-validated cryptograms to perform NFC transactions. In March 2018, an issue was discovered in the app that could be exploited by attackers to intercept and perform fraudulent transactions [START_REF] Twum | Improving security levels in automatic teller machines (atm) using multifactor authentication[END_REF].

2) Eavesdropping Attack: an attacker can eavesdrop on all communications exchanged between an NFC reader (PoS or ATM) and an NFC bank card or an NFC smartphone [START_REF] Di Pietro | N-guard: a solution to secure access to nfc tags[END_REF]. To do this, he can use a standard receiver, a listening antenna, and an oscilloscope to observe the recovered signal [START_REF] Mendoza | Nfc payments: The art of relay replay attacks[END_REF].

3) Relay Attack: it is defined as the transfer of any wireless communication over a large distance. It can be passive or active. A passive relay attack transmits data without modification, unlike an active relay attack [START_REF] Sun | You foot the bill! Attacking NFC with passive relays[END_REF]. An attacker can pass the communication between a dummy bank card (proxy) that is used to perform certain transactions at a given time with an NFC reader (ATM or PoS). The proxy receives signals from a device called a mole that has physical access to the real bank card [START_REF] Di Pietro | N-guard: a solution to secure access to nfc tags[END_REF].

III. PROPOSED SOLUTIONS

In this section, we discuss the advantages and limitations of the main solutions recently proposed to secure NFC devices (bank card, smartphone, ATM, PoS, etc.) and NFC communications for banking transactions.

A. Distance Bounding

A number of distance delimitation protocols (cryptographic algorithms) have been proposed and implemented. These protocols differ in terms of performance and the degree of guaranteed security. Some protocols use short symbol processing [START_REF] Vila | Practical experiences on nfc relay attacks with android[END_REF], while others use analog processing of the signal stream (operating similarly to radar systems) [START_REF] Akand | In-region Location Verification Using Distance Bounding[END_REF]. Using one of these protocols, a device can judge that its communication with another device is safe if the latter's response has not exceeded an upper limit corresponding to its distance, because the protocol defines a limit distance between the transmitter and the receiver. This countermeasure is used to detect relay attacks in wired networks, but in contactless communication networks such as NFC, this method is consolidated with UWB (Ultra Wide Band) technology to measure the distance between both communicating parties. The implementation of this technology is expensive and complex in an NFC system and on the other hand, this solution is difficult to implement for the following reasons:

• The calculation of the propagation time is difficult because it is small compared to the processing time in the device.

• The response time of the NFC device (bank card or smartphone) is variable (not constant). • The signal processing time can be greater than the relay time and the attacker can act on this last time by minimizing it so that it is invisible compared to the processing time and the propagation time [START_REF] Gu | A modeling attack resistant deception technique for securing lightweight-PUF-based authentication[END_REF].

B. Storing the Hash of the PIN Code in the NFC Smartphone

This technique is adopted by the Google Wallet application, which stores a hash of the PIN code on the smartphone, rather than on the Secure Element (SE). This hash is a hexadecimal-encoded string created by the SHA 256 protocol. The attacker can successfully find the PIN code using a brute force attack applied on SHA 256 protocol [START_REF] Nugroho | Brute Force attack pada algoritma SHA-256[END_REF]. The Google wallet application is vulnerable to a relay attack. This flaw only affects users who borrow their NFC smartphones [START_REF] Xu | Enterprise Financial Leverage and Risk Assessment Based on Mobile Payment under Artificial Intelligence[END_REF]. The Google Wallet app is also at risk from phishing attacks [START_REF] Bosamia | Mobile Wallet Payments Recent Potential Threats and Vulnerabilities with its possible security Measures[END_REF].

C. Authentication Solutions

Several techniques are available to provide authentication. For example, Android Pay offers a number of options to authenticate the user before making an NFC payment. It accepts fingerprint authentication (not enabled by default), PIN code, password or template to authenticate a transaction. Unlike traditional card-based NFC payments where the user tends to protect only the PIN (which authenticates himself), smartphone security templates are usually displayed in public and can pose a significant threat to the Android Pay user [START_REF] Kunda | A survey of android mobile phone authentication schemes[END_REF].

Client authentication is a method of verifying the identity of the client. It can be done in a variety of ways, including what the client knows, such as a password, what the client has (for example, a smart card), or what the client is concerned with (for example, biometrics). Traditional client authentication methods, such as passwords or smart cards, authenticate the user using their knowledge or assets. A password or smart card can easily be stolen or given to others [START_REF] Bosamia | Wallet payments recent potential threats and vulnerabilities with its possible security measures[END_REF] which allows an attacker to make payments on behalf of the victim. A password can be recognized by sophisticated spyware that has the ability to access critical resources and even share resources with the operating system. We can summarize the authentication solutions as follows:

1) Password Authentication: there are two strategies that have helped clients to manage their passwords, both of which have security drawbacks: (a) use the same password for everything, which is not a good idea for obvious reasons. (b) use a password manager and in this case, security depends on the password manager, which in theory is another point of vulnerability. Indeed, passwords can be static or dynamic. Simple passwords are easily guessed, which leads to the application of length, complexity and expiration time parameters. But these requirements can generate difficulties in entering the password using a smartphone. A better approach is to combine passwords with policies that address mobile needs, such as allowing users to receive notifications without entering a password and providing a mobile password recovery process [START_REF] Ahamad | A secure nfc mobile payment protocol based on biometrics with formal verification[END_REF]. For more details, CWPIN [START_REF]Mobile identity authentication[END_REF] and DAP [START_REF] Guerar | Using screen brightness to improve security in mobile social network access[END_REF] are two recent authentication methods that rely on the use of passwords.

2) Authentication by Biometric Systems: the authentication system using biometric data comprises the following steps:

• Presentation of the biometric data by the person wishing to authenticate. • Acquisition of these data by a biometric reader.

• Processing of these data by an electronic device by transforming them into digital information stored in a file. This encoding can use cryptographic techniques. • Comparison of this file characterizing the person with the registered reference data. • Decision : on the basis of the above comparison, a decision is made on whether or not to authenticate the person. The risk of this system is the theft of biometric data (e.g. fingerprint) because they are directly related to the physical characteristics of people. Unlike passwords, we cannot change the biometric data if they are stolen.

3) Authentication Protocol based on PIN and Fingerprint: this type of protocol provides a multi-factor authentication mechanism (PIN code and fingerprint) to improve the security and safety of the ATM or PoS and its users. It has a threelevel design structure. The first level is the verification module, which focuses on the enrollment, enhancement, feature extraction and fingerprint matching phase. The second level is the database that acts as a repository to store the fingerprints of all the pre-registered ATM or PoS users as templates and the PIN codes as texts. The last level presents a platform system to link banking transactions such as balance inquiries, mini-releases and withdrawals [START_REF] Chabbi | Dynamic array pin: A novel approach to secure nfc electronic payment between atm and smartphone[END_REF]. The analysis of this mechanism shows that no presented technique is used to protect the PIN code and fingerprint when they are entered during the authentication step. Furthermore, neither factors (PIN code and fingerprint) are not protected against theft and the PIN can be recovered by malware attacks, screen recording or camera. Finally, many messages are generated by this system, which implies that the time of their transmission can be extensive.

D. Symmetric Random Function Generator

This generator creates a balanced output string of 0 and 1 digits independent of the input string. It generates a function which combines variables and composed of basic Boolean functions. This function can be used in hash algorithms, stream and block ciphers to be more robust. The result of this function is obtained as follows: The system makes a random selection of two input variables from the "N" variables. Then, it applies a random logic gate among four operations (AND, OR, NOT and XOR) on the two variables selected to generate the first term "term1" which represents the result of the first step.

To generate the second term "term2", a variable is obtained from the list of variables and combined with "term1" using a random logic gate among the four already mentioned. This operation is repeated until the generation of the last term which represents the result of the function generator. The authors in [START_REF] Saha | Symmetric random function generator (srfg): A novel cryptographic primitive for designing fast and robust algorithms[END_REF] prove that the function generator can be used for any cryptographic algorithm and cannot be traced due to its randomness. They confirm that their proposed work can be used in Message Digest 5 (MD5), Secure Hash Algorithm (SHA), block cipher functions, stream ciphers and cryptography function modules. They prove by their experimentation that the functions generated by the proposed generator offer good non-linearity, resilience and a balanced effect. This solution is intended to ensure confidentiality property through its strong cryptography, but for authenticity property, we found that it does not address this scenario. For example, if among the variables processed by the generator is the password, this variable which can be stolen by an attacker, can be introduced to this system which will include it with the list of "N" variables and the algorithm will continue to operate normally. From this, we can conclude that this technique is unable to fight against the attacks that break the property of authenticity.

E. Tokenization of Payments

In an NFC payment transaction with an NFC smartphone, a token created with an account number associated with the real account number is transferred by the issuer. This token does not constitute the real account to provide a high level of security to the payment transaction. If an attacker fraudulently retrieves the token, the real account number cannot be generated [START_REF] Gaddam | Tokenization revocation list[END_REF]. The tokenization technique in NFC payment can be used after the authentication step and exactly in the phase of transmission of data relating to clients such as their account number, amount etc. and data relating to the bank such as the name of the bank etc. However, the tokenization technique alone is not enough to secure an NFC communication because of the lack of user authentication.

IV. CONCLUSION

NFC technology often requires the processing of sensitive user data that can be attacked by malicious parties. Therefore, it is necessary to equip NFC applications with protocols that increase the NFC security to protect the data from unauthorized use. Indeed, contactless-NFC banking transactions suffer from several types of attacks either on NFC devices (bank card, smartphone, ATM, PoS, etc.) or on NFC communications. In this paper, we firstly introduced a global overview on NFC technology. Afterwards, we presented the most known attacks on NFC devices and NFC communications during NFC banking transactions. Finally, we discussed the advantages and limitations of the main solutions recently proposed to secure NFC banking transactions.