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Abstract. This paper revisits Key-Policy Attribute-Based Encryption (KP-ABE), allowing dele-
gation of keys, traceability of compromised keys, and key anonymity, as additional properties.
Whereas delegation of rights has been addressed in the seminal paper by Goyal et al. in 2006,
introducing KP-ABE, this feature has almost been neglected in all subsequent works in favor of
better security levels. However, in multi-device scenarios, this is quite important to allow users to
independently authorize their own devices, and thus to delegate their initial rights with possibly
more restrictions to their everyday-use devices. But then, one may also require tracing capabilities
in case of corrupted devices and anonymity for the users and their devices.

To this aim, we define a new variant of KP-ABE including delegation, with switchable attributes,
in both the ciphertexts and the keys, and new indistinguishability properties. We then provide a
concrete and efficient instantiation with adaptive security under the sole SXDH assumption in the
standard model. We eventually explain how this new primitive can address all our initial goals.

1 Introduction

Multi-device scenarios have become prevalent in recent years, as it is now quite usual for people
to own multiple phones and computers for personal and professional purposes. Users manage
multiple applications across different devices, which brings forth new kinds of requirements. One
must be able to granularly control what each of his devices can do for numerous applications,
with a cost that is minimal for the user and the overall system. In particular, it is expected
that one can control what each of its devices can access, for example restricting the rights to
read sensitive documents from a professional laptop or phone during travel. Furthermore, if one
suspects a key to be compromised, it should be possible to trace and change it without impacting
the service. At the same time, these operations must happen transparently between different
devices from the perspective of the user. This means each device should be autonomously
configurable with regards to interactions with a central authority or to other devices. Eventually,
one may also expect the delegated keys to be unlinkable, for some kind of anonymity for the
users, even when devices are explored or corrupted by an adversary.

Usual current authentication means defining a unique account for the user, providing the
same access-rights to all the devices, is equivalent to a key-cloning approach, where the user
clones his key in every device. In this case, all the devices of the same user are easily linked
together, from their keys. This also prevents countermeasures against specific devices.

Key-Policy Attribute-Based Encryption (KP-ABE), in the seminal paper of Goyal et al.
[GPSWO06], offers interesting solutions to these issues. Indeed, a policy is embedded inside each
user’s private key, any user can finely-tune the policy for each of his devices when delegating
his keys, for any more restrictive policy. Besides, since keys become different in each device,
one could expect to trace and revoke keys independently. However, delegation and tracing
capabilities might look contradictory with current approaches, as explained below. But we bridge
this gap and we also suggest complementing these features with a certain level of unlinkability
between the different keys of a single user in order to better protect the privacy of users.

1.1 Related Work

Attribute-Based Encryption (ABE) has first been proposed in the paper by Goyal et
al. [GPSW06]. In an ABE system, on the one hand, there is a policy P and, on the other
hand, there are some attributes (A;);, and one can decrypt a ciphertext with a key if the
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policy P is satisfied on the attributes (A;);. They formally defined two approaches: Key-Policy
Attribute-Based Encryption (KP-ABE), where the policy is specified in the decryption key and
the attributes are associated to the ciphertext; Ciphertext-Policy Attribute-Based Encryption
(CP-ABE), where the policy is specified in the ciphertext and the attributes are associated to
the decryption key.

In their paper, they proposed a concrete construction of KP-ABE, for any monotonous
access structure defined by a policy expressed as an access-tree with threshold internal gates
and leaves associated to attributes. Attributes in the ciphertext are among a large universe
U (not polynomially bounded). Given an access-tree 7 embedded in a private key, and a set
of attributes I" C U associated to a ciphertext, one can decrypt if and only if I" satisfies 7.
Furthermore, they laid down the bases for delegation of users’ private keys: one can delegate a
new key, associated with a more restrictive access-tree.

This first paper on KP-ABE allows fine-grained access-control for multiple devices, dealing
with delegation of keys for more restrictive policies. However, their approach for delegation of
keys is conflictual with traceability. Indeed, on the one hand, for delegation to work properly,
users must be given enough information in the public key to be able to produce valid delegated
keys. On the other hand, for the tracing process to be effective in a black-box way, attackers
must not be able to detect it. From our knowledge, this natural tension between the two features
is in all the existing literature.

Predicate Encryption/Inner-Product Encryption (IPE) were used by Okamoto and
Takashima [OT10,0T12a,0T12b], together with LSSS: the receiver can read the message if a
predicate is satisfied on some information in the decryption key and in the ciphertext. Inner-
product encryption (where the predicate checks whether the vectors embedded in the key and in
the ciphertext are orthogonal) is the major tool. Their technique of Dual Pairing Vector Space
(DPVS) provided two major advantages in KP-ABE applications: whereas previous constructions
were only secure against selective attacks (the attributes in the challenge ciphertext were known
before the publication of the keys), this technique allowed full security (a.k.a. adaptive security,
where the attributes in the challenge ciphertext are chosen at the challenge-query time). In
addition, it allows the notion of attribute-hiding (from [KSWO08]) where no information leaks
about the attributes associated to the ciphertext, except for the fact that they are accepted or
not by the policies in the keys. It gets closer to our goals, as tracing might become undetectable.
However, it does not seem any longer compatible with delegation, as the security proofs require
all the key generation material to remain a secret information for the key issuer only.

As follow-up works, Chen et al. [CGW15,CGW18] designed multiple systems for IPE, with
adaptive security, and explored full attribute-hiding with weaker assumptions and shorter ci-
phertexts and secret keys than in the previous work of Okamoto-Takashima. However, it does
not fit our expectations on delegation, for the same reasons. On the other hand, Attrapadung
also proposed new ABE schemes based on Pair Encoding Systems, which allow for all possible
predicates and large universes [AT20], but this deals neither with delegation nor with any kind
of attribute-hiding, as we would need.

1.2 Contributions

Since the approach of [OT12a] is close to our goal, with attribute-hiding that seems promising
for traceability, we extend the original construction to make it compatible with delegation. We
propose and prove, in the appendix D, a simple variant that handles delegation with adaptive
security under the SXDH assumption. Then, we target delegatable KP-ABE with some additional
attribute-hiding property in the ciphertext to allow undetectable tracing.

To this aim, we first detail one of the main limitation we have to overcome in order to get
delegation and traceability: with the original approach of [GPSWO06], attributes associated to



Feature [OT12a] [LW15] [CGW1§] Ours
Security Adaptive Adaptive Adaptive Adaptive
Assumptions DLIN g-type XDLIN SXDH
Construction type ||CP/KP ABE||CP/KP ABE IPE KP ABE
Delegation v X X v
Traceability X v X v

Fig. 1: Comparison with Related Work

the ciphertext are explicitly stated as elements in the ciphertext. Removing some attributes can
thus allow to single out specific private keys, but this is a public process, and thus incompatible
with any tracing procedure, that would then be detectable by the adversary. To prevent that,
our first contribution is the new primitive: Switchable-Attribute Key-Policy Attribute-Based
Encryption (SA-KP-ABE), where one can invalidate some attributes in the ciphertext, without
removing them. More precisely, we will bring new properties to the attributes in ciphertexts
(for undetectable tracing) but also symmetrically to the leaves in keys (for anonymity).

In a SA-KP-ABE scheme, attributes in a ciphertext and leaves in an access-tree 7 defining
the policy in a key can be switched in two different states: Attributes can be set to valid
or invalid in a ciphertext at encryption time, using a secret encryption key. We then denote
I' = I U I3, the set of attributes for a ciphertext, as the disjoint union of valid and invalid
attributes; Leaves can be set to passive or active in the access-tree in a key at key generation
time, using the master secret key. We also denote £ = £, U L,, the set of leaves, as the disjoint
union of passive and active leaves. A set of valid/invalid attributes I' = I, U I; is accepted
by an access-tree 7 with passive/active leaves £ = L, U L,, if the tree T is accepting when
all the leaves in £ associated to an attribute in I" are set to True, except if the leaf is active
(in £,) and the associated attribute invalid (in I7;). As already presented above, passive/active
leaves in £ are decided during the Key Generation procedure by the authority, using the master
secret key. Then the keys are given to the users. During the Encryption procedure, a ciphertext
is generated for attributes in I', but one might specify some attributes to be invalid by using
a secret tracing key, which virtually and secretly switches some active leaves to False. Passive
leaves are not impacted by invalid attributes.

A second contribution is a concrete and efficient instantiation of SA-KP-ABE, with se-
curity proofs under the SXDH assumption. We eventually explain how one can deal with dele-
gatable and traceable KP-ABE from such a primitive. As shown on Figure 1, our scheme is the
first one that can combine both delegation and traceability of keys for KP-ABE. Computational
assumptions are recalled in the next section and in the appendix A.1.

Our first simple construction (in the appendix D) following the initial proof from [OT12a],
only allows a polynomial-size universe for the attributes involved in the policy, encoded as a
Boolean access-tree. This is due to a limited theorem with static attributes in the change of basis
in the DPVS framework (see the next section). The latter construction will allow an unbounded
universe for the attributes, with an adaptive variant in the change of basis (see Theorem 3).
This result is of independent interest.

Discussions. Our setting bears common characteristics with recent KP-ABE approaches, but
with major differences. First, Waters [Wat09] introduced the Dual System Encryption (DSE)
technique, to improve the security level of KP-ABE, from selective security in [GPSWO06] to
adaptive security. In DSE, keys and ciphertexts can be set semi-functional, which is in the same
vein as our active leaves in keys and invalid attributes in ciphertexts. However, DSE solely
uses semi-functional keys and ciphertexts during the simulation, in the security proof, while our
construction exploits them in the real-life construction. The security proof thus needs another
layer of tricks.
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Second, the attribute-hiding notions are strong properties that have been well studied in
different IPE works. However, one does not need to achieve such a strong result for tracing: Our
(Distinct) Attribute-Indistinguishability is properly tailored for KP-ABE and tracing.

Finally, we detail the advantage of our solution over a generic KEM approach that would
combine a Delegatable KP-ABE and a black-box traitor-tracing scheme. This generic solution
works if one is not looking for optimal bounds on collusion-resistance during tracing: The main
issue with such a use of two independent schemes is that for each user, the KP-ABE key and
the traitor-tracing key are not linked. As a consequence, the encryptions of the ABE part and
the tracing part are done independently. The colluding users can all try to defeat the traitor
tracing without restriction: the collusion-resistance for tracing in the global scheme will exactly
be the collusion-resistance of the traitor tracing scheme. On the other hand, our construction
will leverage the collusion-resistance of KP-ABE to improve the collusion-resistance of tracing:
only players non-revoked by the KP-ABE part can try to defeat the traitor tracing part. Hence,
during tracing, one can revoke arbitrary users thanks to the policy/attributes part. This allows
to lower the number of active traitors, possibly keeping them below the collusion-resistance of
the traitor tracing scheme, so that tracing remains effective.

2 Preliminaries

We will make use of a pairing-friendly setting G = (G1, Ga, G, e, G1, G2, ¢), with a bilinear map
e from Gy X Gy into Gy, and Gy (respectively G2) is a generator of Gy (respectively Gs). We
will use additive notation for G; and Go, and multiplicative notation in Gg.

Definition 1 (Decisional Diffie-Hellman Assumption). The DDH assumption in G, of
prime order g with generator G, states that no algorithm can efficiently distinguish the two
distributions

Do={(a-G,b-G,ab-G),a,b & Z,} Dy ={(a-G,b-G,c-G),a,b,c & 7Z,}

And we will denote by Advg}dh(T) the best advantage an algorithm can get in distinguishing the
two distributions within time bounded by T'. Eventually, we will make the following more general
Symmetric eXternal Diffie-Hellman (SXDH) Assumption which makes the DDH assumptions in
both G1 and Go. Then, we define Advgi"(T) = max{Advg;dlh (T), Adv%ih (T)}.

2.1 Dual Pairing Vector Spaces

We review the main points on Dual Pairing Vector Spaces (DPVS) to help following the intu-
ition provided in this paper. Though not necessary for the comprehension of the paper, the full
details are provided in the appendix C. DPVS have been used for schemes with adaptive secu-
rity [OT08,LOS*10,0T10,0T12b] in the same vein as Dual System Encryption (DSE) [Wat09],
in prime-order groups under the DLIN assumption. In [LW10], and some subsequence works,
DSE was defined using pairings on composite-order elliptic curves. Then, prime-order groups
have been used, for efficiency reasons, first with the DLIN assumption and then with the SXDH
assumption [CLL™13]. In all theses situations, one exploited indistinguishability of sub-groups
or sub-spaces. While we could have used any of them, the latter prime-order groups with the
SXDH assumption lead to much more compact and efficient constructions.

In this paper, we thus use the SXDH assumption in a pairing-friendly setting G, with the
additional law between elements X € G and Y € GJ: X x Y £ [LeX;,Y;). If X = (X;); =
F-G1 G and Y = (Y;); = - G € GI: (F-Gy) x (F- Go) = X x Y = [[,e(X;,Y;) = g™,
where ¢g; = e(G1,G2) and (Z, ) is the inner product between vectors # and g.

From any basis B = (l_);)Z of Zy, we can define the basis B = (b;); of G}, where b; = I_); -Gh.

Such a basis B is equivalent to a random invertible matrix B < GL,(Z,), the matrix with



b; as its i-th row. If we additionally use B* = (b})i, the basis of G§ associated to the matrix
- - b0, > .
B = (BT, as B-B'" =1,, b; x b% = (b; - G1) x (V) - G2) = gé i~ gf”, where ¢; ; = 1 if

i = j and 60; ; = 0 otherwise, for 4,j € {1,...,n}: B and B* are called Dual Orthogonal Bases.
A pairing-friendly setting G with such dual orthogonal bases B and B* of size n is called a Dual
Pairing Vector Space.

2.2 Change of Basis

Let us consider the basis U = (u;); of G" associated to a random matrix U € GL,(Z,), and
the basis B = (b;); of G" associated to the product matrix BU, for any B € GLy(Z,). For
a vector ¥ € Z;, we denote (Z)p = Y ;x; - b;. Then, (¥)p = (¥)u where i = & - B. Hence,
(Z)g = (& B)y and (Z- B~1)g = (Z)y where we denote B £ B-U. For any invertible matrix B,
if U is a random basis, then B = B - U is also a random basis. Furthermore, if we consider the
random dual orthogonal bases U = (u;); and U* = (u}); of G} and G} respectively associated
to a matrix U (which means that U is associated to the matrix U and U* is associated to the
matrix U’ = (U~!)T): the bases B = B -U and B* = B’ - U*, where B’ = (B~!)T, are also
random dual orthogonal bases:

All the security proofs will exploit changes of bases, from one game to another game, with two
kinds of changes: formal or computational.

Formal Change of Basis, where we start from two dual orthogonal bases U and U* of dimension
2, and set

o 1 1 ! 1 0 _ * / *
B—<01> B—<_11> B=B-U B*=B-U
then, (z1,22)u = (21,22 — 21)B (y1, y2)ue = (Y1 + Y2, y2)B> (1)
(0,z2)u = (0, x2)B (0, y2)us = (y2,y2)B~ (2)
In practice, this change of basis makes by = u; + ug, by = up, by = uj, by = —uj +uj. If

u; /by and uj/bj are kept private, the adversary cannot know whether we are using (U, U*)
or (B,B*). This will be used to duplicate some component, from a game to another game, as
shown in the above example (2).

Computational Change of Basis, where we define vectors in a dual orthogonal basis (U, U*) of
dimension 2. From a Diffie-Hellman challenge (a-G1,b-G1,c-G1), where ¢ = ab+ 7 mod ¢ with
either 7 = 0 or 7 & Zy, one can set

_(1la ;. 10 _n. « _ Ty
B_<01> B_(—a1> B=B-U B*=B-U (3)

then, in basis (B, B*), we implicitly define
(b, C)U + (a;l, .732)15; = (b, c— ab)]B + (:Iil, 1:2)]53 = (.T1 + b, 29 + T)]B
(y1, y2)ur = (1 + ay2, y2)B~
where 7 can be either 0 or random, according to the Diffie-Hellman challenge. And the two
situations are indistinguishable. We should however note that in this case, b3 cannot be com-

puted, as a - G is not known. This will not be a problem if this element is not provided to the
adversary.



Partial Change of Basis: in the constructions, bases will be of higher dimension, but we will
often only change a few basis vectors. We will then specify the vectors as indices to the change
of basis matrix: in a space of dimension n,

B:((l)‘o B’:<1(1)> B=B U B =B U (4)
1,2 VAR

means that only the two first coordinates are impacted, and thus by, by and b7, b3. We complete
the matrices B and B’ with the identity matrix: b; = u; and b} = u}, for i > 3.

2.3 Particular Changes

The security proofs will rely on specific indistinguishable modifications that we detail here. We
will demonstrate the first of them to give the intuition of the methodology to the reader. A
full demonstration for the other modifications can be found in the appendix C.5. These results
hold under the DDH assumption in Gi, (but it can also be applied in G2), on random dual
orthogonal bases B and B*.

With the above change of basis provided in equation (4), we can compute B = (b;);, as we
know a - G and all the scalars in U:

b= D B we by =3 Bty = Y Bisly Gr = Y Uiy (B G
k k & P’

Hence, to compute b;, one needs all the scalars in U, but only the group elements B; ; - G, and
so G and a - G. This is the same for B*, except for the vector b as a - G2 is missing. One can
thus publish B and B*\{b%}.

Indistinguishability of Sub-Spaces (3). As already remarked, for such a fixed matrix B, if
U is random, so is B too, and (Z)g = (& - B)y, so (&)y = (Z- B~')s. Note that B~1 = B'". So,
(b,c,0,...,0)y = (b,c— ab,0,...,0)p, then

(b,c,0,...,0)u + (x1,x2, 23, ..., xn)p = (v1 + b, 22 + T, 23, ..., 2n)B

where 7 can be either 0 or random. Note that whereas we cannot compute b3, this does not
exclude this second component in the computed vectors, as we can use (y1,...,yn)u* = (y1 +

ay2, Y2, -« - s Yn )B* -

Theorem 2. Under the DDH Assumption in Gy, for random dual orthogonal bases B and B*,
once having seen B and B*\{b3}, and any vector (y1,y2,...,yn)B=, for any yo, ..., yn € Zg, but
unknown random y; & Zq, one cannot distinguish (x1, x5, x3,. .., Tn)5 and (T1, 22,23, ..., Tn)B,
for any za, ..., xy € Zq, but unknown random w1, & ZLq.

Some scalar coordinates can be chosen (and thus definitely known) by the adversary, whereas
some other must be random. Eventually the adversary only sees the vectors in G} and Gf. We
now directly state two other properties for which the demonstration (which works similarly as
the SubSpace-Ind one) can be found in the appendix C.5.

Swap-Ind Property, on (B,B*); 3 3: from the view of B and B*\{bj, b3}, and the vector (yi,
Y1, Y3, -, Yn)B*, fOr any yi,ys,...,yn € Zg, one cannot distinguish the vectors (x1,0,
3,24, ...,2Tn)p and (0,x1,23,24,...,2y)B, for any x1,24,...,2, € Zy, but unknown ran-
dom z3 & L.

(Static) Index-Ind Property, on (B,B*);23: from the view of B and B*\{bj}, for fixed ¢ #
p € Zg, and the (7 - (t,—1),y3,...,yn)B+, for any ys,...,y, € Zg, but unknown random
T & Zq, one cannot distinguish (o - (1,p), z3, 24, ..., 2,)p and (o - (1,p), x4, 24, ..., Tn)B,

$
for any %, x3, 24, ..., 2, € Zg, but unknown random o <~ Z,.
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We stress that, in this static version, ¢ and p must be fixed, and known before the simulation
starts in the security analysis, as they will appear in the matrix B. In the Okamoto-Takashima’s
constructions [OT10,0T12b], such values ¢ and p were for bounded names of attributes. In the
following, we want to consider unbounded attributes, we thus conclude this section with an
adaptive version, where ¢t and p do not need to be known in advance, from a large universe:

Theorem 3 (Adaptive Index-Ind Property). Under the DDH Assumption in Gy, for random
dual orthogonal bases B and B*, once having seen B and B*\{b%}, and (7-(t,—1),y3,0,0,ve, .. .,
Yn)B*, for any t,ys,ye,...,yn € Zg, but unknown random w & Zgq, one cannot distinguish
(0-(1,p),23,0,0,26,...,2,)5 and (c-(1,p), x5,0,0, 6, ..., 2B, for any x3, x5, Te, . .., Tn € Lq,
and p # t, but unknown random o & ZLq, with an advantage better than 8 x Adv%,dlh (T) 4+ 4 x
Adv%d;‘ (T'), where T is the running time of the adversary.

Proof. For the sake of simplicity, we will prove indistinguishability between (o - (1,p),0,0,0)p
and (o - (1,p),x3,0,0)p, in dimension 5 only, instead of n. Additional components could be
chosen by the adversary. Applied twice, we obtain the above theorem. The proof follows a
sequence of games.

Game G: The adversary can choose p # t and x3,y3 in Z4, but 7,0 & Z4 are unknown to
it:

k* = (W(t, _1)>y37070)B* Co = (U(lap)70>070)18
C1 = (U(lvp)7$3>070)[3

Vectors (b1, ba, b3, b}, b3) and (cp, k*) are provided to the adversary that must decide on b:
Advg is its advantage in correctly guessing b. Only k* and ¢y will be modified in the following
games, so that eventually cg = c; in the last game, which leads to perfect indistinguishability.

Game Gi: We replicate the first sub-vector (¢, —1), with p & Zg, in the hidden components:
k* = (w(t,—1),ys, p(t,—1))p«. To show the indistinguishability, one applies the SubSpace-
Ind property on (B*,B); 2.45. Indeed, we can consider a triple (a - G2,b - G2, ¢ - G2), where
¢ = ab + 7 mod g with either 7 = 0 or random, which are indistinguishable under the DDH
assumption in Gg. Let us assume we start from random dual orthogonal bases (V,V*). We
define

10a0 1000

, (0104 | o 100 et B

B=10010 B=1_4010 B=5-v B=bV
0001/ 4,5 0 —a01/ ,,.

The vectors by, bs can not be computed, but they are hidden from the adversary’s view, and
are not used in any vector. We compute the new vectors:

k* = (b(t7 —1),y3,c(t, _1))V* Co = (U(l,p),O,O,O)B
= (b(t, _1)7 Ys, (C - ab)(t7 _1)153*
= (b(t’ _1)7 Ys, T(t7 _l)B*

One can note that when 7 = 0, this is the previous game, and when 7 random, we are in the
new game, with # = b and p = 7: Advg — Adv; < Advijth(T).

Game Gjy: We replicate the non-orthogonal sub-vector (1,p), with 0 & Lg:
k" = (W(t, _1)7 Y3, p(ta _1))3* Co = (O-(lvp)> 07 9(1,]9))13

To show the indistinguishability, one applies the SubSpace-Ind property on (B,B*); 245. In-
deed, we can consider a triple (a-G1,b-G1,c-Gy), where ¢ = ab+ 7 mod ¢ with either 7 =0



or random, which are indistinguishable under the DDH assumption in G;. Let us assume we
start from random dual orthogonal bases (V,V*). Then we define the matrices

10a0 1 000
~1010a ;| 0 100 _n. * _ pl w*
B = 0010 B = 4 0 10 B=B-V B*=B-V
0001 1245 0 —a01 1245

The vectors b}, b: can not be computed, but they are hidden from the adversary’s view. We
compute the new vectors in V and V*:

Co = (b(l,p),o,c(l,p))v k" = (W/(t’ _1)af‘/3)p(ta _1))V*
= (b(l,p), 07 (C - a’b)(lvp))B = ((ﬂ-l + ap)@? _1)7 Y3, p(ta _1))13*
= (b(17p)7077(17p))18

One can note that when 7 = 0, this is the previous game, and when 7 random, we are in the
new game, with m = 7’ + ap, 0 = b, and 6§ = 7: Adv; — Adv, < Adv%f'lh (T).

Game Gj: We randomize the two non-orthogonal sub-vectors, with random scalars uy, us, v1, v2

& Lip:
k" = (ﬂ—(t7 —1),y3>U17U2)B* Co = (U(lap)aoavlav2)B

To show the indistinguishability, one makes a formal change of basis on (B*,B)s5, with a
random unitary matrix Z, with z1z4 — 2923 = 1:

B’:Z:(21Z2> B:<Z4 _23) B* = B'. V* B=RB.V
23 24 45 —Z22 21 45

This only impacts the hidden vectors (ba, bs), (b}, b). If one defines k* and ¢y in (V*,V),
this translates in (B*,B):

k* = (ﬂ-(t7 _1)7y3ap(t7 _]-))V* = (W(ta _1)ay3a p(tzl — Z3, tzg — 24))15%*
Co = (U(l,p),O, 9(17p))V = (0(17p)a 05 0('24 — Pz2, —Z23 erzl))IB

Let us consider random uq, us, v1, v2 & Zy, and solve the system in z1, 22, 23, 24. This system
admits a unique solution, if and only if ¢ # p. And with random p,#, and random unitary
matrix 7,

k* = (ﬂ-(t? _1)7 Y3, uy, uQ)IB* Co = (O’(l,p), 0,v1, U2)IB§

with random scalars uy, ug, v1, vy < Zp. In bases (V,V*), we are in the previous game, and
in bases (B, B*), we are in the new game, if p # t: Advo = Advs.

Game G4: We now randomize the third component in cg:

k* = (n(t,—1),y3, u1, u2)B~ co = (o(1,p), x3,v1,v2)B

To show the indistinguishability, one applies the SubSpace-Ind property on (B, B*)4 3. Indeed,
we can consider a triple (a - G1,b- G1,c¢- G1), where ¢ = ab 4+ 7 mod g with either 7 = 0 or
T = x3, which are indistinguishable under the DDH assumption in ;. Let us assume we start
from random dual orthogonal bases (V,V*). Then we define the matrices

B_<1(1)> B'_<(1)_1“> B—B.V B* = B’ V*
a1/ 34 3.4



The vectors bz can not be computed, but it is not into the adversary’s view. We compute the
new vectors:

k* = (W(t? —1),y3,u,1,U2)V* Co = (U(lap)vca b7v2)V
= (ﬂ-(t? _1)1 Ys, ull + ays, u2)B* = (J(lap)v Cc— aba ba UQ)IB%
= (J(1>p)77—7 b,Ug)B

One can note that when 7 = 0, this is the previous game, and when 7 = z3, we are in the
new game, with v; = b and u; = v} + ays: Advy — Advy < 2 x Adv%dlh (T"), by applying twice

the Diffie-Hellman indistinguishability game.

We can undo successively games Gg, Go, and G to get, after a gap bounded by Advg;dlh (t) +
Adv%flh (t): k* = (m(t,—1),y3,0,0)p+ and co = (o(1,p), z3,0,0)p. In this game, the advantage of
any adversary is 0. The global difference of advantages is bounded by 4~Advg}dlh (T) +2-Adv&dzh (1),
which concludes the proof.

3 Key-Policy ABE with Switchable Attributes

Classical definitions and properties for KP-ABE, and more details about policies, are reviewed in
the appendix A.2, following [GPSWO06]. We recall here the main notions on labeled access-trees
as a secret sharing to embed a policy in keys.

3.1 Policy Definition

Access Trees. As in the seminal paper [GPSWO06], we will consider an access-tree 7 to model
the policy on attributes in an unbounded universe U/, but with only AND and OR gates instead
of more general threshold gates: an AND-gate being an n-out-of-n gate, whereas an OR-gate is a
1-out-of-n gate. This is also a particular case of the more general LSSS technique. Nevertheless,
such an access-tree with only AND and OR gates is as expressive as with any threshold gates or
LSSS. For any monotonic policy, we define our access-tree in the following way: 7 is a rooted
labeled tree from the root p, with internal nodes associated to AND and OR gates and leaves
associated to attributes. More precisely, for each leaf A € £, A(\) € U is an attribute, and any
internal node v € N is labeled with a gate G(v) € {AND, OR} as an AND or an OR gate to be
satisfied among the children in children(v). We will implicitly consider that any access-tree T
is associated to the attribute-labeling A of the leaves and the gate-labeling G of the nodes. For
any leaf A € £ of T or internal node v € N'\{p}, the function parent links to the parent node:
v € children(parent(r)) and A € children(parent())).

On a given list I" C U of attributes, each leaf A € L is either satisfied (considered or set to
True), if A(X) € I', or not (ignored or set to False) otherwise: we will denote £ the restriction
of £ to the satisfied leaves in the tree 7 (corresponding to an attribute in I"). Then, for each
internal node v, one checks whether all children (AND-gate) or at least one of the children (OR-
gate) are satisfied, from the attributes associated to the leaves, and then v is itself satisfied or
not. By induction, if for each node v we denote 7, the subtree rooted at the node v, 7 = 7,. A
leaf \ € L is satisfied if A € L then, recursively, 7, is satisfied if the AND/OR-gate associated to
v via G(v) is satisfied with respect to status of the children in children(v): we denote 7,(I") = 1
when the subtree is satisfied, and 0 otherwise:

TI) =1 it Ae Lp for any leaf A € £
T.(I) =1 iff Vk € children(v), T.(I') = 1 when G(v) = AND
T.(I) =1 iff 3k € children(v), T (") =1 when G(v) = OR
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Fig. 2: Example of an access-tree with two different evaluation pruned trees for the leaves colored
in green: {)\1, )\3, )\5, )\8} or {)\1, )\3, )\5, )\9, )\10}

A1 A2 A3 A4 A9 A10
Fig. 3: Example of a 6-labeling in Z/7Z, with a non-satisfying set of (colored) attributes: leaves
Ag, Ag and Aqg are not independent

Evaluation Pruned Trees. In the above definition, we considered an access-tree 7 on leaves
L and a set I" of attributes, with the satisfiability 7(I") = 1 where the predicate defined by T is
true when all the leaves A\ € L are set to True. A I'-evaluation tree 7/ C T is a pruned version
of T, where one children only is kept to OR-gate nodes, down to the leaves, so that 7'(I") = 1.
Basically, we keep a skeleton with only necessary True leaves to evaluate the internal nodes
up to the root. We will denote EPT(T,I") the set of all the evaluation pruned trees of 7" with
respect to I'. EPT(T,I") is non-empty if and only if 7(I") = 1.

Figure 2 gives an illustration of such an access-tree for a policy: when the colored leaves
{A1, A3, A5, Ag, Ag, A1p} are True, the tree is satisfied, and there are two possible evaluation
pruned trees: down to the leaves {1, A3, A5, Ag} or {A1, A3, A5, Ao, A10}-

Partial Order on Policies. Delegation will only be possible for a more restrictive access-tree,
or a less accessible tree 7', than 7 with the following partial order: 7' < T, if and only if
for any subset I' of attributes, 7'(I") = 1 = T(I') = 1. In our case of access-trees, a more
restrictive access-tree is, for each node v: if G(v) = AND, one or more children are added (i.e.,
more constraints); if G(v) = OR, one or more children are removed (i.e., less flexibility); the
node v is moved one level below as a child of an AND-gate at node ¢/, with additional sub-trees
as children to this AND-gate (i.e., more constraints).

3.2 Labeling of Access-Trees

Labeled Access-Trees. We will label such trees with integers so that some labels on the
leaves will be enough /necessary (according to the policy) to recover the labels above, up to the
root, as illustrated on Figure 3.

Definition 4 (Random y-Labeling). For an access-tree 7 and any y € Zj, the probabilistic
algorithm A, (7)) sets a, < y for the root, and then in a top-down manner, for each internal
node v, starting from the root: if G(v) = AND, with n children, a random n-out-of-n sharing
of a, is associated to each children; if G(v) = OR, with n children, each children is associated
to the value a,.

Algorithm A, (7T) outputs A, = (ax)rez, for all the leaves A € L of the tree 7. Because of the
linearity, from any y-labeling (ay), of the tree 7, and a random z-labeling (b)) of 7, the sum
(ax +by)x is a random (y + z)-labeling of 7. In particular, from any y-labeling (ay) of 7, and
a random zero-labeling (by ), of T, the values ¢, < a) + by provide a random y-labeling of 7.
Labels on leaves are a secret sharing of the root that allows reconstruction of the secret if and
only if the policy is satisfied, as explained below:
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Properties of Labelings. For an acceptable set I" for 7 and a labeling A, of 7 for a random
y, given only (ax)xeg,, one can reconstruct y = a,. Indeed, as 7(I") = 1, we use an evaluation
pruned tree 7' € EPT(T,I"). Then, in a bottom-up way, starting from the leaves, one can
compute the labels of all the internal nodes, up to the root.

On the other hand, when 7(I") = 0, with a random labeling A, of 7 for a random y, given
only (ax)aez,, v is unpredictable: for any y,y’ € Z,, D, and D,; are perfectly indistinguishable,
where Dy, = {(ax)accy, (ax)r & A,(T)}. Intuitively, given (ax)aez,, as T(I') = 0, one can
complete the labeling so that the label of the root is any y.

For our notion of Attribute-Indistinguishability, we need to identify a specific property called
independent leaves, which describes leaves for which the secret share leaks no information in
any of the other leaves in the access-tree.

Definition 5 (Independent Leaves). Given an access-tree 7 and a set I" so that 7 (I") =
0, we call independent leaves, in Ly with respect to 7T, the leaves p such that, given only
(ax)rec\{u}ys ap is unpredictable: for any y, the two distributions Dg(F) = {(ax)rec,} and

Dy(I',p) = {(by) U (ax)rer,\fuy ) are perfectly indistinguishable, where (ax)x & Ay(T) and
by & 7.

With the illustration on Figure 3, with non-satisfied tree, when only colored leaves are set to
True, leaves A3 and A5 are independent among the True leaves { A3, A5, A, Ag, A10}. But leaves g,
Ag and Aqp are not independent as ay, = ay, + ay,, mod 7 for any random labeling. Intuitively,
given (ax)xer,\{uy and any a,, one can complete it into a valid labeling (with any random root
label y as T(I") = 0), for p € {3,5}, but not for p € {8,9,10}.

3.3 Switchable Leaves and Attributes

For a Key-Policy ABE with Switchable Attributes (SA-KP-ABE), leaves in the access-tree can
be made active or passive, and attributes in the ciphertext can be made valid or invalid. We
thus enhance the access-tree 7 into 7 = (T, Ly, L,), where the implicit set of leaves £ = L,UL,
is now the explicit disjoint union of the active-leaf and passive-leaf sets. Similarly, a ciphertext
will be associated to the pair (I3, I;), also referred as a disjoint union I" = I, U I3, of the
valid-attribute and invalid-attribute sets.

We note T (I},,I;) = 1 if there is an evaluation pruned tree 77 of 7 that is satisfied by
I'=r,UT5 (ie., T € EPT(T, I')), with the additional condition that all the active leaves in T’
correspond only to valid attributes in I,: 37" € EPT(T,I"),VA € T' N L4, A(X) € I},. In other
words, this means that an invalid attribute in the ciphertext should be considered as inexistent
for active leaves, but only for those leaves.

We also have to enhance the partial order on 7 to T, so that we can deal with delegation:
T = (T, Ly, L) < T = (T, La, L) if and only if 7" < T, L, NL, = L,NL, =0 and L], C L,.
More concretely, 7’ must be more restrictive, existing leaves cannot change their passive or
active status, and new leaves can only be passive.

3.4 Key-Policy Attribute-Based Encapsulation with Switchable Attributes

We can now define the algorithms of an SA-KP-ABE, with the usual description of Key Encap-
sulation Mechanism, that consists in generating an ephemeral key K and its encapsulation C.
The encryption of the actual message under the key K, using a symmetric encryption scheme is
then appended to C. We will however call C' the ciphertext, and K the encapsulated key in C. In
our definitions, there are two secret keys: the master secret key MK for the generation of users’
keys, and the secret key SK for running the advanced encapsulation with invalid attributes:

Setup(1¥). From the security parameter k, the algorithm defines all the global parameters PK,
the secret key SK and the master secret key MK;
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KeyGen(MK, 7:) The algorithm outputs a key dk+ which enables the user to decapsulate keys
generated under a set of attributes I' = I, U I; if and only if T(F v, i) = 1;

Delegate(dk+, 77). Given a key dks, generated from either the KeyGen or the Delegate algo-
rithms, for a policy 7 and a more restrictive policy 7/ < T, the algorithm outputs a
decryption key dky;

Encaps(PK, I"). For a set I" of (valid only) attributes, the algorithm generates the ciphertext C
and an encapsulated key K;

Encaps*(SK, I, I;). For a pair (I, I3) of disjoint sets of valid /invalid attributes, the algorithm
generates the ciphertext C and an encapsulated key K;

Decaps(dk+, C'). Given the key dks from either KeyGen or Delegate, and the ciphertext C, the
algorithm outputs the encapsulated key K.

We stress that fresh keys (from the KeyGen algorithm) and delegated keys (from the Delegate
algorithm) are of the same form, and can both be used for decryption and can both be delegated.
This allows multi-hop delegation.

On the other hand, one can note the difference between Encaps with PK and Encaps® with
SK, where the former runs the latter on the pair (I,0)). And as I; = ), the public key is enough.
This is thus still a public-key encryption scheme when only valid attributes are in the ciphertext,
but the invalidation of some attributes require the secret key SK. For the advanced reader, this
will lead to secret-key traceability, as only the owner of SK will be able to invalidate attributes
for the tracing procedure (as explained in Section 5). For correctness, the Decaps algorithm
should output the encapsulated key K if and only if C' has been generated for a pair (I, [;)
that satisfies the policy 7 of the decryption key dks-: T (I, I;) = 1. The following security
notion enforces this property. But some other indistinguishability notions need to be defined in
order to be able to exploit these switchable attributes in more complex protocols.

3.5 Security Notions

For the sake of simplicity, we focus on one-challenge definitions (one encapsulation with Real-or-
Random encapsulated key, one user key with Real-or-All-Passive leaves, and one encapsulation
with Real-or-All-Valid attributes), in the same vein as the Find-then-Guess security game. But
the adversary could generate additional values, as they can either be publicly generated or an
oracle is available. Then, the definitions can be turned into multi-challenge security games, with
an hybrid proof, as explained in [BDJR97].

Definition 6 (Delegation-Indistinguishability for SA-KP-ABE). Del-IND security for SA-
KP-ABE is defined by the following game:

Initialize: The challenger runs the Setup algorithm of SA-KP-ABE and gives the public pa-
rameters PK to the adversary;
Oracles: The following oracles can be called in any order and any number of times, except for

RoREncaps which can be called only once.

OKeyGen(T): this models a KeyGen-query for any access-tree T = (T, L, £,). It generates
the decryption key but only outputs the index k of the key;

ODelegate(k, T ): this models a Delegate-query for any more restrictive access-tree T <T,
for the k-indexed generated decryption key for 7. It generates the decryption key but
only outputs the index &’ of the new key;

OGetKey(k): the adversary gets back the k-indexed decryption key generated by OKeyGen
or ODelegate oracles;

OEncaps([%, I5): The adversary may be allowed to issue Encaps®-queries, with (K,C) «+
Encaps*(SK, I, I;), and C' is returned;
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RoREncaps(I',, I3): The adversary submits a unique real-or-random encapsulation query
on a set of attributes I' = I, U I;. The challenger asks for an encapsulation query on
(I'y, I;) and receives (Ko, C). It also generates a random key K. It eventually flips a
random coin b, and outputs (Kj, C) to the adversary;
Finalize(b'): The adversary outputs a guess b’ for b. If for some access-tree T’ corresponding to
a key asked to the OGetKey-oracle, T'(I, I}) = 1, on the challenge set (I}, I}), 8 <& {0,1},
otherwise one sets 8 = b’. One outputs f.

Adverind(A) denotes the advantage of an adversary A in this game.

In the basic form of Del-IND-security, where Encaps® encapsulations are not available, the
RoREncaps-oracle only allows I; = ), and no OEncaps-oracle is available. But as Encaps (with
I; = 0) is a public-key algorithm, the adversary can generate valid ciphertexts by himself. We
will call it “Del-IND-security for Encaps”. For the more advanced security level, RoREncaps-
query will be allowed on any pair (I}, [;), with the additional OEncaps-oracle. We will call it
“Del-IND-security for Encaps™”.

With these disjoint unions of £ = £, U L, and I' = I', U I}, we will also consider some
indistinguishability notions on (£, £,) and (I, I3), about which leaves are active or passive in
L = L,VL, for a given key, and which attributes are valid or invalid in I" = I, U I; for a given
ciphertext. The former will be the key-indistinguishability, whereas the latter will be attribute-
indistinguishability. Again, as Encaps is public-key, the adversary can generate valid encapsula-
tions by himself. However, we may provide access to an OEncaps-oracle to allow Encaps™ queries,
but with constraints in the final step, to exclude trivial attacks against key-indistinguishability.
Similarly there will be constraints in the final step on the OKeyGen/ODelegate-queries for the
attribute-indistinguishability.

Definition 7 (Key-Indistinguishability). Key-IND security for SA-KP-ABE is defined by the
following game:

Initialize: The challenger runs the Setup algorithm of SA-KP-ABE and gives the public pa-
rameters PK to the adversary;
Oracles: OKeyGen(T), ODelegate(k, T"), OGetKey(k), OEncaps(I,, I’;), and
RoAPKeyGen(’]Nd): The adversary submits one Real or All-Passive KeyGen-query for any
access structure 7 of its choice, with a list £ = £, U L, of active and passive leaves,
and gets dkg = KeyGen(MK, (T, L4, L)) or dk; = KeyGen(MK, (7,0, L)). It eventually
flips a random coin b, and outputs dk; to the adversary;
Finalize(b'): The adversary outputs a guess b’ for b. If for some (I, I';) asked to the OEncaps-
oracle, T(I, W I;) = 1, for the challenge access-tree T where £ = L, U L,, 8 & {0,1},
otherwise one sets 8 = b’. One outputs £.

Advkey™ind(A) denotes the advantage of an adversary A in this game.

In this first definition, the constraints in the finalize step require the adversary not to ask for
an encapsulation on attributes that would be accepted by the policy with all-passive attributes
in the leaves.

A second version deals with accepting policies: it allows encapsulations on attributes that
would be accepted by the policy with all-passive leaves in the challenge key, until attributes
associated to the active leaves in the challenge key and invalid attributes in the ciphertexts
are distinct. Hence, the Distinct Key-Indistinguishability (dKey-IND) where Finalize(b')
reads: The adversary outputs a guess b for b. If some active leaf X\ € L, from the challenge
key corresponds to some invalid attribute t € I; in an OEncaps-query, then set 3 & {0,1},
otherwise set B =b'. One outputs (3.

Definition 8 (Attribute-Indistinguishability). Att-IND security for SA-KP-ABE is defined
by the following game:
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Initialize: The challenger runs the Setup algorithm of SA-KP-ABE and gives the public pa-
rameters PK to the adversary;
Oracles: OKeyGen(T), ODelegate(k, T"), OGetKey(k), OEncaps(I,, I’;), and
RoAVEncaps(I, I;): The adversary submits one Real-or-All-Valid encapsulation query on
distinct sets of attributes (15, I5). The challenger generates (K, C') <— Encaps*(SK, I, I)
as the real case, if b = 0, or (K, C) < Encaps(PK, I, U I3) as the all-valid case, if b = 1,
and outputs C' to the adversary;
Finalize(b'): The adversary outputs a guess b’ for b. If for some access-tree T corresponding
to a key asked to the OGetKey-oracle, 7'(I, U I3,0) = 1, on the challenge set (I, I}),

B & {0,1}, else one sets B = b'. One outputs 3.
Adv@tind( A} denotes the advantage of an adversary A in this game.

This definition is a kind of attribute-hiding, where a user with keys for access-trees that are not
satisfied by I' = I', U I; cannot distinguish valid from invalid attributes in the ciphertext.

As above on key-indistinguishability, this first definition excludes accepting policies on the
challenge ciphertext. However, for tracing, one also needs to deal with ciphertexts on accepting
policies. More precisely, we must allow keys and a challenge ciphertext that would be accepted
in the all-valid case, and still have indistinguishability, until attributes associated to the active
leaves in the keys and invalid attributes in the challenge ciphertext are distinct. Hence, the
Distinct Attribute-Indistinguishability (dAtt-IND) where Finalize(b') reads: The adver-
sary outputs a guess b’ for b. If some attribute t € I; from the challenge query corresponds to
some active leaf X € L in a OGetKey-query, then set /3 & {0,1}, otherwise set 3 = b'. One
outputs [3.

4 Our SA-KP-ABE Scheme

4.1 Description of our KP-ABE with Switchable Attributes

We extend the basic KP-ABE scheme proven in the appendix D, with leaves that can be made
active or passive in a decryption key, and some attributes can be made valid or invalid in a cipher-
text, and prove that it still achieves the Del-IND-security. For our construction, we will use two
DPVS, of dimensions 3 and 9 respectively, in a pairing-friendly setting (G1, G2, Gy, e, G1, G2, q),
using the notations introduced in Section 2.1. Essentially, we introduce a 7-th component to
deal with switchable attributes. The two new basis-vectors d7 and d; are in the secret key SK
and the master secret key MK respectively. The two additional 8-th and 9-th components are
to deal with the unbounded universe of attributes, to be able to use the adaptive Index-Ind
property (see Theorem 3), instead of the static one. These additional components are hidden,
and for the proof only:

Setup(1”). The algorithm chooses two random dual orthogonal bases
B = (by, by, bs) B* = (b, b3, b3) D= (dy,...,dy) D* =(dj,...,dg).

It sets the public parameters PK = {(by, bz, b}), (d1,d2, ds, d}, d5, d3)}, whereas the mas-
ter secret key is MK = {b},d*} and the secret key is SK = {d7}. Other basis vectors are
kept hidden.

KeyGen(MK, 7). For an extended access-tree 7 = (T, Lq,L,), the algorithm first chooses a

random ag & Zg, and a random ag-labeling (ay) of the access-tree T, and builds the key:
ké = (a’07 07 1)3* k; = (7T)\(1, t)\)? ay, Oa Oa 07 X, 07 0)]]])*

for all the leaves A, where t) = A()\), m) & Zg, and 1y & Zg if A is an active leaf in the
key (A € L) or else ry = 0 for a passive leaf (A € £,). The decryption key dks is then

(kg (K3)A)-
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Delegate(dk ., T"). Given a private key for a tree 7 and a more restrictive subtree 7/ < T,
the algorithm creates a delegated key dks,. It chooses a random ag & Z4 and a ran-
dom ag-labeling (a)) of 7'; Then, it updates k{j < ki + (ag,0,0)p-; It sets k} <« (7} -
(1,t5),d4,0,0,0,0,0,0)p- for a new leaf, or updates k} <+ ki+(m}-(1,¢y),d},0,0,0,0,0,0)p-
for an old leaf, with 7/ &z,

Encaps(PK, I"). For a set I" of attributes, the algorithm first chooses random scalars w, £ & L.
It then sets K = gf and generates the ciphertext C' = (co, (¢t)ter) where

Co = (w7o>§)B Ct = (Ut(t7_1)7(")7070707010)0)]@

for all the attributes ¢ € I', with o & Zyq.

Encaps*(SK, (I, I3)). For a disjoint union I' = I, U I of sets of attributes (I3, is the set of
valid attributes and I is the set of invalid attributes), the algorithm first chooses random
scalars w, & & Zgq. 1t then sets K = gf and generates the ciphertext C' = (co, (¢t)ie(r,ur))
where

Co = (w707£)B Ct = (Ut<t7 —1),W,0,0,0,Ut,o,0)]]])

for all the attributes t € I, U I3, o &Zq and u; & Zyitteloru =0if t € [,

Decaps(dks, C'). The algorithm first selects an evaluation pruned tree 7' of T that is satisfied
by I' = I, U T}, such that any leaf A in 7" is either passive in the key (A € £,) or associated
to a valid attribute in the ciphertext (¢t € I,). This means that the labels ay for all the
leaves A\ in 7" allow to reconstruct ag by simple additions, where t = ty:

o x ki = ggt'M'<(t7—1)7(1,t,\)>+w‘%+ut'?“A _ g;ﬂlx
as uy = 0 or ry = 0. Hence, the algorithm can derive g’ *. From ¢y and kg, it can also
compute ¢co x ki = g’ 'a°+5, which then easily leads to K = gf .

First, note that the delegation works as b}, dj,d3,d3 are public. This allows to create a new

key for T' < T. But as d? is not known, any new leaf is necessarily passive, and an active
existing leaf in the original key cannot be converted to passive, and vice-versa. Indeed, all
the randomnesses are fresh, except for the last components r) that remain unchanged: this is
perfectly consistent with the definition of 77 < 7.

Second, in encapsulation, for invalidating a contribution c; in the ciphertext with a non-zero
ug, for t € I, one needs to know d7, hence the Encaps® that requires SK, whereas Encaps with
I'; = () just needs PK.

Eventually, we stress that in the above decryption, one can recover g;”“° if and only if
there is an evaluation pruned tree 77 of T that is satisfied by I" and the active leaves in 7’
correspond to valid attributes in I, (used during the encapsulation). And this holds if and only
if 7(Iy, ;) = 1.

4.2 Del-IND-Security of our SA-KP-ABE for Encaps

For this security notion, we first consider only valid contributions in the challenge ciphertext,
with indistinguishability of the Encaps algorithm. Which means that I; = ) in the challenge
pair. And the security result holds even if the vector d; is made public:

Theorem 9. Our SA-KP-ABE scheme is Del-IND for Encaps (with only valid attributes in the
challenge ciphertext), even if d7 is public.

The proof essentially reduces to the IND-security result of the KP-ABE scheme, and is available
in the appendix E.1. We present an overview of the proof, as the structure of the first games
is common among most of our proofs. The global sequence of games is described on Figure 4,
where (co, (c;)) is the challenge ciphertext for all the attributes ¢t € I', and (kj, (kj,)) are
the keys, for 1 < ¢ < K, and A € Ly for each ¢-query, with active and passive leaves. In the
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Gy Real Del-IND-Security game
co=(w 0 &) c=( ol w |0 0 0 wu 00)
Ko=(agp 0 1 ) ki,=(mnalter,~1) agx| 0 0 0 7y 00)
G1  SubSpace-Ind Property, on (B,B*); 2 and (ID,D*)3 4, between 0 and 7 & Zq
co=(w 7 &) c=( ol w |7 0 0 u 00)
kip=(a 0 1 ) kj,=(mxlter,—1) ax| 0 0 0 7 00)
G2 SubSpace-Ind Property, on (D, D*); 26, between 0 and 72
co=(w 7 &) c=( ol w |l 7 0 72 u 00)
kz,o =(ap 0 1) sz =( mea(ten,—1) agx| 0 0 0 r,n 00)
Gs Introduction of an additional random-labeling.
co=(w 7 &) ¢ =( o(L,t) w | 7 0 72 u 00)

kz,OZ( apo T¢,0 1 ) kz)\:( 7['47)\(254’)\,—1) (,“Lg’>\| 0 0 Zstii Tex 0 0)

G4 Formal basis change, on (B, B*)s 3, to randomize §
co=(w 7 &) ca=( ol w | 1 0 72 u 00)
Kjo=(ago re0 1) Ky =(maltea,—1) aga| 0 0 252 7ry5 00)

Z;
to,x
Gray cells « mean they have been changed in this game.

Fig. 4: Global sequence for the Del-IND-security proof of our SA-KP-ABE

two first games G1 and G, one is preparing the floor with a random 7 and random masks z;
in the ciphertexts c; (actually, the challenge ciphertext corresponding to the attribute ¢). Note
that until the actual challenge query is asked, one does not exactly know the attributes in I”
(as we are in the adaptive-set setting), thus we will decide on the random mask z;, where ¢ is
virtually associated to the number of the attribute in their order of apparition in the security
game. The main step is to get to Game G3, starting with an additional labeling (s, (s¢,0)),
using hybrid games that begins from Game G2. To do this, the new labelling is added in each
£-th key, then each label is masked by the random z; for each attribute ¢t. One then exploits the
limitations expected from the adversary in the security game: the adversary cannot ask keys on
access-trees T such that 7(I") = 1, for the challenge set I". This limitation translates into the
value s/ being unpredictable for the adversary with regards to (sg,x), as for each key requested
by the adversary, there is at least one sy ) by lack of a corresponding ciphertext. Thus, we can
replace sy by a random independent 7, without giving any advantage to the adversary. To
formally mask the shares sy, we need another level of hybrid games: we will change all the
keys associated with a specific attribute A at the same time, by using the Adaptive Index-Ind
technique. This allows us to mask the s,  share in each key with z;, one A at a time inside the
{-th key.

Simulation of delegation can just be done by using the key generation algorithm, making
sure we use the same randomness for all the keys delegated from the same one. As the vector

7 is known to the simulator, this is easy. As d7 is public, the adversary can run by himself

both Encaps and Encaps®.

We stress that our construction makes more basis vectors public, than in the schemes
from [OT12b], as only bj is for the key issuer. This makes the proof more tricky, but this
is the reason why we can deal with delegation for any user.

4.3 Del-IND-Security of our SA-KP-ABE for Encaps®

We now study the full indistinguishability of the ciphertext generated by an Encaps® challenge,

w-ag \tTUL TN .
1S

with delegated keys. The intuition is that when u; - g\ # 0, the share ag ) in g,
hidden, but we have to formally prove it.
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The main issue in this proof is the need to anticipate whether u; - 7, x = 0 or not when
simulating the keys, and the challenge ciphertext as well (even before knowing the exact query
(I, I;)). Without being in the selective-set setting where both I, and I would have to be spec-
ified before generating the public parameters PK, we ask to know disjoint super-sets A,, A; CU
of attributes. Then, in the challenge ciphertext query, we will ask that I3, C A, and I; C A;. We
will call this setting the semi-adaptive super-set setting, where the super-sets have to be speci-
fied before the first decryption keys are issued. Furthermore, the set of attributes I"' = I, U I
used in the real challenge query is only specified at the moment of the challenge, as in the
adaptive setting.

For this proof, d7 must be kept secret (cannot be provided to the adversary). We will thus
give access to an Encaps® oracle. We then need to simulate it.

Theorem 10. Our SA-KP-ABE scheme is Del-IND for Encaps®, in the semi-adaptive super-set
setting (where Ay, A; CU so that Iy C A, and I; C A; are specified before asking for keys).

We stress that the semi-adaptive super-set setting is much stronger than the selective-set setting
where the adversary would have to specify both I, and I; before the setup. Here, only super-
sets have to be specified, and just before the first key-query. The adversary is thus given much
more power.

The full proof can be found in the appendix E.2, we provide some hints, that extend the
above sketch: we only consider keys that are really provided to the adversary, and thus delegated
keys. They can be generated as fresh keys except for the r)’s that have to be the same for leaves
in keys delegated from the same initial key. However, in order to randomize sy once all of the
shares have been masked, one cannot directly conclude that sy is independent from the view
of the adversary: we only know T;(I,, I;) = 0, but not necessarily T;(I, U I3) = 0, as in the
previous proof.

To this aim, we revisit this gap with an additional sequence where we focus on the k-th key
and the challenge ciphertext. In that sequence, we first prepare with additional random values
ye,x in all the keys, with the same repetition properties as the 7, 5. Thereafter, in another sub-
sequence of games on the attributes, we can use the Swap-Ind property to completely randomize
sk when uy, , - 7pn # 0. Hence, the si \ are unknown either when 2 , is not known (the
corresponding element is not provided in the challenge ciphertext) or this is a random s;% N
when uy, , - rrx # 0. The property of the access-tree then makes sy o perfectly unpredictable,
which can be replaced by a random independent 7, .

4.4 Distinct Indistinguishability Properties

We first claim easy results, for which the proofs are symmetrical:

Theorem 11. Our SA-KP-ABE scheme is dKey-IND, even if d3 is public.
Theorem 12. Our SA-KP-ABE scheme is dAtt-IND, even if d7 is public.

Both proofs can be found in the appendix E.3. In these alternative variants, all the invalid
attributes in all the queried ciphertexts do not correspond to any active leaf in the challenge
keys (for dKey-IND) or all active leaves in all the queried keys do not correspond to any invalid
attribute in the challenge ciphertext (for dAtt-IND). Then, we can gradually replace all the real
keys by all-passive in the former proof or all the real ciphertexts by all-valid in the latter proof.

4.5 Attribute-Indistinguishability

Theorem 13. Our SA-KP-ABE scheme is Att-IND, even if dy is public, if all the active keys
correspond to independent leaves with respect to the set of attributes I' = I, U I in the challenge
ciphertext.
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Fig. 5: Tracing sub-tree for the codeword w = (1,0, 1)

The proof can be found in the appendix E.5. This is an important result with respect to our
target application of tracing, combined with possible revocation. Indeed, with such a result, if
a user is excluded independently of the tracing procedure (the policy would reject him even
if all his passive leaves match valid attributes in the ciphertext), he will not be able to detect
whether there are invalid attributes in the ciphertext and thus that the ciphertext is from a
tracing procedure. This gives us a strong resistance to collusion.

5 Application to Tracing

In our Traitor-Tracing approach, any user would be given a key associated to a word in a
traceable code at key generation time. To embed a word inside a key, the key generation au-
thority only needs to create a new policy for a user with policy 7: the new policy will be a root
AND gate, that connects the original access-tree 7 as one child, and a word-based access-tree
composed of active leaves as another child, as illustrated on Figure 5.

From there, the tracing authority, using the secret key SK, could trace any Pirate Decoder
by invalidating attributes associated to the positions in words, one position at a time. Since an
adversary cannot know whether attributes are valid or invalid, until it is not impacted by the
invalid attributes (thanks to the Distinct Attribute-Indistinguishability), he will answer each
queries of the tracer, when it is able to do it, effectively revealing the bits of his word on each
position, until the tracer finds his complete word, to eventually trace back the traitors, from
the traceable-code properties. Furthermore, thanks to the Attribute-Indistinguishability (not
Distinct), a traitor that has been identified by the tracing authority can be removed from the
target set at tracing time, and can thus no longer participate in the coalition, as it will be
excluded from the policy, whatever the valid/invalid attributes. We stress that the secret key
SK is required for invalidating some attributes, and so for the tracing. We thus have secret-key
black-box traceability. More details are given in the appendix B.

6 Conclusion

We have designed a KP-ABE scheme that allows an authority to generate keys with spe-
cific policies for each user, so that these users can thereafter delegate their keys for any
more restrictive rights. Thanks to the (Distinct) Attribute-Indistinguishability and Attribute-
Indistinguishability, it can also include key material for tracing a compromised key involved in
a pirate device while limiting the size of collusions. In addition, with Key-Indistinguishability
on active leaves and perfect randomization on passive leaves, one achieves a strong level of
anonymity: one cannot detect whether two keys have been delegated by the same original key.
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A More Definitions

A.1 Computational Assumptions

First, we recall the assumptions used in some related work:

Definition 14 (Decisional Linear Assumption (DLIN)). The DLIN assumption in G, of
prime order g with generator G, states that no algorithm can efficiently distinguish the two
distributions, where a, b, ¢, z,y, z < ZLq,

Do={(a-G,b-G,c-G,az - G,by-G,c(z+y) G)}
Dy ={(a-G,b-G,c-G,ax G,by G,z G)}

Definition 15 (External Decisional Linear Assumption (XDLIN)). The XDLIN assump-
tion in G1, Gg, of prime order ¢ with generators G1, Gy respectively, states that no algorithm
can efficiently distinguish the two distributions, where a, b, ¢, z,y, z < Ly,

Do={(a-G1,b-G1,c-Gy,azx - G1,by - G1,a - G2,b- Ga,c- Ga,ax - G2, by - Ga,
c(z+y) Ga)}

D1 ={(a-G1,b-G1,c- Gy azx - G1,by - Gi1,a - G2,b- Ga,c- Ga,ax - G2, by - Ga,
z-G9)}

However, for our proofs, in the sequence of games, we will sometimes use the following DSDH
assumption, that is equivalent to the DDH assumption:

Definition 16 (Decisional Separation Diffie-Hellman Assumption). The DSDH assump-
tion in G, of prime order ¢ with generator G, between two constant values z, y, states that no
algorithm can efficiently distinguish the two distributions, where a,b < Zyq,

D, ={(a-G,b-G,(ab+2x)-G)} Dy ={(a-G,b-G,(ab+y)-G)}

As ¢+ x and ¢+ y are perfectly indistinguishable for a random ¢, then the best advantage an
algorithm can get in distinguishing the two distributions within time 7' is upper-bounded by
2 - Adv(T).

A.2 Definitions for KP-ABE

We now recall the definition of KP-ABE from [GPSWO06], with access-trees to define policies in
the keys:

Setup(1”). From the security parameter s, the algorithm defines all the global parameters PK
and the master secret key MK;

KeyGen(MK, 7). For a master secret key MK and an access-tree T, the algorithm outputs a
private key dk;

Encaps(PK, I"). For a list I" of attributes and global parameters PK, the algorithm generates
the ciphertext C and an encapsulated key K;

Decaps(dky, C'). Given the private key dks and the ciphertext C, the algorithm outputs the
encapsulated key K.

For correctness, the Decaps algorithm should output the encapsulated key K if and only if C
has been generated for a set I" that satisfies the policy T of the decryption key dks: T (") = 1.
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Delegation. A major feature in [GPSWO06] is delegation of decryption keys: a user with a
decryption key dk corresponding to an access-tree 7 can compute a new decryption key corre-
sponding to any more restrictive access-tree, or a less accessible tree 77, than 7 with the follow-
ing partial order: 77 < T, if and only if for any subset I" of attributes, 7'(I") = 1= T(I') = 1.
More concretely, in our case of access-trees, a more restrictive access-tree is, for each node v,

1. if G(v) = AND, one or more children are added (i.e., more constraints);

2. if G(v) = OR, one or more children are removed (i.e., less flexibility);

3. the node v is moved one level below as a child of an AND-gate at node v/, with additional
sub-trees as children to this AND-gate (i.e., more constraints).

We illustrate the last rule, with a simple example in Figure 6. There is thus the additional
algorithm:

Delegate(dks, 77). Given a key dkr, generated from either the KeyGen or the Delegate algo-
rithms, for a policy 7 and a more restrictive policy 7' < T, the algorithm outputs a
decryption key dkg.

Security Notions. Whereas we could recall the classical indistinguishability, with only KeyGen-
queries, we extend it to handle delegation queries: if one can ask several more restrictive dele-
gations from an access-tree T, one should not be able to distinguish an encapsulated key in a
ciphertext under a non-trivial list of attributes, according to the obtained delegated keys only.
Note that this definition allows for an adversary to make delegation requests on keys that are
delegated keys themselves, without limit.

Definition 17 (Delegation-Indistinguishability). Del-IND security for KP-ABE is defined
by the following game between the adversary and a challenger:

Initialize: The challenger runs the Setup algorithm of KP-ABE and gives the public parameters

PK to the adversary;

Oracles: The following oracles can be called in any order and any number of times, except for

RoREncaps which can be called only once.

OKeyGen(T): to model KeyGen-queries for any access-tree 7. It generates the decryption
key but only outputs the index k of the key;

ODelegate(k, T"): to model Delegate-queries for any more restrictive access-tree 7' < T,
for the k-th generated decryption key for 7. It generates the decryption key but only
outputs the index k' of the new key;

OGetKey(k): the adversary gets back the k-th decryption key generated by OKeyGen or
ODelegate oracles;

RoREncaps(I'): the challenge real-or-random encapsulation query on a set of attributes I
is asked once only. The challenger asks for an encapsulation query on I" and receives
(Ko, C). It also generates a random key Kj. It eventually flips a random coin b, and
outputs (Kj, C) to the adversary;

Finalize(b'): The adversary outputs a guess b’ for b. If for some access-tree T corresponding to

a key asked to the OGetKey-oracle, 7(I') = 1, on the challenge set I", 8 & {0, 1}, otherwise

one sets B = b'. One outputs .

OR]
5]

O Leaf O Gate O Added AND-leaf

Fig.6: Access-tree (left-side) and delegated-tree (right-side) where the leaf associated with at-
tribute A is changed into an AND-gate with a new child leaf associated with attribute A’
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The advantage of an adversary 4 in this game is defined as
Adveerind(A) = Pr[g =1]b=1] — Pr[8 = 1]b = 0].

One could of course consider Chosen-Ciphertext security, where the adversary could have
access to some decryption oracles, without the decryption key itself. On the more limited side,
one can consider Selective-Set security, where the adversary declares I' at the initialization
step, as in [GPSWO06]. This Delegation-Indistinguishability is definitely stronger than basic In-
distinguishability as the adversary can ask for an OGetKey(k)-query right after the OKeyGen(T)-
query that provides index k to get the decryption key for 7.

B Application to Traitor-Tracing

Black-Box Traitor-Tracing. In a black-box traitor-tracing system, a tracing authority can
interact with a Pirate Decoder (PD) that non-legitimately decrypts ciphertexts, using one or
more decryption keys of legitimate users (the traitors). The keys used by the PD, or the aggre-
gated key, are unknown to the tracing authority when we are dealing with black-box tracing,
the most reasonable scenario. The goal of traitor-tracing is to determine which user’s private
keys are used by the PD, only interacting with the PD in a black-box way, in turn allowing
to identify the traitors or the compromised devices. An approach is to embed codewords (also
called ”fingerprints”) with specific properties in the decryption keys. These codewords can then
be recovered, under some marking assumptions that address collusion of traitors, after only a
few interactions with the PD. Boneh and Shaw [BS95] proposed a tracing technique by em-
bedding codewords in each ciphertext. With this approach, the ciphertext size has to be linear
in the length of the codeword, and this length quickly increases with the size of the possible
collusion. Boneh and Naor [BNO8| improved this approach with a shorter ciphertext: only some
bits of the codeword are involved in each ciphertext, but in this case tracing requires additional
assumptions on the decryption capabilities of the PD.

Boneh et al. [BSWO06], followed by [BW06], proposed traceability (and revocation) whatever
the size of the collusion, but with ciphertexts of size v/N, where N is the maximal number of
users. Wong et al. [LW15,LLLW17] combined this technique into a CP-ABE, with policy encoded
in a Linear Secret Sharing Scheme (LSSS). Those techniques nevertheless seem incompatible
with delegation properties. Intuitively, their approach assigns each single user to a different cell
in a table, and then methodically tests each cell of the table for a traitor, with linear tracing.
This is quite exclusive with delegation for the users, as one cannot add more cells in the table.

Lai and Tang [LT18] proposed a framework for traitor-tracing in ABE. Their technique
is a generic transformation to make any ABE into a traceable ABE, following above Boneh
and Shaw [BS95] methodology. By representing bits in fingerprinting codewords as attributes,
they successfully embed the words into any ABE key. However, their construction is a generic
one, and the additional layer excludes delegation for the usual ABE scheme. Nevertheless, our
approach will be in this vein, but for a very specific construction.

B.1 Delegatable and Traceable KP-ABE

Our initial motivation was to adapt KP-ABE with delegation to support tracing, which should
not be detectable by the pirate decoder. We now explain how our SA-KP-ABE primitive allows
that. We recall the definitions of tracing, and then we illustrate with a possible family of policies
with switchable leaves and attributes. We first add a Tracing algorithm to initial definition of
delegatable KP-ABE from the appendix A.2:

Setup(1%,n,t). From the security parameter k, the total number n of users in the system, and
the maximal size ¢t on the collusion, the algorithm defines all the global parameters PK, the
master secret key MK, and the tracing key TK;
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KeyGen(MK, T, id). From a master key MK and an access tree 7T, the algorithm outputs a key
dkig7, specific to the user id;

Delegate(dkiq 7, 77, id"). Given a key dkiq 7 and a more restrictive access-tree 7' < T, the algo-
rithm outputs a decryption key dkiy 7

Encaps(PK, I"). For a set I' of attributes, the algorithm generates the ciphertext C' and an
encapsulated key K;

Decaps(dkig, 7, C). Given the key dkiq 7 and the ciphertext C, the algorithm outputs the encap-
sulated key K;

TraceD(SK, I'). Given the secret key SK, and a black-box access to a Pirate Decoder D, the
tracing algorithm outputs an index set I which identifies a set of malicious users, among
the users id and id’ compatible with I".

In the above definition, id’ might be for a specific device of user id. Then the authority generates
keys for users, and users delegate for devices, with any more restrictive policy 7’ < 7T: one can
consider that id" = id||d, for device d. One can then trace users and devices.

We expect two properties from the Trace algorithm on a perfect Pirate Decoder for a set
I' (that always decrypts the encapsulated key), when the number of traitors compatible with
I' is at most ¢: it always outputs a non-empty set of traitors, but does never wrongly accuse
anybody.

Definition 18 (Traceability).

Initialize: The challenger runs the Setup algorithm and gives the public parameters PK to the
adversary;

OKeyGen(id, 7): The adversary is allowed to issue KeyGen-queries for any access-tree 7 of
its choice, the corresponding secret key dkiq 7 is generated,;

ODelegate(id, 7,id’, 77): The adversary is allowed to issue several Delegate-queries for any
more restrictive access-tree 7' < T of its choice, for an already generated decryption
key for 7, and the corresponding secret key dkiy 7+ is generated;

OGetKey(id, 7): The adversary can then ask and see the secret key dkiq 7, if it has been
generated, else it gets 1;

Finalize: The adversary generates a set of attributes I" and a perfect Decoder D on I, the
challenger runs Trace” (SK, I') to get back I. Let us denote U, (corrupted users) the set of

id" for which 77 has been asked such that 77(I") = 1. If the size of U, is at most ¢, but

I ¢ U, or I is empty, one outputs 1, otherwise one outputs 0.

The success Adv'™@¢(A) of an adversary A in this game is the probability to have 1 as output.

We stress that the above definition requires a perfect Pirate Decoder. This could be relaxed,
but this is enough for our illustration.

B.2 Fingerprinting Code

Our technique will exploit traceable codes as in [CFN94] that allow to trace back codewords
from words that have been derived from legitimate codewords. It uses the definition of feasible
set, the list the words that can be derived from a set of words:

Definition 19 (Feasible Set). Let W = {w™, ..., w®} be a set of ¢t words in {0, 1}*. We say
a word w € {0,1}¢ is feasible for W if for all i = 1,...,¢, there is a j € {1,...,t} such that
w; = ng ). The set of words feasible for W is the feasible set of W, denoted F (W) ={w €
{0, 1}, Vi, Jw' € W,w; = w!}.

A fingerprinting code is a particular traceable code. It defines a set of codewords that allows
correct and efficient tracing to recover the traitor codewords from a word derived from them
(in the feasible set). For the sake of clarity, we focus on binary codes:
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Definition 20 (Fingerprinting Code). A fingerprinting code is a pair of algorithms
(G, T) defined as follows:

Code generator G is a probabilistic algorithm that takes a tuple (n,t) as input, where n is
the number of codewords to output, and ¢ is the maximal collusion size. The algorithm
outputs a code II of n codewords of bit-length ¢.

Tracing algorithm 7 is a deterministic algorithm that takes as input a word w* € {0,1}¢ to
trace. The algorithm T outputs a subset S C II of possible traitors.

Such a fingerprinting code is said t-secure if for all n > ¢ and all subsets C' C {1,...,n} of
size at most t, when we set IT = {w® ... w™} « G(n,t) and W = {w®};ec, for any word
w* € F(W¢), then 0 # T(w*) C C.

Again, we could relax the definition with error probabilities in identifying a traitor and in
framing an honest user. Tardos codes [Tar03] are examples of short codes with probabilistic
tracing capabilities and low error rates.

B.3 Traceable and Delegatable KP-ABE from SA-KP-ABE

We now explain how our SA-KP-ABE primitive is enough for tracing. For the sake of simplicity,
in the following, we will keep id’" = id, without specifying the device, still with any 7’ < 7T, but
then devices of the same user cannot be traced. Only users can be traced, but various devices
might have different policies:

Setup'"(1%,n,t). The algorithm calls Setup(1*) and gets back PK,MK,SK. It also calls code
generator algorithm G(n,t) to get the code II. It sets the parameters as PKT = PK,
MK™ = (MK, IT) and TK™ = (SK, T").

KeyGen™ (MK, id, 7). For an access-tree T, the algorithm defines 7, where 7" = T A T,
are linked by an AND-gate at their root. The access-tree Tt is constructed as follows (see
Figure 5) :

— Choose a word wig = wiq,1 - . . Wig ¢ from II, for any new id;

— Set T1 as the AND of active leaves \; associated to the attributes A; y, ,, fori =1,... L.
The algorithm then calls KeyGen(MK, 7 "), where all leaves are passive in 7 and all leaves
are actlve in 7T, and gets back dkTT,, and finally sets dkud,T — dkTT,.

Delegate ™ (dk ,d T T"). Given a private key for an access-tree 7 and a more restrictive sub-
tree 7/ < T, but for the same identity (as we focus on id’ = id), the algorithm calls
Delegate(dk s, T"), where 7 and T’ are T and 7’ combined with 77, as above, to get a new
delegated key dk+,, and sets dkidﬂ-, = dk+.

Encaps' (PK™", I'). For aset I of attributes, the algorithm defines I'T" = {A10,A11,-..,A00,Ar1}-
It then calls Encaps(PK, I"U FTr) and gets the output K and C. It then sets K" = K and
Cr=C.

Decaps ' (dk;f 75C). The algorithm calls DecapsTr(dk:r, C), for dky = dk,d T, to get K, and
outputs KTr =K.

Trace " (TK™, I"). On input the tracing key TK™ = (SK,T), and access to a perfect Pirate
Decoder D, the algorithm repeats the following experiment, for j = 1,...,/, to build the
word w*:

1. Set I\ = DU {App ki # 4,0 € {0,1}} U{A 0} and T = {4;1};

2. Set I\ = I U{Apspk #5,0€{0,1}}U{A;,} and IV = {A] o};

3. Compute the two challenges (Ko, Cp) < Encaps®(SK, (F( F( ))) and (K1,C1) «+

Encaps®(SK, (qul), Fi(l)));

4. Flip a random coin b < {0,1}, and ask for the decryption K’ of C}, to D;

5. If K/ = K}, then set w% < b, else set w¥ <— 1 —b.
Eventually, the algorithm runs the tracing algorithm 7'(w*) to get S, the set of traitors,
that it outputs.
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AND

AND T

]Al,l \ ]Az,o \ ]Ag,l \ O Leaf 0 Gate

Fig. 7: Tracing sub-tree for the codeword w = (1,0, 1)

Security Analysis. Again, we stress that we assume perfect Pirate Decoder D, but relaxed
version would be possible. Hence, here, we know that D will successfully decrypt any normal
ciphertext when I is acceptable for all the traitors. Then, during the tracing procedure, for any
index j, there are three possibilities:

— If wj = b for all keys in U, then the ciphertext Cj is indistinguishable from the one where
Aj1_p is in I', because of the Distinct Attribute-Indistinguishability (Att-IND) property of
the scheme, hence D will always output K. We correctly set w;‘ =b.

— If w; = 1 -0 for all keys in U., K; will be unpredictable because of the Delegation-
Indistinguishability for Encaps®, we correctly set w; =1-b.

— If w; has mixed values in 0 and 1 among users in U., D can detect that Cj involves active

keys. But we could anyway set w} <= 0 or w; < 1.

This way, the built word w* satisfies that, for each position j, w;-‘ = wj, for some w in U.:
w* € F(U.). If the fingerprinting code is ¢-secure, since the size of U, is at most ¢, ) # T'(w*) C
U.. As a consequence, under the Distinct Attribute-Indistinguishability and the Delegation-
Indistinguishability for Encaps®, the delegatable KP-ABE is traceable.

Discussions. Our tracing system is presented with basic fingerprinting notions, for the sake
of clarity, but more advanced features are possible. In particular, our tracing algorithm works
as well with non-perfect Pirate Decoder, at the cost of more calls to D to increase the quality
of the estimation. It is also compatible with [BNO8], to drastically reduce the ciphertext size.
Eventually, one could also let the user to delegate traceable keys to each devices. However, as
we do not allow public traceability, only the tracing authority can run the tracing procedure,
to trace users or devices.

C Dual Pairing Vector Spaces

In this section, we provide a brief review of the Dual Pairing Vector Spaces (DPVS), that have
been proposed for efficient constructions with adaptive security [OT08,LOS*10,0T10,0T12b],
as Dual Systems [Wat09], in prime-order groups under the DLIN assumption. In [LW10], Dual
Systems were using pairing on composite order elliptic curves. Then, prime-order groups have
been used with the SXDH assumption, in a pairing-friendly setting of primer order, which
means that the DDH assumptions hold in both G; and G [CLL"13]. In all theses situations,
one exploited indistinguishability of sub-groups or sub-spaces. In this section, for the sake of
efficiency, we use the SXDH assumption in a pairing-friendly setting (G1, Go, Gy, e, G1, G2, q) of
primer order gq.

C.1 Pairing Vector Spaces

Let us be given any cyclic group (G = (G),+) of prime order ¢, denoted additively. We can
define the Z, vector space of dimension n,

G'={X=7-G=E(X1=21-G,....Xp =2, -G)|T € L'},
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with the following laws:

def

(X1,.., Xp)+ (Y1, ., ) =(Xai+Y,...,. X+ Y,)
def

a-(X1,....Xp)=(a-X1,...,a-Xp)

Essentially, all the operations between the vectors in G" are applied on the vectors in Zj:
i G+ GE(T+7)-G a (-G = (a-7)-G

where T + ¢ and a - T are the usual internal and external laws of the vector space Zy. For the
sake of clarity, vectors will be row-vectors.

If we are using a pairing-friendly setting (G1, Go, Gy, e, G1,G2,q), with a bilinear map e
from Gy x G2 into G, we can have an additional law between an element X € G} and Y € G:
Xxy< [, e(X5,Y5), where Gy is usually denoted multiplicatively.

Note that if X = (X3,...,X,,) =2-G1 € Gl and Y = (Y3,....Y,) =7 G2 € G}:

(Z-G1) x (- G2) =X x Y = [[e(Xi,¥3) = [ [ e(wi - Gr, v - G)

where g, = e(G1,G2) and (&, %) is the inner product between vectors & and .

C.2 Dual Pairing Vector Spaces

We define £ = (€;); the canonical basis of Ly, where €; = (0i1,-..,0in), with the classical
dij = 1if i = j and 6; ; = 0 otherwise, for i,j € {1,...,n}. We can also define E = (e;); the
canonical basis of G", where e; = €; - G = (0;; - G);. More generally, given any basis B = (I;Z)z
of Zg, we can define the basis B = (b;); of G™, where b; = b; - G.

Choosing a random basis B of G" is equivalent to a random choice of an invertible matrix
B & GLy(Z,), the definition B < B x &, where B = (b;); is a basis of Zy (B is essentially the
matrix with b; as its i-th row, as b; = Zj B; j - €;), and then B « (b;); where b; = bi - G: B is
the basis of G" associated to the matrix B as

bzzng:ZBz,jng:ZBz,]e] :B=B-E.
J J
In case of pairing-friendly setting, for a dimension n, we will denote E = (e;); and E* = (e});

the canonical bases of G} and G¥, respectively:

. . €;,; 8; s
e; x e = (& G1) x (& - G2) = g<T6 ) _ gp.

The same way, if we denote B = (b;); = B - E the basis of G} associated to a matrix B, and

B* = (b}); = B’ - E* the basis of G} associated to the matrix B’ = (B™1)7, as B - B =1,

% - gi,g,~ 0; i
b; x b’ = (b; - G1) x ( -‘Gz)zgf ﬁzgt =3

<

B and B* are called Dual Orthogonal Bases.

We have seen above the canonical bases E and E* are dual orthogonal bases, but for any
random invertible matrix U &~ GL,,(Z,), the bases U of G} associated to the matrix U and U*
of G} associated to the matrix (U~1)T are Random Dual Orthogonal Bases.

A pairing-friendly setting (G1,Ga, Gy, e, G1, G, q), with such dual orthogonal bases U and
U* of size n, is called a Dual Pairing Vector Space (DPVS).
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C.3 Change of Basis

Let us consider the basis U = (u;); of G™ associated to a matrix U € GLn(Zq), and the basis
B = (b;); of G" associated to the product matrix BU, for any B € GL,(Z,). For a vector
T € Zg, we can define

(f)g=Y @i-bi=Y zi-b-G=& BU-G=(&-B)-U-G=§-U-G

K3 (]
:Zyi'ﬁi'G:Zyi-ui:(gf)UWhereg:f-B.
i i

Hence, (Z)g = (Z-B)y and (Z-B~')p = (#)y where we denote B = B-U. For any invertible matrix
T T
B, if U is a random basis, then B = B-U is also a random basis. Then, with B~ = (¥, ,..., V),

F=g- (B, 0
B=B-UB =| : |, and (@5 = (v = = (§,01),..., 7 0n)).

Let us consider the random dual orthogonal bases U = (u;); and U* = (u}); of G and G%

respectively associated to a matrix U (which means that U is associated to the matrix U and
U* is associated to the matrix (U~!)T): the bases B = B-U and B’ = (B~!)T - U* are also dual
orthogonal bases:

» AT . _ _ -
bit/;  @-B(BTh)T-arT @t T 8ij

biXb;:gt = ¢

C.4 Partial Change of Basis

We will often just have to partially change a basis, on a few vectors only: the transition matrix

t1,0 .- tim
B = ()i, . im = :
tm,l < tmm i1y
means the n x n matrix B where
Bi’j = 5i,ja if any %, j Q {il, e ,im} Bik,ig = tk,ﬂa for all k,€ S {1, Ce ,m}

As a consequence, from a basis U, B = B - U corresponds to the basis

b, = w;, if i & {i1, ... im} bi, = Y bk Wy, if k& {in, o im)
1

As we need to have B* = (B~!)T.U*, we need the dual transition matrix B’ to be B’ = (t');, ..
where ¢ = (t71)T. Indeed, in such a case, we have

bf =ul, ifi & {i1,. .. im} bf, = th,-u, if k& {in,... im}
¢

S0,

— if both 7,5 & {i1, ... im}, by X b = w; x u} = ¢;";
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— ifi=1ip € {it,... im}, but j & {i1, ... im},
bz‘ X b; = bik X u; = (Ztk7€ -u“{) X u; = H(uie X u;'f)tk,l =1
14 14
— if i & {i1,... im}, but j =i € {i1,...,im}

/ t)
b; x b% =u; x b} =u; x (ZW : u;;> = [ (wi x up) e =1
L

L

- ifi:ik andj:ig,

bl' X b;k = (Z tk,p . uip> X <Z t27p . uffp)
p p

’ as
_ . s \tepty _ 2apthetiy,  Sptkptpe  Ske i
—”(uszuip) =Gt =G =9 =G
p

C.5 Particular Changes

Let us consider a triple (a - G1,b - Gy,c - G1), that is either a Diffie-Hellman tuple (i.e., ¢ =
abmod ¢) or a random tuple (i.e., ¢ = ab + 7 mod ¢, for 7 & Zy). For any random dual

orthogonal bases U and U* associated to the matrices U and U’ = (U _1)T, respectively, we can
set

p= (1l g=(10 B=RB-U B* = B' . U*
01 12 —al 19

Note that we can compute B = (b;);, as we know a - G and all the scalars in U:
b =D B we by =3 Bty = D Bisley Gr = Y Uiy (B G
k 3 . -

Hence, to compute b;, one needs all the scalars in U, but only the group elements B; ; - G, and
so G1 and a - G1. This is the same for B*, excepted for the vector b} as a - G is missing. One
can thus publish B and B*\{b3}.

Indistinguishability of Sub-Spaces. As already remarked, for such a fixed matrix B, if U
is random, so is B too, and (Z)p = (Z- B)y, so (Z)u = (& B~). Note that B~' = B'". So, in
particular

(b,¢,0,...,0)y + (z1,%2,23,...,Tn)B
= (b,c—ab,0,...,0)p + (x1,22,23,...,%Zn)B
=(r1+bro+T7,23,...,T0)B

where 7 can be either 0 or random.
Note that whereas we cannot compute b3, this does not exclude this second component in
the computed vectors: (7)y- = (7 B~ g+ = (- BT )g-. So, in particular

Wi, yn)us = (Y1 + ay2,y2, - - Yn)B*

Theorem 21. Under the DDH Assumption in G1, for random dual orthogonal bases B and B*,
once having seen B and B*\{b3}, and any vector (yi1,y2,...,Yn)B*, for chosen ya, ..., yn € Zq,
but unknown random y; & Zq, one cannot distinguish the vectors (x1,xh,x3,...,2y)p and

$
(x1,x2,23,...,%n)B, for chosen xa,...,z, € Zg, but unknown random xi,zh < Z,.
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Using the DSDH assumption instead of the DDH assumption, on two chosen values zg and x4, one
can show that no algorithm can efficiently distinguish (x1, 22, x3, ..., xy)p from (21, 25, x3, ..., xn)B,
for chosen ), x2, . .., z,, € Zg, but unknown random & Lyg:

Theorem 22 (SubSpace-Ind Property). Under the DSDH Assumption in G1, for random
dual orthogonal bases B and B*, once having seen B and B*\{b}, and any vector (y1,y2, - . ., Yn)B*,
for chosen ya,...,yn € Zq, but unknown random iy, & ZLgq, one cannot distinguish the vectors
(1,25, 23, ...,2n)p and (z1,T2,x3,...,2Ty)B, for chosen xb,xa, ..., Ty € Ly, but unknown ran-
dom 11 & Zyq.

We stress that for this property, we only work with (b, b2) and (b}, b%), but without publishing
b3.

Indistinguishability of Position. Let us consider another change of basis:

100 10 —a
B=|10120 B =101 a B=B-U B* = B’ - U*
a-alj, ,, 00 1/ 53

In this case, we can compute B = (b;);, but not the vectors b] and b} as a - G is missing.

(¢,—¢,byxy,...,xn)u = (c—ab,—c+ ab,b,xy,...,xn)p = (T, —T,b, T4, ..., 2Tn)B
(97 97 y37 3/47 v 7yn)U* = (07 07 aa - ae + 937 3/47 v 7yn)IB* = (97 97 y37 e 7yn)B*
There is the limitation for the first two components in B* to be the same:

Theorem 23 (Pos-Ind Property). Under the DDH Assumption in Gi, for random dual or-
thogonal bases B and B*, once having seen B and B*\{b},bs} and (yi,v1,93,-..,Yn)B*, for
chosen yi1,ys,...,yn € Zg, one cannot distinguish the vectors (z1, —x1,23,%4,...,%n)B and

(0,0,23,24,...,2n)B, for chosen x4, ...,x, € Ly, but unknown random x1,x3 & Lq.
We stress again that for this property, we only work with (bi,bs,bs) and (b}, b3, b3), but
without publishing (b7, b}).

But more useful, using the DSDH assumption on 0 and x1, which claims indistinguishability
between (a - G,b- G, (ab+0)-G) and (a-G,b- G, (ab+ x1) - G), we have indistinguishability
between

(0, 21,23, ...,2n)B + (ab, —ab,b,0,...,0)y
= (0,21,23,...,2n)B + (ab — ab, —ab + ab,b,0,...,0)p
= (07$17$3) cee 7$n)B

(0,21,x3,...,25)B + (ab+ x1, —ab — 21,b,0,...,0)y
= (0,21,23,...,2n)B + (ab+ 21 — ab, —ab — x1 + ab,b,0,...,0)
== (xly 071.37 cee 7xn)B

(Y1, 91,93, Y4, -+ Yn)ur = (Y1, 91,091 — ay1 + Y3, Y4, - - - Yn B>

= (y17 Y1, 93, -+, yn)B*

Hence,

Theorem 24 (Swap-Ind Property). Under the DSDH Assumption in Gy, for random dual
orthogonal bases B and B*, once having seen B and B*\{b},b3} and (yi,v1,93,---,Yn)B*,
for chosen y1,ys,...,yn € Zq, one cannot distinguish the vectors (x1,0,x3,24,...,2,)p and
(0,21, 23,24, ..., 2Tn)B, for chosen x1,z4,...,Tn € Lq, but unknown random x3 & Lyq.

Again, for this property, we only work with (by, b, bs) and (b}, b3, b}), but without publishing
(b7, b3).
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SubSpace-Ind: with b; hidden
c=( = To zs ) ~( a1 x4 z3 B
kK'=( vy v w3 )e-=( ym Y2 ys e

Swap-Ind: with b7, b5 hidden
c=( = 0 z3 ) ~( 0 1 3 B

kK'=(Cymn w»n  ys )= v v ys e
Index-Ind: with b3 hidden, if p # ¢

c=( o -(,p) 3 ) =( o -(LLp x5 )B
kK'=(7m -(t,-1) wys Jp==( 7 -(t,~1) ys e+

Colored cells z are random values, while gray cells z are any value (possibly chosen).

Fig. 8: Computationally indistinguishable Changes of Basis

Indexing and Randomness Amplification. The crucial tool introduced in [OT12b] is the
following change of basis, for chosen scalars t # p € Zj:

1 t —p at 110
B:t x| -11 —a B'=|pto0
-p
0 0t—p 123 —a01 123

In this case, we can compute B = (b;);, but not the vectors b} as a - G2 is missing.

= (b,bp,c — ab,x4,...,7n)B

=(b-(1,p), T, T4,...,%n)B

= (mt+atd/(t —p),—m —ad/(t —p),0,Yay .-, Yn)B*

= ((m+ad/(t =p))- (£, =1),0,y4, -, Yn )5~

There is the limitation for the first two components in B and B* not to be orthogonal: ((1, p), (¢, —1)) =
(t—p) #0:

Theorem 25. Under the DDH Assumption in Gy, for random dual orthogonal bases B and B*,
once having seen B and B*\{b3}, and (7 - (t,—1),ys3,...,Yn)B*, for chosen ys,...,yn € Zg, but

(ba 0,¢,24, ... 7$n)U

((t *p) : (71', 0)7 57 Ya, - .- 7yn)U*

unknown random T <& Zq, and for any chosen t # p € Zy, one cannot distinguish the vectors
(b-(L,p),7,24,...,20) and (b-(1,p),0,24,...,2,)B, for chosen x4,...,x, € Zq, but unknown
random b, T & Zyq.

As above, we can have a more convenient theorem under the DSDH assumption:

Theorem 26 ((Static) Index-Ind Property). Under the DSDH Assumption in Gy, for ran-
dom dual orthogonal bases B and B*, once having seen B and B*\{b3}, and (7-(t, —1),y3, ..., Yn)B*,

for chosen y3,...,yn € Zg, but unknown random w & Zq, and for any chosen t # p € Zq, one
cannot distinguish the vectors (o-(1,p), 3, T4, ..., xn)p and (o-(1,p), 2k, T4, ..., xy)B, for chosen
Th, X3, X4, ..., Ty € Ly, but unknown random o & Lyq.

For this property, we only work with (by, b, b3) and (b7, b4, b%), but without publishing bj.
For a fixed ¢, we can iteratively update all the other other indices p # t.
A recap of all the modifications can be found in Figure 8.

D KP-ABE Scheme

Our ultimate goal is the design of a new KP-ABE scheme with Switchable Attributes. We start
from a variation of the fully-secure attribute-based encryption from [OT12b], that provides
some kind of attribute-hiding property. It is in the same vein as [GPSWO06]. But for the sake
of clarity, just using the static Index-Ind theorem, it can only handle a polynomially-bounded
universe of attributes and delegation, but with adaptive-set security (see Definition 17).
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D.1 Description of the KP-ABE Scheme

For the construction, we will use two DPVS, of dimensions 3 and 6 respectively, in a pairing-
friendly setting (G1, Go, Gy, e, G1, G2, q), using the notations introduced in Section 2.1:

Setup(17). The algorithm chooses two random dual orthogonal bases
B = (blab27b3) B* = ( ’{,b;,b§)
D= (dla d27 d37 d47 d57 dG) D* = ( Ta dsa d§7 dZv d;, dg)
It sets the public parameters PK = {(by, bz, b}), (d;, d2, d3, d}, d5,d3)}, whereas the mas-
ter secret key MK = {b3}. Other basis vectors are kept hidden.

KeyGen(MK, 7). For an access-tree 7T, the algorithm first chooses a random ag & Zg, and a
random ao—labelygg:(%&g %U?fl%}*e access-tree T, ﬁﬁid:b&ﬂ)fﬂ(sl 7‘5%1}3 7k(?x:()? 0,0)p-
for all the leaves A\, where ty = A(\) and 7y, & Zg. The decryption key dk7 is then
(k. (1)1):

Delegate(dks, T7'). The algorithm first generates zero-label credentials for the new attributes,
with k} < (mx-(1,%x),0,0,0,0)p~, with 7y & Zq, for anew leaf. Keeping only the credentials
useful in 77, it gets a valid key from dky. It can thereafter be randomized with a random
aly & Z, and a random a)-labeling (a}) of 77, with kj « ki + (a},0,0)p+, and k§ «
k% + () - (1,t),d},0,0,0)px, for 7\ & Z,.

Encaps(PK, I"). For the set I" of attributes, the algorithm first chooses random scalars w, £ & L.
It then sets K = gf and generates the ciphertext C' = (cg, (¢t)ter) where ¢y = (w,0,&)p
and ¢; = (0y(t, —1),w,0,0,0)p, for all the attributes ¢ € I" and oy & L.

Decaps(dky, C'). The algorithm first selects an evaluation pruned tree 7’ of T that is satisfied
by I'. This means that the labels ay for all the leaves A in 7' allow to reconstruct ag by
simple additions.

Note that from every leaf A\ in 7’ and t =ty = A(\) € I', it can compute

ci X k; _ ggt-Tr)\~<(t,—1),(1,t))+w.a)\ _ g:wax.

Hence, it can derive g;"“*. From c¢ and kg, it gets co x k§j = gf"wﬁ which then easily leads

toK:gf.

We stress that in the above decryption, one can recover g’ *° if and only if there is an evaluation
pruned tree 77 of T that is satisfied by I'. And this holds if and only if 7(I") = 1. Additionally,
since b3 is not public but in MK only, for the key issuer, only the latter can issue keys, but
anybody can delegate a key for a tree 7 into a key for a more restrictive tree 7’. As everything
can be randomized (the random coins 7y and the labeling), the delegated keys are perfectly
indistinguishable from fresh keys. Hence, given two keys possibly delegated from a common key,
one cannot decide whether they have been independently generated or delegated.

D.2 Security Analysis of the KP-ABE

We first consider the security analysis, without delegation, as it is quite similar to [OT12b], but
under the SXDH assumption instead of the DLIN assumption:

Theorem 27. Under the SXDH assumption, no adversary can win the IND security game (with-
out delegation) against our KP-ABE scheme, in the Adaptive-Set setting, with non-negligible
advantage.

This theorem is proven in details in the appendix D.3, with exact bound for an adversary with
running time bounded by ¢, where P is the size of the universe of the attributes and K is the
number of queries to the OKeyGen-oracle:

Advi"(A) < 2(KP? + 1) x Advi"(t) + (3P + 1)K x Advih(¢)
< (2KP? +3KP + K +2) x Adv™dn(¢)
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The global sequence of games is described on Figure 9, with another sequence of sub-games
on Figure 10. In the two first games G and Go, one is preparing the floor with a random 7

Gy Real IND-Security game (without delegation)

co=(w 0 &) ca=( ol w | 0 0 0 )
kio=C(ao 0 1 ) kj,=(mxlter,—1) ax| 0 0 0o )
G, SubSpace-Ind Property, on (B, B*); 2 and (D,D*)3 4, between 0 and 7 <& Z,
co=(w 7 &) ca=( ol w | 7™ 0 0 )
kio=C(a 0 1 ) kj,=(mxlter,—1) ax| 0 0 0 )
G2 SubSpace-Ind Property, on (D,D*); 26, between 0 and 7z
co=(w 7 &) co=( ou(1,0) w | 7 0 T2 )
kjo= (agp 0 1) kj, = ( mea(ter,—1) agn| 0 0 0 )
G3; Introduction of an additional random-labeling. See Figure 10
co=(w 7 &) c=( oLt w | 7 0 T2t )

kio="(a reo 1 ) kjy=(malter,—1) aex| 0 0 spa/z,, )

G, Formal basis change, on (B, B*)3 3, to randomize §
co=(w 7 &) ca=( ot w | 7™ 0 Tzt )
kio=(aeo reo0 1 ) kjy=(malter,—1) agn| 0 0 sea/z,, )

Gray cells « mean they have been changed in this game.

Fig. 9: Global sequence of games for the IND-security proof of the KP-ABE

Go o Hybrid game for G, with 1 <k < K 4 1 (from Figure 9)

co=(w 7 &) ct_:( or(1,t) w | 7 0 T2 )

E<k kjo=C(aro reo 1) kjy=(malter,—1) aen| 0 0 sea/z,, )

t>k kjg=C(aro 0 1) kjy=(malter,—1) ax| 0 0 0 )
Go.1 SubSpace-Ind Property, on (B*,B); 2 and (D*,D)3 4, between 0 and sy .

Kio=(aro seo 1) kpy=(mealtin, —1) agnlsea 0 0 )

G .o Masking of the labeling. See Figure 11
kio="(aro sko 1 ) Kpy=(mealter,—1) axa| 0 0 spa/ze,, )
G .3 Limitations on KeyGen-queries: sj o unpredictable, replaced by a random 7, o

kio=C(aro mio 1 ) kiy=(mealter,—1) axn| 0 0 spa/z, )

Fig. 10: Sequence of games on the K keys for the IND-security proof of the KP-ABE

and random masks z; in the ciphertexts c; (actually, the challenge ciphertext corresponding to
the attribute t). Note that until the challenge query is asked, one does not exactly know the
attributes in I" (as we are in the adaptive-set setting), but we prepare all the material for all
possible c;, and only the ones corresponding to attributes in I" will be provided to the adversary.
The main step is to get to Game G3, with an additional labeling (s, (s¢,x)x), using hybrid
games starting from Game Gs. The sequence on Figure 10 gives more details: the new labelling
is added in each ¢-th key (in G 1), then each label is masked by the random z; for each
attribute ¢ (in Go.2). In order to go to game Gy 3 one exploits the limitations one expects
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from the adversary in the security game: the adversary cannot ask keys on access-trees 7 such
that 7(I") = 1, for the challenge set I".

We stress that this construction makes more basis vectors public, than in the original proof
from [OT12b], and only b} is for the key issuer. This is the reason why we can deal with dele-
gation for any user. In addition, as delegation provides keys that are perfectly indistinguishable
from fresh keys, one can easily get the full result:

Corollary 28. Under the SXDH assumption, no adversary can win the Del-IND security game
against the KP-ABE scheme, in the Adaptive-Set setting, with non-negligible advantage.

The bound is the same, except K is the global number of OKeyGen and ODelegate queries.

D.3 IND-Security Proof of the KP-ABE Scheme

In this section, we will focus on the IND-security proof of the KP-ABE scheme, where the
definition is quite similar to Definition 17, but without the Delegation-Oracle.

Definition 29 (Indistinguishability). IND-security for KP-ABE is defined by the following
game:

Initialize: The challenger runs the Setup algorithm of KP-ABE and gives the public parameters
PK to the adversary;

OKeyGen(T7: The adversary is allowed to issue KeyGen-queries for any access-tree 7 of its choice,
and gets back the decryption key dk7;

RoREncaps(I'): The adversary submits one real-or-random encapsulation query on a set of
attributes I". The challenger asks for an encapsulation query on I" and receives (Ko, C). It
also generates a random key K. It eventually flips a random coin b, and outputs (K3, C)
to the adversary;

Finalize(b'): The adversary outputs a guess b’ for b. If for some access-tree T asked to the
OKeyGen-oracle, T(I') = 1, on the challenge set I', § < {0, 1}, otherwise one sets 5 = b
One outputs .

The advantage of an adversary A in this game is defined as
AdviMd(A) = Pr[g =1]b=1] — Pr[ = 1]b = 0].

The global sequence of games will follow the steps shown on Figure 9. But while the first steps
(from Gg to G2) will be simple, the big step from Gy to G will need multiple hybrid games, pre-
sented on Figure 10. All theses games work in a pairing-friendly setting (G1, Go, Gy, e, G1, G2, q),
with two random dual orthogonal bases (B, B*) and (D, D*) of size 3 and 6, respectively.

In the following proof, we will use ¢ to denote attributes, and thus the indices for the possible
ciphertexts c; associated to each attribute in the challenge ciphertext. We indeed anticipate all
the possible c¢;, before knowing the exact set I', as we are in the adaptive setting. The variable
p will be used in hybrid proofs to specify a particular attribute. We will denote P the size of
the universe of attributes. Then 1 < ¢,p < P. Similarly, we will use £ to denote key queries, and
thus the index of the global ¢-th key kj, whereas A\ will we used for the leaf in the tree of the
key-query: kj , is thus the specific key for leaf A in the global /-th key. The variable k will be
used in hybria proofs to specify a particular key-query index. We will denote K the maximal
number of key-queries. Then 1 </, k < K.

Game Gg: This is the real game where the simulator generates all the private information
and sets PK = {(by, b3, b}), (d1,d2,ds,d},d5,d5)} and MK = {b%}. The public parameters
PK are provided to the adversary
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OKeyGen(7y): The adversary is allowed to issue KeyGen-queries on an access-tree 7y (for the
¢-th query), for which the challenger chooses a random scalar ay g & Zq and a random
ago-labeling (ag x)x of the access-tree Ty, and builds the key:

kjo = (ar0,0,1)p- kj\ = (mea(ter, —1),apx, 0,0,0)p-

for all the leaves A, where ¢,y = A(\) is the attribute associated to the leaf X in 7, and
o & 7,. The decryption key dk; is then (k7 0s (k7 1 )0);
RoREncaps(I"): On the unique query on a set of attributes I", the challenger chooses random

scalars w, €, & & Zg. 1t then sets Ko = gf and K; = gf,. It generates the ciphertext
C = (co, (c)ter) where

Co = (wvoag)B Ct = (Ut(l,t),W,0,0,0)]D)

for all the attributes ¢t € I' and o, & Zg. According to the real or random game (bit
b & {0,1}), one outputs (K3, C).
Eventually, on adversary’s guess b’ for b, if for some Ty, To(I") = 1, then 3 <& {0,1}, otherwise
g =1 Then Advg = Pr[8 = 1|b =1] — Pr[8 = 1]b = 0].
In the next games, we gradually modify the simulations of OKeyGen and RoREncaps oracles,
but always (at least) with random w, &, €, (07) <& Zqg, (aro), (me0) & Zq, and random ag -
labeling (ag ) of the access-tree T for each OKeyGen-query.

Game Gi: One chooses random 7 < Zg, and sets (which differs for the ciphertext only)

co = (w, 7,&)B ¢t = (0¢(1,t),w, 7,0,0)p
kZO = (aﬂ,Oa 07 1)153* kZ)\ = (ﬂ-f,)\(tﬁ,)n _1)7 ag.x, 07 Oa O)D*

The previous game and this game are indistinguishable under the DDH assumption in Gi:
one applies the SubSpace-Ind property from Theorem 22, on (B, B*); 2 and (ID,D*)3 4. Indeed,
we can consider a triple (a - G1,b- G1,c¢- G1), where ¢ = ab 4+ 7 mod g with either 7 = 0 or
& Zy, which are indistinguishable situations under the DDH assumption.

Let us assume we start from random dual orthogonal bases (U, U*) and (V,V*) of size 3 and
6 respectively. Then we define the matrices

s=(o5),  z=(L)), 2=Gh), 2-(L))
1,2 a1/ 3,4 a1/ 34

B=B-U B*= B U* D=D.-V D* = D" - V*

Note that we can compute all the basis vectors excepted b3 and dj, that nobody needs: the
vectors below have these coordinates at zero. So one can set

Co = (b’ ¢, S)U = (ba T, 5)15% Ct = (Ut(17 t)v b7 ¢, Oa O)V = (Ut(lv t)a b7 7,0, O)JD)
kyo = (ar0,0,1)p- kj\ = (mea(ter, —1),aex, 0,0,0)p-
When 7 = 0, this is exactly the previous game, with w = b, for a random 7, this is the current
game: Advg — Adv; < Advfj(}dlh (t).

Game Gy: One continues to modify the ciphertext, with random 7, () < Zg:

Co = (UJ,’T, g)B Ct = (Ut(lvt)awaTv(LTZt)D
ky o = (ar0,0,1)p- kj = (me(ten, —1),aex,0,0,0)p-

The previous game and this game are indistinguishable under the DDH assumption in Gi:
one applies again the SubSpace-Ind property from Theorem 22, on (D, D*)(; 2)¢. Indeed, we
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can consider a triple (a - G1,b- Gy,c- G1), where ¢ = ab 4+ ( mod ¢, with either ¢ = 0 or
¢ & Zy, which are indistinguishable situations under the DDH assumption.

Let us assume we start from random dual orthogonal bases (B, B*) and (V,V*) of size 3 and
6 respectively. Then we define the matrices

10a 1 00
D=101la D = 0 10 D=D-V D*=D"-V*
001 126 —a—al 12,6

Note that we can compute all the basis vectors excepted df, that nobody needs: the vectors

below have these coordinates at zero. One chooses additional random scalars oy, 8; < Zq to
virtually set by = o - b+ B¢ and ¢; = ay - ¢+ 8; - a, which makes ¢; — aby = a4 - . One can set

co = (w, 7,&)B ce = (bi(1,t),w,7,0,ce(t + 1))y
= (b:(1,t),w,7,0,ct(t + 1) — aby — abt)p
= (b(1,t),w, 7,0,ct(t + 1) —aby(1 +t))p
= (0(1,t),w,7,0,0¢-C- (t+1))p
= (be(1,t),w, 7,0, 72D
ky o = (ar0,0,1)p- kj \ = (mea(ten, —1),a01,0,0,0)

where zy = ay - (- (t +1)/7. When ¢ = 0, this is exactly the previous game, as z; = 0, with
m = by = oy -b+ B, whereas for a random (, this is the current game: Adv; —Advy < Adv([d}dlh (t).

Game Gj3: We introduce a second independent s, g-labeling sy ) for each access-tree 7; and a
random 74 to define

kjo = (ae0,700, 1)+ ky\ = (mea(ter, —1),a0x,0,0, 805/ 2t, o

But to this, we move to a sub-sequence of hybrid games, with distinct ways for answering
the £ — 1 first key queries and the last ones, as explained on Figure 10: for the ¢-th key
generation query on 7y, the challenger chooses three random scalars ay, 7,0, 5¢,0 & Zgq, and
two random ay o-labeling (agx) and sgo-labeling (sg 1)z of the access-tree 7y, and builds the

key (kj o, (Kj\)x), with g & Zg:

<k ky o = (ago,700, 1)B* Ky = (mex(ten, —1),ae, 0,0, 500/ 21, , )0
6 2 k kZO - (af,07 07 1)B* kZ)\ = (WZ,A(U,M _1)7 a@,)\) 07 07 O)]D)*

For this game, we have to anticipate the values z;, for each attribute ¢, before knowing I', for
the challenge ciphertext, as we have to introduce zt, , during the creation of the leaves. These
z; are thus random values chosen as soon as an attribute ¢ is involved in the security game.

When k£ = 1, this is exactly the game Go: Gy = Go19, whereas for k = K + 1 this is
exactly the expected game Gs: Gs = Ga g 11.0. We now consider any k € {1,..., K}, to show
that Go 3 = Gokt1.0, Where all the keys for ¢ # k will be defined using the basis vectors
of (B*,D*) and known scalars. We only focus on the k-th key and the ciphertext, but still
with random w, 7, &, €, (0y), (z) & Zq, random ay, g, (7 ») & Zq, as well as a random ay, -
labeling (aj x)x of the access-tree Ty, but also sy g & Z4 and a second independent random
sk,0-labeling (s x)x of the access-tree Ty:

Game Gy o: This is exactly as described above, for ¢ = k:

Co = (w7 T?S)B Ct = (Ut(lat)7w7T7 07 TZt)D
ki o = (@0, 0, 1)p- ki y = (Mra(trr, —1), ag,x, 0,0,0)p-
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Game Go;1: One now introduces the second labeling:

Co = (W,T,é)[ﬂg Ct = (O-t(lvt)uwaTvath)D

ko = (ak,0, Sk,0, 1) B Ky = (mea (i, —1), agx, Skx, 0,0)p

This game is indistinguishable from the previous one under the DDH assumption in Gs: one
applies the SubSpace-Ind property from Theorem 22 on (B*,B); 2 and (D*,D)34. Indeed,
we can consider a triple (a-Ga,b- Gg,c- G3), where ¢ = ab+ p mod ¢, with either p = 0 or
p & Zy, which are indistinguishable situations under the DDH assumption.

Let us assume we start from random dual orthogonal bases (U,U*) and (V,V*) of size 3
and 6 respectively. Then we define the matrices

p=(o5), 2=(L)), 2-(h),, e-(L))
1,2 —a1l/q9 3,4 —al/34

B* = B’ -U* B=B-U D*=D"-V* D=D.-V

Note that we can compute all the basis vectors excepted bo and d4. But we can define the
ciphertext vectors in the original bases (U, V), and all the keys in bases (B*,D*), excepted
the k-th one:

= (w,7,8v = (w+ar,7,8)p

= (o¢(1,t),w, 7,0, 72 )y = (0¢(1,t),w + a7, 7,0, 72D
kk o = (b0,0,1)p + (b, ¢,0)y= = (bo,0, 1)« + (b, p,0)= = (bo + b, p, 1)p~
ki x = (e (tex, —1),61,0,0,0)p + (0,0,b - b, ¢ - by, 0,0)y-

=(

= (

)
7T ,)\(tk Ay T 1)7 b,\,o, 0, O)D* + (07 07 b- bl/\no : bl)\a 07 O)D*
T ,)\(tk)\a 1),b)\+b-bl)\,p-b/,0,0)]@*

with by <& Zq, a random bp-labeling (b)), and a random 1-labeling (b)) of T,. When p = 0,
this is exactly the previous game, with w = w + a7, and axo = bo + b, arx = by + b - b},
whereas for a random p, this is the current game, with additional s; o = p, sp.x = p - b):
Advs o — Adva 1 < AdvEh(¢).

Game Goo: With the same inputs, one just changes as follows

Co = (w7T7 5)153 Ct = (Gt(lvt)auJ?TaOszk)D

ki o = (ar0, Sk,0, )+ ki n = (Mea(trr, —1), axx, 0,0, 850/ 2k ) >

Unfortunately, for the latter gap, which intuitively exploits the Swap-Ind property from
Theorem 24, we cannot do all the changes at once. Then, the Index-Ind property will be
applied first, with Theorem 26.

We will thus describe another sequence of games, as shown on Figure 11, where Go 1.1,.0
with p = 1 is the previous game: Gy .1 = Go.1.1.0; for any p, Go 1,5 is Go g1 p41.0; and
G2 r1.p0 With p = P + 1 is the current game: Go 2 = Go.1.p41.0. For each p, we prove
that

AdV j, 10 — Adva 15 < 2P x AdvE (£) + 3 x AdvEih (¢).

Hence, globally, we have
Adva i1 — Adva o < 2P? x AdvEa" () + 3P x AdvEah(¢).

But before proving this huge gap, let us conclude the analysis.
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Game Gy 3: In the above game, to be a legitimate attack (that does not output a random
bit 8 in the Finalize procedure, but the actual output b’ of the adversary), for all the
key queries 7;, one must have 7y(I") = 0. In particular, 7;(I") = 0: this means that there
are missing attributes in the ciphertext, and thus false leaves to make the access-tree no
acceptable. More concretely, a missing attribute ¢ means c; is not provided to the adversary,
and so no information about z; is leaked. As the key only contains sy x/z, ,, the missing
Zt,,, guarantees that no information leaks about s y: all the false leaves A\ correspond to
these sy ) that are unknown: only (si \)aec,- is known, and so the root sj, o is unpredictable.

Remark 30. One may wonder whether previous keys that involve those z , could leak
some information and contradict the above argument. Let us focus on the leaf A associated
to the attribute p, and so the information one could get about z, when ¢, is not part of
the challenge ciphertext. At least, this argument holds for the first key generation, when
we are in the first sequence of games, in Go ;. 2 with & = 1: 2, is only used in c,, that is not
revealed to the adversary, and so sq\/2, does not leak any information about s; 5. And
this is the same for all the leaves associated to missing attributes. Then s; g can definitely
be replaced by a random and independent r; o: which is the current game Go 3 for k = 1.
When we are in Gy o for £k = 2, the adversary may now have some information about
s12/zp and sgx/zp, but no information about s; that has already been replaced by a
random 71 o, which makes s; 5 unpredictable, and so no additional information leaks about
Zp: 8o is unpredictable. Again, the same argument holds for all the leaves associated to
missing attributes: sy o can also be replaced by a random and independent 73 g.

This is the reason of this hybrid sequence of game: if we would have first introduced the
zp in all the keys, it would not have been possible to replace all the sy by 7,0 in the end.
This is only true when all the previous keys have already been modified.

One SI?an thus modify the key generation algorithm for the k-th key, with an independent
TR0 < Lqg:

Co = (w77_7 5)15@ Ct = (Ut(lvt)vvavoszt)D
ki o0 = (ak,0, k0, 1B ki n = (e (trr, —1), k0, 0,0, 850/ 21, )
This concludes this sequence of sub-games with, for each k,
Adva j, o — Adva i3 < 2P? x Adv@a" () + (3P + 1) x Advgr(1).
Hence, globally, we have
Advy — Advs < 2K P? x Adv@"(t) + (3P + 1)K x Adv ().

Game Gy4: In this game, one chooses a random 6 to define the matrices

B:<1_19> B’:(é?) B=B-U B* = B - U*
0 2,3 2,3

which only modifies by, which is hidden, and b3, which is kept secret:
¢ = (w,T8v = (W, 710+ &p = (W, 7, )m
ko = (ag0, 700, Dv- = (ar0, 700, 1)p-

As a consequence, any value for 8 can be used, without impacting the view of the adversary,
as 7"270 is indeed independent of the other variables. In this last game, a random value £” is

used in the ciphertext, whereas Ky = gf and K = gf,: the advantage of any adversary is 0
in this last game.
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If we combine all the steps:

AdVo = AdVQ - AdV4
< AdvE (1) + AdvEah () + 2K P? x Advi" (¢) + (3P + 1)K x Advgah(¢)
< 2(KP? +1) x Advi"(¢) + (3P + 1)K x Adv(t)

We now present the sub-sequence of games for proving the gap from the above Go 1.1 to Ga j.0.

co= (w 7 &) hj= (0 p 0)
G2k1.p.0 Hybrid game for Gy .1, with 1 <p < P+ 1 (from Figure 10)
cc=( o(1,t) w | 7 0 T2t )
t<p  bi=(mt-l) 50 0 p )
t=p hy=(m(t-1) & | p 0 0 )
Gokipi Formal basis change, on (D, D*)4 5, to duplicate 7
c=( o(l,t) w | 7 T T2t )
Gokip2 Swap-Ind Property, on (D*,D)g45, for 0 and p in hy only
cc=( o(l,t) w ] T T T2t )
=(mp.-) 5[0 o 0 )
Gokips Index-Ind Property, on (D, D*); 25, between 7 and 72¢/2)

¢, =( op(1,p) |7 T TZp )

w
t#p c=( o(l,t) w | 7 T2t/2p T2 )
D*

Gokipa Formal basis change, on (D, D*)5 ¢, to cancel 7
cc=( o(l,t) w | 7 0 Tz )
h; = ( m(p, -1) 0|0 « AO/ZTJ )
Gorips SubSpace-Ind Property, on (D*, D), 5, between a and 0
c=( o(l,t) w | 7 0 T2 )
t<p hiy =( m(t,—-1) ¢ | 0 0 plz )
hy =( mp(p,—1) 6 | 0 0 plap )
t>p hi=(mt-1) 5 |p 0 0 )
Fig. 11: Sequence of sub-games on the P attributes for the IND-security proof of our KP-ABE,
where kzo = (ag’o, 0, 1)3* + S0 - hj and kZA = (Hg ,\(tg A —1), ag,0,0 0)]]])* + Sen - htk N for all

the leaves A of all the keys ¢, with h§ = (4, p,0)+ and h{ = (ﬂ't( 1),8,p,0,0)p for all the
possible attributes ¢. We only make the latter (h§, (hj):) to evolve along this sequence.

We still focus on the challenge ciphertext (c, (c¢)) and the k-th key we will denote, for the sake
of clarity, as

kz,() = (aop,0, 1)~ + s0 hé
ki = (g a(tex, —1),ax,0,0,0)p- + sy - hy, |

where h{ = (0,p,0)p« and hf = (m(t,—1),0,p,0,0)p- for all the possible attributes. This
corresponds to

ak’(]:ao—i-(s'So ak,A:a,\—i—é-s,\
Sk,0 = P S0 SEA = P S\

Tk = gy + S\ Ty,
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All the other keys will be generated using the basis vectors: we stress that they all have a
zero 5-th component, then di will not be needed. In the new hybrid game, the critical point
will be the p-th attribute, where, when p = 1, Ga 1,0 is exactly the above Game Gy 1,
and when p = P + 1 this is the above Game G 2. And it will be clear, for any p, that
Goi1ps = Gopiprr.o: with random w,7,§, &, 9, p, (2¢), (01), () & s

Game Gy 1,0t One defines the hybrid game for p:

co = (w,7,8&)B ct = (ou(1,t),w, 7,0, 72¢)p
hy = (0, p,0)p- hy = (m(t,—1),6,0,0, p/z)p~ t<p
h;; = (m(t,—1),9,p,0,0)p t>p

Game Gy . 1,.1: One defines the matrices

D:(é_ll) D’:(i?) D=D-V D*=D'-V*
4.5 4,5

which modifies the hidden vectors d4 and d, and so are not in the view of the adversary:

Ct = (Jt(la t)a W, T, 07 th)V = (Ut(la t)7 W, T, T, th)]D)
hf = (ﬂ-t(t7 _1)7 4,0,0, p/Zt)V* = (ﬂ-t(tv _1)3 9,0,0, ,O/Zt)ID)* t<p
hr = (Trt(tv _1)7 57 P 0’ O)V* = (ﬂ-t(t? _1)a 53 P 0, O)]D)* t> p

For all the other keys, as the 5-th component is 0, the writing in basis V* is the same in basis
D*. Hence, the perfect indistinguishability between the two games: Advs 11,1 = Adva g 1.0-

Game Gy 1p2: We apply the Swap-Ind property from Theorem 24, on (D*,D)9 4 5: Indeed,
we can consider a triple (a - G2,b - Ga,c- G2), where ¢ = ab + 6 mod ¢ with either § = 0 or
0 = p, which are indistinguishable situations under the DSDH assumption. Let us assume
we start from random dual orthogonal bases (B, B*) and (V,V*) of size 3 and 6 respectively.
Then we define the matrices

la—a 1 00
D'=|(010 D=| —-al0 D*=D'.V* D=D-V
00 1 245 a 01 2045

Note that we can compute all the basis vectors excepted dg4, ds, but we define the ciphertext
on the original basis V:

c = (o¢(1,t),w, 7,7, 72t)y = (01, 04t + a7 — aT, W, T, T, T2¢)D

= (o¢(1,t),w, 7,7, 72¢)D

hy = (m(t,—1),6,0,0, p/2z)p~ t<p
hy = (mp(p, —1),6,p,0,0)p+ + (b(p, —1),0, —c, ¢, 0)y=

= (mp(p, —1), 8, 9,0,0)p+ + (b(p, —1),0,ab — ¢, —ab + ¢, 0)p-

= (mp(p, —1),6,p — 0,6,0)p-

b = (m(t,—1),,p,0,0)p- t>p

With 6 = 0, this is as in the previous game, with 6 = p, this is the current game: Adva 1.1 —
Advs g 1o < 2 AdvEER(¢).
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Game Gy 1p53: We keep the 7 value (at the 5-th hidden position) in the ciphertext for the
p-th attribute only, and replace all the other values by 72/ zp:
Cp = (Ut(lv t)a w,T,T, th)ID)
¢t = (ou(1,t),w, 7,72/ 2p, T2t)D t#£p

To show this is possible without impacting the other vectors, we use the Index-Ind property
from Theorem 26, but in another level of sequence of hybrid games, for v € {1,..., P}\{p}:

c, = (op(1,p),w, 7,7, 72p)D
ct = (ov(1,t),w, 7, 72¢/2p, T2)D pFEL<y
c = (o¢(1,t),w, 7,7, 721D t>x
hy = (m(t,—1),6,0,0, p/ 2 )p t<p
hy = (m,(p, —1),6,0, p,0)p-
hy = (m(t, —1), 6, p,0,0)p t>p

this is the current game: Go . 12.p+1 = Gg_k_l.p_g
For any v € {1,..., P}, we consider a triple (a - G1,b- G1,c- G1), where ¢ = ab+ ¢ mod ¢,
with either ¢ = O or ( = 7(zy/2p — 1), which are indistinguishable situations under the

DSDH assumption. We define the matrices

1 p —y ap 110
D= x| —-11 =-—a D'=| v p0
b=
0 0p=7/155 —a01l/ 45

and then D = D -V, D* = D’ - V*: we cannot compute df, but the components on this
vector are all 0 excepted for h; we will define in V*:

op(1,p),w, T, 7, T2p)D

= (
(

cy— b,0,w, 7,7+ ¢, 72zy)v = (b, by, w, T, T+ ¢ —ab, Tzy)p
= (b(1,7),w, 7,7+ (,T2y)D
= (oy(1,t),w, T, T2/ 2p, T2)D pEL<y
= (o¢(1,t),w, 7,7, T2¢)D t >
ht = (m(t,—1),9,0,0, p/zt)p= t<p
hy = ((p—7) - (7,0),6,0,p,0)v+
= (p- 7+ app,—7 —ap,4,0,p,0)p-
= ((m+ap) - (p,—1),6,0, p, 0)p-
b = (my(t, —1),6,p, 0,0)p t>p

which is the hybrid game with m, = 7 +ap and the 5-th component of c, is 7 + ¢, which is

either 7 when ¢ = 0, and thus the game Gy} 1.2 Or T2y/2, when ( = 72, /2, — 7, which is

G2 1.1.p.2441: hence, the distance between two consecutive games is bounded by Advdeh(t).
Hence, we have Advs ;1.2 — Adva g 13 < 2P X Advddh( t).

Game Go 1 p4: We can now insert 1/z, in the p-th last component, and then make some

cleaning with the matrices, for o & Ly

D— (a/p 0) D (p/a —p/a2p>
1zp1) 01 ),
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and then D = D -V, D* = D’ - V*. As the four vectors ds,ds and df,d§ are hidden, the
modifications will not impact the view of the adversary. This consists in applying successively
the matrices :

(0, o, ()
5,6 5,6 5,6

Then, working in (V,V*) gives, in (D, D*):

cp = (op(L,p),w, 7,7, 72p)v = (0p(1,p),w, 7,0,72p)D
ct = (ou(1,t),w, 7, T2/ 2p, T2V
= (or(1,t),w, T, (T2 2p — T2t/ 2p) - p/ O, T2)D t#£p
= (0¢(1,t),w, 7,0, 72D
hy = (m(t,—1),0,0,0,p/z )y« = (m(t, —1),6,0,0, p/2)p= t<p
hy = (mp(p, —1),6,0, p, 0)y+ = (mp(p, —1),6,0, o, p/2p )~
hi = (m(t,—1),0,p,0,0)y = (m(t,—1),0,p,0,0)y~ t>p

We stress again that for all the other keys, as the 5-th component is 0, the writing in basis
V* is the same in basis D*. Hence, the perfect indistinguishability between the two games:
Advs p1pa = Advag1p.3.

Game Gy 1,5 We can now remove the a value in the p-th element of the key: We can

consider a triple (a- Ga,b- Ga,c- G2), where ¢ = ab+ a mod ¢, with either « = 0 or « & Ly,
which are indistinguishable situations under the DDH assumption. We define the matrices

o= (o) - (1)
25 —al/)95

and then D = D -V, D* = D’-V*: we cannot compute d5, but the components on this vector
are all 0:

, W, T, 07 th)D t 7& p
= \T¢ 7_1)7570707[)/215)@* t<p

Wt(t7_1)767 vaaO)D* t >Dp

which is the either the previous game when a # 0 or the current game with o = 0, where
Tp = —b: Adva k154 — Adva g5 < AdVED (1),

E Security Proofs of our SA-KP-ABE Scheme

E.1 Proof of Theorem 9 — Del-IND-Security for Encaps

Proof. We will proceed to prove this by a succession of games. At some point, our game will be
in the same state as Game G in the proof of IND for the KP-ABE scheme, in the appendix D.3,
which allows us to conclude. We stress that we use the Adaptive Index-Ind instead of the static
version, but this just impacts the way we enumerate the attributes: instead of enumerating
all the universe that was polynomial-size, we enumerate them in the order the appear in the
security game (either in a policy or in a ciphertext). This will be important for hybrid sequences
of games on attributes: ¢ or p will actually be the attributes but also associated to their order
number when they appear for the first time in the security game.
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Game Gg: The first game is the real game, where the simulator honestly runs the setup, with
PK = {(b1,bs,b}), (d1,ds,ds,d},d5,d3)}, SK = {dr}, and MK = {b3,d?}}, from random
dual orthogonal bases.

OKeyGen(’fZ): The adversary is allowed to issue KeyGen-queries on an access-tree Ty (for the
¢-th query), for which the simulator chooses a random scalar as g & Zq and a random
ago-labeling (ag x)x of the access-tree 7¢, and builds the key:

kZO = (af,(); 07 1)153* kZ)\ - (ﬂ-f,)\(tf,)n _1)7 af,)\? 07 07 07 r@,)\v 07 O)D*

for all the leaves A, where t;\ = A(X) in Ty, mp» & Zg and 1y ) & Zy it X is an active
leave or rp\ = 0 if it is passive. The decryption key dk, = (kzo, (kz \J)A) is kept private,
and will be used for delegation queries;

ODeIegate(7~“, 7~”): The adversary is allowed to issue Delegate-queries for an access-tree T, of
an already queried decryption key with access-tree T = T;, with the only condition that
T’ < T. From dk, = (kg, (k})x), for A € £, then the simulator computes the delegated
key as, VA € L':

=K+ (ap,0,0)5 =K} 4 (mh(tx, —1),d},0,0,0,0,0,0)p-,

where k3 = (0,0,0,0,0,0,0)p- if X was not in £, and q & 7, and (a’y)x is an ag-labeling
of T'.
RoREncaps(I',, I; = ()): On the unique query on a set of attributes I' = I, the simulator

chooses random scalars w, &, &’ & Zg. 1t then sets Ko = gf and K| = gf/. It generates the
ciphertext C' = (co, (ct)ter) where

Co = (w707€)B Ct = (Ut(17t)7w707070707 070)]D)

for all the attributes ¢t € I' and o, & Zg. According to the real or random game (bit
b & {0,1}), one outputs (K3, C).
From the adversary’s guess b’ for b, if for some 77 asked as a delegation-query, 7"([‘ v, 1) =1,
then 3 & {0,1}, otherwise § = b'. We denote Advy = Pr[8 = 1|b = 1] — Pr[8 = 1|b = 0].
We stress that in this game, we deal with delegation queries, but only want to show they
do not help to break indistinguishability of the encapsulated keys with the official Encaps
algorithm, and not the private Encaps® one. Hence, I; = () in the challenge ciphertext.

Game Gi: We now show it can be reduced to Game Gg from the IND security game on
the KP-ABE, in the proof provided in the appendix D.3. The challenge ciphertext is already
exactly the same, as we only consider Encaps. But we have to emulate the key-generation
and key-delegation oracles OKeyGen and ODelegate using only the key-generation oracle from
Game G in the proof provided in the appendix D.3, we denote OKeyGen’, as it only partially
generates our new keys, with a 7-th coordinate ¢ ). First, we instantiate a list A.
OKeyGen(T;). The simulator calls the oracle OKeyGen’(T;), and chooses 7/ &- Zy or sets

re.x < 0 according to whether A € £, or A € £,. It then adds the last component 7y \
on every kz y using d; which is known to the simulator. Finally, it updates A with a new
entry Ay = (ren)x;

ODelegate(7;, 7'). The simulator calls the oracle OKeyGen’(7”) to get the decryption key dk.
As already noted, in the KP-ABE, a delegated key is indistinguishable from a fresh key.
Then, we pick the entry 7, from A, to the last component 7y, on every k} using~ d;
which is known to the simulator. We stress that for any new leaf, not present in 7y is
necessarily passive in the delegated tree 77. So, if a leaf is not in Ay, rex = 0.



Gy Real Del-IND-Security game

co=(w 0 &) c=( oLt w | 0 0 0 wu [00)
Kio=(ag 0 1 ) k,=(mnalter—1) agn]| 0 0 0 7,|00)
G1 SubSpace-Ind Property, on (B,B*); 2 and (D,D*)3 4, between 0 and 7 & Zq
co=(w 7 &) c=( ol w |7 0 0 u [00)
Ko=(a 0 1) k,=(malter,~1) asa] 0 0 0 r03]00)

Gy SubSpace-Ind Property, on (D,D*); 26, between 0 and 7z
co=(w 7 &) c=( oLt w | 7 0 72z u |00)

kZO = ( ag.0 0 1 ) kz)\ = ( 7Tg,)\(tg,)\, —1) ag ) ’ 0 0 0 T 0 0)

G3 Introduction of an additional random-labeling. See Figure 13
co=(w 7 &) <= o(lt) w | 7 0 72z u [00)

kig=C(aro 0 1 ) Kjy=(mealtea,=1) aga| 0 0 252 30 0)

G, Formal basis change, on (B, B*) 3, to randomize
co=(w 1 &) co=( oy(1,0) w | T
kjio=C(amo re0 1 ) kjy=(malter,—1) agn| 0

Tz ug |0 0)

SO
e x| 0 0)

o O

Fig. 12: Sequence of games on the keys for the Del-IND-security proof of our SA-KP-ABE

Go ko Hybrid game for Go, with 1 <k < K + 1 (from Figure 4)

co=(w 7 &) co=( ou(l,t) w | 17 0 7z u [00)
(<k Xg=(ag reo 1) kjy=(malter,=1) aga| 0 0 21 rex[00 )
(>2k kjo=(ap 0 1) kjy=(malter,—1) aax| 0 0 0 7x|00)
Gy .1 SubSpace-Ind Property, on (B*,B); 2 and (D*,ID)3 4, between 0 and s .

kio=(aro sko 1 ) kiy=(mealter—1) aralsgr 0 0 74,/00)

*

G o Masking of the labeling. See Figure 11 for Encaps, or Figure 14 for Encaps

kio=C(aro sko 1) kpy=(mealter,—1) agn| 0 0 Z;i kA [00 )

G .3 Limitations on KeyGen-queries: s ¢ unpredictable, replaced by a random 7y, o
Kio=(aromro 1) Koy =(mealter,—1) axn| 0 0 22r3]00)

Ztk

Fig. 13: Sequence of games on the keys for the Del-IND-security proof of our SA-KP-ABE
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In this new game, we are exactly using the security game from the IND security on the KP-
ABE, and simulating the 7-th component using d;. As this component does not change nor
intervene at all in any of the games from the proof in the appendix D.3, and this is exactly the
same situation as in Game Gy in that proof, we conclude by following those security games,
which leads to the adversary having zero advantage in the last game.

We stress that this simulation of ODelegate will be used in all the following proofs: a delegated
key is identical to a fresh key, excepted the common ry ) for keys delegated from the same
original key.

E.2 Proof of Theorem 10 — Del-IND-Security for Encaps*

Proof. The proof will proceed by games, with exactly the same sequence as in the previous proof
following the IND-security proof of the KP-ABE in the appendix D.3, except the RoREncaps-
challenge that allows non-empty I;. For the same reason, the OEncaps-queries on pairs (I, [;),
with I # () can be simulated. Indeed, as above, everything on the 7-th component can be
done independently, knowing both d7 and d7, as these vectors will be known to the simulator,
almost all the time, except in some specific gaps. In theses cases, we will have to make sure how
to simulate the OEncaps ciphertexts. As explained in the proof, Section E.1, we can simulate
ODelegate-queries as OKeyGen-queries, since a delegated key is identical to a fresh key, except
the common 7, ) for keys delegated from the same original key. We thus just have to take care
about the way we choose 7y \. This will be critical in Go;.23,.6, and it will be correct as the
same constraint will be applied to y,  introduced in Go 122

As in the IND-security proof of the KP-ABE, the idea of the sequence is to introduce an
additional labeling (sg, (s¢,x)x) in each ¢-th key (in Gy, 1, from Figure 10), where each label
is masked by a random z; for each attribute ¢ (in Go x.2).

However, in order to go to game Go . 3, one cannot directly conclude that sy, g is independent
from the view of the adversary: we only know 75, (I, I;) = 0, but not necessarily 75, (I3,UT;) = 0,
as in the previous proof. Hence, we revisit this gap with an additional sequence presented in the
Figure 14 where we focus on the k-th key and the ciphertext, with random w, 7, &, &', (o), () &
Zg, but for all the OKeyGen-query, random ay g, (7¢,3) & Zq, as well as a random ay o-labeling
(agx)x of the access-tree Ty, but also sy & Zq and a second independent random sy g-labeling

(sea)a of the access-tree Ty, and an independent random 7 & Z4. The goal is to replace each
label s; » by a random independent value 5;67)\ when uy, , -7k ) # 0. As a consequence, we will
consider below that sﬁe ) denotes either the label s » when Ug, - Tex =0o0ra random scalar:

Game Gy 90: The first game is exactly Go o, where the simulator honestly runs the setup,
with PK = {(by, bs,b7), (d1,d2,ds,d],d},d%)}, SK = {dr}, and MK = {b},d%}, from ran-
dom dual orthogonal bases.

OKeyGen(7;) (or ODelegate-queries): The simulator builds the ¢-th key:

l<k kjo = (ag0,700, 1)+

kj\ = (mea(ten, —1), ag,)\,0,O,S/KVA/th’A,rw\,O,O)D*
t=k kO_(akOaSkOa )B*

ki oy = (mea(ten, —1);axx, 0,0, 850/ 24 55 Tk,2, 0, 0)p»
{>k kj o = (ar0,0,1)p-

ki y = (mea(ten, —1), a0, 0,0,0,7¢1,0,0)ps

with 7y & Zgit A€ Loorrey = 0if X € £,,. The decryption key dk, is then (kzm (KJ \)a)-
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Intermediate sequence from Go o (from Figure 13)

co=( o(1,t) w | T 0 T2 u; |00)
kz,o = ( ae,0 T'¢,0 1)
kz)\ = ( 7Tg,)\(tg,)\,—1) ag.\ | 0 0 S}’/\/ztm 7“@7)\‘00)
ki o= ( a0 Sk,0 1)
k;:,,)\ = ( TFk,)\(tk,)\,—l) Qg \ | 0 0 Sk,)\/ztk’/\ Tk)\‘OO)
kZO = ( ayp.0 0 1 )
Kj\ = ( mealten, —1) agn \ 0 0 0 rex[00)

Sle y is either the label s, x when 7y ) - us, , = 0, or a random scalar in Z, otherwise

Go ko1

Go 22

G223
<k

{=k
{>k

G4
{ <k

/=
{>k

Goras
! =

Goro6

Gogor

SubSpace-Ind Property, on (D,D*)y 5, between 7 and 0

co=( o(1,1) w | 0 0 T2t ut [00)

SubSpace-Ind Property, on (D*,1D)s 4, between 0 and yy »
kKio=( ao sko 1)

kin=(mealten, —1) apx [ Uka 0 Sk Ztn TeA[00)

Formal basis change, on (D,ID*)s5 7, to duplicate ¢ x

Kjg=C(ano re0 1 ) kjy=0-lyex rex  spa 2, 1en|00 )
kio= (ako sko 1 ) ki, = (oo yrn Tr Ska/?tx TEA0O )
kip=C(a 0 1 ) kjy=0.-lyexr mea 0 Tex|00 )
Alteration of the labeling. See Figure 15

kio=C(ao o 1 ) kjy=(.lyer O Sya/#tes TiA[00 )
kio=(aro sko 1 ) ki y=(..lyer 0 Spa/#ten  TEA|00 )
Kio=(a 0 1) kjy=C.lygn 0 0 rea 00 )
Limitations on KeyGen-queries: sj o unpredictable, replaced by a random 7
kio=(aroreo 1 ) Ky=0(.lyer 0 Spa/?tey TEA00 )

SubSpace-Ind Property, on (D*,D) 4, between y, , and 0

ki o= ( ako Tho 1)
ki = ( T (tkr, —1) agx | 0 o0 s§€7>\/,ztk,A T [00)
SubSpace-Ind Property, on (D,D*)4 5, between 0 and 7

ce=( o(1,t) w | T 0 T2t Uy ‘O 0)

Fig. 14: Sequence of games on the keys for the Del-IND-security proof of our SA-KP-ABE
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Hybrid game for Go i3, with 1 <p < P 4+ 1 (from Figure 14)

co=(w T §)

c=( oy(1,1) w | 0 0 T2t ug |0 0)
ko= (aeo 70,0 1)
ki y = ( mealten, —1) arn | Yen Ten Spn/7ten Ter [00)
ki o= (aro Sk,0 1)
ki = ( ma(ten, —1) ara | YA TEA Sa/Z, ThA [0 0)
ki = ( mTia(ten, —1) apa | Yk Tk SkA/2t,, Tk [00)
kZ,O = ( ayp.0 0 1 )
ki, = ( mealten,—1) aen | yex e 0 rex [0 0)

3’67/\ is either the label sy x when 7y - ut,, =0, ora random scalar in Z, otherwise

G2 r23p1

cp=(...

G2 r23p2

cp=1(..
Ky = (...

ki = (...

Ky = (...

G2 1233

Swap-Ind Property, on (ID,D*)s5 7, for 0 and w, in ¢, only

| 0 U TZp 0 00) c¢t=(..] 0 O T2t ug 0 0)
Index-Ind Property, on (D*,1D); 25, between 7, and 0, for all ¢, # p
| 0 Up TZp 0 00) c¢t=(..] 0 0 T2t u; |0 0)
tg,)\#p,€<k5 kz)\:(...’yg,)\ 0 Slﬁ,)\/zte,/\ T\ ‘0 O)
| Yo To sia/zp Tea [00) tex=p, 0 <k
tk)\ <pl=k k;)\:(...’yk’)\ 0 S;’A/Ztk’)\ Tk ‘O 0)
| Yk Tk ska/Zp Tk [0 0) tia=p L=k
755Y >pl=k k’,;)\:(...]yk’)\ 0 Sk)\/ztk,x Tk ‘0 O)
tg’)\ 7§p7£>/{2 kz)\:(...’yg,)\ 0 0 Y ‘O 0)
| Yo ToA 0 e [0 0) tox=pL>k
Formal change of basis on column 5, multiplying ciphertext by 7z, /u,
10 T TZp 0 100) c¢t=(..] 0 O TZt u; |00)
‘ Yo\ 'r’g’)\up/sz SZ,A/ZP Te.x |0 0) t&)\ :p,€<k
clura TrAUR/TZp ska/Zp Tk [0 0) tix=p L=k
clyen  Teaup/T2p 0 7e.x [0 0) tex=p, >k
Index-Ind Property, on (D,D*); 25, between 0 and 7z, for ¢t # p
.10 TZp TZp 0 00) ce=(..| 0 7z T2t ug 0 0)
Swap-Ind Property, on (D*, D)4 56, between 74 yu, /72, and 0, for ¢ = p only
10 TZp TZp 0 100) ce=(..| 0 7z T2 u; |00)
o Yo Tg7)\up/TZp s’g,)\/zp o |0 0) tor=p L <k
S AFTR AU /T . =
| Y 0 A 1 [0°0) teia=p L=k
‘ Yo\ Tg’)\up/TZp 0 A |0 0) t&)\ :p,€>k

Fig. 15: Sequence of sub-games on the attributes for the Del-IND-security proof of our SA-KP-
ABE (Cont’ed on Figure 15)



G2 1236
cp=(...
Ky = (...
k;’;},)\ == (. ..
Ky = (..
G2 1237
cp = (.
kZ:A - (.
kZ,A = (.
kz)\ = (.
G2123p8
cp = (
ki =(
ki, =(
G2.123p9
¢y = (
kz,\ =(
kZ,A =(
G2.£.2.3.p.10
¢y = (
kZ,A =(
kZA = (
Gor23p.11
cp=1(..

47

SubSpace-Ind Property, on (D*,D)4 7, to randomize 7y, y for ¢y = p

| 0 TZp TZp 0 100) ct=(...] 0 7z T2t ut [0 0)
tex #p, L <k kiv="C(-lyex 0 spy/2t,, T2 [00)
tea < p,l=k kz)\ =(...] Yex O S;C,)\/Ztk)\ T\ |0 0)
| yer  Teaup/T2p sia/zp  Tex [00) tox=p,0 <k
| Y\ 0 S;M/zp r;cy)\ |0 0) tkx=p,l=k
‘ Yo\ TZ,AUp/TZp 0 T ‘O 0) tg’)\ = p,e >k
tky >p L=k kin=0(-lyer 0 spr/2t, Tk [00)
teox #p, >k kiy=(--lyx 0 0 rex |0 0)
Swap-Ind Property, on (D%, D)456, between 0 and 73, \up/7zp, for tx x = p only
10 TZp TZp 0 100) ce=(..| 0 72 T2t ug 0 0)
Al yen  Teup/T2p Sy #p rex |0 0) tia=pl <k
YA TEAU/T2p W 7 10 0) tka=p 0=k
Ay Teaup/TZp 0 ¢ |0 0) tox=p, >k
Index-Ind Property, on (D,D*); 25, between 72; and 0
10 TZp TZp 0 00) c¢t=(..] 0 O T2 ug [00)
tg,)\ #p,f <k kZA = ( .. | Yo\ 0 SQ,A/ZW,A TN |0 0)
tkx <p, =k kiy=0C-luex 0 s /2, T62100)
A yen  reaup/Tzp sya/z  Tea00) tox=p, <k
..|ygy)\ rg7,\up/sz 0 o\ |0 0) tg7>\=p,f>k‘
tk7A>p,€:k: kz’)\—( ..|yk7>\ 0 S;@)\/Ztk’)\ TEA |0 0)
tex #p, L >k kiy=C(--lyex O 0 re 10 0)
Formal change of basis
10 Wiy TZp 0 00) e¢=(..] 0 O Tz ug [00)
| ye T\ sya/zp  Tex [00) tex=p L <k
| Yo o 0 rex 10 0) tex=p, >k
Index-Ind Property, on (D*,1D); 25, between 0 and ry y, for all ¢,y # p
10 up TZp 0 00) e¢=(..] 0 O T2 ug [00)
tin #p L <k kiy=C(--[yexren spa/2t0, 7o 100)
tea < p,l=k kz)\ =(...] Y\ T\ S;C,)\/Ztk,)\ T |0 0)
- yen Te\ sya/zp  Tex [00) tea=p L <k
‘ 0 T 0 T\ ‘O 0) tg’)\:p,£>k
tea >p, L=k Kin= (19 Tk kA 20, Tk [00)
tex #p, L >k kj = (-l yex ren 0 e 10 0)
Swap-Ind Property, on (D,D*)s5 7, for 0 and w,
| 0 0 TZp up 00) c,=(...] 0 O T2 ug [0 0)

Fig. 15: Sequence of sub-games on the attributes for the Del-IND-security proof of our SA-KP-
ABE (Cont’ed)
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OEncaps(Iim,v; I'm,i): The simulator builds the m-th ciphertext using all the known vectors
of the basis:

Cm,0 = (wm, 0, gm)IB% Cm,t = (Um,t (t, 71)5 wm,0,0,0, Um,t, 0, O)]D)

With wm,&n & Zg, omy & Zg and umy & Z7 if t € Iy O tpy < 0 if t € Ty The
ciphertext Cy, is then (cp, 0, (Cm.t)t);

RoREncaps(I7, [;): On the unique query on a set of attributes (I3, U I;), the simulator gen-
erates the ciphertext C' = (co, (€t)ie(r,ur;)) Where

Cy = (waTvé)B Ct = (Ut(l,t),w,T,O,TZt,Ut,0,0)]D)

for all the attributes ¢t € (I, U I;), with w & Zg ift € I or uy = 0 if ¢t € I,. According
to the real or random game (bit b < {0,1}), one outputs (K, C).
From the adversary’s guess b’ for b, if for some T, T (I, I3) = 1, then 8 & {0, 1}, otherwise
B =1b. We denote Advy 00 = Pr[8 = 1]b = 1] — Pr[8 = 1|b = 0]. The goal of this sequence
of games is to replace s, that can be derived by an acceptable set of s, , by a random and
independent value 7y, o, in the key generated during the k-th OKeyGen-query.
Indeed, to be a legitimate attack (that does not randomize the adversary’s guess b'), for all
the key queries 7~2, one must have ﬁ(ﬂ,,]}) = 0. In particular, ﬁ(Fv,Fi) = 0: this means
that
— either the regular access-tree policy is not met, i.e., Tp(I, U I;) = 0.

— or the regular access-tree policy is met, but one active key leaf matches one invalid
ciphertext attribute: VT’ € EPT(Ty, [, U I3),3X € T' N Ly, A(\) € I}, and from the
assumptions, for any such tree 77, the active leave is an independent leave.

In both cases, we will use the same technique to show sj o is independent from any other
value. But first, we will replace all the active leaves associated to invalid ciphertexts in the
challenge ciphertext by inactive leaves.

Of course, in the following sequence, we will have to take care of the simulation of the challenge
ciphertext, but also of the OEncaps-oracle. For the latter, we will have to clarify how we do
the simulation when public vectors (dj,ds,ds3) or the private vector d7 are impacted.

Game Gy ;51: In this game, we first clean the 4-th column of the ciphertext from the 7. To
this aim, we are given a tuple (a-G1,b-G1,c-G1) in Gy, where ¢ = ab+ p mod ¢ with either
u=0or u=r7 (fixed from cyg). When we start from random dual orthogonal bases (U, U*)
and (V,V*) of size 3 and 7 respectively, one considers the matrices:

D—(é‘f) D’—<12> D* = D' . V* D=D-V
3.4 A1) 34

We can calculate all vectors but d3. Hence, there is no problem for simulating the OEncaps-
queries. For the challenge ciphertext, we exploit the DSDH assumption:

Ct = (Ut(17t)7b7 C, O,TZt,Ut,0,0)V = (O-t(]-vt)abvc - ab,O,TZt,Ut,0,0)]D)
== (Ut(17t)7b7u7077—zt7ut7070)ﬂ)

which is correct, with w = b and according to u, this is either 7, as in the previous game or
0 as in this game. For the keys, one notes that the 4-th component is 0, and so the change of
basis has no impact on the 3-rd component, when using basis V*:

Ky = (mex(ten, =1), a0, 0, .. )y = (mea(ter, —1), a0, 0, .. )p

Then, we have Advy ;20 — Advo o1 < 2- AdVadGih(t)-
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Game Gy ;99: In this game, we can now introduce noise in the 4-th column the keys. In
order to properly deal with delegated keys, as for ry ) that have to be the same values for all
the leaves delegated from the same initial key, we will also set the same random y; 5. To this
aim, we are given a tuple (a - Ga,b - Ga,c - G2) in Gy, where ¢ = ab + ¢ mod ¢ with either
(=0or( & Zy,. We choose additional random scalars ay x, o\ & Zq (but the same ay ) for
all the leaves delegated from the same initial key), to virtually set b,y = g - b+ S and
cex =gy -c+ By a, then ¢\ —aby ) = (- gy, which are either 0 or independent random
values. When we start from random dual orthogonal bases (U, U*) and (V,V*) of size 3 and
7 respectively, one considers the matrices:

D:<1$> D’:((l)ch) D* = D' . V* D=D-V
al/)94 2.4

We can calculate all vectors but d4, which is not used anywhere. Then, for the keys, we
exploit the DDH assumption:

kj\ = (bea(ten, =1),aex, cons - - Jve = (bea(ten, —1), arx, cox — abey, - . . )p>
= (bea(tens —1),aex, - g, - )pr

Which is either the previous game, with 7y = by, when ¢ = 0, or the current game with
Yex = C - gy (the same random yy 5 for all the leaves delegated from the same initial key):
Adv j o1 — Adva oo < AdvE ().

Game Gy 23: In this game, we duplicate every ry ) into the 5-th column of the key. To this
aim, one defines the matrices

D:<(1)1> D’:<11(1]> D*=D".V* D=D-V
5,7 o 5,7

which only modifies ds, which is hidden, and d%, which is secret, so the change is indistin-
guishable for the adversary. One can compute the keys and ciphertexts as follows, for all
leaves A of each query ¢ of the adversary:

kZA = <7T€7/\(t€7/\7 _1)7 CL&,\, y@,)\a 07 8@,)\/21?[,)\ ) 7"[7)\, 07 O)V*
= (mea(tens —1)s aexn, Yens Texs St/ 2t 55 Texs 0, 0)p
Ct = (Ut(lv t)? w, 0,0, 72¢, ug, 0, O)V = (Ut(1> t)a w, 0,0, 72, uy, 0, O)D

As the 5-th component in the ciphertext is 0, the change of basis makes no change. And
this is the same for the ciphertexts generated by the OEncaps-simulation. Hence, the perfect
indistinguishability between the two games: Advs ;2.3 = Advs . 90.

Game Gy ;24: In this game, we target the k-th OKeyGen-query, and replace s by an inde-
pendent s}, for all the active leaves that correspond to an invalid attribute in the challenge
ciphertext.’For the sake of simplicity, 82 ) is either the label sy ) when 7y ) - ug,, = 0, or a
random independent scalar in Z;: ’

ki 0 = (ak,0, Sk0, )+
kz,/\ = (Trk,)\(tk,/\) _1)7 ak,/\) yk‘)\a 07 S?{;’,\/Ztk,)\ ) Tk‘,)\’ 07 O)]D)*
But to this aim, we will need an additional sequence of sub-games Gy . 2.3 5.4, that will operate

iteratively on each attribute p, to convert Go 103 into Go 124, as presented in the Figure 15.
But we first complete the first sequence, and details the sub-sequence afterwards.
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Game Gy 25: For the k-th key query, one can now replace sj o by 71 0. Indeed, as explained in
the Remark 30, for missing ciphertexts in the challenge ciphertext, the associated leaves in the
key have unpredictable s;, . In addition, for active leaves that correspond to invalid attributes
in the challenge ciphertext, sj » have been transformed into s ,, random independent values.
Then, we can consider that all the leaves associated to attributes not in I" are false, but
also active leaves associated to attributes in I; are false. As 7~7€(I’v, I;) = 0, the root label is
unpredictable. One thus generates the k-th key query as:

ki 0 = (ak,0, k0, 1B
ki = (A (ten, = 1), arxs Ukons 05 8% a/ 2ty 05 T2 0, 0) -

Game Gy ;26: We can now invert the above step, when we added ¢ x: Adva ;.05 —Advs 106 <
AdvEdh ().

Game Go ;07: We can now invert the above step, when we removed 7 from the ciphertext:
Advs j o6 — Adva o7 < 2 - AdvE"(2).

We now detail the sub-sequence starting from Go ;23,0 to prove the indistinguishability be-
tween Go 123 and Go j.2.4. In the new hybrid game G ;.2 3,0, the critical point will be the p-th
ciphertext, where, when p = 1, this is exactly the above Game G ;. 2.3, and when p = P + 1,
this is the above Game G ;.2.4. And it will be clear, for any p, that Go ;23,11 = G223 p+1.0-

With random w, 7, &, &, (0y), (z) & Zq, but for all the OKeyGen-query, random ag, (y»),
(7o) & Zq, as well as a random agg-labeling (ay )y of the access-tree Ty, but also s/ & Zqg
and a second independent random sy g-labeling (s¢ 1) of the access-tree 7, and an independent

random 7 & Lyg:

Game Gy 123,50t One defines the hybrid game for p:

k.0 = (ak,0, 8k,0, 1)B~
tka <D Kia = (e (e, =1), @x, Ykds Tk A Skn/ Ztns Thors 05 0) D
tkA > D Kia = (M a (e, —1)5 @rxs Ykhs TkAy Sk 2y, 55 Tk A 05 0) D

where 32 ) is either the label sy y when 7y ) - ug, , =0, or a random independent scalar in Z,
(when this is an active leaf that corresponds to an invalid ciphertext).

So one can note that if at the challenge query p € I, then u, = 0, and so we can jump to
G2 .23p.11, but we do not know it before the challenge-query is asked, whereas we have to
simulate the keys. This is the reason why we need to know the super sets A, and A;: the
challenge ciphertext is anticipated with u, = 0 if p € A, or with u, & Zy it p € A;.

Game Gy 23,1: The previous game and this game are indistinguishable under the DDH
assumption in Gyp: one essentially uses theorem 24. Given a tuple (a - G1,b - G1,¢- Gy) in
G1, where ¢ = ab + p mod ¢ with either y = 0 or p = wu,, the 7-th component of the p-th
ciphertext. When we start from random dual orthogonal bases (U, U*) and (V,V*) of size 3
and 7 respectively, one considers the matrices:

la—a 1 00
D=1010 D=1[-a10 D=D-V D* =D . V*
001 1,5,7 a 01 1,5,7

We can calculate all vectors but di and d3, which are not in the public key. Through V, we
calculate the challenge ciphertext for the attribute of the p-th ciphertext

¢, = (0,0,w,0,0, 72, up,0,0)p + (b(1,p),0,0,¢,0,—¢,0,0)y
= (07 0,w,0,0, TZp, Up, 0, O)]D) + (b(1>p)a 0,0,c— ab7 0, ab — ¢, 0, O)D
= (b(l,p), w, 0, My TZp, Up — My 0, O)D
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If 4 = 0, we are in the previous game. If ;1 = u,, then we are in the current game. Then,
every other ciphertext is computed directly in ID:

Vt 7é D, Ct = (Ut(lvt)7w7 07 O,TZt,’LLt, 07 O)D

as well as the answers to OEncaps-queries. The keys are calculated through V* but are
unchanged by the change of basis because the 5-th and 7-th components are exactly the
same for every key query ¢, and thus cancel themselves in the 1st component. We thus have
AdVQ k.2.3.p.0 — AdVZ.k.2.3.p.1 S 2- Advg}dlh (t)

Game Gy 23p2: We keep the 74, value (at the 5-th hidden position) in the keys such that
te» = p, and replace it in all other keys by 0, in order to prepare the possibility to later
modify the ciphertexts on this component. To show this is possible without impacting the
other vectors, we use the Index-Ind property from Theorem 3, but in another level of sequence
of hybrid games, for v € {1,..., P}\{p}. We will enumerate ~ in their order of appearance in
the security game (wether in key queries, or ciphertexts), therefore we can treat an unbounded
number of ~.
Game G2 ;.23,.1.~: We consider the following hybrid game, where the first satisfied condition

on the indices is applied:

cp = (0p(1,p),w,0,up,72,,0,0,0)p

Ct = (Ut(lvt)a("J?O?Oath7ut7070)]D) t7ép
Ky \ = (mex(ter, —1), aexs Yexs Tex, Spa/2ton Texs 0,0)ps tex=p
Ky \ = (mex(ten, =1); aex, Yexs 0,850/ 2ty 5, Texs 0, 0) e pFEter <7
kz/\ = (7Tg7)\ (tf)\v _1)3 aé,)\a Yo, rﬁ,)\a SZ)\/ztg,A y TN, 07 O)D* p # tf,)\ Z Y

where s7 , is either s; ,, s¢,x, or O:

SiA = Son ifl <k, orl="Fktg)<p
S = St ifl=ktrx=>p

When v = 1, this is the previous game: G2 ;23,.1.1 = G2.r.2.3,.1, Whereas with v = P +1,

this is the current game: G2 k.2.3.p.1.P+1 = Gg.k.g_g.p_g.

We will gradually replace the r,  values, at the 5-th hidden position, by 0 (when ¢, \ # p):
in this game, we deal with the case t; y = v, for all the /-th keys.
For this, we use the Adaptive Index-Ind property on (D,ID*); 2589, with:
cp = (0p(1,p),w,0,up, 72,,0,0,0)p
Ky \ = (mex(tex, =1), aex, Yens Tex, Spa/ 2o Texs 0,0)ps tea =17
With all this sequence, we have Advs 1 2.3,1 —Advs ;23,2 < 2P- (8% Advijdlh(t)—l—él X Adv%d;‘ (t)).
Game Gy j23p3: The previous game (in bases (U, U*, V,V*)) and this game (in bases (B, B*, D, D*))

are perfectly indistinguishable by using a formal change of basis, on hidden vectors, with

D:(@>5 D’:(ﬂ)5 D=D-V D* = D' . V*

Up TZp
The challenge ciphertext and keys that are impacted become:
Cp = (Up(lvp)a W, 05 Up, TZp, 07 Oa O)V
= (0p(1,p),w,0,72p,72,,0,0,0)p
Ve tox=p, kix= (mex(p, —1); a0, YenTexs So0/2ps Tex, 0,0)y
= (

p,—1
Wﬁ,)\ (p7 71)7 ag, yﬁ,)\a Tf,/\up/TZpa SZ,\/Zpa T&)\? 07 O)]D)*
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All the other vectors have a zero in these components (included the OEncaps-ciphertexts).
Hence, Advy ;23,3 = Advaj23,2. Note however this is because of this game the security

result requires the semi-adaptive super-set setting: the change of basis needs to know that
up # 0.

Game Gy 23p4: We keep the 72, value (at the 5-th hidden position) in the ciphertext for
the p-th attribute only, and replace all the other values from 0 to 7z;, which is the same value
as in the 6-th component of each ciphertext, to allow a later swap of the key elements from
the 6-th component to the 5-th:

Cp = (O—t(lvt)7w7077—zpa7—zpa 0,0, O)]D)
Ct = (at(lvt)7w7077-zta7—zt7uta070)]]]) t#p

To show this is possible without impacting the other vectors, we use the Index-Ind property
from Theorem 3, but in another level of sequence of hybrid games, for v € {1,..., P}\{p}.
We will enumerate « in their order of appearance in the security game (wether in key queries,
or in ciphertexts), therefore we can treat an unbounded number of ~.

Game G2 123,.4~: We consider

cp = (op(1,p),w,0,72p,T2,,0,0,0)p
= (o¢(1,t),w,0,72¢, T2¢,ut,0,0)p pFEL<y
= (0¢(1,t),w, 0,0, 72,1, 0,0)p pAELt>y
km = (mex(ten, —1)s aex, Yen Texs Son/ 2t 5 Tens 05 0) o> tex =D
ky\ = (mea(ter, =1), aex, Yens 0,550/ 205, Tex; 0, 0)ps tex # D

When v = 1, this is the previous game: Go ;2341 = G2.1.2.3,.3, Whereas with v = P + 1,
this is the current game: Go 123 p4.P+1 = G2.1.23p.4-

For this, we use the Adaptive Index-Ind property on (D*,D); 2559, with:

Ky n = (mex(tex, =1), aexs Yexs Tex, Spa/ 2ton Texs 0,0)ps tix=0p
Ct = (O't(l,t),LL),0,0,TZt,’U,t,0,0)]D) t=r

With all this sequence, we have Advs 1, 2.5 3 —Adva 23,4 < 2P- (8><Advddh( )+4><Advddh( t)).

Game Gy ;.23,5: All ciphertexts now have exactly the same value in 5-th and 6-th positions.
We will thus use ry  in the 5-th position, for keys with ¢, x = p, to modify the 6-th position of
said keys with a swap. The previous game and this game are indistinguishable under the DDH
assumption in Gg: one essentially uses theorem 24. We consider a triple (a- Ga,b- Ga,c- G2),
where ¢ = ab+( mod ¢ with either ( = 0 or ¢ = u,/7z,, which are indistinguishable under the
DSDH assumption. When we start from random dual orthogonal bases (U,U*) and (V,V*)
of size 3 and 7 respectively, one considers the matrices:

100 la—a
D=| —-al0 D=1010 D=D-V D*=D"-V*
a 01 15.6 00 1 156

We can calculate all vectors but ds and dg, which are not in the public key: However the
challenge ciphertext computation through V is trivial since the 5-th and 6-th components
cancel each other out. We can thus simulate them in D.

For challenge ciphertexts, we set

cp = (0v(1,t),w,0,72p,72p,0,0,0)y = (04(1,%),w, 0,72, 72,0,0,0)p
c; = (0¢(1,t),w, 0,724, T2¢, ug, 0,0)y = (04(1,t),w, 0, T2¢, T2¢, ut, 0,0)p t#£p
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The only keys that are calculated through V* are the ones from the k-th query so that t;, y = p.
We choose additional random scalars [y x & Zg, to virtually set by = rgx - b+ B and
Ckx =Tk C+ Brx - a, then c; x — abg \ = (- 71 ), which is either 0 or ry » - up/sz.

ki x = (0,0, ax, Y&, 0,0,7% 1,0, 0)p-
+ (b(p’ _1)7 07 07 07 TEX- up/TZp — Cg N> Ck + Sk,)\/zp7 07 O) O)V*
ki x = (0,0, akx, Yk, 0,0,7% 5, 0, 0)p-
+ (b(p, =1), 0,0, bk x, Tk 2 - Up/Tzp — (ck A — b2,
(ckn — abgx) + sk0/2p, 0,0, 0)ps
. Sk
ki = (0(p, = 1), arn, Ykns T - Up/T2p — € Tens C - Tx + . Tk, 0, 0)p
P
If ¢ = 0, we are in the previous game. If ¢ = wu,/7z,, then (-7, \ = 7 - up/T2, and we are in

the current game. All other keys are unchanged and calculated through D* directly, without
any change. Al’ld, AdVQ_k_Q_g_pA — AdVQ k.2.3.p.5 < 2- Advg;dzh (t)

Game Gy ;23,6: In this game, we want to replace 7\ when t; 5 = p by a random value
in the 7-th column, independently of the value in the 6-th column, so that this 6-th column
value can be really random and independent from other values. We will exploit the random
Yk, in the 4-th column: We consider a triple (a-G2,b- G2, c-G2), where ¢ = ab+( mod ¢ with
either ¢ = 0 or ¢ & Zy, which are indistinguishable under the DDH assumption. We choose

additional random scalars ay, By & Zg, to virtually set by = ay-b+ ) and c\ = ay-c+fy-a,
then ¢y —aby = (- a), which are either 0 or independent random values. When we start from
random dual orthogonal bases (U, U*) and (V, V*) of size 3 and 7 respectively, one considers
the matrices:

D:<1(1’> U:(éi‘) D=D.V D* = D' . V*
ALy 4,7

We can calculate all vectors but d7, which is not in the public key. Through V, we calculate
the challenge ciphertext, and the OEncaps-answers, when the 7-th component is non-zero, as
the 0 value of the 4-th component does not impact the 7-th during the change of basis.

On the other hand, all the keys can be directly generated in D*, except ki x when #; \ = p,
for which we use the DDH assumption:

Sk T Tk up/T

k]t;’)\ = (ﬂ-k,)\(pv 71)7 ak‘,)n 07 07 > ) Tk,/\? 07 O)D*
P
+ (07 07 07 b)\a 07 07 Cx, 07 O)V*
ST TN U/ T
= (ﬂ-k,)\(p7 _1)7ak‘,)\70707 ’ : p/ 7Tk,)\)O)O)D*

Zp
+ (07 07 07 b)\v 07 07 C\ — ab)\a 07 O)D*

Sk Th - Up/T
Zp

= (ﬂ-k,)\(pv _1)7 ak,)\a b)\a 07 7Tk,)\ + C s Oy, 07 O)V*

When ¢ = 0, this is the previous game, with y; x = by, when ¢, \ = p. Whereas when ¢ & Ly,
7‘27/\ = rpA+(-a) is independent of 7, », which makes 527/\ = (sgA+7kA Up/T)/2p independent
of six when ry \ - u, # 0. Then, Advy ;23,5 —Adva 23,6 < Adv%ih (1).

In order to keep the same ry ) for all the leaves delegated from the same initial key, we also
apply this additional vector (0,0,0,by,0,0,cy)y+. This will also keep the same yex for all
these leaves.
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Game Gy 23,7: All ciphertexts have exactly the same value in 5-th and 6-th positions. We
will thus use the Swap-Ind property to revert the change made in game G ;.2.3,.5, with the
notable difference we are now working with 7} , (which has just been randomized) instead
of 71 x, for keys with ¢ x = p. We are thus not restoring the initial s; » but we get a truly
random value s}, ,. The previous game and this game are indistinguishable under the DDH
assumption in (G}é: one essentially uses theorem 24. We consider a triple (a-Ga,b- Ga,c- Ga),
where ¢ = ab+( mod ¢ with either ¢ = 0 or { = u,/72,, which are indistinguishable under the
DSDH assumption. When we start from random dual orthogonal bases (U,U*) and (V,V*)

of size 3 and 7 respectively, one considers the matrices:

1 00 la—a
D=| —-al0 D'=(010 D=D-V D*=D'.V*
a 01 1456 00 1 456

We can calculate all vectors but ds and dg, which are not in the public key: However, the
challenge ciphertext computation through V is trivial since the 5-th and 6-th component
cancel each other out. We can thus simulate them through V. We can revert as above by
setting in V* the keys from the k-th query so that 5 x = p. And, Adva ;23,6 —Adva 23,7 <
2. Advddh( t). We stress that after the swap, we get, for ¢,y = p

klt,)\ = (Wk’,)\(p7 _1)7 Ak, Yk, Tl,c,)\up/TZp? (S;c,)\ - T;C,AUP/T)/ZP? T;c,)n 0, O)D*

where 32’ ) is a truly random value independent of rfm - S0 we are not back to game G ;2.3 .4,
but still with a random value in the 6-th component of the key.

Game Gy 23,80 We keep the 72, value (at the 5-th hidden position) in the ciphertext for
the p-th attribute only, and replace all the other values from 7z; to 0

Cp = (Ut(lat)awa 07 szvTZp7O7070)]D>
Ct = (Ut(l,t),w,0,0,TZt,Ut,0,0)]]]) t 7ép

To show this is possible without impacting the other vectors, we use the Index-Ind property
from Theorem 3, but in another level of sequence of hybrid games, for v € {1,..., P}\{p}.
We will enumerate 7 in their order of appearance in the security game (wether in key queries,
or in ciphertexts), therefore we can treat an unbounded number of ~.

Game G2 ;23,8~: We consider

= (op(1,p),w,0,72p,T2,,0,0,0)p

= (0¢(1,t),w,0,0, 724, 1z, 0,0)p pAEL<y

= (o¢(1,t),w, 0,72, T2, us,0,0)p pEL>y
ke x = (mea(ten, =1); a0, Yexs Tons 500/ %t 55 7000 05 0) e tin=p
ky\ = (mea(ter, =1), aen; Yens 0,550/ 205, Tex5 0, 0)ps tex #p

When v = 1, this is the previous game: G 23,81 = G2..2.3,.7, Whereas with v = P +1,
this is the current game: Go 12.38pP+1 = G2.£.2.3p.8-
For this, we use the Adaptive Index-Ind property on (D*,D); 2589, with:

* / * /
kZ’)\ - (ﬂ—@,)\(tf,)\v _1)7 a@,)\v yf,)\a ré,)\v SZ,)\/ZU,)\ y TZ,A; 07 O)D* t@,)\ =P

ct = (0¢(1,t),w, 0,724, T2¢, us, 0,0)p t=r

With all this sequence, we have Adva 53,7 —Adva 238 < 2P(8x Advieh () +4 x Advih ().
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Game Gy j23p9: The previous game (in bases (U, U*, V,V*)) and this game (in bases (B, B*, D, D*))
are perfectly indistinguishable by using a formal change of basis, on hidden vectors, with

D= (£ D'= (%2 D=D-V D* =D V*
TZp 5 5

Up
The challenge ciphertext and keys that are impacted become:

cp op(1,p),w,0,72,,72,0,0,0)y
(1

= (
= (Up 7p)7w7 Ovuvazpa 07 07 O)D
= (

= (

Veton=p, kpy= (TP, —1), aen Yo, e - Up/T2p, Sp0/2ps Texs 0, 0)p
(

Tex(Ds = 1), aex, Yex Texns Son/ 2Zps Tex, 0, 0) v

All the other vectors have a zero in these components (included the OEncaps-ciphertexts).
Hence, AdV24k:42.3.p.9 = AdV2,k,2,3,p,8-

tex = p, and replace back the 0 in all other keys by r¢ 5, in order to prepare the possibility to
later modify the ciphertexts on this component. To show this is possible without impacting
the other vectors, we use the Index-Ind property from Theorem 3, but in another level of
sequence of hybrid games, for v € {1,..., P}\{p}. We will enumerate 7 in their order of
appearance in the security game (wether in key queries, or in ciphertexts), therefore we can
treat an unbounded number of ~.

Game G }.23,.9~: We consider the following hybrid game, where the first satisfied condition

on the indices is applied:

Game Gy ;235100 We keep the 7”2’ , value (at the 5-th hidden position) in the keys such that

Cp = (Up(l7p)aw70auvaZp707070)]D) Ct = (Ot(17t)7waanathautvoaO)D t 75 p

Ky \ = (mex(tex, =1), aex, Yens Tex, Spa/ Zton Texs 0, 0)ps lex=p
ky\ = (mex(ten, =1), aex, Yexs Texs S0/ g5 Texs 0, 0)p pF s <7
Ky \ = (mex(ten, =1); aex; Yexs 0,850/ 2t0 5, Texs 0, 0) e pFE x>y

where s; , is either s ,, s¢x, or 0

When v = 1, this is the previous game: G2 23,91 = G2.k.2.3,.9, Whereas with v = P +1,
this is the current game: G2 1.23,.9.p+1 = G2.1.2.3p.10-

We will gradually replace the 0 values, at the 5-th hidden position, by r, x (when ty \ # p):
in this game, we deal with the case t; y = v, for all the /-th keys.

For this, we use the Adaptive Index-Ind property on (D,ID*); 2589, with:

Cp = (Up(la p)a W, 07 Up, TZp, Oa 07 O)D

kj\ = (mex(ter, =1), aex, Yexs 0,850/ 2t0 5, Tex5 0, 0) s tex =1

With all this sequence, we have Advs ;.2.3,.0—Adva 2.5 510 < 2P (8 AdvE" (£)+4x Adviih ().

Game G3;23p.11: The previous game and this game are indistinguishable under the DDH
assumption in Gyp: one essentially uses theorem 24. Given a tuple (a - G1,b - G1,¢- Gy) in
G1, where ¢ = ab + p mod g with either y = 0 or p = wu,, the 5-th component of the p-th
ciphertext. When we start from random dual orthogonal bases (U, U*) and (V,V*) of size 3

and 7 respectively, one considers the matrices:

la—a 1 00
D=1]1010 D'=|-a10 D=D-V D*=D'.V*
00 1 a 01

1,5,7 1,5,7
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We can calculate all vectors but di and d7, which are not in the public key. Through V, we
calculate the challenge ciphertext for the attribute of the p-th ciphertext

Cp = (O’ O’ W, O’ O’ TZp, up)D + (b(l)p)a 07 07 c, 07 —C, 07 O)V
= (0,0,w,0,0,72,,u,)p + (b(1,p),0,0,c — ab,0,ab — ¢,0,0)p
= (b(17p)7 w, 0, u, TZp, Up — WU, 0, 0)]1])

If 4 = up, we are in the previous game. If y = 0, then we are in the current game. Then,
every other ciphertext is computed directly in D:

Vt 7& D, Ct = (Ut(lvt)vwa 07 Osztauta 07 O)]D)

as well as the answers to OEncaps-queries. The keys are calculated through V* but are
unchanged by the change of basis because the 5-th and 7-th components are exactly the
same for every key query ¢, and thus cancel themselves in the 1st component. We thus have
Advo k2310 —Advo 2311 < 2 Advgﬂh(t).

E.3 Proof of Theorem 11 — dKey-IND-Security

Proof. In this security game, the adversary has access to the OEncaps-oracle, but only for distinct
key-indistinguishability: all the invalid attributes ¢ € I}, ; in a OEncaps-query correspond to
passive leaves A € L, from the challenge key. We will prove it as usual with a sequence of
games:

Game Gg: The first game is the real game where the simulator plays the role of the chal-
lenger, with PK = {(b1, b3, b}), (d1,d2,ds,d},d5,d5,d?)}, SK = {d7}, and MK = {bj}},
from random dual orthogonal bases. We note that d7 can be public.

OKeyGen(7;) (or ODelegate-queries): The adversary is allowed to issue KeyGen-queries on an

access-tree Ty = (Ty, Lo, Lsp) (for the ¢-th query), for which the simulator chooses a

random scalar ay g & Zq and a random ago-labeling (agx)x of the access-tree 7y, and
builds the key:

kzo - (af,(); 07 I)B* kZ)\ - (ﬂ—f,)\(tf,)n _1)7 a@,)\'} 07 07 07 ’f'@’)\, 07 O)D*

for all the leaves A, where ¢,y = A(X), mp\ & Zq and 7\ & Zy if X € Ly, or else
rex < 0if XA € Ly y. The decryption key dkg is then (kj ), (kj ,)\):

OEncaps(Iin,v; I'm,i): The adversary is allowed to issue Encaps®-queries on disjoint unions

Iy, = o U Iy of sets of attributes, for which the simulator chooses random scalars
Win, Em & Zq. It then sets K, = gf” and generates the ciphertext Cr, = (€m0, (Cm.t)te(n ouT.0))
where

cm,O - (U.)m, O) é-m)B cm,t - (O-m,t(ta _1)7 Wmy 07 07 07 um7t7 07 O)D

for all the attributes t € Iy, o U I, Ot & Zg and Uy, ¢ & Z; ift € Iy i or Uy < 0 if
t€ .

RoAPKeyGen(7~‘7 Lq,Ly): On the unique query on an access-tree T of its choice, with a list

L = (L,UL)) of active and passive leaves, the simulator chooses a random scalar ag & Ly,
and a random ag-labeling (a) )y of the access-tree. It then sets the real key dkg as follows,
with 7y & Z if A € Lo, or ry = 0if A € Ly

kg - (a()? 0? I)B* ki = (7T)\(t)\, _1)7 ay, Oa 07 07 X, Oa 0)]]])*
On the other hand, it sets the all-passive key dk; as:
kEk) = (a/(), 07 I)B* k; = (ﬂ—)\<t)\7 _1>7 ax, 07 07 07 07 07 O)D*

for all A. According to the real or all-passive (b <~ {0,1}), one outputs dky.
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From the adversary’s guess t/ for b, one forwards it as the output 3, unless for some (15, 4, I ;)
asked to the OEncaps-oracle, some active leaf A € £, from the challenge key corresponds to
some invalid attribute ¢ € I, ;, in which case one outputs a random f & {0,1}. We denote
Advo =Pr[g =1|b=1] —Pr[f =1|b =0].

We stress that in this distinct key-indistinguishability security game, the active keys in the
challenge key (A € L, with possibly ) # 0) correspond to valid ciphertexts only (t € Iy,
with w,,+ = 0, for all queries). But we do not exclude accepting access-trees.

co=(w 0 &) kjo=1(ap 0 1)
Gopo Hybrid game for Gg, with 1 <p < P + 1, such that u,,, = 0 for all m
Cm,t = ( Um,t(la t) Wm | 0 0 0 Um,t |0 0)
th<p k; = ( 7T)\<t)\, —1) a) | 0 0 0 0 |0 0)
tA>Dp kj\:( ma(tx,—1) ax | O 0 0 7y [00)
Gop.1 Formal basis change, on (D,D*)g 7, to duplicate uy, in the 6-th column
Cm,t = ( Um,t(lat) Wm, ’ 0 0 Um,t Um,t ’0 0)
th<p k; = ( 71')\(75)\, —1) a) | 0 0 0 0 |0 0)
tA>Dp kﬁ\:( ma(tx,—1) ax | O 0 0 7y [00)
G2 Swap-Ind Property, on (D, D*); 6.7, to swap 7y, for ¢ty = p, in the 6-th column
Cm,t = ( Jm’t(l, t) Wm, ’ 0 0 Um,t Um,t 0 0)
th<p ki=( m(\,-1) a ]| 0 0 0 0 [00)
th=p Ki=( m{@-1) a|[ 0 0 7 0 |00
tA>Dp ky = ( ma(ta,—=1) ax | O 0 0 7y [00)

Go.p.3 Index-Ind Property, on (ID,D*); 26, between uy,; and 0, for ¢ # p
Cmp=( omi(l,t) wn| 0O 0 0 0 |00)

t#p Cmt=( ome(l,t) wn| 0 0 0 up:|00)

ta<p ky=( m-1) a | 0 0 0 0 [00)

)

)

th=p K =( m@-1) a0 0 rn 000
tA>0p kXZ( 7T)\(t)\,—1) a) | 0 0 0 7y |00

G4 SubSpace-Ind Property, on (D*,D); s, between u, and 0

Cmt=( omt(l,t) wn| 0 0 0 up:l00)
th<p k} = ( ma(ta,—=1) ax | O 0O 0 0 [00)
th=p Ki=( m{@-1) a | 0 0 0 0 |00
tx>p Ki=( m(,-1) ax|[ 0 0 0 7 |00

Fig. 16: Sub-sequence of games for Distinct Key-Indistinguishability

Game Gi: In the second and final game, we set r) < 0 for all the leaves in the real key dkg:
ka = (a(]a 07 O)IB* ki = (7T/\(t)\7 _1)7 ay, 07 07 07 07 07 O)D*

It is then clear than Adv; = 0, as all challenge keys are independent from b.

We detail the sub-sequence starting from Gyg o to prove the indistinguishability between
Go and Gi. In the new hybrid sequence G+, we will modify all the keys associated to
the p-th attribute, in an indistinguishable way, using the Index-Ind property. It is clear that
Go.1.0 = Go, whereas Go.p11.0 = G1, and Gopa = Gopii1.0-
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Game G 0: One defines the hybrid game for p :

Cm,t == (Um,t(lvt)awmv 07 07 O7um7t7 O7O)D
t)\ < p k; == (ﬂ-)\(t)\v _1)70’)\707070707070)]])*
t)\ 2 p k; - (ﬂ')\(t)\v —1>,a,\,0,0,0,7")\,0,0)]})*

Game Gy i: In this game, we duplicate every u,, into the 5-th column of the ciphertext.
To this aim, one defines the matrices

D:G?) D’:<é_11> D* = D' - V* D=D-V
6,7 6,7

which only modifies d7, which is secret, and dg, which is hidden, so the change is indistin-
guishable for the adversary. One can compute the keys and ciphertexts as follows, for all
leaves A, and for each of each query m of the adversary:

Cm,t = (O'mﬂg(l, t), Wiy 0, 0, 0, Umvt, 0, O)V

= (Om t(la t),wma 0,0, Um,t, Um,t, 0, O)D

Hence, the perfect indistinguishability between the two games: Advg, 1 = Advg 0.

Game G p2: The previous game and this game are indistinguishable under the DSDH
assumption in Gg: one essentially uses theorem 24. Given a tuple (a - G2,b- Ga,c - G2) in
Go, where ¢ = ab+ p mod ¢ with either 4 = 0 or u = 1, the 7-th component of the leaf A\ of
the challenge key, with ¢y, = p. When we start from random dual orthogonal bases (U, U*)
and (V,V*) of size 3 and 7 respectively, one considers the matrices:

1 00 1—-aa
D = a 10 D=|010 D=D-V D*=D'-V*
—a01 267 001 267

We can calculate all vectors but dg and d7, which are not in the public key. Through V,
we calculate the challenge key for the attribute of the p-th ciphertext
We choose additional random scalars 8, & Zg, to virtually set by = 7y - b+ () and
cx =7 ¢+ By -a, then ¢y — aby = p - ry, which is either 0 or r}.
t)\ =D k; == (07 07 ay, 07 07 07 T)\)ID)* + (b)\(t)\a _1)7 07 07 07 C\, —C), 07 O)V*
= (07 07 ay, 07 07 07 X, 07 O)D* + (b)\(t)\a _1)7 07 07 07 C\x — ab}\a —C) + Clb)\, 07 O)]D)*
= (b)\(t)u _1)7 ay, 07 07 KT, T — =T, 07 O)D*
If © = 0, we are in the previous game. If u = 1, then we are in the current game. Then,
every other key is computed directly in D*:
t)\ <p ki = (W)\(t)\,—1),61)\,0,0,0,0,0,0)]1)*
t)\ >p ki = (ﬂ-/\(t)\?_1)7(1)\7070707T)\7070)D*
as well as the answers to OKeyGen-queries.
The ciphertexts are calculated through V but are unchanged by the change of basis because

the 6-th and 7-th components are exactly the same for every ciphertext query m, and thus
cancel themselves in the 2nd component. We thus have Advg, 1 — Advg 2 <2- Adv([d;‘ih (t).
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Game G p3: We keep the uy,, value (at the 6-th hidden position) in the ciphertexts, and
replace it in all other ciphertexts by 0. To show this is possible without impacting the other
vectors, we use the Index-Ind property from Theorem 3, but in another level of sequence of
hybrid games, for v € {1,..., P}\{p}. We will enumerate ~ in their order of appearance
in the security game (wether in key queries, or in ciphertexts), therefore we can treat an
unbounded number of ~.

Game Gy 2~: We consider the following hybrid game, where the first satisfied condition
on the indices is applied:

Cm,p = (Um,p(la p)v Wm, 0,0, Um,py Um,p, 0, O)D

Cmt = (Omi(1,t),wm,0,0,0, U, 0,0)p pFEL<y
Cmt = (Omi(1,t),wm, 0,0, Upm ¢, Umt, 0,0)p pFEL>ry
Keys are unchanged throughout the hybrid game
ky = (ma(tx,—1),ax,0,0,0,0,0,0)p« th<p
ky = (mA(tx, —1),ax,0,0,7,,0,0,0)p- th=p
k) = (ma(ta, —1),ax,0,0,0,7ry,0,0)p- th>p

When v = 1, this is the previous game: G 21 = Gop.2, whereas with v = P + 1, this
is the current game: Go 2. py1 = Gop.3.

We will gradually replace the wu,, + values, at the 6-th hidden position, by 0 (when ¢ # p):
in this game, we deal with the case t = =, for the m-th ciphertext query.

For this, we use the Adaptive Index-Ind property on (D*,D); 2639, with:

kﬂ;\ = (71')\(t)\,—1),0,)\,07077’)\,0,0,0)@* t)\ =p
Cm,t = (O'm,t(lat)vwmaanvum,tuum,tuovo)m t= Y
We remind that w,, ), = 0 because r\ # 0. If ry = 0, then we would have skipped directly

to the hybrid p + 1 game.
With all this sequence, we have Advg 2 — Advg 3 < 2P - (8 x Advfé‘lh(t) +4 x Advg;dlh (1)).

Game G p4: In this final game for p, we can finally cancel out r) in each key with ¢ty = p
because it corresponds to a coordinate where all other values (in keys and ciphertexts) are
0. We consider a triple (a - Ga,b - Ga,c - G2), where ¢ = ab + o mod ¢, with either « = 0
or a = 7). One defines the matrices

D:<1(1)> D':G)_l“) D=D.-V D* = D' - V*
a“l/16 1,6

Note that we can compute all the basis vectors excepted dg, but all the ciphertexts have a
0 components in 6-th position. So one can set all the values honestly in D and D*, except
for
k)\ = (07 07 ax, 07 07 07 07 07 O)]D) + (b(p7 _1)7 07 07 07 c, 07 07 O)V

- (07 07 ay, 07 07 07 07 07 O)[D) + (b(p7 _1)7 07 07 07 C— aba 07 07 O)D

= (b(lap>7 ay, 07 07 «, 07 07 O)ID)
When o = 0, this is exactly the current game, with 7w, = b, whereas a = r), this is the
previous game. Then, Advg 3 — Advg,4 < 2- Adv([d}dgh(t).

In total, this sequence of games, for a given p, satisfies Then,
Advg,,, — Advg,,, <4 AdvEN(t) +2P - (8 x AdvEM(¢) + 4 x AdvEE"(t))
< (24P 4 4) - Adv™dn (1)

In the last game, the adversary has zero advantage. Indeed, whether b = 0 or b = 1, the
distributions of dkg and dk; are perfectly identical, with all-passive leaves.
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E.4 Proof of Theorem 12 — dAtt-IND-Security

Proof. We start with the distinct variant, where all the invalid attributes in the challenge
ciphertext do not correspond to any active leaf in the obtained keys. Our proof will proceed by
games.

Game Gg: This is the real security game, where the simulator honestly emulates the chal-
lenger, with PK = {(by, b3, b}), (d1,d2,ds,d7,d}, d5, d3)} and MK = {b3, d%}, from random
dual orthogonal bases. The public parameters PK are provided to the adversary. Since d7 is
public (empty SK), there is no need to provide access to an encryption oracle.

OKeyGen(T;) (or ODelegate-queries): The adversary is allowed to issue KeyGen-queries on an
access-tree T; = (Te, Loa Lop) (for the £-th query), for which the simulator chooses a
random scalar ay & Zgq and a random ayg-labeling (ag ) of the access-tree 7Ty, and
builds the key:

kjo = (ar0,0,1)p- ki = (mea(ten, —1),ae,0,0,0,74x,0,0)p

for all the leaves A, where ty x = A(X), 7\ & Zg and 7y 5 & Zy if A is an active leaf, or
¢, < 0 otherwise. The decryption key is dk, = (kj , (kj ,)a);

RoAVEncaps(Iy, I;): The challenge ciphertext is built on a set of attributes I', U I3, with
random scalars w, & & Zg to set K = gf . Then, the simulator generates the ciphertext
Co = (co, (ct)r), for all the attributes t € I, U I, with oy & Zgq, and where uy & Zy it
tel;,oru=0ift € I,

Co = (waoag)E Ct = (Ut(17t)7wa07070>Ut>O>0)D
On the other hand, it computes C; = (cy, (c;);) for all t € I, U I as:
co = (w,0,8)p ¢t = (04(1,t),w,0,0,0,0,0,0)p

According to the real or all-valid game (bit b &~ {0, 1}), one outputs (K, C).
From the adversary’s guess b’ for b, if for some T, = (Te, Lo Lop), there is some active
leaf A € Ly, such that ty = A(X) € I}, then & {0,1}, otherwise 5 = b'. We denote
Advy =Pr[g=1|b=1] — Pr[g =1|b=0].
We stress that in this distinct attribute-indistinguishability security game, the invalid at-
tributes in the challenge ciphertext (¢ € I; with possibly u; # 0) correspond to passive leaves
only (A € Ly, with ryy =0, for all queries). But we do not exclude accepting access-trees.

Game Gi: The second and final game simply corresponds to the situation where u; = 0 in
Cy, clearly leading to Adv; = 0.
Using the indexing technique, we can show this game is indistinguishable the previous game.
But we need to describe a sub-sequence of games (see Figure 17) for proving the gap from
the above Gq to G, with the sequence Gg,.«, that will modify the p-th ciphertext in the
challenge ciphertext, for p € {1,..., P+ 1}, where Gy = Go 109, and G| = G p+1.0. In these
games, we describe how we generate the keys and the real encapsulation Cy. C will be easily
simulated in an honest way.

Game G 0: One thus chooses random scalars and defines the hybrid game for some p,
where the first components of the ciphertext are all-valid, and the last ones are real:

kZO — (aﬂ,()v 07 1)18* kz,)\ — (ﬂ-f,)\ (tf,)\a 71), af,)\a Oa Oa Oa W,Av 0) O)]D)*
Co = (waoag)ﬂ?ﬁ Ct = (O’t(l,t),W,0,0,0,0,0,0)]D) t<p
Co = (waoag)ﬁ Ct = (O't(]-,t),OJ,0,0,0,Ut,0,0)D t Zp



GO.p.O

GO.p‘l

GO.p.2

GO.]).S

GO.p.4

Fig. 17: Sub-sequence of games for Distinct Attribute-Indistinguishability

co= (w 0 ¢ kjo=(aco 0 1)

Hybrid game for Gy and G1, with 1 <p< P+1

kz)\ = ( 7['47)\(754,)\, —1) ag ) | 0 0 0 Tex |0 0)
t<p co=(  ou(1,0) w ] 0 0 0 0 ]00)
t>p c.=( oi(1,1) w | 0 0 0 wu [00)

Formal basis change, on (D, D*)g 7, to duplicate 7, 5 in the 6-th column

kZA = ( TFg,)\(tg,)\, —1) ag | 0 0 Tex To |0 0)
t<p c=(  ou(1,0) w ] 0 0 0 0 ]00)
t>p ct=( o011 w | 0 0 0 wu [00)

Swap-Ind Property, on (D,D*); 6,7, to swap u, alone in the 6-th column

ki =( mealten,—=1) agx| 0 0 gy 70 [00)

t<p c=( ou(1,0) w ] 0 0 0 0 (00
cp,=( op(l,p) w ] 0 0 wu 0 [|00)
t>p ¢ =( oi(l,1) w | 0 0 0 wu [00)

Index-Ind Property, on (D,D*); 2, between ¢\ and 0, for ¢, 5 # p

tea=p kjy=( malp,—1) ax| 0 0 0 0 [00
tea#p kpy=( malp,—1) agx| 0 0 0 7[00
0
0

t<p ¢ =( oi(l,1) w |
c,=( op(l,p) w | 0 u, 0 ]00
t>p ce=( oi(l,1) w | 0 0 0 wu |00
SubSpace-Ind Property, on (D, D*); ¢, between u, and 0
kji,=( ma(p,—1) ax| 0 0 0 7,,[00)
t<p ct=( o(1,1) w | 0 0 0 0 1]00)
c,=( op(l,p) w ] 0 0 0 0 (00
t>p ¢ =( o¢(1,1) w | 0 0 0 wu [00)

61
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Of course, the values 74 and u; are random in Z; or 0 according to Ly /Ly, and 15/ 1%
In particular, if u, = 0, we can directly go to Gg .4, as there is no change from this game.
The following sequence only makes sense when u, # 0, but then necessarily 7,y = 0 for all
the pairs (¢, \) such that ¢, y = p. We thus assume this restriction in this sequence: u, # 0
and 7y = 0 for all (¢, \) such that ¢,y = p.

Game G 1: One defines the matrices

Dz(éi) D’:(11(1)> D=D-V D* =D’ - V*
6,7 o 6,7
which modifies the hidden and secret vectors dg and d3, and so are not in the view of the
adversary:
ky\ = (mea(ter, —1),a0x,0,0,0,7¢,0,0)y-
= (mga(ten, —1),a0,0,0,70 2,702, 0,0)p=
Ct = (O't(]., t), w, O, O, 0, O)V = (O't(]., t), w, 0, 0, O, O, O, O)]D) ift < P
Ct = (Ut(lu t)? W, 07 07 07 ut)V = (Ut(17 t)a W, 07 07 07 U, 07 O)D lf t Z p

We thus have Advg 1 = Advg 0.

Game G p2: We use the Swap-Ind-property on (D, 1D*); 6 7: Indeed, we can consider a triple
(a-G1,b-Gi,c- Gy), where ¢ = ab + 6 mod ¢ with either # = 0 or § = u,. We define the
matrices

la—a 1 00
D=1010 D=|-al0 D=D-V D*=D".-V*
00 1 167 a 01 167

Note that we can compute all the basis vectors excepted dg, d7, but we define the keys on
the original basis V*:

kj\ = (mea(ten, —1),a00,0,0,7 5,702, 0,0)y~

= (g - tex +aren — argx, —moxn, agx, 0,0, 5,702, 0,0)ps

= (mea(ten, —1), a2, 0,0,7¢, 77,1, 0,0)p-

= (4(1,1),w,0,0,0,0,0,0)p if t < p
= (o(1,p),w,0,0,0,up,0,0)p + (b(1,p),0,0,0, ¢, —c,0,0)y

= (o(1,p),w,0,0,0,up,0,0)p + (b(1,p),0,0,0,c — ab, —c + ab,0,0)p
((U+b)(1 p),w,0,0,6,u, —6,0,0)p

= (0¢(1,t),w,0,0,0,u, 0,0)p ift>p

With ¢ = 0, this is as in the previous game, where 0, = 0 4+ b. When 6 = u,, this is the
current game: Advg 1 — Advg o < 2- Adv%dlh(t).

Game Gqp3: We make all the r,, values (at the 6-th hidden position) in the keys to be
0, excepted for tyy = p. The case t;x = p is already ry) = 0, by assumption in this
sequence, as u, 7 0. For that, we iteratively replace all the values by zero, using the
Adaptive Index-Ind-property from theorem 3, in another level of sequence of hybrid games,
for v € {1,..., P}\{p}. We will enumerate v in their order of appearance in the security
game (wether in key queries, or in ciphertexts), therefore we can treat an unbounded
number of ~.
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Game Gy )2~: We consider

kg/\—(ﬂ' Alten, —1),a¢,2,0,0,0,0,0,0)p- iftgn=p
kj\ = (mea(ten, —1),a01,0,0,0,7¢x,0,0)p- ifp#tixn<vy
ku (mea(tens —1), a0, 0,0,7¢5, 77,1, 0,0)p- if p#ton >
— (04(1,1),,0,0,0,0,0,0)p ift<p
cp—(ap(lp)wOOup,OOO)
= (0¢(1,1),w,0,0,0,u:,0,0)p ift>p

When v = 1, this is the previous game: Gq 21 = Gop.2, whereas with v = P 4 1, this
is the current game: Go 2. py1 = Gop.3.
For this, we use the Adaptive Index-Ind property on (D*,D); 2659, with:

Cp = (Up(lvp)awa 07 07 Up, 07 O> O)]D

ky\ = (mea(ten, —1),aex,0,0,70x, 74,0, 0, 0)p ter =

As a consequence, Advg 2 — Advg,3 < 2P - (8 X Advddh( t)+4 x Advddh( t)).

Game G, 4: One can easily conclude by removing u,, in the ciphertext c,, as it corresponds
to a coordinate where all the other values (in the keys and the ciphertext) are 0. To this
aim, we can consider a triple (a - G1,b- G1,c - G1), where ¢ = ab + a mod ¢ with either
a =0 or o = up. One defines the matrices

D:((l)(i) D’:(lg) D=DV D* = D' . V*
1,6 16

Note that we can compute all the basis vectors excepted dg, which has only 0 components
in the keys. So one can set all the values honestly in D and D*, excepted

¢, = (b(1,p),w,0,0,¢,0,0,0)y = (b(1,p),w,0,0,c — ab,0,0,0)p
= (b(l,p),W,O,O,a,O,O,O)D

When o = 0, this is exactly the current game, with o, = b, whereas for a = w,, this is the
previous game. Then, Advg 3 — Advg,4 < 2- Advgflh(t).

In total, this sequence of games, for a given p, satisfies Then,

Advg,,, — Advg,,, <4 AdvE"(t) + 2P - (8 x Advi"(t) + 4 x AdvE(¢))
< (4 + 24P) - Adv™dn(t)

E.5 Proof of Theorem 13 — Att-IND-Security

Proof. We now prove the attribute-indistinguishability, where there are no restrictions between
active leaves in the keys and invalid attributes in the challenge ciphertext, but just that the
access-trees of the obtained keys reject the attribute-set of the challenge ciphertext, even in the
all-valid case. Our proof will proceed by games. Not that we also assume active keys correspond
to independent leaves with respect to the set of attributes I' = I, U5 in the challenge ciphertext.

Game Gg: This is the real security game, where the simulator honestly emulates the chal-
lenger, with PK = {(by1, b3, b}), (d1,d2,ds,d7,d},d5, d3)} and MK = {b}, d%}, from random
dual orthogonal bases. The public parameters PK are provided to the adversary. Since d7 is
public (empty SK), there is no need to provide access to an encryption oracle.



64

OKeyGen(T;) (or ODelegate-queries): The adversary is allowed to issue KeyGen-queries on an
access-tree Ty = (Ty, Lo, Lsp) (for the ¢-th query), for which the simulator chooses a

random scalar ay g & Zq and a random ayo-labeling (ag )y of the access-tree 7y, and
builds the key:

kj o = (ar,0,0,1)p- kj = (mea(ten, —1),aex,0,0,0,74x,0,0)p

for all the leaves A, where ¢,y = A(\), mp\ & Zq and 7 5 & Zy if X is an active leaf, or
¢, < 0 otherwise. The decryption key is dk, = (kj , (kj y)2);

RoAVEncaps(I'y, I;): The challenge ciphertext is built on a set of attributes I', U I, with

random scalars w, & & Zg to set K = gf . Then, the simulator generates the ciphertext
C1 = (co, (ct)t), for all the attributes ¢t € I, U I, with oy & Zyg:

co= (w,0,¢)p ¢t = (04(1,t),w,0,0,0,0,0,0)p

On the other hand, it computes Cy = (co, (¢; + (0,0, 0,0, 0,0, u;, 0,0)p);), where u; & Zy,

if t € I}, or uy = 0 if t € I,. According to the real or all-valid game (bit b & {0,1}), one

outputs (K, Cy).
From the adversary’s guess b’ for b, if for some ’7~Z = (T¢, Lo Loyp), for which tree a key has
been obtained, 77 (I, W I}, 0) = 1 then 8 & {0, 1}, otherwise 3 = . We denote Advy = Pr[3 =
1o =1] = Pr[g = 1]b = 0].
We now proceed with exactly the same sequence as in the IND-security proof of the KP-ABE
in the appendix D.3, except the RoREncaps-challenge is instead a RoAVEncaps-challenge,
where we require ﬁ(F » WU I;,0) = 0 for all the obtained keys. For the same reason, the
OEncaps-queries on pairs (I, 4, Im,i), with I, ; # 0 can be simulated. Indeed, as above,
everything on the 7-th component can be done independently, knowing both d7 and d7, as
these vectors will be known to the simulator, almost all the time, excepted in some specific
gaps. In theses cases, we will have to make sure how to simulate the OEncaps ciphertexts.
As in that proof, the idea of the sequence is to introduce an additional labeling (s, (s¢,x)x)
in the hidden components of each key, with a random sy, as the trees are rejecting. We are
thus able to go as in Ggs, from Figure 9, where each label is masked by a random z; for each
attribute ¢. The following sequence is described on Figure 18.

Game Gi: This is as G1, with a random 7 in the challenge ciphertext.
Game Gy: This is as Go, with random z; in the challenge ciphertext.
Game Gj: This is as Gs, with an additional independent sy o-labeling (s¢ ) for each access-

tree Ty and a random 7, to define

ki o = (ar0,700, 1)B* kj\ = (mea(ten, —1), a0, 0,0, 800/ 21, 72,7, 0, 0)p

We stress that all these steps are not impacted by the values u; in the 7-th component of the
challenge ciphertext:

Co = (w707£)B Ct = (Jt(l,t),W,T,O,TZt, (1 - b) : Ut,0,0)D

where b is the random bit of the challenger: when b = 0, the ciphertext is in the real case,
whereas for b = 1, one gets an all-valid ciphertext.

Game G4: We remove all u; from the RoAVEncaps challenge query, in the case b = 1:

c) = (w,0,¢)p c; = (0y(1,t),w, 7,0,72,0,0,0)p

ki o = (ar0,700, 1)+ k= (mea(ten, —1),ae0,0,0, 50 5 /24, 5, 7ex, 0, 0)p=
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Go Real Att-IND-Security game
co=(w 0 &) c=(..]
kip=(ao 0 1 ) kjy=0(..]

G SubSpace-Ind Property, on (B,B*); 2 and (D,ID*)3 4, between 0 and 7 & Zq

0 0 (1—b)-u [00)

0
0 0 0 rex 00)

co=(w 7 &) ca=(C..] 17 0 0 (1—10)-u|00)
kip=(ao 0 1) kj,=(.. | 0 0 0 To |0 0)
G2 SubSpace-Ind Property, on (D,D*); 96, between 0 and 72
co=(w 7 &) c=(C..] 7 0 T2t (1—10)-u|00)
kjp=(ap 0 1 ) kjy=(..] 0 0 0 ToA |0 0)
G3 Additional random-labeling as in the IND-security proof. See Figure 10
co=(w 7 &) cg=(C..] 7 0 T2 (1—=5)-us |00)
kZO =(ag reo 1) kj, = (...] 0 0 337)\/zte,A 7oA |0 0)
G4 Index-Ind property to suppress u;, when b = 0. See Figure 19
co=(w 7 &) ca=(C..] 7 0 T2t 0 |0 0)
kzo =(ag 0 1 ) kZA =(..| 0 0 SIE’)\/Zte’/\ TeN |0 0)
G5 Limitation of independent active leaves
co=(w 7 &) cg=0C..| 7 0 Tzt 0 |0 0)
kj,= (ago reo 1 ) kj, = (...]| 0 0 Sen/ 2ty e\ |0 0)

Fig. 18: Global sequence of games for the Att-IND-security proof of our SA-KP-ABE

where 5@ » is either the label sy or an independent random value when wuy, , - 7%\ # 0, in

the case b = 0. And nothing is changed when b = 1. To this aim, we use a different sequence

G3.p.« presented in the Figure 19, when b = 1 only, for p € {1,..., P}, that will modify the

p-th ciphertext in the challenge ciphertext, where Gs = Gs.1.0, and G4 = G3.py1.0-

Game G3,0: One thus chooses random scalars and defines the hybrid game for some p,
where the first components of the ciphertext are all-valid, and the last ones are real:

kjo = (ae0,700, 1)+ kj\ = (mea(ter, —1),aex,0,0,800/2t, 57,7, 0, 0)p
co = (w,0,¢)p ¢ = (0¢(1,t),w, 7,0,72,0,0,0)p ift<p
Co = (W,O,é)]B Ct = (Ut(lat)>w77_7077—zt,ut,0’0)ﬂ) if ¢ Zp

Of course, the values ry y and wu; are random in Z; or 0 according to Loa/Leyp and I/ 1.
In particular, if u, = 0, we can directly go to G35, as there is no change from this game.
But there is no need to know it in advance, and so we can follow this sequence in any case
and set u, in the ciphertext at the challenge-time.

Game Gs3 ) 1: One defines the matrices

D = L1 D' = 10 D=D-V D* = D" - V*
01 -11/..

which modifies the hidden and secret vectors dg and d%, and so are not in the view of the
adversary:

ky\ = (mea(ter, —1), a0, 0,0,800/2t, 5,700, 0,0)y
= (mex(ten, —1),aex, 0,705, Se.0/ 240 5, Tex5 0, 0) s
¢ = (0¢(1,t),w, 7,0,724,0,0,0)y = (0¢(1,t),w,7,0,72¢0,0,0)p ift<p
c = (0¢(1,t),w, 7,0, 72, us,0,0)y = (04(1,t),w, 7,0, T2, ug, 0,0)p ift>p



G3,0
t<p
t>p

Gz

t>p
tox # P
tyr=0p

Fig.19: Hybrid game on p for the Att-IND-security proof of our SA-KP-ABE, when b = 0

Hybrid game for G3 and G4, with 1 <p < P+1

c=(  ou(1,0) w | T 0 T2t 0 [00)
c.=( oy(1,t) w | T 0 Tzt u |00)
kjo=( ao oo 1)
ki = ( mealten,—1) apn 0 0 sea/ztg  Tex 100)

c,=(  op(l,p) w T 0 TZp up 100)

|

Formal basis change, on (D, D*)5 7, to duplicate 74y in the 5-th column
|

ki =( mealten,—1) aen |

0 7ex  Sen/zt,, Tea [00)

Swap-Ind Property, on (D,D*); 57, to swap u, alone in the 5-th column

cp=( op(lp) w ‘ T KD TZp 0 [00)

c.=( oi(l,1) w | T 0 T2 u [0 0)
Index-Ind Property, on (D*,ID); 2 5, between 745 and 0, for ¢y \ # p

cp,=( op(l,p) w | T Up TZp 0 [00)
ki =( meater, —1) aga | 0 0 sexn/2t,,  Tex 100)

ki = ( mealter,—1) apn | 0 7rex  sexn/zt,, Texn [00)
SubSpace-Ind Property, on (D,D*)¢ 5, between u, and 0

c,=(  op(l,p) w | T 0 TZp 0 1[00)
ki =( meater, —1) arx | 0 0 sexn/2t,,  Tex 100)
ki =(malten,—1) aen | 0 7ren  Spa/2ten  Tex [00)

SubSpace-Ind Property, on (D*,D)g 5, between 74 5 and 0, for ¢,y = p

¢ =( o¢(l,1) w | T 0 T2 0 100)
Ct — ( O't<1,t> w ‘ T 0 TZt Ut ’0 0)
ki =( mea(ten, —1) ara | 0 0  sexn/zt, 7Tex [00)
ki =( mealter,—1) agn | 0 0  spy/2t,, 1ex [00)

66
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We thus have Advs ;1 = Advs 0.

Game G3p2: We use the Swap-Ind-property on (D, D*); 5 7: Indeed, we can consider a triple
(a-G1,b-Gi,c- Gy), where ¢ = ab + 6 mod ¢ with either # = 0 or § = u,. We define the

matrices

la—a 1 00
D=(1010 D=|-al0 D=D-V D*=D'.-V*
00 1 157 a 01 157

Note that we can compute all the basis vectors excepted df, d3, but we define the keys on
the original basis V*:

Ky = (mex(ten, =1), a0, 0,700, 800/ 2t 55 Te,0, 0, 0) v
= (me - ton +argn —argx, —mTex, apn, 0,70x, S0/ 21,0, Tex, 0, 0)
= (mea(ten, —1), aen; 0,700, 800/ 2t 55 T, 0, 0) e
¢, = (o¢(1,t),w,7,0,720,0,0)p ift<p
cp = (o(1,p),w,7,0,72p, up)p + (b(1,p),0,0,c,0,—c,0,0)y
= (o(1,p),w, 7,0, 72y, up)p + (b(1,p),0,0,c — ab,0, —c + ab,0,0)p
=((c+0b)(1,p),w,T,0,72p,up, — 0,0,0)p
¢t = (0¢(1,t),w, 7,0, 72, u,0,0)p ift>p
With ¢ = 0, this is as in the previous game, where 0, = o 4+ b. When 6 = u,, this is the
current game: Advs, 1 — Advs o < 2- Advg;dlh(t).

Game G3p3: We make all the r,, values (at the 5-th hidden position) in the keys to be
0, excepted when ¢,y = p. For that, we iteratively replace all the values by zero, using
Adaptive Index-Ind-property from theorem 3, in another level of sequence of hybrid games,
for v € {1,..., P}\{p}. We will enumerate + in their order of appearance in the security
game (wether in key queries, or in ciphertexts), therefore we can treat an unbounded
number of ~.

Game G3 ) 2,: We consider

kj \ = (mex(ten, =1),a0x, 0,700, 800/ 24,5, 2,7, 0, 0) iftgn=p
kZA = (mgx(te,ns —1),ag’)\,0,0,8@,)\/ztz,)\,T’g,)\,O,O)D* ifp#tin<v
kj\ = (mex(tex, —1), a0, 0,700, 500/ 214 55 7,2, 0, 0) = ifp#tiry>7
ct = (0¢(1,t),w, 7,0,72,0,0,0)p ift <p
¢, = (op(1,p),w, T,up, 72p,0,0,0)p
ct = (0¢(1,t),w, 7,0, 724, us,0,0)p ift>p

When v = 1, this is the previous game: G321 = G3,.2, whereas with v = P + 1, this
is the current game: Gz 2. py1 = G3 3.
For this, we use the Adaptive Index-Ind property on (D*,D); 95

12,5,8,95 with:
cp = (0p(1,p),w, T,up, 72p,0,0,0)p
ky\ = (mea(tex, =1), a0, 0,700, 800/ 2t 557,70, 0) = ter =1
Game G3p4: We use the SubSpace-Ind-property on (D, D*)g 5: Indeed, we can consider a
triple (a - G1,b- G1,c- G1), where ¢ = ab+ 6 mod ¢ with either § = 0 or 6 = u,. We define
the matrices

D_<“1)> D'_<(1)_1“> D=D-V D* = D' V*
al/)56 5,6
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Note that we can compute all the basis vectors excepted di that is not public, and not
used excepted for the keys with ¢, » = p, which will be defined in the original basis V*:

ﬂ_f,)\(pa _1)7 Qg X\, 07 o Se,A/Zpa ToNs 07 O)V*
4, (p7 _1>7 aé,)\v 07 7’[7/\7 SZ,)\/Zp + ar@,/\7 Tf,)\; 07 O)D*
(pv _1)7 Qg X\, 07 o Slé,)\/zpa ToNs Oa O)D*

S

(1,t),w,b,0,b2,0,0,0)p ift<p
cp = (op(1,p),w, b, ¢,02,0,0,0)y = (0p(1,p),w, b, c — ab, bz,,0,0,0)p
op(1,p),w,b,0,bz,,0,0,0)p
ct = (0¢(1,t),w, b,0,bz¢,u,0,0)p ift>p

When 60 = 0, this is this game, whereas when 6 = u,, this is the previous game, with 7 = b
and s, , = s¢x+azpre ) anew random and independent value for each active leaf associated
to the attribute p.

Game G3,5: We use the SubSpace-Ind-property on (D*,D)g 5: Indeed, we can consider a
triple (a - Ga2,b- Ga,c - G3), where ¢ = ab + ¢ mod g with either ( = 0 or ( = 1. We define
the matrices

D’:<1(1)> D:((l)_la) D=D.V D* = D' . V*
a@l/)56 5,6

Note that we can compute all the basis vectors excepted ds that is not public, and not
used in the ciphertext. All the vectors can be computed in the new bases, excepted the
keys for ty » = p, for which one chooses additional random scalars Sy & Zg, to virtually
set by =1rpn-b+ By and con = 1o )+ Pra-a, cpn—abgy =1 C.

kZ)\ = (Trf,)\ (p') _1)7 aé,/\7 07 Cf,)\; be,)\a T@,)\? 07 O)V*
= (mex(p, —1), a0, 0,cox — abg x, bex, Te,x, 0, 0)p
= (ﬂ—g,)\(p7 _1)7 a@,/\7 07 g . W,)\a b@,/\7 Tf,)\? 07 O)D*

When ¢ = 0, this is this game, whereas when ( = 1, this is the previous game, with
Sle, \ = Zp - bg, a truly random and independent value for each active leaf associated to the
attribute p.

Game Gj: Under the assumption of independent active leaves with respect to the set of
attributes I" = I, UI; in the challenge ciphertext, the random values s , are indistinguishable
from real labels s} ,. Indeed, labels that correspond to leaves that are associated to attributes
not in I are unkﬁown, as the masks z; are not revealed. This shows that the advantage of
the adversary in this last game is 0.



