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One of the main concerns of cybersecurity is the detection of hoaxes across social media. Hoaxers prop-
agate such messages to mislead users and to promote violence. Several approaches exist in literature to
address this issue. They are mainly limited to detect hoax activities by characterizing the message nature
and detecting provenance of messages. However, unless hoaxes are detected, they continue to propagate
across social media nodes. This work aims at reducing the dissemination of hoaxes across group of users.
Relying on social graph structure, this research develops a mechanism based on smart contract logics to
prevent a group to consume a fake post. To achieve this objective, we used a smart contract to exploit a
trust index computed based on message characteristics and group features such as graph density, group
status, group degree, group acceptability. Based on the value of trust index, the message is forwarded or
blocked. Experiments realized on groups of different characteristics revealed that the proposed smart
contract is even able to reactively block a fake post of the same nature than the group type. Results indi-
cate that the proportion of targeted groups could be reduced even if their interests match with the mes-
sage subject. This research is an important step forward to anti-promote hoaxes with the novelty of
exploiting smart contract approach to contain their propagation.
� 2020 The Authors. Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Nowadays, privacy is becoming a growing concern in the world
(Ari et al., xxxx; Babaghayou et al., 2019). Government and compa-
nies track and monitor people in order to better control them by
predicting their actions a well as intentions (Anshari et al., 2019;
Shaffer et al., 2019). Furthermore, the Web is a place of unfeigned
proliferation false information as reported by Kumar et al. (Kumar
et al., 2016; Fraga-Lamas and Fernández-Caramés, 2020). A hoax is
false, outdated or unverifiable information that is spontaneously
spread by Internet users (Rahmat and Areni, 2019). Hoaxes are
messages disseminated across social media by humans and robots,
which aim to trigger positive or negative emotions in the user:
virus alert, missing child, promise of happiness, and petition.1

According to GDATA,2 59% of Internet users has already been in
touch with a hoax. Their consequences are multiple: manipulating
people, promoting war, degradation of the image of a person or a
company, disbelief among others (Kumar and Shah, xxxx). Concern-
ing the severe global threat COVID-19 pandemic, propagation of
hoaxes is a huge concern (Frenkel et al., xxxx; Russonello, xxxx).
Hoaxers share conspiracy stories about virus as being fabricated by
China as a biological weapon and false medication against the virus.
Other hoaxes related that this virus is inefficient to Africans
(Pennycook et al., xxxx). As consequences, people are lured to
under-follow prescribed measures and adopt ineffective and harmful
remedies catalyzing the destruction of immune system.

Existing anti-hoax approaches include four orientations (Shu
et al., xxxx): (1) analyzing and detecting fake news with fact-
checking; (2) identifying quantifiable characteristics or features
susceptible to discriminate hoaxes from benign ones; (3) studying
how hoaxes propagate and spread on the social graph to detect
hoaxes by assessing credibility of sources (Shu et al., 2017;
Zubiaga et al., 2018; Guille et al., 2013; Hernandez et al., 2002).
Although these proposals are somehow able recognize hoax traits,
they are inefficient to stop hoax propagation. Unlike these propos-
als, this work intends to limit hoax dissemination across group of
users. In distributed architecture such as social media, smart con-
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tracts are proven to provide efficient decision making autono-
mously and without any intermediaries (Macrinici et al., 2018).
Its lightweight and independence to input data, compared to
mechanisms related to artificial intelligence, fact checking and
propagation modelling, makes great virtue in facilitating decision
making processing. We therefore associate user groups to the
smart contract logic (Khedim et al., 2018) to intelligibly filter
incoming messages to any group. Decision making is made relying
on trust index computed based on the message features and group
features such as graph density, group status, group degree, and
group acceptability. Experiments on various social graphs revealed
the pertinence of the proposed scheme: even hoaxes of the same
type than the group interest could be blocked. In brief, this work
provides two contributions: a model based on smart contract logic
which filters incoming hoaxes; and a simulation process of differ-
ent social graph structures and various types of messages, demon-
strating that the proposed approach is able to block the
propagation of hoaxes to group of consumers.

The rest of this document is organized as follows. Section 2 pre-
sents literature about fake news detection in general. Section 3
concerns the concepts about hoaxes, social graphs and smart con-
tracts. Section 4 is dedicated to the proposed approach for filtering
dissemination of hoaxes. Section 5 presents different experimenta-
tion and analyses of results. The paper ends with a conclusion and
perspectives in Section 6.
2. Related works

This section relies on recent and consistent surveys of
researches around fake news. (Zhou and Zafarani, xxxx; Sharma
et al., 2019). According to these studies, fake news can be split into
four directions.

The first direction includes analyzing and detecting fake news
with fact-checking. The manual fact-checking is achieved by
known group of highly credible experts to verify the contents
(Hassan et al., 2017), crowd-sourced individuals (Kim et al.,
2018; Tschiatschek et al., xxxx), and crowd-sourced fact-checking
websites such as HoaxSlayer.3 The automatic fact-checking takes
into consideration the volume of information generated in social
media. It relies on reliable fact retrieval methods for further process-
ing to deal with redundancy, incompleteness, unreliability and con-
flicts (Lao and Cohen, 2010). Once data is cleaned, knowledge is
extracted under a graph form and fed into an exploitable knowledge
base (Hoffart et al., 2013). Fact checking requires a huge collection of
information from experts, online systems and people to prove verac-
ity of the fact underlining a hoax. So reliable knowledge related to
the fact is required. Expertise in our case comes from smart contract
logic which has been proved robust and no subjective. The aim is no
to check but to eliminate hoax flows.

The second direction concerns identifying quantifiable charac-
teristics or features susceptible to discriminate hoaxes from benign
ones (Pisarevskaya, 2015; Potthast et al., xxxx; Volkova et al.,
2017). In this regards, authors investigate attribute-based language
features and structure-based language features which characterize
a post. They build machine learning-based strategies on structured
information to derive classification and regression models (Ren
and Ji, 2017; Shu et al., xxxx; Aboubakar et al., 2020). This direction
is unreliable without consistent datasets of hoax and non–hoax
samples, somehow hardly collected and accessible. Then consider-
able amount of tasks are to be realized to make these datasets
exploitable. To avoid such constraints, this work opts to look for
propagation features to limit hoax floods. Moreover, we suppose
3 Latest Email and Social Media Hoaxes – Current Internet Scams - Hoax-Slayer.
http://hoax-slayer.com/.
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that hoaxes already exist and we want to make their dissemination
as reduced as possible.

The third direction refers to study how hoaxes propagate and
spread on the social graph. For that, one can make qualitative anal-
ysis of patterns to recognize fake news propagation (Du et al.,
2014; Najar et al., 2012; Draper and Smith, 2014). Some proposals
consisted on mathematical models for fake news propagation
based on epidemic diffusion models (Kucharski, 2016) and game
theoretical models (Shu et al., xxxx). The detection based on fake
news propagation is achieved using supervised learning on cascade
(a tree or tree-like structure representing the propagation of a
hoax) features (Ma et al., 2018) or network-based propagation
structures (Shu et al., 2017; Shu et al., 2019). Another option in this
direction aims at using graph kernels to compute similarity
between various cascades of posts (Vishwanathan et al., 2010).
This information is then used as features to supervised learning
algorithms to detect hoaxes (Wu et al., 2010). We take from this
direction that it is possible to study propagation of fake news based
on analysis of graph structure. Since we are working on dissemina-
tion, this feature has been borrowed and exploited. Unlike, It is not
used for recognizing hoax propagation that we assume true in
social media, but to contain this propagation across groups.

The fourth direction consists to detect hoaxes by assessing cred-
ibility related to hoax headlines (Pengnate, 2016), hoax sources
and provenance (Fraga-Lamas and Fernández-Caramés, 2020;
Esteves et al., xxxx), hoax comments (Dungs et al., 2018), and hoax
spreaders (Shu et al., 2019). In this direction, authors aggregate dif-
ferent opinions to make a final decision about the post
(Tchakounté et al., xxxx). However, there is an issue of fake com-
ments and opinions which leads to biased results. Unlike, what
we propose is independent from subjective comments and does
not aim to identify the nature of any post. But we rely on message
characteristics and group features to filter incoming messages.

All the aforementioned approaches have in common to capture
information to identify hoax traits. However their detection does
not block their dissemination and therefore the contamination
continues to spread across social network nodes. This issue moti-
vates our work, which intends to develop strategies to convince a
group to stop an incoming hoax message. The overall effort made
in different groups can contain dissemination of hoaxes. Therefore
our work comes after identification of hoaxes.
3. Background

This section briefly presents some concepts about hoax, smart
contract and social graph.
3.1. Hoax

Ahoax is false, outdated or unverifiable information that is spon-
taneously spread by Internet users. Hoaxes concern any subject
likely to trigger a positive or negative emotion in the user: virus
alert, missing child, promise of happiness, petition (Assiroj et al.,
2018). Hoaxes are in written form such as e-mail, message in a
forum, etc. Unlike offline rumors, they are mainly exploited to psy-
chologically influence users to propagate (Kumar et al., 2016). The
initiator of the hoax (hoaxer) is the malicious person or a robot that
is built by a third person. According to Vinz (Attention canularInfo
ou canular, 2014), there are many types of hoaxes. An announce-
menthoax is tomakea fake announcementof a serviceor anactivity.
An anti-promotion hoax aims to dirty image of a concurrent com-
pany. Anti-political hoaxes are about turning people against govern-
mental opinions. A rumor hoax is dedicated to propagate a false
rumor for a certain period about specific situation to analyze reac-
tions and behaviors of people. Our work considers all these kind as

http://hoax-slayer.com/
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hoax. Consequences of hoaxes are according to Bessi et al. (Bessi and
Ferrara, 2016): over-floodingnetworks, disinformation, degradation
of the image of an entity (company and personality), and disbelief to
turn people to unconsciously work with the hoaxer. Their work
assumes that an incomingmessage is hoax and aims to reduce prop-
agation making fewer victims within the network.

3.2. Smart contract

Blockchains exploit smart contracts as procedures to manage
interactions between entities on the network (Khedim et al.,
2018; Suciu et al., 2018; Titouna et al., 2018). According to Bayon
et al. (Bayón, xxxx), ‘‘A smart contract is an automatable and
enforceable agreement. Automatable by computer, although some
parts may require human input and control. Enforceable either by
legal enforcement of rights and obligations or via tamper-proof
execution of computer code”. Therefore, smart contracts operate
as independent and autonomous entities, whose behavior is com-
pletely predictable (the same input will always produce the same
output) (Christidis and Devetsikiotis, 2016). A smart contract is
launched by messages/transactions sent to its address. They allow
expressing business logic in code mainly in the form if ... then state-
ments. They should describe all possible outcomes of the contract.
A smart contract lives within a blockchain and its state is scruti-
nized by every network participant to know which action to take.
Fig. 1 depicts a smart contract related to renting an apartment
while paying in crypto-currencies.

Moreover, Smart contracts have many advantages (Cuccuru,
2017; Jean and De Filippi, xxxx):

1. Reliability: It is virtually impossible to shut down the entire
computers participating in the blockchain simultaneously. As
a result, this database is always online and its operation never
stops.

2. Removal of intermediaries: smart contracts make it possible to
automate a process, while eliminating intermediaries.

3. Unstoppable: The entire code of the smart contract is immuta-
ble, in the sense that its code is published and therefore written
in a transaction making the application unassailable and
unstoppable.

4. Borderless: smart contracts do not depend on a supervisory
authority i.e the borders, physical location and jurisdiction of
the country.

5. Open source: It means that source code of the smart contract
should be accessible and verifiable to the community.

6. Autonomous: Once a smart contract has been created and pub-
lished, it becomes accessible to the other members of the block-
chain. It belongs to any point of the blockchain which can add
its own rules and conditions.

In addition, smart contract is of interest due to these properties
which give a smart contract ability and flexibility to ease decision
making. This work relies on the smart contract logic without
deploying the whole environment of blockchains. Its role is to help
making decision whether the group should consume or not an
incoming hoax.

3.3. Social graph

A social graph is connectivity between people in a social net-
work characterized by relationships between entities (humans
and objects) (Ugander et al., xxxx). Any social network can be
mathematically represented as a graph G ¼ ðV ; EÞ, where V is the
set of vertices, E is the set of edges of the graph. V can be seen as
individuals, group of individuals or non–human objects (shared
images, videos) (Kirichenko et al., xxxx). Relationships in a network
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can be directional or nondirectional. There are mainly two types of
relationships: relatives (people are familiar with each other) and
interests (people are included in one group having the same inter-
ests). A social graph has some key features (Kirichenko et al., xxxx).
Centrality shows how a node within a specific network is influen-
tial. Density defines the ratio between the number of connections
of a node and the total possible connections of a node. Closeness
is a measure of information dissemination in the graph from one
node to the others. Fig. 2 illustrates a social graph with vertices
as people and edges, their relationships. In this case, relationships
are directional (Ed to Albert) or bidirectional (Ed to Doris). In this
example of graph, the underlined structure of the graph can be rep-
resented with centrality, density and closeness to show how a
group behavior towards a message can influence the other group
reaction to the same message. They can therefore be essential for
decision making concerning the hoax issue.
4. Proposed approach

The overall process is depicted in Fig. 3. It is summarized as fol-
lows. The hoaxer sends the hoax to the group. It arrived to the smart
contract which computes, based on the group characteristics, an
index determiningwhether to transmit themessage to the gateway
or not. In case it is transferred to the gateway (index greater than 2),
the latter checkswhether to broadcast to othermembers or to block
themessage. In case, clauses are not respected (index lower than 2),
the smart contract blocks the message. The process flow includes
two processes. The first process, the determination of confidence
index, is the responsibility of the smart contract. It takes as input
the incoming message with its characteristics with the characteris-
tics of the target group. It then calculates a value called confidence
indexwhich depends on several features (explained later in this sec-
tion) andwhich is used by the smart contract to block or accept hoax
messages based on a certain threshold. The second process which is
the result from threshold comparison includes two tasks which can
be done exclusively. Either, the first task discards themessage or the
second task lets the message comes into the group towards to the
administrator of the group. In the following, details for the overall
process are provided.

4.1. Formalisms

This section formalizes key concepts required to perform activ-
ities in the process. Objects involved in the process are described
hereinafter and highlighted in Fig. 4.

� Group. A group is a set people who adhered because of a specific
interest. A group has an identity, a status, a type and a set of
members.

� Graph. The social graph considers groups of members as vertices
and group interconnections as edges. Several groups can be
interconnected due to the simultaneous membership in several
groups and inter relationships between members.

� Messages. The incoming message is assumed to be a hoax within
the scope of that work. Based on social media architecture, the
message has three attributes such as message = ‘‘id”; ‘‘type”;
‘‘recipient”. The id identifies the message and it is generated
by the social media system. The type indicates a subject cate-
gory related to the content such as football, politics, and heath.
The recipient attribute is a structure which identifies the mes-
sage destination.

� Gateway. The gateway of a group is an intermediary between
the contract and the members. It is one member or a set of
members from the group that is selected based on some scenar-
ios. As shown in Fig. 4, there are two gateways that act between



Fig. 1. Smart contract for renting (Rosic, xxxx).

Fig. 2. Social graph.
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members and one contract. This structure shows that each
group has a point of contact when the message arrives. This
contact is the contract and it is independent (explained later).
3073
It collaborates with the group’s contact namely the gateway
that forwards the post to the other members or blocks the mes-
sage based on investigations made by the contract.



Fig. 3. Process flow.
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1. The gateway is (set of) the natural creator(s) of the group in case
they are publicly active. In this case, we talk about natural
gateway.

2. In case the natural gateway leaves, the gateway designation is
entirely managed by the group members. Some studies pro-
posed to elect the most influential members (Ahajjam et al.,
2015).

� Contract. It is created and bound after the group creation and
the contract is triggered every time a message incomes in the
group. Also, the contract is responsible to intercept to filter
incoming message.

There are several features exploited by the smart contract to
make the filtering decision.

1. Density of graph (Dg): This feature represents the proportion of
edges existing in the graph i.e. the number of edges in the graph
divided by the maximum number of edges that can exist
(Lemmouchi, 2012). Its expression is given in Eq. (1).
3074
Dg ¼ 2� m
n� ðn� 1Þ ; 0 6 Dg � 1 ð1Þ

where n is the number of nodes in the group and m is the num-
ber of edges in the group. At best, Dg ¼ 1 at worst Dg ¼ 0.

2. Status of group (Ds): This feature represents how a member can
join a group. In our model, a group can have the following sta-
tus: open, semi-open and closed. A group is open when every-
one can join without any preconditions. A group is semi-open
when one member is connected to a member of another group.
A group is closed when only the gateway is responsible to man-
age inside members, to manage incoming messages and to
management joining requests. Its formula is given as in Eq. (2).
Ds ¼ k; 0 6 k � 1: ð2Þ

where k is obtained according to the status of group.
� 0 if the group is open;
� 0.5 if it is semi-open;
� 1 if it is closed.

3. Degree of group (Dc). It is the average of number of connections
per group. Its expression is given in Eq. (3).



Fig. 4. Gateway.
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Dc ¼

Xn

i

degreðiÞ

n
; 0 6 Dc � 1: ð3Þ

where, degre(i) is the number of neighbors of node i in the group
and n number of Nodes. Thus a totally dense community will
have an average degree of 1 in this case all nodes are intercon-
nected. Otherwise a non-dense group has a degree close to 0
because the number of nodes will be much smaller than the
number of nodes.

4. Acceptability of group (Da): This feature measures the ability to
accept or reject hoaxes. This element helps to know the state of
a group in its behavior according to the hoax messages already
received. It is given in Eq. (4).
Da ¼
P

CvP
transaction

; 0 6 Dg � 1: ð4Þ

Where cv is the number of transactions accepted in the group;
transaction is the number of transactions performed by the
contract.

5. Group interest (Tg): This feature refers to the type of subject to
be addressed in the group (sport, health, politics etc. . .). Indeed,
so a hoax about sports is supposed to target a group with the
same interest. Tg equals 1 if topic of discussion in the group
matches with the type of message and 0 otherwise. The group
interest indicates that the gateway selects people with a certain
expertise.

6. Confidence index: Confidence index is made up of the previous
features. Its formula is given as in Eq. (5).
q ¼ Dc þ Dsþ Daþ Tg � Dg; �1 6 q 6 4: ð5Þ
The comparative value of qcompared to the contract will thus be
set at q

2 6 q if we consider the capacity to accept or reject hoax is
equitable, the confidence index is an probability thus, it will be
the average of q.

4.2. Decision making

This section specifies actions executed by the smart contract
concerning filtering hoaxes. These actions are included in the algo-
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rithm described in Fig. 5. The algorithm takes as parameters the
targeted group in the social graph (G) with the set of vertices (V)
and the set of edges (E) as well as the incoming message. Lines 2
to 4 declare variables. Lines 6 to 10 consist to evaluate each feature
presented in Section 4.1. The smart contract determines the trust
index on that features (Line 11). In case this value is greater than
2, a link is established between the message source and the tar-
geted group (line 13) and the message is transferred to the gate-
way (Line 15) and the connection state is saved. In case this
condition is not verified (line 16), the message is blocked by the
contract (line 17) and the connection state is saved (line 18).
5. Experimental validation

This section describes the conducted experiments on different
structures of social graph.

5.1. Environment

Experiments have been conducted on an Intel(R) Core (TM)2
Duo CPU L9400 @1.86, 1867 MHz, 2 cores, 2 processors with 4
GigaBytes of DDR 2 memory. The artifact used to simulate different
scenario of the experiments has been built with MatLab whereas
the smart contract code has been written in Python. MS Excel
has been exploited to structure groups into matrices. All the three
elements are coupled to provide ability to test the proposed
approach. All scripts are available in the GitHub at https://github.-
com/calvinkda/smart_contrat.

5.2. Experiments, results and discussions

Two experimental cases were conducted, each provided with
specific social graph structure including the following key
elements.

� Nodes: They are groups with an identity, a status, a type and a
set of members more or less interconnected to represent in our
model by a matrix.

� Messages: we assume that incoming messages are hoaxes. They
have a nature such as political, football, travel and a set of target
groups.

� Trust index and the contract of each group: smart contract
intercepts incoming message calculate its confidence index
and filters based on the algorithm described in Fig. 5.

5.2.1. Experiment 1
This experimentation case aims to determine how the proposed

model reacts while receiving a hoax message in case of social graph
where nodes are not interconnected. This case is depicted in
Fig. 6a.

This experiment includes 405 members in 10 groups as
described in Table 1. The hoax is type ‘‘football” and targets all
the groups. Once all the features are defined, the smart contract
computes the confidences index to either accept or reject the hoax.
The column labeled ‘‘smart contract result” provides such deci-
sions. For example, the smart contract accepts the hoax and trans-
fers it to the gateway of group 1. Table 1 shows that five groups
such as group 1, group 2, group 5, group 9 and group 10 receive
the hoax and the remaining ones accepts the hoax. Fig. 6b depicts
the social graph obtained after applying smart contract filtering.

We discuss results in two aspects. The first aspect includes
cases when the hoax is accepted. In this case, groups 1, 9 and 10
have the same type of the incoming message. The model supposes
that members belonging to those groups have enough expertise to
filter hoaxes. Groups 2 and 5 have different types but are closed

https://github.com/calvinkda/smart_contrat
https://github.com/calvinkda/smart_contrat


Fig. 5. Algorithm decision.

Fig. 6. Experiment 1.

Table 1
Experiments and output of results.

Group Type Status Members Density Smart contract result

E1 E2

1 Football Open 20 NTI A A
2 Handball Closed 30 NTI A A
3 Any Open 50 TI R R
4 Football Open 70 NTI R A
5 Biology Closed 20 TI A A
6 Handball Semi-open 20 NTI R A
7 School Closed 120 NTI R R
8 Politics Open 15 NTI R R
9 Football Semi-open 35 TI A A
10 Football Open 25 NTI A A

NTI = Not totally interconnected, TI = totally interconnected,A = accepted,R = refused.
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meaning that only getaway (administrator) selects the members of
groups. The smart contract refuses the hoax because members and
message management belong to the administrator who is sup-
posed to have enough knowledge to filter. The second aspect
3076
includes cases where the hoax is rejected. In this aspect, groups
3, 6, 7, 8 have different type than the message subject. This prop-
erty gives to the smart contract a reason to reject the message
because it thinks members have not ability to understand the



Fig. 7. Experiment 2.
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nature of that message. Additionally, groups 3, 6 and 8 are open
and not totally interconnected. A member can therefore join ran-
domly those groups and with some connections with other outside
from which they can get hoaxes. An interesting result is that the
proposed model is able to refuse hoaxes to groups with the same
interest message subject. This is the case of group 4. This decision
in related to the number of members within a group. The determi-
nation of the old value depending on the number of the members
remains an issue.
5.2.2. Experiment 2
This experimentation is realized on a social graph with the

same nodes as in experimentation 1 but with a social graph with
potential interconnection between groups. A connection means
that a member of group belongs to different groups through inter-
mediaries to exchange message. The group features are presented
in Fig. 7a and the decision making from smart contract is available
in column E2 in Table 1.

There are two cases excerpted in Fig. 7b. The first case concerns
groups that accept the hoax. Group 1, 2, 4, 5, 6, 9 and 10 are
involved in the case. The justification about group 1, 2, 5, 9 and
10 is similar as in experimentation 1. However, the model reacts
specifically on groups 4 and 6. Since group 4, is connected to group
1 and 5, it is likely that group 4 gets the message. This situation is
provided by the smart contract understand that group 6 an group 9
includes commonmembers, so it let the message entering. The sec-
ond case concerns groups that refuse the hoax group 3, 7 and 8 are
involved in that case. The smart contract refuse hoax to these
groups because of their types which are different from the message
subject. Additionally, according to the social graph structure, they
are not connected to any other groups susceptible to receive the
message. This knowledge is determined by the smart contract.
5.3. Limitations

There are some limitations to consider despite the fact that pro-
posed model is able to learn social graph and group structures to
efficiently filter the incoming hoax.

� This work only applies filtering to one group and does not deal
with multiple intersected groups. That means, a hoax accepted
within a group can bypass the filter of another group through
multiple memberships.

� There are cases where the smart contract accepts hoaxes while
relying on expertise of members and gateway. This is a limita-
tion because expertise is not effective and the smart contract
will therefore be subject to false identification.
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6. Conclusion

Hoaxes spread like a disease through population. Those who are
immunized are saved, new patients suffer from the disease and
many other people can be agents of transmission. This dissemina-
tion context is applied in social networks where fake posts main-
tain instability among users. To deal with this issue, proposals
capture information related to hoax traits and network structure
to identify malicious users. The problem remains because hoaxes
continue to spread across social media. This work proposed an
approach based on group structure to reduce diffusion of hoaxes
with him a group. More specifically, we designed a mechanism
based on smart contract logic to limit hoax flows. Experiments
made demonstrated that it is able to reduce the number of groups
susceptible to receive hoaxes depending on social graph structure
and node structure. As future work, we intend firstly to give to
smart contract a global view of the social graph, which will aug-
ment its ability to reduce propagation. Secondly, we intend to con-
sider adversarial members in social graph nodes.
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