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Abstract — Integrated Circuits (ICs) have to be protected
against threatening environmental radiations and malicious
perturbations. A large panel of countermeasures has been
developed to answer the needs of this challenging field. The Bulk
Built-In Current Sensor (BBICS) is a highly reliable solution for
the detection of these abnormal transient radiations that could
induce a transient current in the Front-End of Line (FEoL). This
paper proposes an innovative sensor based on the BBICS
associated to the power-efficient emerging non-volatile memory
Spin Transfer Torque Magnetic Random Access Memory (STT-
MRAM). The goal of this security solution is to detect both
possible photoelectrical laser injections and thermal
perturbations. Thus, the proposed architecture designated by
Dual Detection of Heating and Photocurrent attacks (DDHP)
highlights a dual detection efficiency, on the CMOS circuitry
and on the Back-End of Line (BEoL) STT-MRAM technology.

Keywords — DDHP, BBICS, STT-MRAM, laser attack,
sensor.

I. INTRODUCTION

With the microelectronics downscaling, Integrated
Circuits (ICs) have to be hardened in order to prevent natural
or human alteration of the system operation [1]. While for the
natural aggressions, one can cite aging and environmental
radiations [2], human intentional attacks on another note, are
mainly generated by physical aggressions of the IC. Thus,
during the computation of a cryptographic algorithm, faults
are injected in specific locations of the IC and at the right
time, making possible the retrieval of the secret key [3].
These physical attacks evolved in the last years from a global
circuit alteration using temperature or voltage glitch to local
aggressions. Among the means used to generate faults into
ICs in hardware security characterization, laser injection
offers a high spatial (in the order of magnitude of 1pm) and
temporal accuracy. The radiation community first introduced
this technique to emulate Single Event Effects (SEE)
inducing transient faults in ICs [4], [5]. Front-End of line
(FEoL) laser injection induces transient faults in ICs via
photocurrent generation [6].

In order to prevent these attacks and to secure the
architectures, several sensors [1], [7], [8] have been proposed,
mainly to detect errors that are induced in the CMOS bulk.
The use of a sensor in sensitive ICs is required in order to
detect a fault injection tentative, even before it leads to
exploitable faults. In the detection structures landscape, the
Bulk Built-In Current Sensor (BBICS) is a good candidate,
for advanced technology nodes, to monitor transient currents
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induced in the bulk of the IC by a laser illumination for
instance [9], [10].

As identified by the International Technology Roadmap
for Semiconductors (ITRS), STT-MRAM technology is one
of the most promising technologies for a wide range of
applications in the emerging non-volatile memory landscape
[11] mostly for the Internet of Things (IoT). This type of
memory is foreseen to replace some SRAM memories used as
embedded working memory in order to become a universal
memory. Thus, their hardening and robustness is essential.
Recently, it has been demonstrated that front-side laser
injection may also generate faults on the Back-End of Line
(BEoL) of emerging non-volatile memories such as Resistive
Random Access Memory (RRAM) [12] or Spin Transfer
Torque Magnetic Random Access Memory (STT-MRAM)
[13]. Thus, it is now mandatory to also detect laser attacks
targeting the STT-MRAM.

In this aim, this paper proposes an innovative sensor in
order to secure both the FEoL and the BEoL of the ICs. This
new dual sensor solution, named Dual Detection of Heating
and Photocurrent attacks (DDHP), detects the threats
targeting the CMOS technology via the generation of a
photoelectrical current and the threats targeting the emerging
non-volatile memories embedded in the BEoL via a heating
perturbation. This sensor solution is simulated on a 28nm FD-
SOI technology node platform coupled to a perpendicular-to-
plane 40nm STT-MRAM technology. The proposed sensor is
efficient in analogue manner for a bulk CMOS PDK. Even
though the FD-SOI technology is less sensitive than the
bulk CMOS, both involve a similar mechanism [14].

This paper is organized as follows: Section II provides the
background of this study. Section III describes the proposed
dual architecture to sense photoelectrical and thermal
perturbations. Section IV evaluates the proposed architecture.
Finally, Section V gives concluding remarks.

II. BACKGROUND

A. Laser injection on integrated circuits

Light Amplification by Stimulated Emission of Radiation
(LASER) is a coherent and unidirectional electromagnetic
radiation. Laser injection main features have made it a tool of
choice in reliability studies and security of electronic devices
since it outlines an accurate spatial and temporal resolution
[15]. Laser illumination of integrated circuits can generate
two fault models on the circuit operation: photoelectrical
faults or thermal faults.



1) Photoelectrical effect

The photoelectrical effect is defined by the effect of the
light on the matter. Thus, in the volume of interaction,
electron-hole pairs are generated. Some of the electrical
charges inherently recombine without particular effect on the
IC,while the others are collected in presence of an electrical
field generated in reverse biased PN junctions, generating a
transient current that may engender faults in the IC. This
photocurrent may achieve an amplitude of a few mA and lasts
a few hundreds of picoseconds [14].

In the CMOS circuits, the most sensitive regions are the
PN junction of the “OFF” transistors. In the case of a laser
injection, the energy needed by a particle to create a transient
current is proportional to the wavelength of the laser beam.
This photocurrent pulse vanishes as the charges are drained.
This technology presents ? three sensitive regions where a
transient current may be induced in the volume, as shown in
Figure 1.a:

*  For an NMOS transistor, the PN junction defined by
the P type substrate and the doped N+ region (zone
(D).

*  For a PMOS transistor the PN junctions defined by:

o The P type substrate and the N type well
(zone (2)).
o The doped P+ region and the N type well

(zone (3)).
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Figure 1: a) Cross sectional view of the CMOS technology. b)
Induced transient current after a laser illumination. c¢) Current
injection on the drain of an NMOS transistor switching the inverter’s
output from 'l" to the faulty value '0".

The charges generating the photocurrent are carried
through the structure and decomposed into collection
(charges collected in a few picoseconds inducing a peak
current) and diffusion (the current decreases until all the

charges are collected) [14], as illustrated in Figure 1.b. The
charge carriers (electrons and holes) collected at one of these
three sensitive regions create a transient current in the
transistor. Figure 1.c highlights a laser illumination targeting
the PN junction of the NMOS transistor (zone (1) in Figure
1.a), thus the inverter output switches from ‘1’ to the faulty
value ‘0’.

2) Thermal effect

Other than the photocurrent induced by a laser
perturbation, a new attack methodology that threats the
integrated circuits and mainly the memory chips has been
introduced by Skorobogatov in 2009 [16]. It has been
demonstrated that the local heating of the chip may induce
memory errors in Flash memories and thus cause the leakage
of confidential data. This work paved the way for the use of
the laser irradiation as an ideal heat source that affects the
non-volatile memories circuitry with a high spatial accuracy.
After the exposure of the sensitivity of microelectronics chips
to the heating effect of a laser source, several works
determined the weaknesses and strengths of the non-volatile
memories and their ability to be embedded in the ICs.

Recent works evaluated the thermal effect impact on
emerging non-volatile memory induced by a laser irradiation,
on the OxXRAM technology [12] and on the STT-MRAM
memory [13]. This thermal effect is mostly induced by front-
side laser injections. This heat is transferred from the sample
surface to the lower metal layers [17].

B. Bulk Built-In Current Sensor (BBICS)

Multiple sensors are being developed in order to prevent
and detect transient faults in the ICs, as resumed in [1]. One
of the most attracting architectures in this landscape for its
high potential in detecting invasions targeting the FEoL is the
Bulk Built-In Current Sensor (BBICS [8]). Each current
injection in the P type substrate “Pwell” or in the N type well
“Nwell” raises a flag notifying the user of this attack (or
attempt). “Pwell” and “Nwell” are concurrently monitored by
respectively the pull-up and pull-down of the CMOS networks
[8], as conceptually shown in Figure 2.a. Thus, this structure
is an external sensor that monitors the transient current that is
induced by a laser source at the FEoL of the IC. Since it has
been proposed in [9], [10], the BBICS detector is one of the
most investigated as in [18]-[20] so as to outperform its
strengths.

To initialise the circuit, a reset signal (‘rst’) is generated in
the cross-coupled inverters outputs (‘out’ and ‘out’). For the
steady state of the BBICS structure, the output ‘out’ is set to
‘0’ through transistor Mo (resp. the output ‘out’ is set to ‘1’
via transistor M, ). When a perturbation generates a transient

oSG Pwell
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Figure 2: Bulk Built-In Current Sensor (BBICS) operating structure. a) Schematic of the structure highlighting the detection of an
attack for induced currents into the N type well and the P type substrate. b) Simulation of the structure and verification of its
operation. Detection of an abnormal current induced in the “Nwell” (1 detection) and in the P substrate “Pwell” (2" detection).



current in the structure, the BBICS raises a flag by switching
‘out’” and ‘out’ to ‘1’ and ‘0’, respectively.

For an attack disturbing the “Pwell” of the device, the
photocurrent is drained to the ground of transistor M,,,. When
the Vg, voltage of transistor M,,, gets sufficient, the command
voltage Vg of M, increases up to the activation of the
transistor. Therefore, the awakening of transistor M, ; draws
‘out’ to the ground. The feedback loop of the inverters pulls
‘out’ to “Vdd”, rising the flag of the attack detection. In the
case of the establishment of a transient current in the N type
well “Nwell”, in an analogue manner, transistors My, and
M, draw ‘out’ to ‘1’ and thus rises the dedicated flag, as
illustrated in Figure 2.a.

The core latch sensitivity is designed to detect small
variations at its input voltages. This accuracy is defined by the
scaling of the transistors My, and M,;. The higher the W/L
ratio of these transistors, the more sensitive is the latch. It has
to be noted that after the flag has been raised after a laser
irradiation induced by the transient bulk current, the latch
stays locked in detection-mode (flag up). So, it is necessary to
reset the architecture after each detection, as shown in Figure
2.b, through the reset signal ‘rst’.

C. The Perpendicular-to-plane STT-MRAM technology

The perpendicular Spin Transfer Torque Magnetic
Random Access Memory (STT-MRAM) technology
showcases low voltage operation enabling its hybridisation
with the CMOS process, low power consumption and high
scalability and density [21]. The STT-MRAM nano-pillar is
based on a Magnetic Tunnel Junction (MTJ) [22]. The MTJ
hetero-structure consists of two ferromagnetic layers
separated by an insulating tunnel barrier [23], as illustrated in
Figure 3.a. The ferromagnetic magnetisation is preferred
along an easy axis perpendicular-to-plane.

This memory technology has two steady states: Parallel
and Anti-Parallel. While the storage layer of the MTJ has the
same (resp. the opposite) magnetisation as the reference
layer, then the junction is in a Parallel P (resp. Anti-Parallel
AP) state with a resistivity denoted Rp (resp. Ryp). The P
state (resp. AP state) corresponds to a low (resp. high)
resistivity associated to a logical ‘0 (resp. ‘1’). Figure 3.b
illustrates the energy Ex requested for a junction to remain in
an intermediate magnetisation in-between P and AP.
Intrinsically the material will always choose a magnetization
needing a minimal energy. The switching is thus only
possible from a P to AP magnetisation and inversely.

A spin-polarised current that is carried through this
nanostructure induces the switching operation in the MTJ.

Depending on the current direction, one of the two MTIJs
states is written as shown by Figure 3.c.

Figure 3.d outlines the physical parameters and values
used in order to simulate the STT-MRAM bit-cell, using a
compact model.

D. STT-MRAM robustness

This memory bit-cell has been chosen in order to detect
thermal (mostly front-side) perturbations since as
demonstrated in [13], STT-MT]J integrity can be altered by
front-side IR-laser beam injections, with a 1064nm
wavelength. Given an adequate energy (547nJ) provided by
laser illumination, an MTJ in an AP magnetisation reverses
to a P orientation. The “one-way” fault model illustrated for
this memory technology is a bit-reset model, switching the
structure from the high resistive state ‘1’ to the low resistive
state ‘0’. For a junction in a P initial position, its resistivity
and magnetic orientation are not altered by laser irradiation.

In this perspective, the use of an STT-MRAM matrix
initialized into the AP polarisation, to detect any intrusion at
the chip’s surface is a good candidate and almost mandatory
for the development of a front-side countermeasure.

III. PROPOSED DDHP DUAL STRUCTURE

This work purpose is to detect photoelectrical (mainly on
the backside) and thermal (mostly on the front-side)
perturbations by combining the backside sensing solution
BBICS with the use of the perpendicular-to-plane STT-
MRAM technology. This innovative architecture provides a
high security contribution enabling the detection at the same
time of FEoL and BEoL irradiations. The proposed hardware
solution is designated by Dual Detection of Heating and
Photocurrent attacks (DDHP). This sensor solution is
simulated, for this case study, on a 28nm FD-SOI technology
node coupled to a perpendicular-to-plane 40nm STT-MRAM
technology. The efficiency of the proposed sensor is
equivalent for a bulk CMOS PDK. As stated in [14], even
though the FD-SOI technology is less sensitive than the bulk
CMOS, both involve a similar mechanism.

A. Sensing operation

The proposed architecture is based on the BBICS sensing
operation for fault injections on the “Pwell” or on the “Nwell”
coupled to a structure that grants the detection of the
resistivity alteration of the MT]sense junction, as shown in
Figure 4.
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Figure 3: The perpendicular STT-MRAM technology overview. a) Illustration of the STT-MRAM and the Magnetic Tunnel Junction (MTJ)
based on a FD-SOI technology. b) Depiction of the steady states (P and AP) of this technology. ¢) Resistivity evolution as a function of the
induced current in the structure. d) Physical properties and simulation setup of the STT-MRAM bit-cell.



The reading/sensing operation is realised by comparing
the MT]ense resistivity to a reference MT],.¢. This reference
value is chosen as the median value of R,p and Rp.

Since the initial feedback loop state is for ‘out’ at the ‘0’
logical level and ‘out’ at the high logical level (in the standby
position), in order to detect a modification of the
MT]Jgense resistance, this junction is connected to ‘out’ while
the reference is connected to ‘out’. Actually, while the circuit
is in standby mode, the MT]ge e resistivity is restored into the
latch and thus the node ‘out’ is set to ‘1” (MTJgepse Still in the
AP magnetization) and ‘out’ remains in the low position.

The thermal stress detection operation is performed by the
two transistors Myrq; and Mygq, controlled by the reading
signal ‘Rd’, as shown in Figure 4. Then, depending on the
resistivity of the MT]gense junction, ‘1’ denoting the absence
of any perturbation on the STT-MARM technology and ‘0’
announcing an attack, the system operation differs. If the
stored value into the MTJgepse junction corresponds to a
logic ‘1’ (high resistivity), this value is compared to the
reference (mid-state resistivity), both junctions discharge
through the transistors Mprq; and Myrq, - The lower
resistance branch discharges faster than the higher resistance
branch. Hence, logic ‘1’ is then restored into the node ‘out’
(charged to “Vdd”) and ‘0’ into the node ‘out’. The system
stays in a “No detection” mode.

Mp2 Gnd

Nwell

MTlsense

clk out  rst

Rd—{[ Mnra:

Rd rst Gnd Gnd

Figure 4: proposed architecture of the detector in the sensing mode.

In a complementary manner, if the MT]¢ns0 has been
switched from the AP polarisation to the P magnetisation,
then the branch that discharges faster due to its lower
resistivity is the one connected to ‘out’. Due to the feedback,
‘1’ is written into the ‘out’ node, rising the flag notifying the
attack.

As illustrated in Figure 4, the overhead needed to sense the
information stored in the sensing junction is limited to the
addition of 2 transistors and an AND logical gate. The AND
gate aims at realising a clocked reading operation with a given
frequency. The reading frequency of this operation depends
on the targeted application. For instance, for a high security
demand, the frequency would need to be elevated whereas for
a standard security level, the circuit’s clock could be
sufficient. This reading operation is only done in case no
detection has already been induced into the DDHP detector. If
an attack is monitored on the FEoL, no reading operation is
performed before the complete reset of the architecture.

B. Programming operation on the MTJs

Ensuing an attack, just as the BBICS has to be reset, the
MT]sense has to be written back to the AP state. Moreover,
this programming scheme also allows writing the reference
junctions back to the AP state and the P one.

Indeed, to ensure in the reference that two junctions are
written into the P state and the two others into the AP
magnetisation, each two serial junctions are inter-connected
by their reference layers, as illustrated in Figure 4 and in
Figure 5. The current is for the first serial MTJ injected
through the storage layer (junction written to the AP state)
while it is injected through the reference layer for the second
MTIJ in serial (junction written into the P state). This
disposition in the reference junctions grants to always
compare the sensing junction to a mid-resistivity reference.

Figure 5 illustrates the area overhead needed to write the
MT]Is junctions. As stated, this overhead is limited to the
addition of 3 transistors (Mpwreo» Mawre1 and Mpwrgq) and
an inverter logical gate. The current flows from “Vdd”
through Mg, transistor writing the AP magnetization into
the MT]sense junction, this current is then conduced by the
transistor Mywrgo and is divided into two components that
write the reference (2 junctions into the AP orientation and 2
junctions into the P magnetisation, guaranteed by design).

To this MTJ writing circuitry, an inverter was added,
controlled by the writing signal “WrE’ in order for its output
to activate the PMOS transistor while the NMOS transistors

are enabled by the signal “WrE’.
vdd Flag vdd Vdd

Gnd
Nwell
rst
Mpw
Vdd pW 13}
T Gnd
WrE
rst Mnwreo WrE
WrE
rst WrE

Figure 5: Reprogramming scheme of the MTJs.

C. Attack on the reference

This architecture is efficient even if an experimented
attacker targets the reference junctions and not the sensing
junction. This perturbation path (disrupted reference) has to
be taken into account while realising the layout of the circuit.
In fact, one of the easiest solutions would be to bring the
sensing junction and the reference junctions that are in the AP
magnetisation as close as possible. Therefore, whenever the
attacker aims the reference, it would be impossible to switch
the reference without switching the sensing junction.
Therefore, the structure would still detect any attack in this
case. Moreover, the accuracy of this detection may be
outperformed by unbalancing the size of the sensing
transistors Mrq1 and Myrq, . For a M;;pq; W/L ratio higher



than M, rq, W/L ratio, the sensing ability of this architecture
is highly enhanced.

D. General operation

The general architecture of the DDHP sensor is composed
of the sensing/writing circuits for MTJs, coupled with the
BBICS structure as illustrated in Figure 6. Thus, this
architecture can sense several attack models, backside (for
photoelectrical invasions mainly) through the BBICS and on
front-side through the sensing operation of the MTIJs
(invasions mainly induced by a thermal effect on the STT-

MRAME).
Vdd
Mp2 Gnd
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'— rst

Vdd Flag Vdd
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__T_ MT) ead
|
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0 e
&3
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%
Rd—|[ Mnes:  WIE Mnkj[jl—Rd
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Figure 6: Complete structure of the proposed DDHP sensor.

IV. EVALUATION OF THE DDHP OPERATION

331 ) Electical simulation of the proposed solution

As demonstrated in Figure 7, the dual photoelectrical and
thermal detection is functional for different fault injection
techniques. As depicted, whereas the 1% and 3™ detections
were induced by the BBICS that detected an abnormal bulk
current in the “Nwell” and in the “Pwell” respectively, the 2"
detection was induced by the dynamic reading of the
MTJsense - The MTJ has been switched from an AP state to a
P one by a laser illumination for instance.

After each detection, the structure has to be reset through
the ‘rst’ signal and the junction has to be written to grant the
AP initialization state in the MT]sense by applying the “WrE’
signal with a period t,, it On the sensing and reference MTJs.
After the reset of the circuit, the MT]gepse 1 set to the logical
value ‘1’ (high resistivity - R,p). No modification is observed
on the nodes ‘out’ and ‘out’ (verifications made at t =
330ns and t = 490ns). Thus, this structure do not introduce
false positive faults (flag raised whereas no attack was
meant). For the illustrated simulation, the writing pulse
duration of the MTJs is equal to 15ns, to program the sensing
junction and the references. This duration can be reduced
down to 1.1ns to realise only the MT]gopse Writing to the AP
state. The sensing signal corresponds to a 1V pulse with a
duration of 80ps.

+)2)Monte Carlo simulation of the proposed
architecture

To evaluate its robustness, the DDHP architecture was
simulated using the Monte Carlo (MC) methodology by
implementing a 1,000 rounds simulation to verify the
structure operation as stated in Figure 8. This MC simulation

was done for a given Tunnel Magneto-Resistance (TMR
corresponding to (Rap — Rp) / Rp ratio, fixed at 150 %) and
taking into account the Gaussian distribution of the
resistances Rp and Rp (with a 10% of maximum variation).
This technique enables the optimization of the sensing
circuitry by unbalancing the reading transistors to achieve a
100 % detection accuracy and reliability on the output node
‘out’, without false positive sensing result, as illustrated in
Figure 8.b.

In fact, illustrated results in Figure 8.a and Figure 8.b are
performed using the same MC parameters but with different
Mprq1 and My g, transistors W/L ratio. They are equivalent
in the first case (Figure 8.a), and unbalanced in the second
case (as established in subsection III.C and illustrated in
Figure 8.b). Thus, for the integration of the STT-MRAM
technology in the sensor landscape, MC simulations are
mandatory in order to confirm the circuit operation in
different conditions.
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Figure 7: Simulation of the proposed dual sensing architecture. The
structure detects three types of attacks respectively: an induced
current in the “Nwell”, a resistance modification of the MTJgeonse
and an induced current in the “Pwell”. After each detection, the
structure is reset.
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Figure 8: 1,000 rounds Monte Carlo simulation of the DDHP. a)
Simulation with 5% of errors. b) Optimisation of the sensing
operation of the MTJs - no errors.

2)3)Area overhead of the proposed architecture

The proposed architecture is compared to the BBICS
detector in terms of area. As specified in Figure 9, the
proposed DDHP architecture requests a certain area overhead
(6.4 Gate Equivalents) compared to a pure BBICS solution
while introducing a countermeasure that performs a larger
attack-sensing panel (bulk disturbance and emerging non-
volatile memory perturbation).
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Figure 9: Area overhead represented in Gate Equivalents (GE) of the
proposed DDHP architecture compared to a BBICS structure.

V. CONCLUSION AND PERSPECTIVES

In the Internet of things (IoT) context for instance but not
limited to it, the security of connected objects is a major
challenge. The integrated -circuits perturbation mainly
induced by environmental radiations or malicious
perturbations such as photoelectrical or thermal
perturbations, becomes a huge concern for the circuits’
development. Thus, embedding an external sensor enabling
the notification of any threat demonstrated its interest in the
security scenery. In this landscape, our work proposes an
innovative detector to sense external malicious attacks that
could be induced on CMOS or on STT-MRAM technologies.
This sensor designated by Dual Detection of Heating and
Photocurrent attacks (DDHP) requests a certain area
overhead with a high security contribution (photoelectrical
and thermal perturbations detected). This structure provides
also the detection of attacks that may target the STT-MRAMs
used as a reference. Moreover, Monte Carlo simulations
demonstrated the excellent efficiency of this sensor by
detecting 100 % of the malicious perturbations developed in
this work and that could affect the circuit operation.

In order for the proposed detector to be efficient at the
chip’s level, the sensing junctions have to be multiplied to
perform a sensing operation protecting the entire IC surface.
In this context, an experimental work testing the scope of
action in terms of area of a DDHP sensor must be led and an
advanced DDHP structure proposed.
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