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ABSTRACT The potential for being the target of Denial of Service (DoS) attacks is one of the most
severe security threats on the Internet. Attackers have been modifying their attack format over the years,
damaging specific conditions of operating systems and protocols in an attempt to deny or diminish the
quality of the service provided to legitimate users. Nowadays, attacks are stealthier and mimic legitimate
user traffic in such a way that detection mechanisms against High-rate DoS attacks are no longer sufficient.
This evolving type of attack, known as LDoS (Low-rate Denial of Service) attacks, has the potential to
produce more damage than its predecessor due to its stealth nature and the lack of suitable detection and
defense methods. This survey summarizes and complements previous studies and surveys related to this
specific type of attack. First, we propose a taxonomy of the LDoS attacks, which were divided into three
broad categories based on their modus operandi: QoS attacks, Slow rate attacks, and Service queue attacks.
Next, we detail numerous detection mechanisms and counter-measures available against eight types of LDoS
attacks. More specifically, we describe the methods used to throttle the attack traffic. Finally, we provide a
feature comparison table for some existing attack tools. This survey aims at providing an extensive review of
the literature for helping researchers and network administrators find up-to-date knowledge on LDoS attacks.

INDEX TERMS Denial-of-service, DoS, distributed DoS, DDoS, low-rate DoS attack, LDoS attack, LDDoS
attack, DoS threat, LDoS detection mechanisms, slow DoS attack.

I. INTRODUCTION

The services offered today by the Internet are of various types
and features, ranging from a simple exchange of messages via
e-mail to video streaming and bill payments. These services
are of great importance to persons, companies, and gov-
ernments, providing convenience and speed for contacting
a customer, watching a movie, or requesting the delivery
of products or food. However, such services can become a
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major inconvenience to vendors if they do not work prop-
erly for even a few minutes, since an unavailable service
may cause damage to revenues and the trust of customers.
A major problem with Internet protocols is that they were
not originally designed to include security. Therefore, sev-
eral threats related to them have emerged over the last few
decades. Among the existing threats against security sys-
tems are Denial-of-Service (DoS) attacks, which since their
inception have caused major monetary losses for people,
companies, and governments that rely on the Web as their
main source of revenue [1], [2]. High-rate DoS attacks have
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become a significant threat to Internet safety by adding the
many-to-one dimension to the DoS (one computer and one
Internet connection is used to swamp a target) problem [3]
and amplifying it into a lethal traffic force. DDoS (Dis-
tributed Denial-of-Service) attacks have the aim of making
resources or services unavailable to legitimate users by using
a distributed, cooperative, and large-scale attack that causes
damages to the system server, which may shut systems down,
corrupt files, and partially or even completely compromise
services [3]-[5]. The attack begins with the attacker, also
called the botmaster or botherder (whose motivation behind
DDoS attacks is mainly political/ideological, financial gain,
or competitive advantage) infecting vulnerable computers
(second victims) also called ‘““zombie machines” (gener-
ally recruited through worms, Trojan horses, or backdoors),
which form a Botnet (roBot Networks - networks formed
by malware-compromised machines through the Internet),
launching thousands of network traffic to the victim [6]—[8]
in order to ruin their service, profits, and reputation. For
example, from 2000 until now some of the largest and
best-known companies on the Internet and entertainment (e.g.
Yahoo.com, Buy.com, eBay, CNN, Amazon.com, etc) and
many smaller ones have suffered DoS attacks with a huge
amount of distributed network traffic that has paralysed their
services [2], [9].

However, the key characteristics of DDoS flooding attacks
are now well-known, and countermeasures that protect or at
least attempt to protect victims from them can already be
found in the literature. Thus, attackers have begun to change
their strategy, denying service to the victims in a different
way. They mimic legitimate user network traffic patterns by
using low many-to-one dimension rate attacks, which are
being called the LDoS attacks. Therefore, almost all defense
mechanisms against DDoS strikes are not effective against
this new attack format [10], [11].

LDoS attacks exploit specific vulnerabilities by focusing
on semantic methods, but with the main feature of sending an
amount of data traffic not exceeding the victim’s bandwidth.
The attack signature sends a high speed burst flow, repeated
at a fixed low-time-scale frequency in a square wave pattern
in order to cheat the system whose network links are being
occupied [12]-[14]. For example, in 2001, Internet2 Abilene
backbone was hit by short bursts of attack traffic rather than a
large amount of attack traffic [15]. Asa Networks discovered
that pulsing zombies are causing this type of attack. Later in
2004, the website qq.com in China was hit by some kind of
Low-rate DoS attack [11]. Therefore, distinguishing LDoS
attacks is a difficult task and requires solutions that can be at
the same time scalable, accurate, and effective, allowing the
legitimate traffic user to suffer less impact (false positive) or,
in a different way, by not allowing malicious traffic to hit the
victim (false negative).

The remainder of this article is divided as fol-
lows. Section 2 presents the previous surveys on LDoS.
Section 3 describes a group division and concepts regarding
LDoS attacks. Section 4 describes the detection methods
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and compares them to each other. Section 5 shows the tools
used to launch the LDoS attacks traffic against the target
and the tools used to defending against those attacks, while
Section 6 concludes the survey.

Il. REVIEW OF PRIOR SURVEYS ON LDoS ATTACKS

This section presents an overview of the prior surveys tar-
geting exclusively low-rate DoS attacks, with the aim of
comparing them by their content regarding attack taxonomy,
attack classification, and defense mechanisms.

In 2011, Zhu et al. provided a cursory and quick intro-
duction about LDoS attacks [11]. They showed how shrew,
RoQ and Pulsing DoS attacks work and demonstrate through
simulations how such attacks perform in a general way.

At the same time, a comparison of attack detection mech-
anisms was made by Mathew and Katkar between two types
of LDoS, namely LoRDAS (Low-Rate DoS attacks against
Application Servers) and Shrew attacks, describing how such
mechanisms act by avoiding a succession of attacks as well
as pointing out the characteristics related to the features that
an ideal solution must have [16].

In 2012, a brief comparison between flood-based DoS
attacks and LDoS attacks was made by Liu et al. in [10].
They compared both DoS concepts and showed that new
defense mechanisms needed to be created in order to stop
LDoS attacks due to their stealthy mode of operation.

In the same year, Mohan et al. in [17] produced a survey
of the evolution proposed by Mathew and Katkar in [16],
adding other detection mechanisms, of which some are based
on the AQM (Active Queue Management) RED (Random
Early Detection) algorithm and its variations. The authors
also presented a defense mechanism based on a modified ver-
sion of RED-PD (Preferential Dropping) that detected LDoS
attacks, but did not specify which LDoS type of attack had
been detected, even though the architecture of the proposal
demonstrated that the attack was probably a Shrew attack.

A taxonomy of Slow DoS attacks was proposed by Cam-
biaso et al. in 2012, classifying them based on the attack
characteristics, covering only malicious activities that target
the application layer [18]. One interesting fact was that they
considered the LoRDAS attack as a web threat that had the
same slow DoS attack characteristics, which in other related
papers were classified as a low-rate attack.

The following year, Cambiaso et al. in [19] described the
evolution of the taxonomy since their previous paper in [18].
In the latter, they added new attacks and divided them into
3 new divisions based on the attack type and feasibility.
They also adjusted the LoRDAS attack with an appropriate
classification that was related to target an application running
in a server not being exclusively a web application.

In early 2020, a survey on low-rate DoS attacks written
by Zhijun et al. presented the most important active LDoS
attacks, with an extensive overview of these malicious activ-
ities [20]. They classified and categorized them based on
their characteristics. They also expanded the discussion about
the detection and defense mechanisms used by researchers,
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TABLE 1. Comparison of prior surveys and this article.

Attack target Low-rate DoS attacks

Network security Attack type N Attack N Detection
Works attack contextualization  classification Attack tools  Ap ]l);l;::mn Trf}:;gort Nf;;:):k performance at?:;)g(s Sm:g;:s Ser;:::c(}{:eue mechanisms
Zhu et al. (2011) [11] v X X X v v X v X X X
Mathew and Katkar (2011) [16] v X X v X X v X X v
Liu et al. (2012) [10] v X X X v X X v X X v
Mohan et al. (2012) [17] X X X X X X X v X X v
Cambiaso et al. (2012) [18] v v X v v X X X v v v
Cambiaso et al. (2013) [19] v v X v v X X v v v X
Zhijun et al. (2020) [20] v v X v v v X v X v v
Tripathi and Hubballi (2021) [21] v v v v X X X X v X v
This survey (2022) v v v v v v v v v v v
comparing their methods and techniques in order to mitigate ON time
. . B Burst Lenght (t)
the attacks. However, the papers studied in this survey date
. . 1T 7 [
back to 2018 and earlier. Since then, tens of papers on LDoS S D i
attacks have been published. g i o P
T |
In 2021, a research study presented by Tripathi and Hub- g0 P P Low Rate
.. . . . 2 H Attack St
balli in [21] classified the attacks based on application layer £ b P ack Slream
1 !
protocols (ALP). This survey does not specifically target P P P
g I wo———» Flow

LDoS attacks but covers ALP-only attacks. They divided
them into two categories: protocol specific and generic.
The protocol specific category summarizes the application
protocols that have a specific vulnerability to be hit. The
generic category summarizes the application protocols that
have generic vulnerabilities to be hit. In all the categories the
authors presented a comparison among the attacks as well as
the defense mechanisms.

In the same year, a survey [22] and several papers focus-
ing on regular DoS attacks [23]-[27] were published. Our
survey aims to close the gap concerning recently published
papers focusing on LDoS attacks. Indeed, the aforementioned
studies about LDoS attacks need to be updated with new
information on issues such as new attacks, new defense
mechanisms, and new classifications due to this ever-growing
attack paradigm. Therefore, in order to stop or at least miti-
gate them, it is vital that researchers and network managers
recognize and envision the LDoS attacks as a whole. Thus,
one of the main contributions of this paper is to provide
a state-of-the-art perspective, as well as an extensive and
comprehensive high-level guide to LDoS attacks, specifically
isolating and emphasizing the characteristics related to these
malicious activities.

Table 1 provides a macro perspective on the major surveys
and related papers in this area, comparing them in several
important aspects related to Low-rate DoS attacks. The Net-
work security attack contextualization field provides papers
that have a detailed description of the LDoS. The Artack
type classification field provides papers which have classified
the threats according to certain characteristics. The Attack
tools field provides papers that explain the tools built for
each threat to be successful in its task. The Attack target
layer field is divided into 3 categories, which are: Application
layer, Transport layer and Network layer. It includes papers
which have attacks that damage the target in each one of
these categories. The Attack performance field shows the
accuracy result for each detection/defense mechanism against
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ON time + OFF time (T)

FIGURE 1. QoS attacks format (based on [28]-[30]). Where t is burst
length of the traffic, R is the burst rate of the traffic and T is the total
time for the attack period.

the LDoS attacks. The Low-rate DoS attacks field is divided
into 3 categories: QoS (Quality of Services) attacks, these
include attacks that aim at reducing the throughput of data
traffic transmission; Slow DoS attacks, which include attacks
that have the aim of stopping the target service, consuming its
resources and damaging the protocols of the application layer,
and the Service queue attacks, which include attacks that have
the aim of degrading the performance of the applications pro-
cessing by damaging the processor queuing of the incoming
packets. And finally, the Detection mechanism field, which
includes papers that explain the methods and techniques for
mitigating LDoS attacks.

IlIl. LOW-RATE DoS ATTACKS

This section presents the Low-rate DoS attack taxonomy,
schematized in Figure 2, which is categorized into 3 division
types, based on the damage caused to the protocol used by the
services, that are: QoS attacks, Slow DoS attacks and Service
queue attacks as described below.

A. QoS ATTACKS

The attacks in this category have the aim of damaging the
quality of services provided by applications hitting the pro-
tocols at the transport and network layers. In this case, the
protocols that needed the confirmation statement are the ones
most affected by these types of attacks. Figure 1 shows the
traffic model used as basis for generating the attack traffic
pattern.
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DDoS attacks

High-rate DoS attacks

Low-rate DoS attacks

l

e

QoS attacks

Shrew attack

NoTuLa attack

PDoS attack

NewShrew attack

FB-Shrew attack

RoQ attack

CICADAS attack

FIGURE 2. Low-rate DoS attacks taxonomy.

1) SHREW ATTACK

This attack has the aim of reducing the traffic throughput
of the TCP-based application services to nearly zero. The
attacker throttles the legitimate TCP (Transmission Control
Protocol) flows with low-rate periodic on-off ““square-wave”
packets, using multiple distributed or single sources, syn-
chronizing the attack period with the TCP minimum RTO
(Retransmission TimeOut), making the target system service
consecutively repeat frequency states of overburden with a
fixed frequency, shutting off most of the legitimate TCP
sources [12], [31]-[33].

2) NoTuLA (NOVEL TUNEABLE LOW-INTENSITY
ADVERSARIAL ATTACK)

This attack has the aim of reducing the QoS of the victim’s
services by sending tunable traffic bursts at tunable periodic
times in order to strangle the throughput for the victim [34].
The difference between that and the Shrew attack is that
NoTuLA tunes the attack traffic based on 2 stages that are: the
monitoring phase and link capacity estimation phase. Instead
of sending traffic in a fixed burst periodic time transmission,
it is sent in a tuned burst (large enough to create transient
congestion) with tuned periodic time (adjusting the inter-
arrival time) transmission, with moments of silence when
needed.

3) PDoS (PULSING DENIAL-OF-SERVICE) ATTACK

Such an attack also aims at degrading the QoS of the vic-
tim’s services, but targeting two TCP characteristics [35].
The first focuses on the default target of most of low-rate
attacks, which is the retransmission timeout that the authors
called timeout-based attack. On the other hand, the second
target focuses on the congestion window (cwnd), which was
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Service queue attacks

LoRDAS attack

Slow DoS attacks

Slowloris attack

RUDY attack

Slow read attack

Slow Next attack

SlowDrop attack

SlowReq/Slowcomm attack

SlowDroid attack

Slow rate HTTP/2 DoS attack

called aimd-based attack. The former attack forces the victim
to enter the fast recovery state endlessly. It is important to
mention that both attacks are made in the synchronous and
asynchronous mode. The main differences between the Shrew
attack and the PDoS attack are the aimd-based attack and the
asynchronous attack mode.

4) NewShrew ATTACK

This attack has the aim of degrading the QoS of the victim’s
services by targeting the retransmission timeout and slow
start mechanism [36]. The first target is the default for TCP-
based attacks. The second one has the aim of disrupting the
TCP throughput in order to send burst traffic at the moment
that the TCP is recovering from the timeout phase and enter-
ing the slow start phase, which quickly begins regaining its
transmission rate. Next, the union of the TCP traffic with little
attack traffic, forces the TCP to enter in the timeout stage
again. The main difference between the NewShrew attack and
the Shrew attack is the slow start target.

5) FULL-BUFFER SHREW ATTACK

This attack was first idealized by Guirguis ef al. in [37] and
subsequently improved by Yue et al. in [38] and [39]. The
aim is to send high-rate traffic bursts only after the queue
router buffer is full. This tactic produces maximum damage
with minimum resources. The main difference between the
Full-Buffer Shrew attack and the Shrew attack is that the first
one does not need to match the minimum TCP RTO.

6) RoQ ATTACK

This attack has the aim of reducing service quality to legit-
imate users. The attacker throttles the network traffic in
order to end systems, transmitting high-rate bursts on longer
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victim

E3

http://

attacker

bogus HTTP GET request

web server

FIGURE 3. Slowloris attack.

timescales, and flooding the border router queue on which
most legitimate user packets are dropped [40]-[43]. The
attack target, which in this case can be any transport layer pro-
tocol, is what differentiates the Shrew from the RoQ attacks.

7) CICADAS ATTACK

This attack has the aim of degrading the QoS of the victim’s
services to legitimate users in synchronized coordination.
The bots scattered around the internet send low-rate periodic
on-off “square-wave” packets towards the victim. Due to
the fact that there is no central controller of the bots, the
attack traffic synchronization is made by the feedback-based
algorithm, adjusting the phase and magnitude of each attack
stream based on previous RTT measurements in a dynamic
manner [44].

B. SLOW DoS ATTACKS

The attacks in this category ““slow down” the HTTP (Hyper-
Text Transfer Protocol) traffic connections, manipulating
the methods and characteristics of the protocol architecture,
hence, keeping the network channel active for as much time
as it can, consuming resources from the server. In 2009 Iran
government servers were hit by this type of attack [18].

1) SLOWLORIS ATTACK
This attack has the aim of stopping web server services by
opening hundreds of connections and keeping them open as
long as it can. The attacker sends partial HTTP GET requests
(adding additional \r\n tags at the end of the request) period-
ically and simultaneously, with different source ports to the
web server opening several other connections, causing it to
wait until each of the attack packet requests is completed [18],
[45]. Figure 3 illustrates this attack representation.

Once it has filled the targeted concurrent connection at its
maximum, all additional connection attempts are denied.

2) SlowReq/SLOWCOMM ATTACK

This attack is a type mix between the Slowloris attack and
RUDY attack and has the aim of disrupting web server ser-
vices. The attacker initially sends partial HTTP GET requests
(with no \r\n tags at the end of the request) towards the
victim and after that begins to send small packets (e.g. a single

76652

victim

3

http://

attacker

HTTP POST request
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FIGURE 4. Rudy attack.

SYN, SYN+ACK, ACK »
victim

ACK (TCP window FULL)
ACK(TCP segment data 64 bytes)

web server

ACK (TCP keep-alive)

PRS2

FIGURE 5. Slow read attack (based on [52]).

character) as a form of keeping the connections alive, denying
the services to the legitimate users [46], [47].

3) RUDY (R-U-DEAD-YET) ATTACK
This attack is also called slow HTTP post attack and it has
the aim to send fake HTTP POST requests disguised as the
legitimate form submission, with the content length header
field set as abnormally long. Additionally, the data is broken
into packets as small as 1 byte each, which are sent at ran-
domized 10-second intervals that keep the web server tied up
endlessly [48], [49]. Figure 4 illustrates this attack.

The length of the long content field forces server connec-
tions to stay open, causing them to crash.

4) SLOW READ ATTACK
This attack explores the flow control of TCP by slowly read-
ing the response with the window size smaller than usual [50],
[51]. As a result, the attacker forces the web server to oper-
ate several connections simultaneously, which consume the
resources until it can no longer receive any further requests.
Figure 5 illustrates the attack. This malicious activity is
also known as the low and slow attack [53].

5) SlowDroid ATTACK
This attack has the same attack characteristics as the

SlowRegq/Slowcomm attack except that it runs on an android
phone [54].

6) SLOW NEXT ATTACK
This attack explores the persistent connections of the HTTP
protocol, targeting the timeout connection in order to keep
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1 victim

http://
attacker open connection

FIGURE 6. Slow Next attack.

O victim

http://
attacker open connection

HTTP response
x _______________

web server

FIGURE 7. SlowDrop attack (based on [56]).

messages alive [55]. It sends a considerable amount of traffic
with bogus timeout connection values higher than usual,
keeping the web server channel open and maintaining the
resource busy endlessly. As a result, legitimate connections
are dropped.

Where X is the amount of bogus waiting time in seconds
used to keep the channel open. Figure 6 illustrates this attack.

7) SlowDrop ATTACK
This attack opens several connections towards the web server,
dropping the HTTP responses.

The aim is to simulate an environment where responses
packets can be easily lost, such as a weak wireless connection,
hence obliging the web server to endlessly respond to the
attacker [56], causing the legitimate connections to drop.
Figure 7 illustrates this attack.

8) HTTP/2 DoS ATTACK

This attack can render a web server useless by using spe-
cially crafted HTTP/2 requests [57]. In the first crafted
HTTP/2 request, the malicious client sends a modified HTTP
header with the settings_initial_window_size field config-
ured to zero, which indicates that the client cannot receive
any data at that moment. This starts a waiting time by the
server for the window_update frame for a specific set of time.
In the second crafted HTTP/2 request the malicious client
sets and resets the end_headers and end_stream fields inside a
complete HTTP POST method to the web server. This causes
a waiting time by the server for one or more data frames
that have not yet been received, resulting in a particular time
duration. In the third crafted HTTP/2 request, the malicious
client sends a connection preface to the web server and
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FIGURE 8. LoRDAS attack (based on [58] and [59]).

thus begins waiting for a GET/POST HTTP request which
never arrives, causing a particular time duration. In the fourth
crafted HTTP/2 request, the malicious client sends two types
of incomplete bogus HTTP header methods. The GET and
POST methods reset the end_headers and end_stream fields
which indicate to the web server that there are other frames
coming, causing a particular time duration. In the fifth crafted
HTTP/2 requests the malicious client sends complete HTTP
GET/POST requests in that the web server answers with a
data frame along with two settings frame in that the second
settings frame needs to be acknowledged by the client. If this
does not happen the web server waits for a specific period of
time. This particular time duration for each type of crafted
HTTP/2 requests can be unlimited for some web servers,
denying the services for the legitimate users or forcing them
to wait for an extended period of time before beginning to
process the requests again. That causes a long wait to access
the service, leading the legitimate clients to give up.

C. SERVICE QUEUE ATTACKS

The attacks in this category directly affect the data processing
queue of the services provided by applications in the Internet.

1) LoRDAS ATTACK

This attack has the aim of not allowing legitimate incoming
packets to be processed by the application services for the
legitimate users at the moment of response.

The attacker causes the service queues of the server
to be overloaded and watches to see whenever responses to
requests received for a particular service occur, in order to
repeatedly insert a malicious request into the service queue.
This way, the server is induced by the attacker to be occupied
most of the time serving its requests instead of legitimate
users [58]-[60]. Figure 8 illustrates the attack.

Table 2 shows a concise overview of the attacks presented
in this section where the Attack field indicates the name of
the menace. The Target field informs what the attack targets
are in order to achieve success with its goal. The Goal field

76653



IEEE Access

V. D. M. Rios et al.: Detection and Mitigation of Low-Rate Denial-of-Service Attacks: A Survey

TABLE 2. Comparison among LDoS attacks.

Attack Target Goal

Can IP be spoofed ?  Attack software  Previous knowledge

Shrew attack (2003) in [12] TCP minimum RTO Decrease QoS of the applications Yes No TCP retransmission timeout
RoQ attack (2004) in [41] Router queue Decrease QoS of the applications Yes No Border router
NoTuLa attack (2005) in [34] TCP minimum RTO Decrease QoS of the applications Yes No TCP retransmission timeout value
e . TCP minimum RTO and o IS . TCP retransmission
PDoS attack (2005) in [35] AIMD mechanism Decrease QoS of the applications Yes No and congestion window
FB-Shrew attack (2006) in [37] Router queue Decrease QoS of the applications Yes No Border router
NewShrew attack (2014) in [36] Tce rﬁlmmum RTO and Decrease QoS of the applications Yes No Tce retrarvlsrnllssmn I‘lmeout and
slow start mechanism slow start initial phase
CICADAS attack (2016) in [44] TCP minimum RTO Decrease QoS of the applications Yes No Previous RTT measurements
Slowloris attack (2009) in [18] GET method Stop web server services No Yes HTTP header field
Slow read attack (2012) in [50] TCP window field Stop web server services No Yes TCP window size
SlowReq/Slowcomm attack (2014) in [46] ](’;’S;l:n;:;;d + content Stop web server services No No HTTP header field
SlowDroid attack (2014) in [54] GET m?[hOd + content Stop web server services No No HTTP header field
length field
Slow Next attack (2015) in [55] Wait timeout Stop web server services No No HTTP persistent connections
RUDY attack (2016) in [48] POST method + content Stop web server services No Yes HTTP header field
length field
GET/POST methods +
settings_initial_window_size field,
window_update field,
HTTP/2 DoS attack (2018) in [57] connection preface, Stop web server services No No HTTP header field
end_headers field,
end_stream field
and settings field
SlowDrop attack (2019) in [56] HTTP response Stop web server services No No webserver resources
LoRDAS attack (2007) in [58] Data processing queue Decrease QoS or deny the applications Yes No Queue inter-output time

services

informs what the purpose of the attack is. The Can the IP
be spoofed? field tells whether it is possible to spoof the
attacker’s IP address. The Attack software field informs if
there is a software to launch the attack and the Previous
knowledge field includes information on previous knowledge
in order for the attack to be successful.

IV. DETECTION AND DEFENSE MECHANISMS

This section presents the detection mechanisms and coun-
termeasures against the attacks presented in the previous
section. Tables 3, 4, 5 and 6 provide a brief comparison among
the strategies for stopping/defending against the threats.
These Tables are compounded by the Work field, which
represents the papers that produce the technology, the Detec-
tion/Defense mechanism field which represents the method-
ology for fighting against the attacks, the Detection/Defense
location which represents the place where the methodology
acts, the Testbed field which represents how the experiments
were put in practice, and the Performance field which repre-
sents the performance of the methodology in detecting and/or
defending against LDoS attacks.

A. SHREW ATTACK

This section was divided into 5 parts, which are: simu-
lated, emulated, real environment, traffic traces and multiple
testbeds. Part 1 is related to research that simulates soft-
ware such as ns-2, ns-3 etc as the testbed. Part 2 is related
to research that uses emulated software like netkit, CORE
(Common Open Research Emulator) etc as the testbed. Part
3 is related to research that uses real environments such as a

76654

lab., university infrastructure etc. Part 4 is related to research
that uses traffic traces collected in the internet as the basis for
the traffic classification. Part 5 is related to research that uses
multiple testbeds.

1) SIMULATED

Guang et al. in [61] decided to randomize the TCP RTO
(Retransmission TimeOut) with the aim of eliminating the
future prediction of the synchronized next round of the time-
out value by the attacker. They specified 3 value ranges to
randomize the retransmission timeout, which worked very
well in preventing the attack from learning the next RTO
value as well as preserving TCP fairness against the shrew
attack.

In order to detect shrew attacks Haibin er al. in [62]
chose to install detection mechanisms in the routers that were
1 hop away from the victim. The routers sniff the input
port searching for anomalies in the network traffic using the
DTW (Dynamic Time Wrapping) method for that purpose.
This method works by comparing the similarity among the
signatures of the attack with the input signal extracted from
the network traffic. Once the attack is confirmed, the attacked
router sends back the detection to upstream routers connected
to the input port, trying to detect the attack as close to its
malicious source as possible. The results showed that the
detection mechanism is accurate and robust in detecting the
attack.

Yu-Kwong et al. in [63] chose to detect shrew attacks in
the bottleneck link router, using a method that they called
HAWK (Halting Anomaly with Weighted Choking). This
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method used a flow table that maintained the statistics about
the flows which were marked as “potentially malicious™ or
“confirmed malicious.” Each incoming packet was checked
and if it matched some flow in the table entry its statis-
tics were updated. After that, the router’s queue was ana-
lyzed and if it was larger in size than the maximum thresh-
old the incoming packet was dropped, but if the size was
within the threshold averages (both minimum and maxi-
mum), then the packet was admitted with a P probabil-
ity, otherwise the packet was truly admitted. The results
showed that HAWK outperformed other router AQMs and
provided an adequate experience for the legitimate user
traffic.

Detecting shrew attacks is not an easy task; therefore
Yu et al. in [64] developed an algorithm by analyzing the
frequency-domain characteristics, aiming at filtering, identi-
fying, and detecting the attacks, thus preventing the legitimate
traffic from being dropped. For this task, the authors consid-
ered the number of packets caught by the signal, sampling
them in every 1 ms and then converting the time-domain
series into their frequency domain representation using DFT
(Discrete Fourier Transform). After that the NCAS (Normal-
ized Cumulative Amplitude Spectrums) of TCP and shrew
flows were compared. A flow was considered legitimate if
the value of NCAS was greater than the threshold, otherwise
the flow was considered as an attack. The results showed a
high accuracy in detecting the attack.

Amey et al. in [65] based their detection mechanism
against shrew attacks in the RTT (Round Trip Time) traffic.
The detection module was hosted in the edge routers and
computed the RTT average high and low of the flows in both
directions. Additionally, the RTO period was computed and
estimated. If the average RTT high repeated periodically and
the RTO estimated was second, then the traffic collected was
malicious. The results were satisfactory and the module was
easily implantable.

Shrew attacks can be defeated by increasing the buffer size
of the queue routers. Sandeep and Andreas in [66] concluded
this using a mathematical model that calculates the amount
of the packets in the router’s queue based on the burst traffic
arriving to the victim. The results showed that the attacks can
be mitigated by increasing the router buffer.

Amey et al. in [67] showed through experiments that the
quality of voice services was compromised by Shrew and
RoQ attacks, eliminating the premise that these attacks were
only effective against applications that used TCP protocol,
since VOIP (Voice Over Internet Protocol) applications used
UDP (User Datagram Protocol) traffic. Based on that they
decided to use the FEC (Forward Error Correction) model
with Reed-Solomon code to recover the VOIP traffic from
packet loss. The results showed that the FEC with RS(3,2)
was effective in detecting the anomalies inside the legitimate
traffic.

Shrew attacks remain as a potential strike against cos-
tumer’s services. So, Zenghui and Liguo in [68] suggested to
detect this attack based on a threshold, which was composed
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by the average of the percentage of the attack divided by
the legitimate packets in the router’s queue. The results were
satisfactory in detecting the attack.

Changwang et al. in [69] proposed a structure that fil-
tered and detected Shrew attack packets passing through the
route, which they called RRED (Robust RED). The idea was
to detect the attack packets according to the time between
arrivals, based on the dropped packets using RED algorithms.
A packet arriving at the server queue would be considered
suspicious if it arrived within a brief time interval after a
packet coming from the same flow was dropped by the Detec-
tion and Filter block or after a packet belonging to any flow
that was dropped by the RED block. The results showed that
the tool was able to improve the TCP traffic under shrew
attack.

In order to mitigate the impacts of shrew attacks against
the target, Huaping et al. in [70] made a comparison between
two queue managements, RED and Droptail. They used both
in the same scenario conditions. The results showed that
the greater the distribution of the attack nodes, the greater
was the effectiveness of droptail defense and the worse the
effectiveness of the RED.

Kumawat and Meena in [71] created a framework for
detecting LDoS attacks. First of all the traffic was charac-
terized as malicious or normal through the Entropy attribute.
If the Entropy was greater than the threshold, then the traffic
would be considered malicious, otherwise, the traffic would
be regarded as normal. Next, in order to detect the type of the
attack the traffic entropy was compared to a threshold. If the
Entropy was high it would be marked as a High-rate attack; if
the Entropy was low it would be marked as a Low-rate attack,
otherwise it would be marked as normal. Finally, the attack
was mitigated based on the flow ID of the traffic. The results
were successful in detecting the attacks.

Detecting shrew attacks in a MANET (Mobile Ad-hoc
Network) is a difficult task. With that in mind, Singh et al.
in [72] proposed a mechanism that set the congestion bit
based on three status values, these being frequency of receiv-
ing RTS/CTS packets, frequency of sensing a busy channel,
and the number of RTS/DATA retransmissions, which were
observed by a passive server. It verified whether the three
status values exceeded the limit values set by the threshold.
If that were true, the traffic would be marked as an attack
and all the traffic would be blocked or rejected. The results
showed a reduction in both the attack and the packet loss of
legitimate users.

A detection mechanism called SEDP (Spectral Energy
Distribution Probability) was created by Wu et al. in [73] to
detect shrew attacks. The idea behind the approach was to
work with the signal generated by the amount of attack and
legitimate traffic. The authors treated a shrew attack as a short
signal and the TCP traffic as a long signal. Based on that
it was necessary to change the time domain to a frequency
domain using Fourier transform. Next, the spectral energy
of legitimate and attack traffic was calculated in such a way
that if the energy exceeded the threshold the alarm would be
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triggered. The results showed better accuracy in detection and
less consumption in computation.

An extended approach based on Xiang ef al. in [74] was
made by Sahoo et al. in [75], using the union of the Gen-
eralized Entropy (GE) and Generalized Information Diver-
gence (GID) metrics. In order to compute the flow entropy
it was verified whether the packet window sizes of the traffic
flow were equal to 80; if that was the case, then the destination
IP and occurrence were computed in a hash table. This action
also computed the information distance among the flows.
After computing the GE and GID from the flows, the values
generated were compared to the set thresholds. If the values
were found to be greater than or equal to the threshold, then
the counter parameter increased by 1. If the counter parameter
was equal to 5, then the flow was marked as an attack. The
results made it possible to identify the attack traffic and the
legitimate traffic with an improved false negative rate.

Zhang et al. in [76] proposed detecting the shrew attack
based on the extension of the PCA algorithm called adaptive
KPCA (Kernel Principal Component Analysis). First, all the
sample data were extracted from the wavelet multi-scale anal-
ysis and then the RBF parameters (Radial Basis Function),
number of main components, and SPE (Squared Prediction
Error) trust limit were trained and adjusted regarding the
network environment. If the values of the parameter exceeded
a certain threshold, then an attack alarm would be triggered.
The results showed a 99.2% accuracy with a 0.8% false
negative rate and 2% false positive rate.

Liu et al. in [77] created a detection mechanism that classi-
fies the network traffic based on frequency-domain, grouping
them in clusters based on NCAS features. The proposal was
to separate the sampled traffic in clusters, using the BIRCH
algorithm for this and then blocking the clusters with NCAS
values above the threshold. The results showed an accuracy
beyond 70% and a rapid response time.

A defense/detection mechanism called FRRED (Fair
Robust Random Early Detection) algorithm was developed
by Lin et al. in [78]. The proposal for detecting the attack
was to record the packet drop time, checking if the incoming
packet belonged to the same flow of the packet dropped and if
it arrived in a short-range time after the dropped one. Based on
that, the indicator labeled as f.I was used to classify the flow
as “‘under attack™ or ‘“‘legitimate,” which meant that if the
verified packet was under attack, then the f.I would decrease
by one, otherwise it would be increased by one. The results
showed an effective throughput and fairness for TCP flows
and mitigation for attack flow traffic.

Huang et al. in [79] used the CCID (Cross-Correlation
Identity Distinction) method with the aim of identifying the
stealth Shrew attack traffic mixed with the legitimate traffic.
For this task the authors converted different data flows into the
appropriate time domain signal and frequency domain. After
that the cross-correlation of both domain type was calculated.
Next, the traffic with high cross-correlation coefficient was
marked as an attack traffic. The results showed that in both
domain type the CCID was effective in detecting the attack.
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In order to detect and filter Shrew attacks, Simsek and
Sentiirk in [80] based their study on the congestion queue and
standard deviation of the traffic in the router. For detection,
the main difference from other AQM-based researches was
that they based it on the pre-congestion period of the router
queue. They assumed that the attack would begin after a
packet was dropped. In order to filter the attack traffic they
used the standard deviation method for the variation in time of
the packets arrival. The results showed an efficient detection
with no false positive and negative rates.

In 2018, Siracusano et al. [81] have proposed a method-
ology for the detection of LDDoS attacks based on the
characteristics of malicious TCP flows. They have used two
datasets: one generated from a simulated network, the other
from the publically available CIC DoS dataset. Both contain
the attacks slowread, slowheaders and slowbody, alongside
legitimate web browsing. They have extracted TCP flow
features from all connections and have shown that decision
trees and KNN supervised algorithms accurately classified up
to 99.99% of flows. In the same year, Cotae et Rabie [82]
proposed a game theoretic approach to detect LDoS attacks.
They simulated network congestion attacks and created a
threshold bandwidth filter at the router that allows a specific
bandwidth. They considered the game players in a static
simultaneous game and found the Nash Equilibrium where
players do not have any profit. They concluded that a mixed
strategy will the best response for an organization using this
approach.

In 2021, Liu et al. [83] have developed a novel semi-
supervised locality sensitive incremental transductive support
vector machine (LS-ITSVM) method. Their method incor-
porates local frequency-domain features from the autocor-
relation sequence of network flows into the regularization
time-domain framework of TSVM. Simulation results show
an higher detection accuracy of abnormal network flows,
a faster training and better response times.

2) EMULATED

The detection approach against Shrew attack by Kaur and
Agrawal in [84] involved two phases. The first was to gen-
erate a log file with the traffic network (attack + legitimate)
as the input data. The second was to apply the detection
attack into the log file aiming at analyzing how accurate
the suggested method was. The chosen method was based
on a modified version of the CDA (Changepoint Detection
Algorithm), which they called QCD (Quickest Changepoint
Detection) algorithm. The algorithm has the aim of observing
any small changes in the traffic probability deviating from the
previous normal behavior and locating in real time the exact
moment where the anomaly change occurs.

3) REAL ENVIRONMENT

Ying et al. in [85] described how the BGP (Border Gateway
Protocol) could be affected by shrew attacks as well as tech-
niques that mitigated the damage generated by this attack.
The first thing they did was to hide information such as the
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min RTO value from the BGP packet, and the second thing
was to guarantee the bandwidth and to prioritize scheduling
for BGP traffic using for this task a set of solutions as filters
and queuing methods, e.g., WRED (Weighted RED). The
results were effective in prevent the attacks.

In order to detect shrew attacks, Gautam et al. in [86] made
a comparison between two detection techniques called MAD
(Modeled Attack Detector) and the modified PAD (Periodic
Attack Detector) based on Xinming et al. in [87]. The MAD
technique operated on the sampled time-series of network
traffic, whereas PAD worked in the spectrum of network
traffic. The results showed that MAD was able to detect
attacks faster than PAD.

Yang et al. in [74] proposed a combination of two informa-
tion metrics for shrew attack detection, generalized entropy
and information distance. These metrics were compared
to two known approaches, Shannon entropy and Kullback-
Leibler distance. The detection process started by collecting
all data traffic passing through the routers 2 steps away from
the victim and then it calculated the distribution probability
from all the sampled data. After that the values were sent to
routers 1 step away from the victim and their distances were
calculated. The DDoS attack was detected in case the distance
summed was greater than the threshold. The experimental
results showed an effective detection and low false positive
rate.

The detection system created by Rejo and Vijay in [88]
used IDS (Intrusion Detection System) software in addition
to a software-based approach to detect shrew attacks. The
software worked in the first moment, collecting the data
traffic and calculating the average traffic data, number of
timeouts and the amount of dropped packets. In the second
moment, it used the values generated in the previous step in
order to calculate the current and average inter-arrival time in
the time slot. After that, it verified whether the values were
higher than the threshold; if that was true, the traffic would be
an attack. The results were shown to be effective in detecting
the attacks.

In order to keep the target of the shrew attack from being
overwhelmed, Wu et al. in [89] used the PCA (Principal
Component Analysis) algorithm to define the Open Super-
vised Device Protocol matrix of a normal flow, and one under
attack. The flow ID is composed of source address, source
port, destination address, and destination port. Based on that,
a waveform of the normal and attack traffic can be drawn
to select the appropriate threshold. That way it is possible
to detect the attack with good performance and achieve a
high detection rate, low false alarm, and low missed alarm
probability.

In order to detect shrew attacks in SDN (Software Defined
Networks) networks, Agrawal and Tapaswi in [90] created a
defense scheme containing the detection of the attack through
entropy and tracing back the traffic attack to its origin. The
entropy mechanism was used for detecting the attack, which
was able to differentiate the attacked traffic from the traffic
without attack. After that, with the attack source IP addresses
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in hand it was possible to verify the origin of the attack using
a DPM traceback scheme, blocking the attack using ACL
(Access Control List) and SDN flow-table rules. The results
showed a 97.6% accuracy in detecting Shrew attacks.

Boro et al. in [91] designed a mechanism that rapidly
detects the shrew attack in the traffic inflow. For this purpose
they used the SSM (self-similarity matrix) across multiple
time scales, computing the similarity between pairs of fea-
tures, which are Average packets per network flow, Number
of packets per interval or sample, Number of network flows
and Server outflow performance in a set of time-ordered
data samples. The results showed that the mechanism was
effective in terms of accuracy and computation speed.*

Tang et al. in [92] developed a framework called P&F (Per-
formance and Features) for real-time LDoS attack detection
in SDN networks. The framework is divided into three parts,
which are: Feature Extraction and Classification, Attack
Detection and Attack Mitigation. The Feature Extraction and
Classification module has the aim of extracting features from
the perfomance of the TCP traffic under LDoS attack and
from the characteristics of the LDoS attack traffic. Next, the
Attack Detection module has of aim of detecting anomalies
based on the features collected from the Feature Extraction
and Classification module. Finally, the Attack Mitigation
module will locate the source IP of attackers and the victim
ports, based on the rules that it sends according to the locating
result to filter LDoS attack traffic. The results showed a
detection accuracy performance of 96%.

4) TRAFFIC TRACES

Bhuyan et al. in [93] experimented with information metric
theory algorithms, namely Hartley entropy, Shannon entropy,
Renyi’s entropy and Generalized entropy with the aim of
quantifying their success in detecting shrew attacks. Basi-
cally, the data was sampled into 10s period received by the
upstream routers and then the distribution probability was
calculated based on the flow ID (Source IP, Destination IP
and Protocol) to generate the Entropy. And finally the value
obtained was checked in order to verify whether it was greater
than the threshold. If true, the flow would be marked as an
attack, otherwise the flow would go to the next router. The
results were effective in detecting the attack.

Bhushan and Gupta in [98] based their detection tool on
the hypothesis test defining the Hy as oy = opg which
represented the legitimate traffic and H as oy > o which
represented the attack traffic. The edge routers would sam-
ple the traffic arriving to them and calculate the standard
deviation og based on the packet size of each packet and
a threshold. After that the hypothesis was tested in order to
verify whether the traffic was legitimate or not. The results
showed effective detection by the tool.

5) MULTIPLE TESTBEDS

Zhijun et al. in [94] detected attacks using a comparison
between the similarity of the signal from a synthetic shrew
attack and the heterogeneous signal composed of the TCP
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TABLE 3. Comparison among detection/defense mechanisms against Shrew attacks.

Used approach for

Detection/Defense

Detection/Defense

Work traffic classification mechanism location Testhed Performance
Guang et al. in [61] - RTO randomized Victim Simulated Effective
S o Auto-correlation plot B S Upper routers one hop N
Haibin et al. in [62] signature of the traffic attack Dynamic Time Wrapping away from the victim Simulated °
3 Average queue size of the Halting Anomaly with 3 HAWK outperforms other router’s AQM and
Vi i [GE router ‘Weighted choKing It otiae Stz provide a fair experience to the legitimate users traffic
. Flow H.) (I? source address, Normalized Cumulative . High detection accuracy was achieved using a
Yu et al. in [64] IP destination address . Server Simulated N S . A
P Amplitude Spectrum collaborative distributed detection mechanism
and IP destination port)
Flow ID (IP source address,
5 IP source port, Average RTT and estimated q
£y etk in (S IP destination address RTO of the traffic E=sony S °
and IP destination port)
. Increase buffer size of the .
Sandeep and Andreas in [66] - Border router Simulated -

Ying et al. in [85]

Gautam et al. in [86]

Amey et al. in [67]

Zenghui and Liguo in [68]

Changwang et al. in [69]

Huaping et al. in [70]

Yang et al. in [74]

Rejo and Vijay in [88]

Zhijun et al. in [94]

Kai et al. in [95]

Changwang et al. in [96]

Kumawat and Meena in [71]

Singh et al. in [72]

Wu et al. in [89]

Bhuyan et al. in [93]

Wau et al. in [73]

Wau et al. in [97]

Sahoo et al. in [75]

Zhang et al. in [76]
Kaur and Agrawal in [84]

Agrawal and Tapaswi in [90]
Boroetal.in [91]
Liu et al. in [77]

Lin et al. in [78]

Huang et al. in [79]

Simsek and Sentiirk in [80]
Bhushan and Gupta in [98]

Tang et al. in [99]

Tang et al. in [92]

Sampled time-series
of network traffic

Flow ID (IP source address,

IP source port,

IP destination address,

IP destination port and Protocol)

IP characteristics

Traffic inter-arrival time

and dropped packets

The correlation between the
signal of simulated shrew attack
and the hybrid signal (TCP flow
plus shrew attack)

Variation of TCP traffic
Congestion router queue

and drop packets

Entropy

Frequency of receiving RTS/CTS
packets, frequency of sensing a
busy channel and the number of
RTS/DATA retransmissions
Flow ID (IP source address,

IP source port,

IP destination address

and IP destination port)

Flow ID (IP source address,

IP destination address and

IP destination port)

Network traffic

Holder parameter

Destination IP and occurrance

Network traffic
Network traffic

IP source and IP packet size
Network traffic
Frequency-domain

Flow ID (IP source address,

IP source port,

IP destination address,

IP destination port and Protocol)
Frequency domain

Time Domain Signal and

Router queue and delay time
Packet size

Variance and
mean deviation parameters

Time-frequency analysis,
packet transfer speed,

average packet transfer speed,
average traffic speed,

packet variance,

packet standard deviation,
coefficient of variation of packet
and average packet size

routers
Hide BGP topology information
and prioritize routing traffic

Modeled Attack Detector

FEC model with
Reed-Solomon code

The rate of the dropping
packets

RRED

Droptail and RED

Generalized entropy and
information distance metric

Software-based approach
integrated with existing
Intrusion detection system

Spectral intervals

Exponential Weighted Move
Average

Congestion Participation Rate

Low false positive rate

Status values threshold

PCA algorithm

Entropy methods

Spectral Energy Distribution
Probability

Multifractal analyzes

Generalized Entropy and
Generalized Information
divergence metrics
Kernel Principal Component
Analysis

Changepoint Detection
Algorithm

Entropy and IP traceback
mechanism
Self-Similarity Matrix
Network flow grouping
method + NCAS

FRRED

Cross-Correlation Identity
Distinction

Precongestion period and
arrival times of packets
Hypothesis test

SADBSCAN algorithm and
cosine similarity

P&F framework

Border router

Border router

Border router

Border router

Border router and routers
from 1 and 2 hops away
from the victim

Detection server

Border router

Border router

Border router

Intermediated routers

Passive server

Firewall

Victim

Victim

Controller

SDN Controller
Firewall

Border router

Border router

Victim

Border router

Edge routers

Victim

Target switch

Real environment

Real environment

Simulated

Simulated

Simulated

Simulated

Real environment

Real environment

Real environment

and simulated

Simulated and traffic

traces

Simulated, real environment

and traffic traces
Simulated

Simulated

Real environment

Traffic traces

Simulated

Real environment and
simulated

Simulated

Simulated
Emulated

Real environment
Real environment

Simulated

Simulated

Simulated

Simulated

Traffic traces
Simulated,

real environment and
traffic traces

Real environment

Effective

The FEC model with RS(3,2)
is effective in detect the anomalies
inside the legitimate traffic

Is highly robust, can significantly

improve the performance

of TCP under attacks, outperforming
existing RED-like algorithms

The deeper degree of distribution,

the better defense performance of

Droptail (passive queue management)

and the worse defense performance of RED

Effective detection and low false positive rate

False negative alarm rate is less than 1.1%
False positive alarm rate is less than 0.8%
The detect rate is more than 98%

Effective detection with low false positive rate

Effective
Effective

Reduce attack throughput there by increasing
the received bandwidth and reducing the packet
loss of legitimate users

High detection rate, low false alarm
and low missed alarm probability

Effective

The detection accuracy is 100%

with low false positive and negative rate
Simulation achieved 92% of accuracy and
False positive rate of 9% while the testbed
environment achieve 91% of accuracy and
False positive rate of 10% and low complexity

Improved false negative rate

99.2% of accuracy with 0.8% of false negative
rate and 2% of false positive rate

97.6% detection accuracy

Effective

Detection accuracy greater than 70%

Effectively preserve the throughput of TCP flows
Significantly improve fairness among TCP flows
Effectively mitigate address-spoofing LDoS attacks

Effective

Zero false positive and false negative rates

Effective

Improve the detection accuracy and reduce the false

negative rates

96% of detection accuracy
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flows plus the shrew attack traffic. The results of the cal-
culation were compared to the correlation value based on
a threshold, which was calculated based on experiments.
If the value of the similarity overstepped the threshold, the
traffic would be classified as an attack. The results had high
accuracy and performance.

A Shrew attack is an anomaly traffic, which can be
defeated. The authors Kai er al. in [95] showed that the
attack can be detected based on the abnormal phenomena of
network traffic. First, all the traffic data is sampled and next,
the EWMA (Exponential Weighted Move Average) algo-
rithm generated statistics about the hybrid traffic. Second,
the detection method observes the behavior of the traffic dis-
tribution generated by EWMA algorithm and makes various
judgment criteria. If all criteria match in the time window
then the attack will be detected. The results were effective
in detecting attacks on the traffic.

Changwang et al. in [96] proposed a measurement defined
as CPR (Congestion Participation Rate) for detecting and
filtering shrew attacks. The measurement was based on the
proportional relationship between congested incoming pack-
ets versus the total incoming packets in the stream. If in this
proportional relationship there was a CPR greater than the
predefined threshold, then the flow would be considered an
attack and all packets would be dropped. The results were
shown to be effective against the attacks.

Wu et al. in [97] proposed an approach based on a
multi-fractal analysis of network traffic. Protocols such TCP,
IP and HTTP have this characteristic, while UDP is a
monofractal. The approach needed to set the Holder exponent
parameter in order to detect the attack. Therefore, the smaller
the exponent o was, the more confident would be the result
that the traffic was malicious. The results based on the sim-
ulation achieved 92% of accuracy and a false positive rate of
9% while the testbed environment achieved 91% of accuracy
and a false positive rate of 10%.

Tang et al. in [99] proposed a Low-rate DoS attack detec-
tion mechanism that adaptively identifies traffic attacks in
clusters of data in multidensity datasets. To achieve this
goal the authors created an algorithm called SADBSCAN
(Self-Adaptive Density-Based Spatial Clustering of Appli-
cations with Noise) which has the aim of improving noise
and data distribution as well as mitigating the effects of data
class imbalance produced by classical clustering algorithms.
To detect the LDoS attack the data traffic is first split into
equal amounts of multiple data units where in each unit the
variance and mean deviation parameters are extracted from
the TCP and UDP traffic to be used as eingevalues into
the SADBSCAN algorithm. Next, the cosine similarity is
introduced to label the clusters and noise points resulting
from SADBSCAN algorithm. This label could be attack
traffic or benign traffic based on the value threshold pro-
vided. The results showed that the detection mechanism
improves accuracy in distinguishing Low-rate DoS attacks
from legitimate traffic, which reduces the false negative
rates.
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B. RoQ ATTACK

The detection mechanism provided by Arunmozhi and
Venkataramani in [40] was an integrated scheme in that the
intermediate nodes kept on sending an FMT (Flow Moni-
toring Table) file to the destination mode, which contained
the flow ID, source ID, packet sending rate, and destination
ID. If a node was experiencing a congestion, it would send a
packet to the destination node with the CE (congestion experi-
enced) bit marked in the IP header. That way, the destination
node that received the flow with the CE bit marked would
send a control warning to the source asking it to diminish the
sending rate. If the source node did not stop the flow, then it
would be considered an attacker and all the flow belonging to
it would be discarded.

Guirguis et al. in [42] studied the impact of the RoQ attacks
on admission controllers and load balancing servers. They
observed that the attack could be very powerful in disrupting
the efficiency of the servers. Based on that, an admission
ratio B parameter value has been inserted in order to be
dynamically adaptive, which was based on the equation:

N
(i) = }V +BY (@i—a)—q"i— 1) (1

j=1

Setting the B value to 0.03 the load balancers might display
a quicker reaction to the changes in traffic, keeping services
available. The admission controllers’ K parameter has the
same effect.

Ren et al. in [100] created a defense scheme with the aim
of avoiding a decrease in quality of data related to voice
and video traffic in a MANET (Mobile Ad-hoc Network).
This scheme was divided into 2 parts. The first part acted
in the MAC layer by keeping track of the frequency and
retransmission of the packet flow. After that, the monitored
values were analyzed and if they exceeded a certain threshold
an alert would be triggered. The second part of the defense
scheme was indicating the packets with the congestion bit
field and warning the sender nodes about the congestion
problem. If they did not reduce their transmission data, they
would then be considered as attacking nodes. The results
showed that the delay and decrease of traffic quality was
proportional to the sum of attack traffic flows.

Shevtekar and Ansari in [101] proposed a detection envi-
ronment system that was sectioned into two phases. The first
or detection phase started with the sudden increase of the
packets above a certain virtual queue threshold. Next, all the
new arriving packets were analyzed to identify whether they
belonged to the benign flow table. If that was true the packets
would be forwarded to the attack filtering, otherwise they
would go to the normal path. In the attack filtering stage,
the algorithm checked how long it took for each packet to
arrive in each flow, thus examining the disparity in time
between each arrival. If the time difference between those
arrivals was very small, the detection mechanism module
would perform a packet load count, and in case the val-
ued exceed a certain threshold, the result would be that the
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attack was detected. Once the attack was detected, malicious
packets were dropped. The detection system for RoQ attack
and Low-rate DoS attack successfully achieved its purpose.
Chen and Hwang in [102] designed a detection scheme that
differentiated a normal TCP flow from a RoQ attack flow
by making use of spectral analysis. The scheme used the
hypothesis testing method in order to differentiate the traffic
under attack from the legitimate one based on the spectrum
of the flow in the frequency band. The results showed that the
scheme was able to cut off RoQ attack flow and effectively
save 99% of legitimate TCP flows.

Gulati and Dhaliwal in [103] began the detection system
by choosing the computer selected to be the attack monitor.
After the selection, if the elected computer node verified that,
within a small period of time above the threshold there was
a rapid increase in the amount of traffic, the flow would be
placed on a suspect list. If any suspect node appeared a large
number of times, it would be added to a checking table list.
This table list was later sent to every node within the network
environment whose amount of traffic passing through was
above a certain threshold throughout a specific time period.
If this was true, then the node would be placed in the attacker
table; otherwise, it would be dropped from the suspect table
list. Each node listed in the ‘“‘attacker table list” was to be
blocked. The results showed that it was viable to diminish
packet loss and to have better throughput rates.

Wen et al. in [104] created a detection system divided into
two stages. the first stage was to analyze suddenly anoma-
lies in the collected traffic data. Next, the sampled traffic
was sliced by time and checked by the CUSUM method.
If any slice showed any anomaly, then the second stage was
removed. At this point an auto-correlation analysis was used
to verify the signal periodicity. If it was consistent along with
time, an alarm would be triggered confirming that the RoQ
attack was present. The results showed an accurate detection
scheme with low false positive and false negative rates.

Gang et al. in [105] tested the network traffic performance
of the Mobile Internet Protocols such as MIPv4, MIPv6 and
FMIPv6 against the RoQ attack. In this scenario the proposed
detection solution used the Hamilton-path-based scheme as
the main factor to decrease the packet loss of the legitimate
traffic nodes. The aim was to create a reserved bandwidth
in the overlay networks to allow the legitimate traffic to be
forwarded to the destiny. As the results showed, without the
detection solution the mobile protocols suffered more damage
due to the amount of traffic passing throw them. On the other
hand, with the detection scheme, the packet loss and delay
decreased in the overlay networks.

Hongsong et al. in [106] explored three methods (Ensem-
ble Empirical Mode Decomposition (EEMD), Correlated
Coefficient Method and Hilbert-Huang Transform (HHT)) in
order to create a detection mechanism that could eliminate
issues that were likely to be related to the signal generated by
the RoQ attack, such as mode mixing and fake components as
well as analyzing and comparing the time—frequency distribu-
tion of routing message traffic. Hence, based on the Intrinsic
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Mode Function (IMF) spectrum of the traffic generated by the
detection scheme, it was easy to detect the attack. The results
showed a very accurate detection of the RoQ attack traffic.

In order to detect RoQ attacks, Rios et al. in [107] proposed
a detection mechanism which was composed of fuzzy logic,
neural network and Euclidean distance. All these methods
used a training data set as the basis for classifying the data as
attack or legitimate. The aim was to classify the data using
fuzzy logic and neural networks and then to compare the
classification generated by both. If the same data values had
different classifications, the Euclidean distance was used to
check them with the training data set classification. After that,
the result of each classification method was compared and if
there were more attack classifications than legitimate ones,
the data would be classified as an attack, otherwise it would
be classified as legitimate. However, if there was a tie, the
data would be classified as a warning that would require a
closer inspection by the network administrators. The results
showed an excellent performance with 100% of accuracy in
the emulated environment and 99.3% of accuracy in the real
environment in detecting the attack traffic.

Liu et al. in [108] created a Low-rate detection mechanism
which was compounded by the union of the self-adjusting
SVM method with the APSO (Adaptive Particle Swarm Opti-
mization) algorithm. The self-adjusting SVM method has the
aim of enhancing the generalization ability of the pure SVM
algorithm and it was made using 2 approaches, which are:
the adjustment of the gamma parameter and the adoption of
the optimal degree value from the training data. The APSO
algorithm was used to enhance the adjustment of the attack
and background traffic band average values and the energy
intensity of the attack flow sub-band parameters. The results
showed excellent detection performance with the accuracy
ranging from 92.36% to 96.65%.

C. SLOWLORIS ATTACK

Aiello et al. in [109] proposed a Statistical Based Intrusion
Detection (SBID) approach, which had the aim of detect-
ing slowloris attacks based on the probability distribution
of the parameters Arequest, Aresponse, Adelay and Anext
for two distinct traffic f(x) and g(x) belonging to the same
network situation. If the two traffics had distinct distribu-
tions, the alarm was triggered. The results showed 100%
of anomaly detection, with 1% probability of false positive
rate.

In order to detect and soften the application DoS attack
slowloris, Dantas ef al. in [110] proposed a defense mech-
anism that they called SeVen (Selective Defense for Appli-
cation Layer DDoS Attacks). It assumed state-dependent
protocols and used the notion of state in the messages of the
HTTP protocol. The software did not immediately respond to
requests received by the application, but instead waited for a
period of time called the round. During a round, the messages
were accumulated in an internal buffer and when the buffer
reached its limit, it was decided whether a new request would
be accepted or not, based on certain criteria. It is important
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TABLE 4. Comparison among detection/defense mechanisms against RoQ attacks.

Work Used appro?ch i9r Dete'cthn/Deiense Deteftlon/Deiense Testbed Performance
traffic classification !
Arunmozhi and S P Achieves higher throughput
Venkataramani in [40] Hlopioniterng Restratbnneds Simulated and packet delivery ratio
Lo In the admission controller’s equation .
Guirguis et al. in [42] Dynamically adapt beta and k values ° Simulated °
Based on the threshold of
the frequency of receiving
Ren et al. in [100] RTS/CTS packets, frequency - Simulated -
of sensing a busy channel, and
the number of RTS/DATA retransmissions
Shevtekar and Ansari in [101] Flow I],) (packet count, packe?l size,  Router-based approach Routers close to the victim  Simulated Can SL!C.CESStu“y detect
createtime and lastaccessed time) and mitigate RoQ attacks
Flow ID (IP source address, L ..
Chen and Hwang in [102] IP source port, IP destination f:ouw;?;llfpegiﬁgs?:?g;ﬁ vl - Simulated gfﬂle:lilgii:,sr%'; zz:/js
address and IP destination port) 4 yp 2 e
Gulati and Dhaliwal in [103] Flow Monitoring Table Chosen attack monitor Simulated Reduce packet loss and

CUSUM method with auto-correlation

Wen et al. in [104]
Gang et al. in [105]

Abruptly traffic changes ik

Hongsong et al. in [106] Intrinsic Mode Function spectrum

Hamilton-path-based scheme
Hilbert-Huang Transform with
ensemble empirical mode decomposition -

improves throughput
High accuracy and high
Effective

Reduced packet loss

Simulated and
Real environment
- Simulated

Simulated Highly effective

and Correlated coefficient method

Flow ID (IP source address,
IP source port, IP destination
address, and IP destination port)

Rios et al. in [107] and Euclidean distance

Average values of the

attack and background

traffic bands and energy intensity of
the attack flow sub-band

Liu et al. in [108] with APSO algorithm

Fuzzy logic, Neural Network

Self-adjusting SVM method

100% of accuracy in the

Emulated and emulated environment and

Victim Real environment  99.3% of accuracy in the real
environment
Higher detection accuracy,
Victim Emulated which ranges from 92.36%

0 96.65%

to notice whether the new request was accepted or not, based
on the probability, since the attack packets were more likely
to be dropped. The results showed high levels of availability,
greater robustness, and they also led to less traffic than other
techniques.

In order to detect slow DoS attacks, including the slowloris
attack, Mongelli ef al. in [111] proposed a detection method
with the aim of analyzing specific spectral features, such as
the number of received packets of traffic over small time
horizons. The time horizon analyzed the current and previous
temporal packets behavior in order to see significant changes
in both traffic. Hence, in order to identify the attack they
used the Fast Fourier Transform in the current time horizon in
frequency domain. The attack was detected due to smoother
behavior of the legitimate traffic.

Katkar et al. in [112] configured an IDS software along
with Naive Bayesian algorithm with the aim of quickly
detecting the slowloris attack. To validate the results they
created a test-bed environment that was composed of web
servers clusters, due to the fact that this approach has benefits
for the web server application. All the traffic arriving to
the web servers was collected and formatted for a traffic
data file type and transmitted to be analyzed by the IDS
software. It categorized the received aggregated records into
normal or intrusive ones. Whenever a record was categorized
as intrusive, it was an indication that the server was under
DoS/DDoS attack.

Based on the HTTP traffic request and response, Aqil et al.
in [113] determined the optimum detection high and low
threshold based on features for detecting slowloris attacks.
Basically, the detection algorithm checked every 3 seconds
if there were feature values above or below the determined
thresholds. If that was the case, the algorithm warned of an
attack. The results were shown to be an extremely effective
approach.
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Hirakawa et al. in [114] based the detection scheme
on 3 steps. The first was to check whether the numbers
of connections that were monitored were greater than a
threshold during a normal time. If the threshold was tres-
passed, then in step 2 all the IPs belonging to the same
flow and that were appearing most frequently would be
disconnected. In step 3, if the connections were above the
threshold, that stopped the disconnection process and all the
cycles started over. The results showed enough resistance
against the strikes from a single attacker as well as from dis-
tributed strikes from 30 attackers by calibrating the threshold
appropriately.

In order to detect the slowloris attack Singh and De in [115]
created a scheme by uniting the genetic algorithm method,
which was used to improve the MLP Neural Network weights
and the MLP Neural Network algorithm. They made a com-
parison between the proposal with other machine learning
algorithms such as Naive Bayes, Radial Basis Function (RBF)
Network, MLP, J48, and C45. In the tests the authors’ algo-
rithm was better at detecting the slowloris attack, reaching
98% of accuracy.

Faria et al. in [116] developed a tool which they called
SDToW (Slowloris Detecting Tool for WMNSs) that detected
and blocked slowloris attack traffic in wireless mesh networks
(WMNGs). First, they analyzed the slowloris traffic behavior.
After that, they based the detection on three information
items, the HTTP GET method, The Reassembled PDU, and
the Packets with 296 bytes and TCP set on protocol field.
In every 5 seconds, traffic was collected by the Collection
Module (CM) in the web server and it was sent to the con-
centrator where the Analysis and Filtering Module (AFM)
selected the connections with the information listed above.
If there was traffic within these three information inside the
traffic connections, so there was an ongoing attack and the IP
and MAC addresses of the connections would be extracted
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TABLE 5. Comparison among detection/defense mechanisms against Slowloris attacks.

Work Used appro:ach t9r Dete'cthn/Deiense Deteftlon/Defense Testbed Performance
traffic classification loca
% of 2 o 7
q q Probability distributions parameters - . . - IQO el dnnmal_l_es deFecllon,
Aiello et al. in [109] N Statistical Based Intrusion Detection Victim with 1% probability of false
Arequest, Aresponse, Adelay and Anext .
positive rate.
Dantas et al. in [110] - SeVen Victim Simulated High levels of availability,greater
robustness and also leads to less traffic
Mongelli et al. in [111] Fast Fourier Transform Victim Traffic traces Frequency domain
Katkar et al. in [112] IDS with Naive Bayesian classifier Victim Traffic traces IDS signature
The volume of data sent. the volume The true positive rate is close to 100%
Agqil et al. in [113] of data received, Interrupts, context High and low traffic threshold Victim Real environment e ekatelsldecrensed

switches and TCP Sockets

The number of connections and
duration time for each IP address
The number of HTTP count, the
number of the IP addresses, the

Hirakawa et al. in [114]

SinchiendDenlIIS] constant mapping function and IMILRGE
the fixed frame length
HTTP GET method, The Reassembled

Faria et al. in [116] PDU and the Packets with 296 bytes SDToW

and TCP set on protocol field

and included into the blacklist to be blocked. The results
showed a lower incidence of false positive errors.

D. NewShrew ATTACK
Cotae et al. in [117] based their detection proposal on the
Fisher g-statistics test method. In order to detect the attack
they set a frequency interval in the range of 0.01Hz to 1.1Hz
which was labeled as Shrew frequency attack interval. They
performed a simulation of the Fisher g-statistics tests for one
and multiple time series. For both time series they considered
an attack if the content was in the Shrew frequency attack
interval and the p-value was less than 1073, The results
showed effective detection, with all attacks being identified.
Luo and Chang in [35] proposed a detection system based
on two stages, having as reference the presence of two traffic
anomalies. The first one was the incoming fluctuate data
traffic and the second one was the low amount of outgoing
ACK traffic. In the first stage it applied the discrete wavelet
transform, which was used to monitor these two anomalies.
In the second stage the CUSUM algorithm was applied in
order to detect both anomalies. The experiments were highly
accurate in detecting PDoS attack traffic.

E. PDoS ATTACK

The Vanguard detection system developed by Luo et al.
in [118] was an extension of the Luo and Chang approach
in [35]. This system employed more metrics to detect three
traffic anomalies induced by the attackers using a CUSUM
algorithm. The first anomaly was the incoming fluctuate data
traffic, the second one was the decline of the outgoing ACK
traffic, and third, the changes in the distribution of the incom-
ing TCP data rate. The results showed an accurate detection
system, capable of detecting in a short-range time a wide
range of attack traffic.

F. RUDY ATTACK

Najafabadi et al. in [119] made a classification comparison
among 3 machine learning algorithms namely K-NN and
two forms of C4.5 decision trees (C4.5D and C4.5N). The
algorithm classification comparison firstly used a set of "N’
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Amount of connections per IP address ~ Victim

by about 66% as compared to traditional
detectors

Simulated Enough resistance and effective
Victim - Detection accuracy of 98.04%
Victim Real environment ~ Lower incidence of false positive errors

features and then a set of 7 features (selected as the best ones
among the set of N’ features). The first result showed that
the features related to traffic size, self-similarity, and speed
were very effective in detecting the RUDY attack. The second
result showed that in both classification results C4.5N was the
best algorithm with low false positive rate among the machine
learning algorithms.

G. HTTP/2 DoS ATTACK

Tripathi and Hubballi in [57] mitigated the HTTP/2 DoS
attack using the Chi-square test. First, in the training phase
the authors collected data from legitimate traffic and then
in the testing phase, the current traffic was compared to
collected traffic. For this comparison, the Chi-square test
was used along with five features that are: settings frame
having settings_initial_window_size set to 0, headers frame
having end_stream_flag reset, flows having Connection Pref-
ace only, headers frame having end_headers_flag reset and
Server’s settings frames which were not recognized. There-
fore, in a AT time the current traffic was collected and
compared to the training phase traffic and then it was calcu-
lated through the Chi-square test. If the obtained calculated
value was less than the predefined threshold, the detector
did not contain anomalous ?ows. However, if the calculated
value was higher than the previously established threshold,
the detector contained anomalous ?ows. The results from the
7 scenarios had a recall ranging from 8.33% to 100% and a
FPR (False Positive Rate) of 0%.

H. LoRDAS ATTACK

Macia-Fernandez et al. in [13] proposed 4 defense mech-
anisms against LoORDAS attack that were:Random answer
instant (RAI), Random service time (RST), Improved Ran-
dom Time Queue Blocking (IRTQB) and Random time queue
blocking (RTQB). The RST method had the aim of random-
izing the answer instant response, thus avoiding allowing the
attacker to predict the correct moment to send the attack.
In the RAI method the authors decoupled the instant method
from the enable method, thus avoiding the attacker to event
predict the instant method; the enable instant would not suffer
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TABLE 6. Comparison among detection/defense mechanisms against NewShrew attack, PDoS attack, RUDY attack, HTTP/2 DoS attack and LoRDAS attack.

Used approach for

Detection/Defense

Work (raffic classification ?l)itle'ctlo.n/Defense location Testbed Performance Attack type
Cotae et al. in [117] Frequency interval in Fisher G-statistic test Simulated Correctly identified NewShrew
the traffic range all attacks
Incoming fluctuate data
Luo and Chang in [35] traffic and the amount of Wavelet transform and CUSUM  Victim Emulated Very effective PDoS
outgoing ACK traffic
Incoming fluctuate data
Luoetal.in [118] Zzgﬁct?:gig?sggli;:’igﬂiig(;)rllnff CUSUM SNORT server Real environment  Effective PDoS
the incoming TCP data rate
Features: Outbound session
convergence, Inbound session K-Nearest Neighbor and Very good classification
Najafabadi et al. in [119] convergence, Packets, Bytes, two forms of C4.5 decision Border router Real environment Forma . RUDY
RIOT Bytes, Outbound velocity  trees (C4.5D and C4.5N) perlormance
bpp and Outbound velocity bps
Source IP address and Recall ranging from 8.33%
Tripathi and Hubballi in [57] . " Chi-square test Victim Real environment  to 100% for and FPR of 0%  HTTP/2 DoS
source port number .
for all the scenarios
Macié-Ferndndez et al. in [13] RST, RAI RTQB and IRTQB Victim Simulated - LoRDAS

any damage. Due to RST and RAI limitations related to
time, which directly impacted the server behavior the RTQB
method was developed with the aim of inserting a blocking
interval between the answer instant and the enable instant,
thus preventing the attacker from successfully damaging the
legitimate data processing and discarding all the requests
arriving on it. Due to RTQB discard process, the authors
improved it (IRTQB) in a way that the attack process was
selectively chosen to be discarded. The results showed an
effective defense by the IRTQB method if compared to the
other methods.

I. LEVERAGING SDN AGAINST LDoS ATTACKS

In recent years, several papers have leveraged the use of
SDN to mitigate LDoS attacks. An SDN controller has
a global view of the whole network and can aggregate
very fine-grained information on specific flows. As the
controller is cloud-based, it can leverage much processing
power and memory volume which enables it to use central-
ized algorithms such as those based on machine learning.
In 2019, SoftGuard [120] was proposed to defend against
low-rate TCP attacks in SDN. Another framework called
Q-MIND [121] was proposed that same year by Phan et al.
to reduce LDoS attacks bu using reinforcement learning. The
following year, Perez-Diaz et al. have used six machine learn-
ing algorithms [122] in their IDS inside an SDN simulated
environment. Still in 2020, Balarezo et al. have investigated
the feasibility and mitigation of LDoS shrew attacks on the
control plane connections of an SDN network [123]. Several
other papers related to SDN appeared in 2021. Tang et al.
proposed a framework based on the histogram-based gradient
boosting and finding peaks (HGB-FP) algorithm to detect
LDoS attacks and mitigate their influence in SDN in real-
time [124]. Ilango et al. have designed a deep learning scheme
called FFCNN to detect LDoS attacks in an IoT-SDN envi-
ronment [125]. Lui ef al. proposed an LDoS attack detection
method based on a two-step self-adjusting support vector
machine (TS-SVM) [126]. Their proposal was evaluated by
simulation and showed an improvement over a traditional
SVM approach. Finally, Li et al. used a Bat Algorithm
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associated with a BP Neural Network (BA-BNN) to detect
LDoS attacks [127]. As the previous study, the evaluation was
performed on a simulated environment using mininet and the
Ryu controller.

V. TOOLS
This section presents the attack and defense tools used to
build most of the LDoS attack scenarios.

A. ATTACK TOOLS

In order to launch the attack traffic towards the victim, a tool
specifically developed for this purpose is necessary as can
be seen in Table 7. Some of the malicious activities pre-
sented here have a software which is open source and can
be changed for the most varied purposes. The QoS attack
and Service queue attacks presented in Section 3 did not
have a software that was specific to the aim of the attack.
Usually a CBR (Constant Bit Rate) traffic was used to meet
the LDoS attack requirements as depicted in Figure 1. In the
simulated environments, most of the papers (if not all) used
CBR traffic burst as the attack traffic. In the real environment,
most authors did not mention what kind of software they were
using and a few others used some stress tool in a CBR traffic
burst manner for the attack traffic. One exception was the
paper by Rios et al. in [107] in which the authors created a
script that manipulated the Hping3 tool output flood traffic
to meet the RoQ attack requirements. On the other hand the
Slow DoS attack had some threats with software developed
to fill its DoS requirements. The slowloris attack was the
threat with most software developed for damaging the web
server services followed by Slow Read, RUDY, SlowReq
and Slowcomm, that were: slowloris.pl [128], PyLoris [129],
QSlowloris [130], an unnamed PHP version [131], [143],
SlowHTTPTest [45], Http bog [132], Torshammer [133],
Goloris [134], SlowDroid [54], slowloris.py [135], R-U-
Dead-Yet [136], Cyphon [137], sloww [138], dotloris [139]
and pwnloris [140]. Table 7 describes the attack tools in detail
where the Year field indicates the birth of the defense tool.
The Tool name field indicates the name of the tool. The Artack
mode field indicates the format of the attack, which are: single
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TABLE 7. Comparison among Slow DoS attacks tools.
Year  Tool name Do DDoS Windows MacOS. Lim Android lamguage — CLI GUI Atiacktvpe
2009  slowloris.pl in [128] v v Perl v Slowloris
2009  Pyloris in [129] v v v v Python v v Slowloris
2009  QSlowloris in [130] v v v Slowloris
2009 unnamed PHP version in [131] PHP v Slowloris
2011 Slowhitptest in [45] v v v Python oo g{gzlgz .
2011  Http bog in [132] v C# v Slow Read
2012 Torshammer in [133] v v Python v RUDY
2014  Goloris in [134] v v v Go v Slowloris
2014  SlowDroid in [54] v v v g}gﬁ?jﬁlm
2015  slowloris.py in [135] v v v Python v Slowloris
2016  R-U-Dead-Yet in [136] v v Python v RUDY
2018  Cyphon in [137] v v Perl v Slowloris
2018  sloww in [138] v v JavaScript v Slowloris
2018  dotloris in [139] v v C# v Slowloris
2018  pwnloris in [140] v v v Python v Slowloris
TABLE 8. Comparison among Slow DoS attacks defense tools.

1998  Snortin [116] and [141] v v C v Slowloris

1998  Iptables in [142] v v C v Slowloris

2010  Suricata in [141] v v C and Rust v Slowloris

2020  SDToW in [116] v v Python v Slowloris

or distributed. The Operating System field indicates which
system is used by the tool. The Programming language field
indicates which language the defense tool was developed.
The Interface field indicates which interface type is used to
configure the parameters of the defense tool, if it is a terminal
type or a graphical type. The Attack type field indicates the
type o attack which the attack tool is launching.

B. DEFENSE TOOLS

In order to create a barrier to prevent that malicious traffic
arrive to the target’s attack, some existing defense tools were
used for this purpose as can be seen in Table 8. The IDS
(Intrusion Detection System) tools Snort and Suricata [144]
were adapted to be used for DDoS attacks detection and
more recently used for slowloris attack detection as in [116]
and [141]. The recent SDToW (Slowloris Detecting Tool for
WMN5s) tool, developed for the slowloris attack detection
for mobile networks. As the IDS tools, the iptables fire-
wall was adapted for slowloris attack detection setting rules
accordingly [142]. Table 8 describes the defense tools in
detail where the Year field indicates the birth of the defense
tool. The Tool name field indicates the name of the tool.
The Defense attack mode field indicates the format of the
attack, which are: single or distributed. The Operating Sys-
tem field indicates which system is used by the tools. The
Programming language field indicates which language the
defense tool was developed. The Interface field indicates
which interface type is used to configure the parameters of
the defense tool, if it is a terminal type or a graphical type.

76664

The Defense against field indicates the type o attack which
the defense tool is stopping.

VI. CONCLUSION

LDoS attacks, although still at an early stage, are receiving
increased attention due to the fact that most of them are
not detected by High-rate DoS attack detection mechanisms.
Such an attack method has been widely adopted by attackers,
since it makes them stealthier and more capable of shutting
down their targets.

In this paper, we presented a comprehensive study guide of
the LDoS attacks, defense/detection mechanisms and tools.
First, we divided the attacks into three categories for the
purpose of making them more comprehensible so as to be
distinguished in terms of format, target, and the purpose
of the attack. Second, we presented the mechanisms that
can identify the attacks based on the fingerprints left over
from the attack traffic and then stop or mitigate them. Third,
we showed a list of attack tools that can reproduce some of
the LDoS attack concepts.
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