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Abstract—The passive capture of Wi-Fi traces using sniffers
is a cost-efficient and disturbance-free technique to assess the
wireless activity of a target area. However, because of the inherent
characteristics of the wireless medium, a sniffer is likely to
miss Wi-Fi packets leading to incomplete traces. In this paper,
we formulate the notion of relative completeness and investigate
it experimentally. We consider anonymized Wi-Fi traces from
10 co-located sniffers in residential and office areas (different
intensities of Wi-Fi traffic). We observe that individual sniffers
lead to low completeness. Consequently, it is necessary to increase
redundancy by packing several sniffers together (which we call
a super-sniffer) to gather more complete traces. We observe that
the results depend not on the hardware but on the environment.
The results improve by increasing the size of the super-sniffer
irrespective of the scenario.

Index Terms—wireless, passive measurements, completeness

I. INTRODUCTION

Air is the preferred and winning medium of choice be-
cause of portability, affordability, and ever-increasing data
rates. Wireless networks are everywhere, and understanding
their behavior to improve their performance is of utmost
importance [1, 2, 3, 4]. Nevertheless, measuring wireless
traffic (wirelessly) is challenging because of the intrinsic
volatile nature of the wireless links [5]. Actively collecting
traffic is burdensome because it requires deploying probes at
different nodes, which are likely under the control of various
administrative entities. For example, to gather traffic from
smartphones, one can either deploy probes at all access points
the user associates with or create a measurement application
and ask users to install it on their devices. The users that
volunteer might be an insufficient sample of the population,
leading to inaccurate results.

An efficient alternative is to run passive measurements by
deploying several sniffers (devices collecting wireless packets
in monitor mode) throughout the target area [6, 7, 8].1 It is
a low-cost and scalable measurement strategy that does not
require bothering users with intrusive services. The concept
of the ANR-MITIK project, which we are part of, is to
infer contact traces through non-intrusive methods like passive
sniffing [9]. Nevertheless, due to wireless transmission con-
straints like multi-path, fading effects, or collisions, there is no
guarantee a single sniffer can capture all the packets, therefore,
leading to incomplete traces. In Figure 1, we illustrate a

11t is, however, essential to know which data one can sniff depending on
the location of the measurement campaign while preserving the privacy of the
users.
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Fig. 1: Trace completeness. Because of the nature of the
wireless medium, sniffers miss some packets. We need to
combine individual traces to get as close as possible to the
complete trace.

typical scenario where four sniffers (si,...,ss) do not have
the same “view” of the wireless traffic because of capture
misses. It leads to discrepancies in the measurements, and
further analyses relying on such incomplete traces are likely
to be flawed.

The solution to circumvent the problem relies on the use
of super-sniffers. It consists of introducing redundancy in the
system by tying two or more sniffers together to increase the
probability that at least one of the sniffers captures a packet. In
Figure 2, we show a three-redundant super-sniffer, where each
individual sniffer is composed of a Raspberry Pi computing
unit and an Alfa antenna. The main question that we address
in this paper is how the level of redundancy helps improve the
quality of the measure. To provide an answer to this question,
we propose a definition of a trace’s relative completeness and
evaluate it through real-world experiments. Although we focus
on Wi-Fi traces, our methodology is general and can apply to
other technologies.

We evaluate the quality of capture of individual sniffers as
well as super-sniffers of up to ten-redundancy. We use sniffers
composed of two models of Raspberry Pi (3B and 4B) to
ensure diversity in the capturing devices. We take into con-
sideration two different scenarios, office and residential, with
varying traffic loads.The individual sniffers achieve relatively
low completeness (between 30% and 54% depending on the



Fig. 2: Three sniffers forming a super-sniffer.

scenario), which confirms the need for redundancy. Secondly,
commercial off-the-shelf (COTS) devices such as Raspberry
Pi are powerful enough to play the role of a sniffer in each
scenario. The sniffers uniformly miss packets, indicating that
the environment essentially dictates the quality of the sniffing
process.

As summary, the contributions of this paper are:

« Metric for completeness. We propose a formal definition
of completeness that incorporates the notion of redun-
dancy. We also define a measurement methodology to
help network analysts better characterize their wireless
environment.

o Experimental evaluation. We adopt an experimental
approach to evaluate the behavior of the completeness
metric under multiple network conditions. We confront
the completeness with the network conditions, in partic-
ular in terms of traffic load.

+ Environment dependence. We show that the results are
not hardware but environment/scenario dependent.

The rest of the paper is organized as follows. In Section II,
we define the relative completeness in passive measurements.
We describe the experimental methodology in Section III
and the measurement campaign that we have conducted in
Section IV. In Section V, we provide practical evidence of
the need for redundancy when sniffing traffic. We assess such
redundancy in Section VI. We postpone the related work
to Section VII so that the reader has enough material to
understand how our work contributes to the state of the art. We
conclude the paper and list some open issues in Section VIII.

II. COMPLETENESS IN PASSIVE MEASUREMENT

The quality of a passive measurement system improves as
the redundancy level of a super-sniffer increases. In Figure 1,
for example, it is possible to obtain the complete trace through
the combinations s1 + o or s3+ 54, but not s+ s3. We need to
estimate how much the level of redundancy of the super-sniffer
impacts the number of packets captured because adding more
and more sniffers to a super-sniffer comes at a financial as
well as management cost. To this end, we propose the notion
of relative completeness.

Relative completeness. We define the relative completeness
as the amount of traffic that we capture relative to the union
of all traces from all the individual sniffers that participated in
the capture (which explains why we use the term “relative”).
Before formally defining relative completeness (in Sec-
tion II-B), let us first introduce the notion of super-sniffers.

A. Super-sniffers

Let S = {s1,52,...,50m} be the set of M sniffers that we
have at our disposal to compose a super-sniffer, T, be the
trace (i.e., set of packets) captured by sniffer s; € S, and
T=A{Ts,,Tsy,--,Ts, }-

We define 7™ as a subset of m elements of 7 and II"™ be
the set of all instances of different combinations of 7'™:

nm = {ﬂ{n,ﬁgn,...,ﬂan)} ={X ={z1,22,...,Tm},

T Ao F o Fan) (D)
M

where (m) is the number of combinations of super-sniffers of
size m that can be built out of M sniffers.

The outcome trace of a super-sniffer is a single trace
resulting from the combination of the individual traces of
the sniffers composing the super-sniffer. We refer to such a
trace as A™ , i.e., as the union of the traces mt e I,

T1, T2, ..., Tm €T,

i=12...("):
A" =T, UTyU...UTy, ToTy,....Tm e, ()
and
To#Ty#...# T 3)

B. Relative completeness

As underlined earlier, the maximum reachable quality is
obtained when the super-sniffer is M-fold redundant (i.e., it
is composed of all M individual sniffers):

Amax = A" =T, UT,, U...UTy,,. &)

We need to make two observations now. Firstly, note from
Equation 1 that II™ has a single element, which is 7.
Therefore, the quality of a capture is denoted by A™ . The
value of this measure quality is obtained by taking its ratio
with the result of maximum value when all M sniffers are
considered. Secondly, Ap,.x is the best result that we can
obtain. That is why we consider it as the reference number

to define the “relative” completeness:

AT
|Amax|

There are multiple super-sniffers of size m, each one
resulting from a different combination of m out of M sniffers.
Each of the (% ) super-sniffers leads to a different value of
completeness. We can then define two special cases, which

come respectively, from the super-sniffer that leads to the

C(A™") (5)



largest completeness and the super-sniffer that leads to the
smallest completeness:

m

cr .= max C(A™) (6)
=12, (2)
and
mo—  min  C(A™). (7)
i=12,..(2)

III. SNIFFING WI-FI PACKETS

We provide in this section information about the experi-
ments we run to assess the relative completeness of passive
wireless capture of Wi-Fi traces.

Individual sniffing nodes. We have ten sniffers in our mea-
surement set-up, out of which five are Raspberry Pi model 3B
(RPi3 hereafter) and the other five are Raspberry Pi model 4B
(RPi4 hereafter) [10, 11]. We use an external Wi-Fi module,
Alfa AWUSOS51NH, one per sniffer [12]. The advantage of this
specific external Wi-Fi module is that it can be easily set to
monitor mode. The monitor mode is a radio mode that makes
it possible for the Wi-Fi card to passively listen to all Wi-Fi
traffic in the wireless medium. We choose the 2.4 GHz band
and channel 1 for our measurements.

Trace capture. Sniffers run tcpdump to collect traces [13].
We configure some filters to gather only the data we need for
this work (for example, to avoid capturing personal data as
discussed below). The outcome of the capture process is one
pcap file per individual sniffer.

Privacy preserving. The privacy of the users is a top priority
for us. We anonymize the traces by running several protection
techniques on the packets. Firstly, we do not disclose the
geographic locations of our measurements. Secondly, we con-
figure the sniffers to capture only the headers of the packets.
In our work, we need the header as it brings the necessary
information to combine traces from different sniffers. But,
since headers contain MAC addresses of the devices, which
are considered personal information, we need to provide extra
privacy guarantees. To this end, we hash the packet headers.

Generation of a combined trace. The principle behind a
super-sniffer is its ability to merge traces collected by its
individual sniffers. The merging process requires that input
traces be synchronized so that a packet that appears in multiple
individual traces is identified unambiguously. We developed a
Python tool called PyPal that performs such an operation.’

Steps involved in synchronization. The beacon and probe
response frames are the closest representatives of real-time
clocks. These frames lay the foundation for the synchroniza-
tion process. The tool can only synchronize two traces at a
time. Therefore, a reference trace and as well as the trace
which has to be synchronized is the input to the tool. The
first step is to extract the beacon and non-re-transmitted probe
response frames from both traces independently. These frames

Zhttps:/gitlab.lip6.fr/syed/pypal.
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Fig. 3: Composition of the super-sniffer we used in our
experiments.

are called unique frames. The next step is to extract the unique
frames that are common in both traces. The coverage areas of
the sniffers capturing these traces must overlap to execute this
step. The common frames are referred to as reference frames.
Next, the timestamps of reference frames are synchronized
using linear regression over a sliding window of 3 frames. The
synchronized reference frames are then used to synchronize
the complete trace. The tool provides an additional option of
concatenating or merging the synchronized traces.

IV. MEASUREMENT CAMPAIGN

Super-sniffer setup. In all experiments, we deploy a super-
sniffer by arranging all ten individual sniffers in the way
depicted in Figure 3. The sniffers are placed at a distance
of ~20 cm from each other. Note that s; refers to RPi3 nodes
if 7 is odd and to RPi4 if 7 is even.

Scenarios. We capture traces in two different scenarios. The
goal is to test the behavior of the sniffing system for different
intensities of wireless traffic. The first scenario corresponds to
a residential area while the second scenario involves offices.
As we will see later in the paper, the second scenario is
much denser and stresses the sniffers more. In Figure 4,
we show the traffic that we observe in the two scenarios.
As we see in Figure 4a, the traffic in the office area is
dense with an average of roughly 1,000 packets per second.
The measurement location in the residential area (Figure 4b)
is isolated and has less Wi-Fi activity in the surroundings.
Therefore, the traffic in the residential area is sparse — an
average of around 100 packets per second.

Execution. We run each test 10 times at three different spots
in the target scenarios to rule out anomalies. The duration of
each data collection is 10 minutes, and the sniffers remain
stationary for the whole capture period.

V. EXPERIMENTAL EVIDENCE OF THE NEED FOR
SUPER-SNIFFERS

To evaluate the impact of the environment on the capture,
we co-locate ten sniffers to collect wireless traffic. The merge
of all these traces provides a full capture of the environment,
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Fig. 5: Average relative completeness. Each dot represents an
individual sniffer

which is then used as the reference to compute the individual
relative completeness for each sniffer trace. To evaluate the
proportion of traffic a single sniffer can capture, we average
the relative completeness for each sniffer using the 30 different
runs of each scenario. In the following, we present an analysis
of the relative completeness per individual sniffer.

Relative completeness of individual sniffers. We show in
Figure 5 the average relative completeness of each sniffer trace
for both the residential and office scenarios. To make a fair
comparison between both types of devices, we plot, for each
scenario, the values obtained with RPi3 and RPi4 sniffers.

We observe that with a low traffic load in the residential
environment, the average relative completeness ranges from
50% in the best case to 30% in the worst case with RPi3
sniffers while the same values for RPi4 sniffers read 54%
and 33% respectively. In the heavy-traffic environment of the
office scenario, completeness appears slightly better, ranging
between 50% and 54%.

The most striking element is the low value of the relative
completeness for both scenarios. The best individual sniffers
only 54% of the packets in both scenarios. By comparing both
scenarios, we deduce that our sniffers are powerful enough to
handle the traffic load. Thus, it seems that capture misses are
due to the conditions of the wireless medium.

We show that the wireless environment is challenging to

TABLE I: Jaccard similarity: office area.

S1 52 53 54 S5 56 s7 58 59 510

Rel. compl. 50% 52% 53% 51% 53% 52% 51% 54% 52% 51%
s1 - 062 062 064 0.62 0.63 0.63 0.63 0.63 0.64
s 062 - 062 0.63 0.62 0.63 0.63 0.62 0.63 0.63
s3 062 062 - 0.63 0.62 0.63 0.63 0.62 0.62 0.63
s4 0.64 063 063 - 0.63 0.63 0.64 0.63 0.63 0.64
s5  0.62 062 062 0.63 - 062 063 0.62 0.62 0.63
s¢ 0.63 0.62 0.63 0.63 0.62 - 0.63 0.63 0.63 0.63
sy 0.63 0.63 0.63 0.64 0.63 063 - 0.63 0.63 0.63
sg 0.63 0.62 0.62 0.63 0.62 0.62 063 - 0.62 0.63
sg 0.63 0.62 0.62 0.63 0.62 0.62 0.63 0.62 - 0.63
si0  0.63 0.63 0.63 0.64 0.63 0.63 0.63 0.63 0.63 -

capture, and signal strength plays a substantial role in the
quality of the captured traces. Redundancy is, therefore, a
strategy worth exploring.

Jaccard similarity. We use the Jaccard index to measure the
similarity of the traces in a pairwise way. The higher the
percentage, the more similar the traces. The goal is to verify
whether sniffers capture the same packets or not. If so, there
would be no interest in deploying super-sniffers. If not, the
conclusion is that we can improve the quality of the capture
by adding redundancy.

Results for the office scenario are given in Table I. We recall
from Section II that the relative completeness of each sniffer
trace indicates the relative proportion of packets captured by
each sniffer. As mentioned in Section IV, i in s; reflects
the position of each sniffer in our testbed; we note that
the completeness has no direct correlation with the relative
position of sniffers.

We observe that the similarity indexes remain quite stable
as they are bounded between 62% and 64%. So, whichever
combination of two sniffers, the two respective traces dif-
fer by 36% — 38%. This strong stability combined with a
low similarity index value denotes each collected trace is
complementary to any other one and any of the sniffers can
bring useful information to the global trace. We can therefore
conclude the need to combine sniffers to capture the traffic in a
wireless environment adequately. The results for the residential
environment are nearly identical, so we do not present the table
to save some space. The following section presents the benefits
of building a super-sniffer of up to 10 sniffers and analyses
the benefits of all potential combinations.

VI. EVALUATING REDUNDANCY WITH SUPER-SNIFFERS

We investigate the importance of grouping individual snif-
fers to build a super-sniffer. Firstly, we present the impact
for all combinations of m = {1,2,...,10} sniffers on trace
completeness. Secondly, we compare all combinations of up
to 5 sniffers of the same model, either RPi3 or RPi4, to rule
out the influence of the hardware.

A. General results

Figure 6 shows the completeness for all combinations of m
sniffers. The z-axis represents the size m of the super-sniffer,
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Fig. 6: Relative completeness of each super-sniffer aggregating
m single sniffers.

while the y-axis gives the joint completeness for a combination
of up to 10 sniffers in both the residential and office areas.

The orange and blue curves inform respectively about CJ",
and C7} , the upper and lower bounds of the completeness for
each combination of m sniffers. All other intermediate values
of C" are indicated as gray crosses on the plot. When m
equals 1, the completeness values are identical to the ones
given in Figure 5.

It is interesting to note that, in both curves, the completeness
keeps increasing as the size of the super-sniffers grows. For
each value of m greater than 2, the gain between C..! and
Cll . is explicitly given in the figures. We observe that this
gain is higher as m is low, but it is never null. We obtain
the maximum relative completeness only as m=10 in both
scenarios. This means a super-sniffer always benefits from
combining an extra sniffer.

As we discussed in Section V, the completeness varies
notably in the residential environment while the values are
pretty stable in the office area. The analysis of completeness
for a given size m confirms this, as for the residential setting
we observe up to 20% difference between C], and C]

depending on the choice of the m sniffers composing the

super-sniffer. This variation is, as expected, less and less
visible as the size of the super-sniffer increases.

In the office environment, we note that the variation of
completeness for a given size of super-sniffer does not go
beyond 4%. This stability between the lower and higher
completenesses is welcome. Still, it would be hazardous to
conclude on the better performance of the office scenario. For
m greater than 1, we observe a higher C" . in the residential
scenario, and this value increases as m grows.

A super-sniffer combining five sniffers can capture 80% of
the packets in the office environment, and a combination of
four to nine sniffers offers the same performance in the resi-
dential area. In both scenarios, we need to get the maximum
size super-sniffer to reach maximum completeness. Reaching
it for a lower value of m would be a good indicator that
the capture is effectively complete. Although we observe a
convergence, we have no guarantees to capture all packets
even with the maximum size super-sniffer.

B. Impact of the hardware

Our experimental platform is composed of sniffers based on
RPi3 or RPi4 devices. External Wi-Fi adapters are identical,
so the sensitivity of all devices should be equal. Table II
displays the average completeness and the standard deviation
for each combination of sniffers according to their model
for the residential scenario. The rows and columns inform
respectively about the number of RPi3 and RPi4 composing
the super-sniffer. Thus, [row 4 ; column 0] gives the average
completeness for all combinations of 4 RPi3, and [row 3 ;
column 1] represents all super-sniffers composed of 3 RPi3
and 1 RPi4, and so on.

When comparing diagonals composed of the same number
of sniffers, we note that the average completeness is quite
similar. We do not see any performance improvement when
using RPi4 rather than RPi3. Table II even shows sometimes
some slightly better results with RPi3 than RPi4. The results
for the office environment are nearly identical, so we do not
present the table to save some space.

The position of each sniffer in our testbed does not affect
the completeness of each trace, and the model of RPi used
does not seem to play a significant role either. Thus, our off-
the-shelf platform appears sufficient to hold the traffic load of
both scenarios.

VII. RELATED WORK

Xu et al. merge the individual traces into a single and
then run an inference procedure to reconstruct the missing
packets [14]. It needs at least one packet of a conversation in a
trace to infer the missing packets and its accuracy also depends
on the capture percentage. The evaluation is dependent on
a simulation where the process removes packets from the
trace randomly whereas, we keep the packet with the best
RSSI value. Wit is a tool to merge multiple traces and then
reconstruct the missing packets by inferring if they were
received by the destination by making use of the frames like
Association Request and Response [7]. PMSW is a passive



TABLE II: Residential area: average relative completeness and standard deviation for each combination of RPi.

RPi4

RPi3 0 1 2 3 4 5
0 - 0.42 £0.08 0.57 £0.05 0.65 £0.04  0.72 £+0.023 -
1 0.44 £0.09 0.58 +£0.06  0.67 £0.05 0.75 +£0.04  0.80 £0.03  0.82 £0.03
2 0.59 £0.06  0.66 +0.05 0.74 +£0.04 0.79 +0.04  0.83 £0.03  0.87 £0.03
3 0.68 +0.04 0.73 £0.04 0.78 £0.03  0.84 +0.03  0.88 £0.03  0.92 +0.02
4 0.75 £0.03  0.80 +0.03  0.85 +0.02  0.89 +£0.02  0.92 £0.02  0.96 +£0.02
5 - 0.85 £0.01  0.89 £0.01  0.93 +0.01 0.97 +0.00 -

monitoring system that relies on sequence numbers to infer
the missing packets in a wireless sensor network. However,
it only captures data and acknowledgment packets, leading
to a complex synchronization solution [15]. There are no
conversation, data, or association frames as we rely on probe
requests for contact traces.

Schulman et al. estimate the number of missed packets using
sequence numbers and re-transmission bit [16] but they do not
capture traffic of their own and rely on datasets available on
CRAWDAD [17], whereas, we collect our own traces. The
dependence on the re-transmission bit would create some bias
because it is hard to infer how many packets are actually re-
transmitted because they have the same sequence number.

Mahanti et al. examine the beacon and acknowledgment
frames, MAC-layer sequence numbers, and placement of snif-
fer to address the incomplete traces [18]. They use the results
from one sniffer to create a layout of four sniffers on three
floors. The amount of packets captured in 24 hours is nearly
the same as that captured by our sniffers in 10 minutes. Garcia
et al. develop a passive monitoring system called EPMOSt
which focuses on election to choose the nodes of the target
area for their packets to be captured by the sniffers but more
in terms of energy consumption which reduces the number of
packets captured by 0.62% [6].

LiveNet provides a platform for monitoring and processing
passive traces but the transfer of packets to the serial port
seems to result in packet loss and the validation is also
based on the data measured in a controlled environment [19].
Our work stands distinctive as we focus on redundancy for
trace completeness based on real-world experiments in an
uncontrolled environment and do an exhaustive analysis for
different scenarios. Moreover, our solution is more oriented
towards contact traces.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we introduce the notion of relative trace
completeness. We present the analysis for traces captured
simultaneously by ten co-located sniffers of two different
types in low and high-activity scenarios. We highlight the
importance of grouping sniffers into super-sniffers to improve
completeness significantly. At the same time, we draw atten-
tion to the differences in trace completeness depending on the
type of environment. We plan to study the impact of distance
between the sniffers on completeness. We also plan to do a
comparison of using multiple RPi nodes with one antenna each
and one RPi node with multiple antennas. Lastly, we intend

to do measurements on different channels to study the impact
of channel selection on completeness.
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