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ABSTRACT This paper introduces a new approach to providing secure physical-layer massive multiple-
input multiple-output (MIMO) based communications that can improve the energy efficiency of the system.
This is achieved by synthesizing orthogonal artificial noise (AN) that has to be constrained to lie in the
null space of the legitimate users’ channels while it should lie in the range space of the eavesdropper’s
channel. In addition, this AN reduces the peak-to-average power ratio (PAPR) of the transmit signal. Indeed,
low PAPR signals are preferable and more efficient for low-cost hardware, thus improving the energy
consumption of massive MIMO systems. In this paper, we propose a new PAPR-aware precoding scheme
based on the use of AN to enhance the secrecy performance of massive MIMO while reducing the PAPR
of the transmit signal and guaranteeing excellent transmission quality for legitimate users. The scheme
is formulated as a convex optimization problem that can be resolved via steepest gradient descent (GD).
Accordingly, we developed a new iterative algorithm, referred to as PAPR-Aware-Secure-mMIMO, that
makes use of instantaneous information to solve the optimization problem. Simulation results show the
efficiency of our proposed algorithm in terms of PAPR reduction and secrecy, which is also studied with
respect to power distribution between useful signal and AN, PAPR targets and the number of BS antennas.

INDEX TERMS Artificial noise (AN), massive multiple-input multiple-output (MIMO), peak-to-average
power ratio (PAPR), physical layer security (PLS), power allocation, steepest gradient descent (GD), zero-
forcing (ZF) precoding.

I. INTRODUCTION

The concept of physical layer security (PLS) builds on the
pivotal idea of turning wireless channel’s imperfections, such
as noise and fading, into a source of security. It is considered
a promising technique that exploits the channel properties to
send confidential messages to the legitimate receiver (Bob)
even in the presence of a powerful eavesdropper (Eve). It is a
field that is gaining more attention in recent times because it
offers the advantages of lower computational complexity and
lower resource requirement compared to legacy cryptography
and it is potentially quantum secure [1]. These attributes will
make PLS an interesting choice for 5G-and-Beyond services
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such as massive machine type communication (mMTC) and
ultra-reliable and low latency communication (URLLC).

Massive multiple-input multiple-output (MIMO) systems,
where the base station (BS) is equipped with a very large
number of antennas, have recently received a lot of atten-
tion [2]. Some of the advantages of massive MIMO include
improvement in throughput, better radiated energy efficiency,
reduced latency, simplification of the media access con-
trol (MAC) layer, and robustness to intentional jamming. It is
a key technology for the next generation wireless systems and
supports 5G and Beyond services [3].

The use of artificial noise (AN) injection to provide secu-
rity is a well-established concept. It is classified as a channel
enhancing technique [4]. The concept was introduced in [5]
and the main idea is that when a transmitter (Alice) has a
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higher spatial degree of freedom than an eavesdropper, it can
exploit it by using the available power to transmit AN in the
null space of the legitimate receiver but the range space of
the eavesdropper. This AN will be transparent to Bob but it
will degrade the channel of Eve, hence secrecy is provided.
However, a major challenge that is yet to receive enough
attention in the literature is the high peak-to-average power
ratio (PAPR) of the transmit signals in emerging massive
MIMO systems, which are caused by the use of high dimen-
sional precoding matrix. Moreover, this high PAPR can be
accentuated by in-phase superposition between the informa-
tion signal and the AN sub-spaces [1]. High PAPR of trans-
mit signal is associated with hardware impairments, espe-
cially power amplifiers (PA) non-linearity problems leading
to signal distortion, phase rotation, and adjacent channel
interference. The optimal transmit signals require that the
power amplifiers are backed-off and operated in their linear
region [6]. Operating at such a large backoff degrades the
efficiency of that PA, which is the most power-consuming
unit at the BS. This leads to a decrease in the global system
energy efficiency [7].

The authors in [8] showed that the famous AN-based
technique proposed in [5] causes high PAPR in the antenna
domain for a multiple-input single-output (MISO) model due
to the accidental in-phase addition (superposition) of AN sub-
spaces and the signal subspace. This was compared with tra-
ditional orthogonal frequency division multiplexing (OFDM)
signal in the time domain. To solve this problem, an angle
rotation based technique was proposed to reduce the PAPR,
while maintaining the secrecy capacity performance as that of
the original AN-aided method. In [9], the authors proposed to
either change the distribution of the added AN from Gaussian
to uniform in flat fading environments or use an optimized
AN. This does not only avoids PAPR increase but also helps
reduce the PAPR of OFDM signal transmission in a single-
input single-output (SISO) model. In [10], the authors pro-
posed a power allocation algorithm for AN subspaces to solve
the non-convex optimization problem of PAPR. It is based
on fractional programming, the difference between convex
functions programming and non-convex quadratic equality
constraint relaxation.

In our work, we study and propose a scheme referred to
as PAPR-Aware-Secure-mMIMO. It has the advantage of
providing security due to AN injection while reducing the
PAPR of the transmit signal. The main contributions of this
article can be summarized as follows:

« We propose, as a convex optimization problem,

a method to design a PAPR-aware AN signal.

« We showed that this convex optimization problem can be
easily solved by an iterative algorithm that makes use of
instantaneous information via the gradient descent (GD)
approach. The proposed AN achieves the same secrecy
rate as legacy AN aided schemes employing random
AN [5] but with the additional advantage of a reduced
PAPR. Using numerical simulation, we validate the
performance of our proposed scheme in a downlink
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TABLE 1. Abbreviations.

AN Artificial Noise

AWGN | Additive White Gaussian Noise

BS Base Station

CCDF Complementary Cumulative  Density
Function

CSI Channel State Information

GD Gradient Descent
LSA Least Squares Approximation

MAC Media Access Control

MIMO | Multiple Input Multiple Output

MISO | Multiple Input Single Output

mMTC | Massive Machine Type Communication

MUI Multi User Interference

OFDM Qrtho gonal Frequency Division Multiplex-
ing

PA Power Amplifiers

PAPR | Peak to Average Power Ratio

PLS Physical Layer Security

QAM Quadrature Amplitude Modulation
SER Symbol Error Rate

SISO Single Input Single Output

SNR Signal to Noise Ratio

TDD Time Division Duplexing

URLLC U'ltra.—Rellable and Low Latency Commu-
nication

ZF Zero Forcing

massive MIMO transmission exposed to passive
eavesdropping.

« We analyze the PAPR performance of the transmission
scheme with respect to (w.r.t.) the number of transmit
antennas at the base station (BS) and target PAPRs.

« We study the impact of the ratio of the power distribution
between the useful signal and the AN on the secrecy
capacity, PAPR and symbol error rate (SER) in our
proposed transmission scheme.

The rest of this paper is organized as follows. Section II is
devoted to describing the system model of the AN precoded
secure massive MIMO downlink transmission. In Section III,
the proposed PAPR-aware AN injected transmission scheme
is presented. We then describe, in Section IV, the algorithm
for the generation of the PAPR-aware AN. Simulation results
are presented and discussed in Section V. Section VI con-
cludes the paper. For the sake of clarity, we show all abbrevi-
ations in Table 1.

Notations: Vectors are denoted by lowercase boldface let-
ters (e.g. x), matrices are denoted by uppercase boldface
letters (e.g. X) and individual vector elements are denoted
by normal letters (e.g. x). Absolute value, />-norm and
lso-norm are denoted by |x|, ||x||, and ||x|| o, respectively. The
N x N identity matrix is denoted by In. Tr(X) is the trace of
X and det(X) is the determinant of X. Transpose, Conjugate
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transpose and Frobenius norm are symbolized by X’ , X' and
||X||12r respectively. [E{.} stands for the expectation operator
and {.}¢ represents the £ iteration step.

Il. SYSTEM MODEL

We consider a single-cell massive MIMO downlink transmis-
sion between a BS (Alice) with N, antennas and N, legitimate
single-antenna receiver terminals in the presence of passive
eavesdropper (Eve) equipped with N, . receive antennas as
shown in Fig. 1. Eve can be perceived either as an eaves-
dropper with multiple antennas or several single antenna
eavesdroppers that can collaborate and carry out cooperative
detection. In our study, we consider the situation in which
all eavesdroppers collaborate to eavesdrop on the information
transmitted to only one legitimate terminal. In essence, in this
paper, Bob signifies one terminal out of the available N,
terminals. Note that N; is significantly larger than N, and N, ,
(Nt > Nr» Nr,e)-

‘We assume a non-line-of-sight rich scattering environment
and, as such, model all channels as uncorrelated flat-fading
Rayleigh channels. It is assumed that the main channel,
H e CN>N can be perfectly estimated and is avail-
able at the BS using channel reciprocity in time division
duplexing (TDD) mode. Reciprocity implies that the channel
responses in the uplink are identical to the channel responses
in the downlink. This property holds as long as the uplink
and downlink transmissions happen within the channel coher-
ence interval. The property is commonly used in the litera-
ture related to massive MIMO with TDD mode [11]-[14].
We assume that Alice is unaware of Eve’s channel state
information (CSI), H, € CNreXNt The entries of H and H,
are independent and identically distributed (i.i.d.) zero-mean
complex Gaussian variables with unit variance.

We calculate the null space matrix, V € CNixN: for H
using the Moore—Penrose Pseudoinverse [15]:

V =1y, —H' HH)'H (1)

Zero-forcing (ZF) precoding scheme is considered in this
paper. It aims to cancel out multi-user interference (MUI)
between the legitimate receivers. The computational com-
plexity of ZF precoding is discussed in [16], [17]. The
adopted ZF precoding vector, F € CN*Nr_is can be written
as

F = Hi((HHAT) L. ()

For an AN-precoded system with a total available power,
P, the power budget is respected by distributing the power
between the information signal and AN. The power allocated
to the information signal is represented as 6 P while the rest
of the power budget, (1 — )P, is dedicated to the AN, where
0<6<l.

We adopt equal power allocation across all transmit anten-
nas. Thus, when a random AN is injected into the null space
of the main channel, the transmit signal, x € CNex1 for
a data vector, s € CV*! with N, complex values, can be
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FIGURE 1. System model of the AN precoded single-carrier massive
MIMO downlink transmission with N; antennas at the BS, N, single
antenna legitimate receivers and N; ¢ antennas at the eavesdropper
where N¢ > N, Nr e.

6 1—-6
= |—F —Vk, 3
x “/f s+ | : 3)

where k € CM*! is the randomly generated AN with a
covariance matrix akzINr, while ¥ and & stand respectively
for the Frobenius norms of F and V that are included for
normalization and derived as
N; — N,
v = N, “)
§ =N —N,. )

expressed as

The details of these derivations (4) and (5) are given in the
Appendix.
For the m-th legitimate terminal, the received symbol is as

0
You =,/ Esm + np, (6)

where s,, is the m-th element in the transmit data vector s and
np is the complex Additive White Gaussian Noise (AWGN)
component at the legitimate terminal with variance og which
is uncorrelated with s,,,.

The received signal at the eavesdropper, y,, € CNrex1 js

|6 [1—6
yel = EH(;FS + THer + ne, (7)

where n, € CNre*! is the i.i.d. AWGN sample with covari-
ance matrix aelew.

Secrecy capacity is the maximum transmission rate at
which the eavesdropper is unable to decode any informa-
tion [18]. It is equal to the positive difference between the
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main channel capacity and the capacity of the wiretap chan-
nel. A positive value means secrecy is achievable and a zero
implies there is no secrecy guarantee. We measure secrecy
capacity in b/s/Hz (or bits/channel use).

From (6), the channel capacity when we consider only one
legitimate receiver is written as

0
Cp =logy (1 + EV)’ ®)

where  is the average signal-to-noise ratio (SNR) at the
legitimate receiver given as

_ E{sP?} o?
y=——— =, ©)
0p %

and asz is the variance of the transmit data symbol, s,,.

Inspired by [19], we show the channel capacity for Eve
when a Gaussian random AN is injected in the null space of
the main channel with equal power allocation,

VYol 4o =P. (10
For notational convenience, we represent
A = H,FFH!, and B=H,VV'H]. (11)

By letting asz = 6P/ and akz = (1 — 9)P/£&, the wiretap
channel capacity for a cooperative eavesdropper attempting
to intercept a single symbol out of all the transmitted symbols
can be written as

1
CezN

r,e

oy (-0 )
1 d Iy, +—A+—-B
<°g2 et( e T g

— log, det (INM + @B)). (12)

From (8) and (12), considering a model in which the sym-
bol sent to a single terminal is intercepted by collaborating
eavesdroppers, the secrecy capacity when a Gaussian random
AN is injected is given as

C,, = Cp — C. (13)

lll. PAPR-AWARE AN

Massive MIMO offers a high-dimensional null space thanks
to a large number of transmit antennas. The precoders cur-
rently used in massive MIMO exhibit transmit signals with
high PAPR, regardless of whether it is a single-carrier or
OFDM transmission [4]. Also, high PAPR is a known chal-
lenge in the literature for schemes considering AN injection
for security. The PAPR is defined as the ratio of the high-
est (peak) signal power to its average power value. For a
transmit signal injected with random AN as seen in (3), the
PAPR is expected to be high and can be written as

2
max,=12,..~, [ % 7] %I,
2 - ki
EL] x 7] llell3
where x,, is the signal transmitted over the n-th antenna out

of the N, transmit antennas. To jointly minimize the PAPRs
associated with all antennas in (14) results in a non-convex

PAPR| = (14)
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problem that is complicated to solve and, to the best of our
knowledge, there is no efficient solution for such a non-
convex problem. Inspired by the work in [20], our proposed
transmission scheme transforms the PAPR reduction problem
into a convex optimization problem which can be solved
by an algorithm using real-time data via the GD approach.
The clipping signals in the algorithm are used to design a
PAPR-aware AN signal, thereby achieving both PAPR reduc-
tion and security enhancement.

Our goal is to exploit the null space provided by massive
MIMO in the design of the PAPR-aware AN. Similar to other
AN injection schemes, this PAPR-aware noise is injected into
the null space of the main channel, H. This means that the AN
will remain transparent to Bob but will degrade the wiretap
channel, H,, since it is in its range space. Indeed, the majority
of the literature with passive eavesdroppers considered that
Bob’s channel is independent of Eve in wireless environ-
ments, which can be satisfied when they are separated apart
by at least half a wavelength [21], [22]. Note that this is only
true in rich scattering environments.

In the proposed transmission scheme, we commence by
computing ZF-precoded signal that gives high transmission
quality in terms of MUI. We then apply an iterative algorithm
to evaluate the peak-canceling signals. This reduces the PAPR
of the transmit signal and enhances security. To begin the
scheme, the ZF precoded signal, v € CV*!, is represented

as
= .

To obtain the optimal PAPR, the high amplitudes of the
transmit signal is iteratively clipped to an optimal threshold
before transmission. The clipping threshold, A%, for every
iteration is approximately the square root of the mean power
of the signal across all transmit antennas at that iteration step.
The clipped signal whose difference is used to calculate the
PAPR reducing AN for an ¢-th iteration is given as
vf;, if | U,f < A,

¢
v, = ) 16
" AL exp"”ﬁ, if | Ufl |> A. (16)

For every channel realization, the optimal clipping signal
at each iteration step on the algorithm, z € CN*!, and is
expressed as

' = Vo' (17)

However the peak canceling signal hardly equals z.
To address this challenge, we employ the convex optimization
problem (18) below. The proposed iterative algorithm is then
used to search for @, the optimal solution to (18).

minimize G(w) = |Vo — zII%,
{

o}
[0 [1—06_ .
subject to s = H( EFS + £ Vo), (18)

E{| & |*} = E{| VK |*}.

68485



IEEE Access

I. Ajayi et al.: PAPR-Aware Artificial Noise for Secure Massive MIMO Downlink

The first constraint is intended to ensure that the added
PAPR reducing AN remains transparent to the legitimate
receiver while keeping zero MUI The second constraint
ensures that this added PAPR reducing AN is of equal vari-
ance and comparable with the randomly generated AN. This
guarantees that the security is maintained and allows for a fair
comparison of the schemes.

The optimization problem above can be solved using the
steepest GD method [23], [24]. The search directions of the
steepest gradient at every iteration step in the algorithm is
given by the negative gradient of G at ®* denoted as

2
Vf)‘f‘lG(wl-i-l) — —VT(VQ)Z _ze-l—l)’ (19)
Lo
where £, = 202,,(V) is the Lipschitz constant [25] for

Vo — z||%. At each iteration step in the proposed algorithm,
the signal to be clipped, v, is given as

where p is a regularization factor calculated using Least
Squares Approximation (LSA) [26]. By using this regulariza-
tion factor, the amplitude of peak canceling signals generated
by LSA is almost equal to those of the original clipping noise.
It can be expressed as

T
. IVet T2t |

21
Vet |2 @b

As earlier described, the final PAPR-aware AN for every
channel realization is the summation of the p! V' for every
step of the iteration. For a total number of iterations, L, the
final injected AN, @, is given by

w=—", (22)

where o, is the standard deviation of the total injected AN
o ],
®"~ and

L—1
o = ZpveK.
=0

At the final step of the algorithm, we obtain the
PAPR-aware AN precoded signal, ¥ € CNix1 written as

J\E—\/EFs+ 1-6, (23)
- /2 /E .

IV. PAPR-AWARE-SECURE-mMIMO ALGORITHM
In this section, we sequentially itemize the steps employed in
the proposed -Secure-mMIMO algorithm. As stated, the algo-
rithm achieves both security and PAPR reduction simultane-
ously. The algorithm steps are shown in Tab. Algorithm 1.
The received signal for Bob, a single terminal, remains
identical to (6). This is because, similar to the random AN, the
AN is also constrained to the null space of the main channel
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Algorithm 1 PAPR-Aware-Secure-mMIMO

1: Tnitialization: © = 0,z = 0, & = 0, v = \/ng, L, =
202, (V)

2. for¢ = 0,...,L-1do
o Al = Rl

4 dz = UZ
5
6
7

041 ¢ ot
dit! = 2t exph
1 gtrl _ gyt

>V vl > At

b4 v
ot = ol — 22—VT(VwZ — i+
N pe _ ZIVw“lllzéﬂrll
Z|Vw13+1‘2
o v =0l 4 ptvetT!
10: &')€+1 =&t _I_pZVw€+1
11: if { == L-1 then
12: @ =& o
13: X = %Fs + lé;eco
14: end if
15: end for

16: return X

and is therefore transparent to Bob. The received signal at the
eavesdropper is expressed as follows:

|6 [1—6
Ve, = EHEFS + THE&) + n,, (24)

where @ is the PAPR-aware AN designed by the algorithm.
Now the PAPR of the signal when the PAPR-aware AN is
injected will be significantly lower than the PAPR when
random AN is injected. The PAPR expression is seen below
and the results are validated through simulations in the next
section,

max,—i2..~ [1 ¥ 2] %1%

PAPR, =
g E[| %] 2]

= . 25
LA
The main channel capacity remains the same as (8) since this
AN remains transparent to Bob and has no impact on the main
channel. Also, by normalization of the PAPR-aware AN, @,
and respecting the equal power allocation condition described
in (10), the wiretap channel capacity will remain the same
as when we inject a random AN. Hence, the equal power
allocation condition is fulfilled for the PAPR reducing AN
when

Yol +al=P. (26)

Intuitively, we expect the secrecy capacities to be the same
since the covariances of the random AN and PAPR-aware AN
are the same. In essence, the secrecy gain due to AN injection
remains the same,

Cy, = Cy,. Q27

V. SIMULATION RESULTS AND DISCUSSIONS
In this section, we present the simulation results for the
proposed PAPR-Aware-Secure-mMIMO scheme for security
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0 o -
10 o = T
—H — ZF Precoded Signal
—¥— PAPR-Aware-Secure-mMIMO
—{2 — ZF Precoded Signal plus Random AN
107
_ N
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o \
Lt
O
102} \
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\
\
\
103 | | | | &
0 2 4 6 8 0 12

PAPR(dB)

FIGURE 2. CCDFs of the PAPR of the proposed AN-aided scheme
compared with signal with random AN and signal without added AN.

enhancement and PAPR reduction. We use the complemen-
tary cumulative distribution function (CCDF) to evaluate the
PAPR reduction performance, which denotes the probabil-
ity that the PAPR of the estimated signal exceeds a given
threshold. The secrecy rate is used to measure the secrecy
performance of the system. For all simulations, 40 iterations
(L = 40) of the algorithm are carried out for every channel
realization.

In Fig. 2, we compare the PAPR of the transmit signal
using our algorithm to the PAPR of the transmit signal when
a random AN is employed. The simulation was carried out
considering a BS with N; = 70 antennas, N, = 10 legitimate
terminals and 6 = 0.9. It can be seen that our algorithm
provides a substantial PAPR reduction (shown by the solid
line) compared to the PAPR for the signal with ZF precoding
only and the signal with random AN injection, shown by the
dash and dash-dot lines respectively in Fig. 2. At CCDF of
0.1%, we observe a gain of 5.5 dB. Another point to note is
that even without AN injection, massive MIMO has a high
PAPR due to the precoding schemes. We observe that with
these simulation parameters, the random AN, which is also
known for its high PAPR challenges, does not accentuate the
PAPR in the massive MIMO scheme. This is evident from the
fact that the PAPR for both the ZF precoding scheme without
any AN injection and the scheme with random AN injection is
10.1 dB at a CCDF of 0.1%. This implies that the high PAPR
is due to the massive MIMO precoding and is not accentuated
by the AN injection.

In Fig. 3, the secrecy rate performance of the AN-aided
scheme is plotted against the average SNR. We assume the
same SNR for Bob and Eve. With 70 BS antennas and a
power allocation ratio 6 = 0.9, we consider the capacity of
a single legitimate terminal out of 10 legitimate users and
the capacity of a cooperative Eve consisting of 10 receive
antennas. For Eve, we look at the capacity in relation to
a single transmitted symbol received. We can observe that
when we transmit the ZF-precoded signal without any AN
injection, the secrecy rate is 2 b/s/Hz at SNR = 0 dB. With
the increase in SNR, this rate slightly grows to reach a limit
of 4 b/s/Hz. This is in agreement with the work done in [27]
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T T T T
—H— ZF Precoded Signal

—¥— PAPR-Aware-Secure-mMIMO

6 - |—E— ZF Precoded Signal plus Random AN

Secrecy Rate (b/s/Hz)

1 I I I I I I I I I
0 2 4 6 8 10 12 14 16 18 20

SNR(dB)
FIGURE 3. Secrecy capacity performance of the proposed AN-aided
scheme compared to the capacity with Random AN injection and no AN
injection when 6 = 0.9.

SER

—H— ZF Precoded Signal
—¥— PAPR-Aware-Secure-mMIMO
—O— ZF Precoded Signal plus Random AN

10° ! :
0 2 4 6 8 10 12
SNR(dB)

FIGURE 4. Symbol error rate performance for 16 QAM constellation size
with power allocation ratio, 6 = 0.9.

where the authors showed that considering a single terminal,
the secure transmission may be limited in massive MIMO
with passive eavesdropping if the number of eavesdropper
antennas is too large. However, with the injection of AN, the
transmission scheme provides a continuous enhancement of
the achievable secrecy rate as the SNR increases. In essence,
the secrecy capacity C; becomes larger since C, is limited
by the variance of the AN in a high SNR regime while Cp
keeps rising. Note that the plots have been simulated with
the assumption of the same SNR at Bob and Eve, a condition
that is not necessarily always true in practical scenarios. It is
possible that Eve has a positional advantage over Bob and
therefore a better SNR. In essence, the injection of the AN
technique remains a useful security technique for massive
MIMO. However, this secrecy rate is the same for both cases
when we inject random AN as in legacy AN works and when
we inject our proposed PAPR reducing AN. This is the benefit
of our proposed scheme, as we obtain the secrecy offered
by legacy AN schemes but with a reduced PAPR, thereby
making this less expensive and more feasible for practical
deployments.

In Fig. 4, we analyze the SER performance of the pro-
posed scheme in comparison to the cases when random AN
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FIGURE 5. PAPR gain performance of the proposed AN-aided scheme
w.r.t. the number of BS antennas.
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FIGURE 6. Comparison of the CCDF of the PAPR of proposed AN-aided
scheme for different PAPR targets at power allocation ratio, 6, of 0.9.

is injected and when no AN is injected using the 16-QAM
constellation size and the power allocation ratio of 6 = 0.9.
It can be observed that with an SER value of 10_4, there is
about 0.5 dB of SNR loss for our scheme, compared to the
ZF precoding without any AN injection scheme. Expectedly,
the SER performance is the same in our scheme and for the
scheme with random AN injection. It is obvious that the
added signal related to PAPR reduction and secrecy does not
affect the quality of transmission.

The impact of the number of transmit antennas N; on the
PAPR reduction gain is analyzed in Fig. 5. We consider the
range of N; € [70, 100], N, = 10 and 6 = 0.9. We observe
that for a fixed number of legitimate users, the PAPR gain
shows marginal improvement (less than 0.3 dB ) when the
number of BS antennas goes from 70 to 100. However, it is
worth using more BS antennas if the number of legitimate
terminals becomes higher.

Fig. 6 shows the performance of the proposed algorithm
w.r.t. various target PAPR levels. We see that for a target
PAPR of —1 dB, we achieve a PAPR of 4.5 dB that is 5.5 dB
higher than the target PAPR. When the target is 1 dB, the
achieved PAPR is 5 dB which is 4 dB above the target.
Consequently, we can conclude that the algorithm is more
effective when the target PAPR is less strict.
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In Fig 7, we see the impact of 6 on the PAPR per-
formance of the proposed PAPR-Aware-Secure-mMIMO
scheme. There is a trade-off between the attained PAPR
and the percentage of the power allocated to AN. Note that
0 €]0, 1] where 6 = 1 corresponds to ZF precoding case
without AN injection. When 8 = 0, the useful signal is null
and there is no need to design a PAPR-aware AN. As more
power is allocated to the AN (i.e., with 6 decrease), the PAPR
significantly increases. We observe that when more power
is allocated to the AN, the algorithm is no longer effective,
resulting in a PAPR equal to or greater than the PAPR without
AN injection (ZF precoding only). In fact, we observe a very
high PAPR of up to 13.3 dB when 6 = 0.1 and it can be
deduced that the high PAPR is the combined effect of the
PAPR increase due to both massive MIMO precoding and
AN injection. As less power is allocated to the PAPR-aware
AN, we observe a constant decrease in the attained PAPR
and we obtain a 4.70 dB PAPR when 6 = 0.9. As earlier
discussed, the secrecy capacity at this point (6.5 b/s/Hz) is
also significantly higher than the secrecy capacity without
any AN injection (3.8 b/s/Hz when 6 = 1). Hence, § = 0.9 is
the optimal point providing maximum PAPR reduction and
at the same time significant enhancement in secrecy capacity
with a marginal SNR loss in terms of SER.

In Fig. 8, we analyze the secrecy capacity performance in
relation to the ratio between the useful signal power 6 P and
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the PAPR-aware AN one (1—0)P. Low and high SNR regimes
stand respectively for SNRs of 0 and 20 dB. In the low SNR
case, we can observe that with higher 0, the secrecy capacity
increases to about 2 b/s/Hz. We can conclude that there is
no need for AN injection in this regime since the secrecy
capacity is limited by the thermal noise. Hence, allocating
some of the power to AN will have a detrimental effect on
the capacity of Bob. However, in the high SNR regime, the
secrecy capacity becomes higher reaching its maximum value
Cs; = 7.4 b/s/Hz when 6 is between 0.5 and 0.6. This approx-
imately corresponds to equal power allocation between the
useful signal and the AN.

VI. CONCLUSION

In this paper, we proposed, as a convex optimization prob-
lem, a method to design a PAPR-aware AN that signifi-
cantly reduces PAPR and enhances security in a massive
MIMO downlink transmission. This optimization was solved
by an online iterative algorithm, referred to as PAPR-Aware-
Secure-mMIMO, that makes use of instantaneous informa-
tion using the GD approach. The proposed transmission
scheme is easy to implement and offers a solution to the high
PAPR challenge in massive MIMO. By using the high dimen-
sional null space provided by massive MIMO, the algorithm
iteratively clips a ZF-precoded signal to a threshold and uses
the difference between the input signal and the clipped signal
to generate AN. This AN is constrained to lie in the null
space of the main channel between the BS (Alice) and Bob
but the range space of the wiretap channel due to the uncor-
relation between the main channel and the wiretap channel.
We have shown the expressions for the PAPR and the secrecy
rate for this scheme and confirmed the result using numer-
ical simulations. Simulation results for the secrecy capacity
and PAPR show that our proposed algorithm achieves the
same secrecy as legacy AN injection schemes but with a
significantly reduced PAPR. We also studied the PAPR gain
vs. the number of BS antennas and observed that for a fixed
number of terminals, increasing the number of BS antennas
does not improve the PAPR gain. We studied the ability of
the proposed algorithm w.r.t. PAPR targets and observed that
the algorithm performs better when the target is less strict.
A study of the secrecy, PAPR, and error rate performances
of the scheme in relation to the power allocation ratio (6)
showed that an optimal point is achieved when 6 = 0.9 which
implies allocating 90% of the available power to the useful
signal and the remaining 10% to the artificial noise. In future
work, we intend to study advanced machine learning methods
to enhance the time-complexity of our iterative algorithm.

APPENDIX A
FROBENIUS NORM OF F
The proof that the normalization of the ZF precoder (2) is as
given in (4)
F = Hi(HHAT)!
F' = HH")"'H
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IF|)? = Tr(F'F)
IFI2 = Tr [~ HRf cam |
IR = T [ Rt~

Using the derivations of the expectation of trace of complex
inverse Wishart matrices as shown in [28], [29]

N,
> = — .
F Ny —N,

APPENDIX B

FROBENIUS NORM OF V

The proof that the normalization of the null space matrix (1)
is as given in (5)

V =1Iy, — HHH)'H
IVI? = Te(VVT)
IVI? = Tr(ly, — H'(HH")~'H)
IVI? = Tr(ly, — (HHDHH)™)
IVI2 = Tr(ly,) — Tr(Iy,)
IVI2 = N; — N;..
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