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I. INTRODUCTION

In today's automotive environments, mechanical actions are governed by actuators which are controlled by a network of Electronic Control Units (ECUs). This network provides avenues for hackers to modify or inject malicious packets which could greatly affect the safety and security of the car. Several recent car hacking incidents, most notably of the Jeep by Charlie Miller and Chris Valasek [START_REF] Greenberg | Hackers remotely kill a jeep on the highway-with me in it[END_REF], have emphasised the need to incorporate confidentiality, integrity, and authenticity of communication between ECUs.

A considerable challenge that hampers incorporating security features in an automobile is the latency overheads. Automotive systems are extremely time-critical [START_REF] Kalirajan | Exploration of the real time behavior of event chains by simulation and measurement of "in-vehicle networks[END_REF]. Naïvely incorporated security features could potentially harm overall performance, increase communication latencies, and hamper the real time behavior requirements of the automobile [START_REF] Schwartzberg | In-vehicle data latency: Fast or furious[END_REF]. A discussion on CAN bus security and its corresponding performance impacts can be found in [START_REF] Pfeiffer | Can security: how small can we go[END_REF]. Thus, automotive software developers have to pick cryptographic primitives that not just provide confidentiality, integrity and authenticity of communication, but at the same time ensure minimum overheads considering the capabilities and the performance of the microcontroller or microprocessor in use.

While popular microcontrollers like Infineon Aurix TC3xx [5] contain hardware accelerators for cryptographic primitives, medium and low performance microcontrollers (8/16 bit), have no or limited hardware accelerators for cryptography are still common in the automotive domain, for example in sensor/actuator communication. While in the latter case, software implementations of lightweight cryptography is essential, in the former, software implementations may employed to provide more flexibility in the protocols.

In the last few years, with global contests such as the NIST block cipher challenge 1 and the lightweight cryptography challenge 2 , there are several lightweight block cipher algorithms that are potential candidates. The security of these new cipher algorithms are found to be mostly at a par. Most cryptanalytic attacks discovered are theoretical and cannot be mounted in practice. This is because cipher designers, after several decades of extensive research, now understand the science of designing strong ciphers. Thus, every new cipher is designed to resist most cryptanalytic attacks including linear, differential, related-key, and algebraic cryptanalysis. Further, the global nature of the contests, encourages researchers world-wide to thoroughly scrutinize new cipher designs to identify weaknesses.

Every cipher is designed with a different structure and operations. While most designs follow the extensively researched, Feistel [START_REF] Nyberg | Generalized Feistel networks[END_REF] and Substitution Permutation [START_REF] Daemen | The design of Rijndael[END_REF] Networks, others experiment with new structures such as the Add-Rotate-Exor (ARX) [START_REF] Beaulieu | The simon and speck families of lightweight block ciphers[END_REF]. The differences in the structure and operations results in implementations that have different execution time on different platforms. Thus, it is a challenge for an automotive software designer to pick amongst these: a cipher that it trusts would provide secure communication at minimum overheads on the target platform.

In this paper we (a) provide a methodology to quantify the trust of a block cipher algorithm. The trust metrics are based on the potency of the attacks published and the world-wide perception of the cipher. A more potent attack reduces trust while a more globally accepted cipher, increases its trust. (b) We use this methodology to evaluate and rank 9 block cipher algorithms from most trusted to least trusted. (c) We then evaluate the overheads of these ciphers on popular Automotive platforms Infineon Aurix 399 Renesas R-Car M3, and the TI MSP 430. While the Infineon Aurix processor has six "Tri-Core" cores. The Renesas R-Car M3 is comparatively more powerful with multiple ARM A5x cores, typically deployed. TI's MSP 430 processor on the other has a small 16-bit core and is deployed in sensor environments. The evaluation provided in this work thus identifies the most suitable cipher candidates for a wide range of automotive environments.

This paper is organized as follows. Sections II and III provides a brief background on block ciphers and the related work in evaluating security and performance overheads respectively. Section IV provides the rationale for the proposed trust metric and evaluates 9 block ciphers. Section V discusses the performance evaluation of the ciphers on the Infineon Aurix 399, Renesas R-Car M3, and the TI MSP 430. Section VI provides caveats on the methodologies developed. The conclusion (Section VII) provides insights on choosing ciphers.

II. BACKGROUND

Block ciphers work on fixed-length blocks of plaintext and a secret key to generate ciphertexts that provide confidentiality. They can be used in primitives such as Cipher-based Message Authentication Codes (CMAC) to verify the integrity and authenticity of messages. A popular block cipher like the AES works with 128-bit plaintext blocks (block size) and keys which are either 128, 192, or 256, to obtain a ciphertext block. All block cipher algorithms designed today follow Shannon's theory of an iterative multiplicative cipher. Each block cipher has multiple rounds organized either as a Feistel structure or a Substitution Permutation Network (SPN), as seen in Figure 1. The first round takes the plaintext as input, the second round input is the first round's output, and so on. The final round output is the ciphertext. Each round has a fixed set of operations, which perform confusion and diffusion and a round key addition. While the round key adds randomness to the ciphertext, the confusion breaks the relationship between the round's output with its input and the diffusion ensures that a change in the input spreads to multiple bits in the output.

III. RELATED WORK

There is an urgent need for light-weight block ciphers in applications related to the Internet of Things (IoT) and Cyber Physical Systems (CPS). While global contests like NIST's Light Weight Cryptography challenge3 or DSCI's Light Weight Cipher Contest4 encourage the development and evaluation of new ciphers, there is little work done to compare trade-offs of security× performance amongst them for application in specific environments. An effort to provide a comparative analysis is presented in [START_REF] Pei | Trade-off of security and performance of lightweight block ciphers in Industrial Wireless Sensor Networks[END_REF] which evaluated a set of light-weight ciphers for security and overheads in Wireless Sensor Networks. The performance evaluation is done on the STM32F4075 micro-controller, while the avalanche effect is considered for security evaluation. This study is limiting for two reasons. First, the performance evaluation on a single platform may not be sufficient as IoT and CPS environments can have a variety of different microprocessors. The throughput of a cipher execution on one platform may not match that on another. Second, the strength of a cipher is often dictated by its weakest link. The weakest link is not be easily identified. Thus evaluating a few cipher properties is insufficient to gauge the cipher's security.

In this paper, we evaluate ciphers for automotive environments considering both trust and performance. We measure trust of a cipher by carefully analyzing its structure, existing attacks, and scale of adoption/evaluation of the cipher. The latter is estimated by studying the citations of the cipher over the years. For performance evaluation, we cover the full range of automotive platforms from high end to low end. We evaluate the ciphers on the high-end Renesas R-Car M3 platform; the mid-range Infineon Aurix 39x; and the low end TI MSP430 micro-controller. In Section V we provides insights on the performance observed in these platforms based on the cipher's structure as well as the micro-architecture of these processors.

IV. ESTABLISHING TRUST METRICS FOR BLOCK CIPHERS

During design, cipher algorithms are subjected to extensive security evaluation. Typically this is done by testing standard properties that are expected of a block cipher, such as, the indistinguishability of the ciphertext from random data, the cipher's ability to create ciphertexts that are not correlated to the corresponding plaintexts, and the ability to make two ciphertexts look very different even though the corresponding plaintexts differ in just a few bits. In addition to these tests, every block cipher is critically analyzed for their ability to withstand a known set of cryptanalytic attacks. These attacks assume that the adversary possesses full knowledge of encryption algorithm except for the secret key and the aim of the attacker is to guess the right key. Due to strong assumptions about the attacker, it may seem apparent that all new ciphers with the same key size, provides the same levels of security.

One aspect that has changed with the wide-spread adoption of the Internet, is the public scrutiny of ciphers. Researchers extensively develop and publish cryptanalytic attacks on ciphers. Similarly, optimized implementations of ciphers on multiple platforms are published. Engineers extensively publish applications that use specific cipher algorithms. In this paper, we utilize the public scrutiny of the ciphers to establish trust metrics that are based on the potency of the published cryptanalytic attacks and global adoption of the cipher.

A. Gauging the potency of a cryptanalytic attack

A variety of cryptanalytic attacks have been developed over the years. Some, like the linear and differential attacks on DES could mark the end of a cipher. Other attacks, like the recent Biclique attacks on AES [START_REF] Bogdanov | Biclique cryptanalysis of the full aes[END_REF], are developed more from an academic perspective and would be almost impractical to launch in practice. In this section we introduce several metrics that are used to gauge the potency of an attack.

Adversarial Capabilities. Based on the attacker's capabilities, five attack models are popularly used. These models, ranked from most powerful to least powerful, are (1) Ciphertext only Attack (COA), (2) Known Plaintext Attack (KPM), (3) Chosen Plaintext Attack (CPA), (4) Chosen Ciphertext Attack (CCA), and (5) Related Key Attack (RKA). The threat of a particular attack model depends on the application scenario. The COA, which only requires ciphertexts is often considered the most powerful because the attacker knows very little about the encryption. However, in applications such as network communication, a device can spoof packets forcing a victim to behave in certain predictable manner, potentially leading to KPA, CPA, and CCA attacks. Known Plaintext Attacks (KPA) are more powerful compared to CPA and CCA attacks. This is because, the KPA attacker is a passive listener of the messages that are encrypted. The Chosen Plaintext (CPA) and Chosen Ciphertext (CCA) attacks are equally potent requiring an active attacker. In CPA attacks, the attacker coerces the encryption of specific messages, while in CCA attacks, the attacker chooses ciphertext that are then decrypted. Related Key Attacks are more theoretical, and the weakest form. It requires that the attacker study the cipher's behavior under different keys. Due to the huge key space, this is not easily achieved. Since we require a trust metric that is independent of the application, we consider the first four attack models (COA, KPM, CPA, and CCA) to be equally potent. Related Key Attacks (RKA), however, are less practical due strong assumptions made, therefore less potent than the other models.

Online and Offline Attack Complexity. An attack has two phases: online and offline. In the online phase, the attacker would require to collect information about the encryption as per the attack model. In a COA for instance, the attacker would need to collect sufficient number of ciphertexts. While, in a CPA, the attacker would need to choose sufficient number of plaintexts and collect the corresponding ciphertexts. After the online phase, the attacker initiates the offline phase involving huge amounts of number crunching functions on GPUs, specialized hardware, or clusters of computers, before the secret key can be retrieved.

The complexity of the online phase is called data complexity, while the complexity of the offline phase is called time complexity of the attack. These complexities influence the potency of an attack. Higher complexities imply a weaker attack. We consider the data complexity to be more critical compared to the time complexity. This is because typical communication protocols require periodic key changes. An attack should therefore occur before a key is changed. Furthermore, limits of today's compute technologies restrict practical time complexities to less than 2 80 . This complexity implies that 2 80 keys need to be searched in order to identify the correct key. In other words, one out of the 2 80 possible keys is correct. To provide an intuition about the difficulty of performing such a search, we consider optimistically that one CPU costing USD 500, can perform 3 billion key searches per second. With this CPU, it would take 6 million years (on average) to find the correct key. If the key search is parallelized, it would cost over 3 Billion to have sufficient number of CPUs to find the correct key within one year. Thus any attack with a data complexity greater than 2 80 can be deemed impractical.

Reduced Round Attacks. Very often, developing a full break on the cipher is extremely difficult. Cryptographers then start to develop attacks on simplified models. One popular simplification is to develop attacks on reduced number of rounds of the cipher. While the reduced round attacks are not complete breaks, they still can be used to gauge the potency of the attack. For example, the 7 round attacks on AES is more potent than the 5 and 6 round attacks, but less potent than the 8 round attacks.

The cipher structure plays an important role in gauging the power of a reduced-round attack. For example, since Feistel ciphers typically have about twice the number of rounds as an SPN cipher, attacks on Feistel ciphers are typically deeper than SPN ciphers. While comparing attacks on reduced rounds, this should be considered. For example, a 7 round attack on the SPN structure of AES is equivalent to a 12 or 13 round attack on the Feistel cipher, CLEFIA.

To gauge the potency of a reduced round attack, we introduce a metric called Penetration Factor, defined as

P enetrationF actor = SecurityM argin N umberof Rounds ,
where SecurityMargin is the number of rounds considered in the attack. A higher penetration factor indicates a stronger attack. If a cipher has an attack on 8 rounds (reduced rounds) and the total number of round in the cipher is 12, then the security margin is 8 and penetration factor is 8/12 = 0.66.

Similarly, a full attack has a penetration factor of 1. This is maximum value the penetration factor can have. ). Citations taken from the following documents: AES [START_REF] Daemen | AES proposal: Rijndael[END_REF], [START_REF] Daemen | The design of Rijndael[END_REF], NOEKEON [START_REF] Raddum | Bit-pattern based integral attack[END_REF], MCRYPTON [START_REF] Lim | mcrypton -a lightweight block cipher for security of low-cost rfid tags and sensors[END_REF], CLEFIA [START_REF] Shirai | The 128bit blockcipher clefia (extended abstract)[END_REF], PRESENT [START_REF] Bogdanov | Present: An ultralightweight block cipher[END_REF], PICCOLO [START_REF] Shibutani | Piccolo: An ultra-lightweight blockcipher[END_REF], PRINCE [START_REF] Borghoff | Prince -a low-latency block cipher for pervasive computing applications -extended abstract[END_REF], SIMON&SPECK [START_REF] Beaulieu | The simon and speck families of lightweight block ciphers[END_REF]. As can be seen, after an initial growth phase, the number of citations per year for a cipher is almost a constant, indicating a linear growth.

B. Public Scrutiny of Ciphers

None of the ciphers in use today can guarantee security. However, most ciphers are published online and publicly scrutinized. Cryptographers world-wide would try their hand at breaking the ciphers. A classic example of this is in the standardization of the AES cipher, which was a global contest between 15 ciphers that were extensively studied and evaluated by cryptographers world wide, eventually resulting in Rijndael being was chosen as the standard. Even after the contest, which ended in October 2000, the AES has been extensively scrutinized by a large number of researchers for about two decades. Besides this, a large number of organizations have adopted AES for their encryption requirements. A cipher that is extensively scrutinized and adopted is more trustworthy than a cipher that is less scrutinized or adopted.

While it is difficult to find accurate numbers of how many cryptographers have tried to break a cipher or the number of organizations that have adopted the cipher for their applications, a reasonable indication can be obtained from the number of citations that the original ciphers have and the age of the cipher. The number of citations is an indicator of three aspects: (1) the adoption of the cipher in an application;

(2) an attack or analysis on the cipher; and (3) an efficient implementation. While (2) corresponds to scrutinizing the cipher's security properties, (1) and (3) corresponds to users who trust that the cipher is secure. All three give an indication of the cipher's trustworthiness.

Figure 2 shows the number of citations per year for the ciphers considered. The citations were obtained from Google scholar (retrieved on 22nd December, 2021). From Figure 2, it is clear that each cipher's citations/year is distinctively different. For example, on average, the AES cipher has 350 citations per year, while a less known cipher like NOEKEON, which is about the same age as the AES has only 22 citations. Thus, it is evident that the AES has been either scrutinized, adopted, or implemented much more aggressively compared to NOEKEON, thus can be more trusted. Similarly, comparing another pair of ciphers, CLEFIA and PRESENT, that are approximately the same age, PRESENT with over 2860 citations is more scrutinized, adopted, or implemented compared to CLEFIA. Thus, PRESENT is more trusted than CLEFIA.

To compare the public interest and scrutiny of a cipher, we introduce a metric called Scrutiny Factor, defined as follows.

ScrutinyF actor =

#citations Ageof Cipher .

The age of the cipher is taken with respect to the current year. The metric assumes a linear growth in the number of citations per year for a cipher. While this is observable in Figure 2, it is not always the case. There may be exceptions, such as the adoption of the cipher as a standard and a growth of a new sector requiring specialized ciphers, such as light-weight or low-latency. Ignoring such deviations, the average citations per year for a cipher is a good indicator of the trust cryptographers and users have on a cipher. This being said, any complete break with time complexity less than 2 80 dominates public scrutiny.

C. Evaluating Trust in Block Ciphers

We consider 9 cipher algorithms for evaluation. These ciphers were chosen based on their popularity (for example AES) or based on their use in standards (for example CLEFIA [START_REF] Shirai | The 128bit blockcipher clefia (extended abstract)[END_REF] and PRESENT [START_REF] Bogdanov | Present: An ultralightweight block cipher[END_REF] are light-weight standards). Others have been designed by reputed organizations (like SIMON and SPECK [START_REF] Beaulieu | The simon and speck families of lightweight block ciphers[END_REF], designed by the NSA). The remaining have been chosen from a world-wide light-weight cipher standardization contest (for example MCRYPTON [START_REF] Lim | mcrypton -a lightweight block cipher for security of low-cost rfid tags and sensors[END_REF], PICCOLO [START_REF] Shibutani | Piccolo: An ultra-lightweight blockcipher[END_REF], and PRINCE [START_REF] Borghoff | Prince -a low-latency block cipher for pervasive computing applications -extended abstract[END_REF]). Although most of the ciphers considered support multiple block sizes and key lengths, due to space constraints, we restrict our evaluation in this paper to versions with block size and key length 128 bits. The ciphers cover a variety of configurations, including Generalized Feistel networks and SPN structures. We surveyed all published cryptanalytic attacks and rated them according to the metrics described in Section IV-A.

Table I provides a subset of the published attacks on these ciphers ordered on the Scrutiny Factor. As can be seen, the AES cipher is the most scrutinized, with over 8000 citations and 22 attacks. Even though a full attack on AES is feasible in [START_REF] Bogdanov | Biclique cryptanalysis of the full aes[END_REF], the data complexity of 2 88 and time complexity of 2 126.1 , makes the attack infeasible in practice. This makes AES the most trusted amongst the ciphers considered. PRESENT too has a high Scrutiny Factor, and the attacks are difficult to mount due to the high data complexity. Thus, PRESENT too can be trusted, but not as much as AES. PICCOLO and NOEKEON have the least Scrutiny Factor and therefore the least trusted, even though there are no full attacks on these ciphers. Comparing PRINCE, SIMON and SPECK, they have similar Scrutiny Factor, but, Prince has a powerful attack with a low data complexity. Thus, Prince is less trustworthy compared to Simon and Speck.

V. PERFORMANCE OVERHEADS OF CIPHER IMPLEMENTATIONS

In real-time automotive environments, evaluation of a cipher's performance overheads is as important as the trust estimations. When considering cipher execution, one must differentiate between two main aspects: the overhead concerning the CPU utilization and the additional runtime needed for encryption and decryption in a synchronous execution with respect to the required deadline. The latter is the more critical as we see in applications involving a distributed network, the cipher execution is part of critical event chains with start to end response time, in the worst case, lower than 2ms.

Figure 3 shows a typical event chain from a smart sensor via the control unit to the smart actuator via an automotive bus, like CAN. To ensure a deterministic behavior of the event chain, the tasks on the different devices are synchronized to a common time base and the calculation sequences must comply to the planned time window for each device. t 01 to t 04 , illustrate the timing overhead for decryption and encryption of the data to ensure a secure communication. In worst case examples, the timing windows are in the range of less then 500µs, where the phases for reading the input, computation and triggering the output without encryption could last up to 300µs. For the timing considerations for the control unit in the middle of the chain, one must consider the twice the time as the data has to be decrypted before the calculation and then encrypted again. Depending on the interrupt load on the calculation core and delays due to higher prior activities typically the net core execution time of the calculation sequence shall not exceed 70% of the time window. In the example this would mean 350µs implying that the decryption and encryption shall not take longer than 25µs. This example shall give the order of magnitude and will differ from case to case, depending on the problem to solve. Therefore, the target is to have to cipher with the least execution time while guaranteeing an acceptable level of trust. Energy consumption of the micro-controller was not evaluated as in power-train applications it is of less importance, compared to the energy consumption of the power stages used to drive the sensors and actuators.

To understand the tradeoffs between performance and trust, we evaluate the ciphers on three platforms: the Infineon Aurix TC399, Renesas R-Car M3, and TI MSP430. These are popular microprocessors for automotive applications chosen to cover a range of platforms from high-performance to sensor networks. Table II compares important parameters in the three platforms. The Infineon Aurix TC399 microcontroller comprises of six symmetrical processing cores, each with a maximum clock frequency of 300Mhz, program flash memory of up to 16MB and over 6MB of integrated RAM. Figure 4 shows a typical partitioning of the software on an Infineon AURIX TC39x [START_REF] Claraz | Introducing multi-core at automotive engine systems[END_REF]. The basic software is distributed on multiple cores and each driver can be accessed from any core by the application software [START_REF] Mader | Autosar based multicore software implementation for powertrain applications (2015-1-0356[END_REF] [START_REF] Göbel | A multi-core basic software as key enabler of application software distribution[END_REF]. The communication relevant software parts are located on those cores which are equipped with lock step cores and the communication stacks are distributed to meet the performance requirements in high loaded projects [START_REF] Kastner | Unleashing the power of multi-core mcus by communication stack software distribution[END_REF]. On these cores the encryption and decryption of security relevant is executed especially for the data which are part of a time critical event chain as shown in Fig. 3. Although the TC39x is equipped with hardware accelerators, practical experience showed that encryption, using the accelerator hardware, takes in total even more time compared to the software algorithm executed on a computational core. This is caused by the communication overhead when triggering the hardware accelerator and the resolving of accesses to this shared resource, if triggered from more than one core. A large number of factor affect the execution time of block ciphers. Figure 5 shows that Noekeon, SPECK, and PRINCE block ciphers provides the highest throughput on the TI MSP 430, Infineon Aurix TC399, and the Renesas R-Car M3 respectively. We list the important factors that influence execution time and hence the throughput. In all measurements the ECB mode of encryption was used on randomly generated plaintext messages.

• The execution time of a cipher depends on the cipher algorithm as well as its implementation. A cryptographer may design an algorithm that abets efficient implementations, however, a badly coded realization of the cipher may negate the cryptographer's objectives. Alternatively, implementations may be optimized for memory footprint rather than performance. We have used open source software written in C for all the cipher implementations. Further optimisations may be possible by hand-crafted assembly. input at a time. The instructions are thus more easily cached. For example, AES operates on 16 bytes of data per round. The operations modify and perform confusion and diffusion operations on all the 16 bytes. However, an equivalent cipher like CLEFIA, has a Feistel structure and operates on 8 bytes per round. These 8 bytes and the corresponding operations are more easily cached even on the small Aurix processor. Thus, even though, CLEFIA has 18 round (compared to 10 rounds of AES), it executes much faster. • Some ciphers, like the popular light-weight cipher PRESENT, are well studied by the research community and expected to be small and fast. However, as we see from our results PRESENT is one of the slowest ciphers in the set. This is because ciphers like PRESENT are optimized for hardware and not for software. Their diffusion layer (permutation functions) in each round comprises of bit-operations. While bit-operations are very efficient in hardware, performing bit-operations in software is considerably expensive. • Cipher implementations mainly comprise of load-store and integer ALU operations. Processors that can efficiently schedule these instructions perform well. For instance, the Infineon Aurix TC399 processor is superscalar with two pipelines -one dedicated for load-store operations while the other is used for ALU operations. This structure is ideal for cipher execution. Load-store operations can be executed in parallel with the ALU operations, leading to a performance much better than one would expect. • Cipher implementations are extensively data intensive, thus most implementations suffer from the Von-Neumann bottleneck. TI MSP430 has a unified memory and no cache. Thus throughput of ciphers on the TI platform is several times lower compared to the other platforms. Data cache memory in processors, can help boost performance. However, extensively large cache memories are not very useful. This is because, data used by ciphers is localized, for example within 512 bytes. A lightly-loaded system would therefore not benefit from a large cache. • A significant contribution to the Von-Neumann bottleneck is due to the cipher's SBoxes. These provide the nonlinearity in the results and typically implemented using lookup tables. Ciphers such as SPECK and SIMON, do not have SBoxes, but depend on other arithmetic operations to provide the necessary non-linearity. Thus, these ciphers are faster compared to the others that use lookup tables. • Cipher algorithms are mostly sequential. Operations in a round cannot be performed until the results of the previous round is available [START_REF] Rebeiro | Cache timing attacks on clefia[END_REF]. Thus, not much benefits are gained from Out-of-order processors. This is evident from the Renesas R-car M3, where the out-of-order Cortex A-57 core does not have much benefits compared to the inorder and simplified Cortex A-53 CPU core in spite of the higher clock frequency, and a longer pipeline. • It is not easy to generalize a cipher's performance across platforms. For instance, the PRINCE cipher which has the highest throughput on the Renesas R-Car M3 with respect to the ciphers, has one of the lowest performance in the Infineon Aurix TC399. This also motivates such multi-platform evaluation to understand performance of ciphers across processors.

VI. CAVEATS

• The use of citations to compute the Scrutiny Factor of a cipher assumes that a large proportion of the attacks and applications of a cipher are published. For instance, an unpublished full break on a cipher will not be considered in the trust metrics. • The value of 2 80 is fixed as the practical limits for the time complexity. This is a widely acceptable value given given today's computing capabilities. This limit would need to be revisited periodically with new computing technologies, for example quantum computing. • The methodology to evaluate trust is based on heuristics and the state-of-art. Trust would need to be evaluated periodically to take into consideration new attacks and trends.

VII. CONCLUSION There seems to be an inverse relationship between trust and execution overhead. The safest ciphers like AES and PRESENT have the worst performance on execution. There are two approaches to select a cipher. The first is to choose any of the trusted ciphers, viz-a-viz AES or PRESENT, and extensively optimize it for the given execution platform. This would involve hand written assembly code, hardware specific optimizations, and use crypto-accelerators present in the hardware. The second option is to choose a cipher that has a good trade off between performance and security. We feel SPECK meets that requirement. After AES and PRESENT, SPECK has the highest Scrutiny factor. The attacks too have a Penetration factor of 0.6 to 0.7, which is much better than many of the other ciphers. Execution overheads too are low.
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 1 Fig. 1: Based on the structure, block ciphers are classified as either (a) SPN or (b) Feistel. While the AES adopts the SPN structure, many ciphers adopt the Feistel structure because of the rich body of research that has been done on Feistel networks.
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 3 Fig.3: Event chain for a control flow from a smart actuator via a control unit to a smart actuator.
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 4 Fig. 4: High level core partitioning of an AURIX TC39 used in an automotive powertrain application.

  Fig. 5: Throughput for various cipher implementations on the three evaluation platforms.
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TABLE I :

 I Cryptanalytic Attack Comparisons with key size 128 bits. The acronyms in the columns refer as follows. BS: Block Cipher, year: introduction year (first published), attacks: number of published attacks, citations: as per Google scholar (approximate), SF: Scrutiny factor, AC: Adversary capability, DC: Data complexity, TC: Time complexity PF: Penetration factor.

	Cipher	Type	BS	Year	Attacks	Citations	SF	Attack	AC	DC	TC	PF
	AES	SPN	128	2000	22	8000	380	[18]	CPA	2 106	2 110	0.7
								[10]	MiTM/CCA	2 88	2 126.1	1
	PRESENT	SPN	128	2007	8	2259	161	[19]	CPA	2 60	2 20	0.73
	SPECK	Feistel	128	2013	7	625	78	[20]	CPA	2 113	2 113	0.53
								[21]	CPA	2 63.6	2 89.4	0.52
	SIMON	Feistel	128	2013	7	625	78	[22]	CPA	2 127	2 127	0.72
								[23]	KPA	2 127.6	2 120	0.72
	PRINCE	SPN	64	2012	3	598	66	[24]	KPA	2 57.95	2 126.56	0.5
								[25]	KPA(MiTM)	1	2 124	0.66
								[26]	KPA	2 57.94	2 60.62	0.83
	CLEFIA	Feistel	128	2007	7	533	38	[27]	CPA	2 113	2 116.7	0.6
								[28]	CPA	2 126.83	2 126.83	0.72
	MCRYPTON	SPN	64	2005	4	322	20	[29]	MiTM	2 57	2 115	0.75
	PICCOLO	Feistel	64	2011	2	63	6	[30]	MiTM/CCA	2 24	2 126.79	0.9
								[31]	RKA	2 117.77	2 118	0.67
	NOEKEON	Feistel	128	2000	1	86	4	[12]	CPA	2 20.6	2 108.1	0.31

TABLE II :

 II Feature comparison of the three platforms used in the evaluation. The platforms cover a wide range of common processors. From the 16-bit Texas Instruments MSP430 processors, which are typically deployed in sensors, to the high-end platform Renesas R-Car M3 that run embedded Linux.

	Feature	TI MSP430	Infineon	Renesas R-Car M3
			Aurix TC399	Cortex A53	Cortex A57
	Size	16-bit	32-bit	32-bit
	Architecture	RISC (vonNeumann)	RISC (Tricore)	RISC (ARM v8.0)
	Pipeline	3-stage inorder	4-stage superscalar	8-stage inorder	15-stage OoO
	Cache Memory	Not present	32KB L1-Instruction	32K L1-Instruction	48K L1-Instruction
			16KB L1-Data	32K L1-Data, 512K L2	32K L1-Data, 2MB L2
	Clock	16MHz	300MHz	1.2GHz	1.5GHz
	Operating System	none	none	Embedded Linux
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