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The Role of Cryptography in Information Security

ALICE EVE BOB
Message Message
— > Insecure channel —— )
sent received

Context:
Alice communicates with Bob through an insecure channel.
Cryptography:
Provides different features in information security:
» Confidentiality
> Integrity
» Authenticity
» Non-repudiation
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How to Achieve Data Confidentiality

ALICE EVE BOB

!

p — Encrypt — ¢ — Insecure channel — ¢ — Decrypt — P

| |

k k

Symmetric cryptosystem:

» An encryption function encrypts a plaintext p into a ciphertext ¢
using a secret key k

» A decryption function decrypts the ciphertext ¢ into the plaintext p
using the same secret key k

The only secret parameter is the secret key k.
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Properties for a Strong Cryptosystem

Strong cryptosystem:

» Good confusion
» Good diffusion

Good confusion:

» The relationship between p
and ¢ is complex

» Non-linear functions

Good diffusion:

» Small modification(s) on p
must impact many bits on ¢

» Linear functions

in GF(16)

Inversion

1111 4
1110 4
1101 4
1100 4
1011 4
1010 4

1001 4
1000 4
0111 4
0110 4
0101 4
0100 4
0011 4
0010 4
0001 4
oooo

cooo
00014 e
0010 4
0011 4
0100
0101 4
0110 4
X 0111
1000 -
1001
1010
1011 -
1100
1101
1110 -
1111 -

p1 = 00101011 c; = 10111001
— Encrypt —

p2 = 00001011 ¢ = 01101100
single bit flip ------------- > many bit flips

4/46



Advanced Encryption Standard (AES)

History?:

Plaintext
» Selection started in 1997 by NIST? 128
> AES algorithm selected in 2000
Requirements for AES candidates: AES / Key
» Block cipher with 128-bit block size 128/192/256
» Supported key lengths:
. 128
128, 192 and 256 bits
» Efficient in software and hardware Cyphertext

P> Secure against known attacks

"https://competitions.cr.yp.to/aes.html
2National Institute of Standards and Technology
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The Finite Field GF(2)

Definition:
GF(2) is the set {0,1} with operations modulo 2.

Operands || Integer operations GF(2) operations Logic gates
a [ b a+b[afb[a'b a—|—bmod2[a—bmod2[a-bmod2 a@b[aAb
0|0 0 0 0 0 0 0 0 0
0|1 1 -1 0 1 1 0 1 0
110 1 1 0 1 1 0 1 0
1 1 2 0 1 0 0 1 0 1

Remarks:
» Addition and subtraction modulo 2 are the same operation
> Addition modulo 2 is equivalent to a XOR gate &
» Multiplication modulo 2 is equivalent to an AND gate A
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The Finite Field GF(28)

Representation of elements:
Polynomials of degree 7 with coefficients in GF(2):

a + a1 X+ 32X2 + ...+ a7X7, aj € GF(2)
is represented by the byte agaiarasazasagar
Addition and subtraction in GF(28):

» Polynomial addition
» Bitwise XOR of bytes

Multiplication in GF(28):
Polynomial multiplication modulo an irreducible polynomial of degree 8.

Inverse in GF(28):
1

Every non-zero element a has an unique inverse a—*.
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AES State [DR02]

State:

A 4 % 4 matrix of elements of GIF(2°).

Initial and final states:
> At the beginning, the state is the plaintext

> At the end, the state is the ciphertext

Po | Pa | P8 | P12 Co | C4 | C8 [C12
P1| P5 | P9 |P13 AES C1 |G| C|Ca3
P2 | P6 | P10 | P14 € | Co |C10 | C14
P3| P7 | P11|P15 G| ¢ |Ca1|as
40,0(40,1|40,2|40,3
Y C
a41,0/41,1|41,2|41,3
a2,0(4d2,1(42,2|42,3
a3,0(43,1(493,2|43,3
State
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AES Encryption

AES principle: ﬁ
» Repeat on the state a round that AddRoundKey «— K(0)
brings confusion and diffusion i
» The number of rounds depends on o SubBytes
the key size 3 at
i Qé ShiftRows
S +
Round keys: 5 é MixColumns
K (i) are 128 bits round keys derived S - .
fr(gnz the secret key. ’ i AddRoundKey K()
Sub-functions: 1
> SubBytes T SubBytes
3 4
» ShiftRows o ShiftRows
. » +
> MixColumns S AddRoundKey «— K(R)
» AddRoundKey 1l

c
9/46



SubBytes

a0,0

ao,1

a0,2

ao,3

a1,0

a1l

a2

a13

a0

a2

a3

a3,0

a3l

das2

a33

> Apply the S function to each state byte

» Provides confusion thanks to a carefully chosen nonlinear function

SubBytes

\»S

bo,o

bo,1

bo,2

)

bo,3

bio

b11

b1 2

b13

bz o

by 1

)

b >

b3

b3 o

bs 1

1
b3 2

b33

For each row
and column

» S is called SBOX when it is implemented as a table.
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ShiftRows

40,0

40,1

a1,0

ao

ai

a3.0

as1

» Rows of the state matrix are shifted cyclically

ShiftRows

» Provides inter column diffusion
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MixColumns

a0,0

40,1

do,2

ao,3

a1,0

al

a2

MixColumns
a1,3

a2,0

a1

a2

a3

a3,0

a3l

as2

a33

\—)Mx

» Multiply each column by the matrix M

» Mixes each column of the state matrix

bo,o

bo,1|bo2 | bo,3

For each column
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AddRoundKey

20,0 | 40,1

ao,2

ao,3

41,0411

a12

a3

a0|az1

a2

1823

43,0431

as;2

as;3

Ko,0|Ko,1

Ko,

Ki0|K1,1

K1

Ko 0[Ka2, 1

Ko

K3,0[K3,1

B )

K3

K: round key

AddRoundKey

_|_

bo 1| bo2

)

bi1|b1p

by 1| boo

)
A

b3 1yb3

b33

For each row
and column
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Types of Attacks

Attacks
1 ! 1
Computational Physical e

——

Perturbation  Observation

Goal:

Guess the secret key or information on p.

Different types of attacks:

» Computational
» Physical
> ...
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Attack by Side Channel Observation

Available data: ALICE
» Plaintexts and/or ciphertexts i € [L, N]

» Physical measurements during

. pi ———=— Encrypt —— ¢;
each encryption

T
. . k
Measured physical quantities:
» Power consumption [KJJ99]
°
» Electromagnetic radiation :-’-
[QSO01]
> ...
Good book:

Power Analysis Attacks: Revealing
the Secrets of Smart Cards
[MOPOQ7].
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Power Consumption in Digital Circuits

Vid
I(t)
Vin Vour
Power Consumption:
P(t) = Vg x I(t) GND
Vin+
Two components: ﬂ
» Static consumption .
» Dynamic consumption Vout 4 !
Remark: \ /
» Power depends on operands and  p Iy
their transitions Static Dynamic
» Can reveal information [KJJ99] l N
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Glitch

Glitch:

Propagation delays can cause
temporary modifications of
output signals.

Remark:
> Glitches consume power

» Power depends on operands
and their transitions

» Can reveal information
[MPGO5]

N i1 }—our
IN 2o—DoJc—
—

—) t
tprop,NOT prop,NAND

|N 1/\ | | |
| | |

| | | .

IN2p t
| | |
| | |

CT : : tprop,NOT t
1 1 I I

| | | | .

ouT | I tprop,NAND t
| | ] i
1

! ! ! | Glitch
To Th T T3 Ta t



Simple Power Analysis (SPA) [KJJ99]

Instructions executed depend on the value of the key.
Exploits Correlation(s) between:

» Amplitude(s) of the measured physical signal
» Value(s) of the secret key bits
A single trace makes it possible to recover the secret key.

1 0 1 1 1 0 0 1
P(t)

for i=1to ndo
Processing(K[i])
end for

— - t
Processing(1) Processing(0)
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SPA Limits

Limitations:
Small differences and too much noise = one cannot distinguish key bits.

Solution:
Use statistics over several traces.

P(t)

for i=1to ndo
Processing(K[i])
end for

— - t
Processing(1) Processing(0)
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Differential Power Analysis (DPA) [KJJ99]

For each

Encrypt
] j——————— _— s
1€ [1, N] P Xy at t !
+
k
Hypotheses of
Model +— the subkey k’:
B Lo
Samples hh ... hi .. hy
Mg oo Mg -+ Myt Vig oo Vi oo Vip
Measured Mis - My - Myr N Vi o Vi eV Predicted
power . i ' _ power
Myi -+ Mye -+ Myt Vi - Vg - Vann
t _—
For each column
Distinguisher
1l
[Dl Dy ... DH}
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Model for Predicted Power

Predict the value of X:

Calculate X(h;) when p; is encrypted.

Predict power consumption at t:

Use a power model ¢ to model the
consumption from the value of X.

State
pi Ci
1 T
¥’()Qv)
A
X,
t time
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Power Model Examples

Hamming weight model [KJJ99]:

= number of 1s

Hamming distance model [BCOO04]:

HD(X,Y') = number of transitions
=HW(X @ Y)




Divide and Conquer

Problem:
2128 ey hypotheses for a 128-bit key.

Divide and conquer:
Attacking the key k piece by piece.

Po,0 P1,0 P23 P33
—+ — K(O)Qyo —+ — K(O)I,O + — K(0)273 + — K(0)3,3
| |
S S oo S S
1 1 1 1
50,0 51,0 52,3 53,3
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SCA Countermeasures

Challenge:

How to protect implementations
against DPA attacks.

SCA Countermeasures:

» Random Insertion of
Dummy Operations
[TBO7; CK09]

» Random shuffling
[RPD09; Vey+12]

» Balanced consumption
[Sok+04; PMO5; Buc+06]

» Masking
[Cha+99; GP99; RP10]

> ...

Not
protected

Dummy
operations

Default
order
Random
order
Random
order

t

OP1 OP2 OP3

OP1 OP2 D

OP 1 D OP2 OP3

t

OP1 OP2 OP3 OP4

OP3 [OP1 OP2 OP4

OP2 OP4 OP3 [OP1

p——
g Dual Rail g
a——

OP 3
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Masking

Let x to be protected.
Boolean masking:
» Combine x with an uniform random bit m:
xX@dm

T Rand

» One get two shares x  m and m

D +— P+ x

X
» Each share is independent of x

» Manipulate shares, but never x
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Unmasking

Unmasking:
XOR of the two shares:

(x®&my®m=x x&m m

1

because m® m =20 @
Warning: X

By combining the two parts, we can
unmask and reveal x.
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Boolean Masking in GF(28)

X Masking
Let x € GF(28) a variable to be protected.

Rand
Problem: J, |

How to mask a variable in GF(2%)? X+ m

Boolean masking in GF(2°8):
Mask each bit individually:

» Generate a uniform random mask m € GF(28)

X+ m
» Calculate x + m in GF(28) 1l
» The shares are (x + m, m) (—l
X Unmasking
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Masking a Function

Let F a function.

Method:
» Mask x into (x + m, m)

» Apply a masked function F/

» Unmask to get y

Masked function:

A function F’ such that for all x:

unmask(F'(mask(x))) = F(x)

Remark:
Masked function can use other
random values.

—— Masking ¢—— Rand

VAR

X+ m

1 l

F/ <— Rand’

U

\, /

4— Unmasking

I TEREERER

S §mmmmmne-
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Boolean Masking for Linear Functions is Simple

Let L a linear function in GF(28).

X > + < Rand
Method: E
» Mask x into (x + m, m) ' + -
» Apply L. independently to ' il m
each share. \:, 1 1
» Unmasks (L(x + m),L(m)): L L L
L(x + m)+L(m) = L(x + m+ m) :
— L(X) : ~ ~
' L(x+m) L(m)
Masked function of L: E
Function that applies L < 3
independently to each share. y

AN
+
AN
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Evaluating the Security of Masked Function

Using real attacks:

Integrate the protection on a device and try
to attack it:

> Analyze the real leaks
» Not always possible

» No success is not a proof of security

Proof in a given theoretical model:

Model the leakage and prove the
implementation security:

> Allows theoretical security proofs

> Actual security depends on the model
quality
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The Noisy Leakage Model [PR13]

Adversary model:

» Probe each intermediate variable

» The probe of a variable Z gives 7 + B
with B an independant noise

Noisy leakage security:
F' is (0, 0) noisy leakage secure if
» Probe noise have variance o

» Need at least 0 traces to attack

Remark:
» Realistic models

» Difficult security proof

— it
(—30\

[\
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Probing Model [ISW03]

Adversary model:

» Probe one intermediate variable

» Probes are exact value of the variable

Probing security:

I’ is probing secure if any potential probe is
independent from the unmasked inputs.
Security reductions [DDF14]:

Probing secure implies noisy leakage secure.

Ll
b @

Independent of x?
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Linear Functions are Secure in Probing Model

X+ m m
Probing security analysis: l l
> x + m and m are independent of x L L
» Other intermediate variables depend l l
either on x+m or m
» So they are independent of x L(x+m) L(m)
Conclusion: X
A masked linear function is probing secure.
L(x + m)

Independent of x
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Boolean Masking for Multiplication is More Complex

Let x,y € GF(28), masked
respectively in (xo,x1) and (yo, y1).
Method:

» Compute separately

{Zo = X0Yo + X1Y0
Z1 = Xoy1 + X1y
» Get xy by unmasking (2o, 21):
20 + z1 =XoYo + X1Y0 + Xoy1 + X1y1
=(x0 + x1)(yo + y1)
=xy
Problem:

Not probing secure because zj
depends on x.

X0 X1 Yo 1

L L

N R R 2

X0Yo X1Y0 Xoy1 X1y1
S A
- =+
4 4
2o Z]

\

Xo¥0 + x1yo =(Xo + x1)yo

=X¥0
Depends on x
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Boolean Masking for Multiplication: Secure Solution

Solution:
Add some randomness.

Method:
» Compute separately
20 = xoYo + (x1y0 + R)
z1 = x1y1 + (xoy1 + R)
with R a random value.

» Get xy by unmasking (zp, z1)

Probing security:
Masked multiplication is probing
secure.

X0 X1 Yo n

L AL

1 { { {

X0Yo X1Y0 Xo0Y1 X1y1
+ 4
+4¢ R+
A
+ +
+ 4
20 zZ1

|

xoyo + x1yo + R
Independent of x and y
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Glitch-Extended Probing Model [Fau+18]

Problem:
Glitches can reveal information.

Solution [GMK16]:
Add registers to stop glitches:
» Where to insert the registers?

» How many should be inserted?

X0 X1 Yo 1

L L

+ 4Ll

X0Yo X1Y0 Xoy1 X1y1
+4¢RH+

v 1 1 4

Reg Reg Reg Reg

1 1

— + + 44—
1 1
20 z1
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How to Mask AES? [RP10]

The approach:

» Mask each sub-function

» Compose masked sub-functions

Mask linear sub-functions:
Apply the sub-function
independently to each share.

Mask SubBytes:
How to mask SubBytes?

Encryption Round

(%0, x1)

|

SubBytes

J

ShiftRows

4

MixColumns

4

AddRoundKey <«— K(i)

|

(v, y1)
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SubBytes Based on Inversion

S function:
Composition of the inversion in GF(28) and an affine function.

Fermat's little theorem in GF(28):

1 = 254

Inverse computation:
Split x*** into a sequence of multiplications and squares:

x b= x5 = {(xzx)4 (xzx)} ° (xzx)4 x?

x— () — X —3 254

~
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Masking SubBytes Based on Masked Multiplication

(%0, x1) ﬁ ()* > Rf E - X
x % X3 ()
() 3 RE W X 2 Aff 2 (vo,y1)

The approach:

» Mask each atomic blocks

» Securely compose all blocks

The problem:
Composition of mask blocks is not always secure.

Solution [RP10]:
Add refresh blocks and add registers to avoid glitches.
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Masking of AES

p ——— Masking €—— Rand
Method:

» Mask p

> Apply masked AES i l l
» Unmask to get ¢
AES AES’  4— Rand’

' U
1
» Area is at least doubled E
P Registers increase latency '
» Need a lot of randomness - \‘ \/
c

¢— Unmasking

Cost of masking:
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More Advanced Topics

Higher order attacks:
Attack d variables in the same time (not only one).

Higher order masking:
Combine a variable x with d random masks.

AN

e oo Xd—-1 X4
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Cost/Performance for One Block Encryption

Hardware performance (from [MRB18]):

Source Masked | Area Randomness | Cycle
[GE] [bits/S-box] | count
[Mor+11] | No | 2421 - 226
[Chu+16] | Yes | 7682 54 276
[GMK16] | Yes | 7337 18 246
[MRB18] | Yes | 6557 19 256
GE = gate equivalent
Software performance (from [Gao+21]):
Source Masked | ISE | Instruction| Cycle | Instruction| Data
count count | footprint | footprint
[Bert02] | No | No | 1932 2427 | 2148 524
[RP10] Yes | No | 59823 64200 | 14416 1356
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Instruction Set Extensions (ISE)

What is it?
Set of new assembly instructions.

Why extensions?

» Compromise between full software and hardware implementations

» Trade-off between execution time, circuit area, programming cost

and security
__ Extension 1

ALU ——

Register
file ———
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Cost/Performance using AES ISE

Extract from table 5 of [Gao+21]:

Source Masked | ISE | Instruction| Cycle | Instruction| Data
count count | footprint | footprint
[Ber+02] | No | No | 1932 2427 | 2148 524
[Mar+20] No Yes | 238 201 730 10
[RP10] Yes No | 59823 64200 | 14416 1356
[Gao+21] Yes Yes | 1012 1113 | 968 84

44 /46



Objectives of my PhD Thesis

Thesis title:
Cryptographic extensions for embedded processors.

Objectives:
Design, prototype and evaluate cryptographic extensions for:
» Higher-order masking schemes

» Post quantum cryptosystems
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End of Presentation

Thank you for your attention

Do you have any questions?
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Multiply each column of the state by the matrix M:
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Principles of Observation Attacks
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Due to noise, several observations may be necessary (stats, ML, ...).



Basic Statistics to the Rescue
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Independence of Shares

Let x to be protected.

X

Boolean masking: 1

Add to x a bit m uniform and independent of x. D Rand
1l

Result: X @ m m

X @ m is uniform and independent of x.




Other Masking Schemes

Let x € GF(28) a variable to be protected and m € GF(28) a random.
Boolean masking:

» A boolean masking of x is (x + m, m)

» Linear functions are easy to mask

Multiplicative masking:
» A multiplicative masking of x is (x x m, m)

» Multiplications are easy to mask

Shamir masking:
» Let P(X)=x+mX
» Evaluate P in two non-zero values a; and as
» A Shamir masking of x is (x + m X a1, x + m X a2)

» Generalization of boolean masking



Precomputed Look-up Table

The challenge:

Mask a S-Box S : GF(28) — GF(28).

Solution:
Precomputed look-up table T

T(Xo,Xl) =S (Xo + Xl) —+ x1
So S(x)+m= T[x+ m, m]|
Problem:

» T have 2'° entries

> The table is very large

X+ m
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