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A huge number of cloud users and cloud providers are threatened of security issues by cloud computing adoption. Cloud computi ng is a hub of virtualization that provides virtualization based infrastructure over physically connected systems. With the rapid advancement of cloud computing technology, data protection is becoming increasingly necessary. It's important to weigh the advantages and disadvantages of moving to cloud computing when deciding whether or not to do so. As a result of security and other problems in the cloud, cloud clients need more time to consider transitioning to cloud environments. Cloud computing, like any other technology, faces numerous challenges, especially in terms of cloud security. Many future customers are wary of cloud adoption because of this. Virtualization Technologies facilitates the sharing of recourses among multiple users. Cloud services are protected using various models such as type-I and type-II hypervisors, OSlevel, and unikernel virtualization but also offer a variety of security issues. Unfortunately, several attacks have been built in recent years to compromise the hypervisor and take control of all virtual machines running above it. It is extremely difficult to reduce the size of a hypervisor due to the functions it offers. It is not acceptable for a safe device design to include a large hypervisor in the Trusted Computing Base (TCB). Cloud computing service companies employ virtualization to deliver their services. Using these solutions, however, requires turning over total data ownership to a third party. This paper covers a wide range of virtualized security problems, including a description of various solutions and risk reduction in VMM (virtual machine monitor). In this paper, we will discuss issues possible with a malicious virtual machine. We will also discuss security precautions that are required to handle malicious behaviors. We notice the issues of investigating malicious behaviors in cloud computing, give the scientific categorization and demonstrate the future headings. We've identified: i) security specifications for virtualization in Cloud computing, which can be used as a starting point for securing Cloud virtual infrastructure, ii) attacks that can be conducted against Cloud virtual infrastructure, and iii) security solutions to protect the virtualization environment from DDOS attacks.

INTRODUCTION

CLOUD Computing is internet-based solution that focuses on sharing computations and resources. The concept and technology of cloud computing are getting popular because a lot of service providers are realizing the benefits of cloud computing in information processing and use. Multiple virtual machines (VMs) Infrastructure and applications run on the same physical server in cloud environments. In the cloud, customers just pay for what they use. Cloud computing includes both the resources that are distributed as well as the hardware and software that manage the datacenters that deliver those services over the Internet [START_REF] Dhawale | Virtualization security in Data Centres & cloud[END_REF].

Cloud Service Models

The types of services that the cloud offers to users are specified by three service models Software as a Service (SaaS), Infrastructure as a Service (IaaS), and Platform as a Service (PaaS) as shown in Figure 1. All cloud services that offer computing, networking, storage, and databases over the Internet are built on the basis of IaaS. Cloud IaaS services rely heavily on virtualization. Instead of buying physical computers, consumers can lease virtual machines from cloud providers using the IaaS model. A virtual machine (VM) simulates the behavior of a physical machine with its own operating system and virtual resources such as hard disc, RAM, and CPU. Disk files, which are simulated representations of physical discs, are used as hard drives in virtual machines [START_REF] Liu | A research on KVM-based virtualization security[END_REF]. 

Software as a Service (SaaS)

The customer will use the applications offered by the cloud provider in this model. The consumer may use a web browser or a software interface to access the applications. The customer has no control over the infrastructure, such as servers, operating systems, or storage, and has only the ability to use the provider's software with some restricted device configuration [START_REF] Chen | Research on Virtualization Security in Cloud Computing[END_REF].

Platform as a Service (PaaS)

The customer is given a platform consisting of libraries, utilities, and programming language software that allows them to deploy their own application, which they may have developed or acquired. The customer has no control over the infrastructure in this model, such as servers, operating systems, or storage, but unlike SaaS, the customer has complete control over the deployed application [START_REF] Albugmi | Data security in cloud computing[END_REF].

Infrastructure as a Service (IaaS)

The customer is given the basic computing tools, such as processing, storage, and networking, for which he or she is free to deploy any application or even operating system. The customer has more control over the environment because he can control it up to the level of the operating system, storage, and applications, but not the underlying infrastructure [START_REF] Li | CyberGuarder: A virtualization security assurance architecture for green cloud computing[END_REF].

Deployment Models

The public, private, community, and hybrid cloud deployment methods are available. The infrastructure for the environment is defined by each deployment model [START_REF] Abdelrahem | Virtualization security: A survey[END_REF].

Private Cloud

Private Cloud is provided by a single entity, although this does not necessarily imply that the organization owns, manages, or operates the infrastructure; it may be done by a third party or a mixture of entities. This helps the infrastructure to operate on on and off premises [START_REF] Abdelrahem | Virtualization security: A survey[END_REF].

Public Cloud

The infrastructure is owned, managed, and maintained by the cloud provider and is situated on its premises in the public cloud. A corporation, academic, or government institution, or a combination of these, may be the provider. Anyone can use the public cloud to request the services they need [START_REF] Abdelrahem | Virtualization security: A survey[END_REF].

Hybrid Cloud

A hybrid cloud integrates two or more of the previous implementation models, but each remains a separate entity, both connected by common or proprietary technology that enables data and application portability. The hybrid model allows an enter-prise to move less sensitive software and data to the public cloud, taking advantage of the public cloud's scalability and costeffectiveness [START_REF] Abdelrahem | Virtualization security: A survey[END_REF].

Community Cloud

Many organizations use the community cloud, which is sponsored by a particular group or community. This model is designed for a particular class, category, or population of people who have high security requirements. Only those who are a member of the party or culture have access to resources. It is less expensive than the public cloud, but more expensive than the private cloud [START_REF] Luo | Virtualization security risks and solutions of cloud computing via divide-conquer strategy[END_REF].

Virtualization

Virtualization is a key aspect of cloud computing since it allows a single device to run multiple isolated virtual machines at the same time. It abstracts the underlying hardware to include virtual interfaces that are identical to the physical platform of the hardware. It makes the best use of hardware by optimizing the number of tasks that a single CPU can handle as shown in Figure 2 [8]. 

.3.1 Virtualization Security

The most significant cloud security issues are those related to the Infrastructure as a Service (IaaS) layer. Virtualization elements such as virtual machines, hypervisors, and virtual networks are included in the IaaS layer. Virtual machines are vulnerable to a number of attacks, such as an attacker using his virtual machine to access host disc files, backdoor virtual machines to leak confidential data, and the development of rogue virtual machines to occupy device resources and initiate a DoS assault on the cloud [START_REF]Fault-tolerance techniques for high-performance computing[END_REF].

Virtualization Characteristics

Virtualized systems have new fundamental characteristics as a result of the advent of virtualization architecture. Fundamental characteristics of virtualization security are New management layer, focus, variable state, and mobility [START_REF] Kazim | Virtualization Security in Cloud Computing[END_REF].

The new management layer

The new management layer is basically a hypervisor-created layer. The hypervisor has administrative rights to all virtualized components since it handles all VMs that run on the physical machine. The information that attackers search in a virtualized data center or cloud is almost always in the VMs [START_REF] Kazim | Virtualization Security in Cloud Computing[END_REF].

Concentration

Since the primary goal of virtualization is to maximize the usage of physical resources or hardware, concentration refers to the ability of a large number of virtual machines to run on the same physical computer. It's an issue brought about by 4ulfill44etion's modern management layer. Compromise is the same as destruction if a real device only runs one virtual machine [START_REF] Kazim | Virtualization Security in Cloud Computing[END_REF].

Variable State

Regardless of the fact that the underlying hardware is still operating, each VM can be turned on, off, suspended, or in some other customized state. Virtualized systems, as a result of this feature, present a slew of new security challenges. Access control to VMs in various states, data integrity of VMs, and policies to alter the state of VMs is just a few examples [START_REF] Kazim | Virtualization Security in Cloud Computing[END_REF].

Mobility

Virtualization's mobility is a feature that enables Virtual machines (VMs) allow you to move from one physical machine to another without moving any hardware. As VMs can be shared between machines in the same data center, another data center, or even clouds, security issues around networking and integrity will become more prevalent, due to the ease with which they can be transported through machines [START_REF] Dhawale | Virtualization security in Data Centres & cloud[END_REF].

RELATED WORK

This section includes a literature review to serve as a basis for addressing various data protection issues. Cloud computing is a hot topic in the information world right now, and it has gotten a lot of attention, but its inherent security issues have hampered its growth and implementation. The security risks posed by virtualization are evaluated and categorized in this paper, and then, based on the results of the risk analysis, some corresponding solutions are proposed for each category of security risk. Virtualization helps to reduce operating costs while also improving the availability and flexibility of hardware resources. Virtualization, as the center of cloud computing technology, is facing security risks, which has slowed the adoption of cloud computing [START_REF] Kazim | Security aspects of virtualization in cloud computing[END_REF].

Several tools were used to learn about the fundamentals of cloud computing and storing data securely in the cloud. This section includes a literature review to lay the groundwork for addressing various data protection issues. Srinivas, Venkata, and Moiz offer a thorough explanation of cloud computing's fundamental concepts. In this paper, many main concepts are discussed by presenting examples of cloud computing applications and how they can help the developing world benefit from this new technology. Chen and Zhao, on the other hand, spoke about how users are concerned about transferring their data to the cloud. One of the main reasons why large companies are still hesitant to transfer their data to the cloud, according to Chen and Zhao, is security concerns. The authors have done an excellent job of I data security and priva-cy protection problems in the cloud [START_REF] Alwakeel | A Survey of Network Function Virtualization Security[END_REF].

Hu and A. Klein developed a cloud data-in-transit security standard. For data protection during migration, a benchmark for encryption has been debated. Additional encryption is necessary for reliable protection, but it adds to the processing time. The benchmark used in their analysis achieves security and encryption overhead equilibrium. To boost trust, Tjoa, A.M., and Huemer investigate the privacy problem by retaining data control with the end user. Several Cloud computing attacks are examined, and solutions to counteract them are proposed. On the basis of cloud architecture, Abdelkader and Etriby suggest a data protection model for cloud computing. They have produced software to complement their efforts in creating a Data Protection Model for Cloud Computing [START_REF] Alwakeel | A Survey of Network Function Virtualization Security[END_REF].

The Virtual Machine Monitor (VMM) approach is the most widely used method for creating multiple virtual machines on a single 4ulfilcal machine. Even when Xen access is used, some security risks can be discovered, allowing admins to see through the user level mechanism while the customer is running his VM and attackers to easily install malicious code. Hypervisors are often used to manage several VMs, and any flaws in the hypervisors will allow attackers to gain access in an improper way. The author of article mentions that ensuring that separate instances operating on the same physical machine are separated is a major risk, and that this requirement has not yet been fully met [START_REF] Li | CyberGuarder: A virtualization security assurance architecture for green cloud computing[END_REF].

If virtual machines have defects, using the same hardware will result in a slew of issues. Another problem that requires attention is the management and administration of the guest operating system. The author also believes that most contemporary systems do not guarantee complete isolation, and that Virtual Machine Monitors are to blame for many of the issues found here (VMMs). Malicious local users may take advantage of these flaws to circumvent security restrictions or obtain privileges. If an unauthorized user gains access to CC, he can monitor all of the virtual machines that are running there. Since CC is relatively inexpensive and makes resources available to users quickly, as well as because virtual machines (a key component of CC) are simple to copy or clone, the VMs can be quickly used to launch new one [START_REF] Pan | Improving Virtualization Security by Splitting Hypervisor into Smaller Components[END_REF].

To satisfy a list of services accepted, multiple VMs can be instantiated or halted in a single server (machine). These services can also run several applications that are built on various operating systems [START_REF] Wen | The study on data security in Cloud Computing based on Virtualization[END_REF]. In relation to this author, [START_REF] Gurav | Virtualization: a key feature of cloud computing[END_REF] expressed his concern about securing virtual machine boundaries. Because virtual computers on a cloud server are separated by virtual borders (as opposed to general isolation, which uses several hard disc drives), the CSP is responsible for ensuring that VMs that share similar resources (such as CPU, memory, I/O, and NIC) on the same physical server are separated . Also, the host must be safe, since protecting offline/online VMs can become difficult if the host is not secure [START_REF] Gurav | Virtualization: a key feature of cloud computing[END_REF].

Cloud-based virtualization: Virtualization, whether on conventional networks or in a cloud architecture, has been vulnerable to breaches, according to the author. The practice of creating numerous Virtual Machines (VMs) on a real server to share a pool of resources is known as virtualization, which raises concerns about the potential for malicious behavior to spread. In a physical world, segmentation may be used to deter malicious behavior, but in a virtualized environment, segmentation is not possible. However, without segmentation, a hacker in a web system might potentially gain access to financial systems or databases. In virtual environments, the approach is to use Virtual Security Gateway, which allows users to enforce certain important rules, log-in and access privileges, close to what is done with in-house systems [START_REF] Zheng | Virtualization Security in Data Centers and Clouds[END_REF].

Xian and colleagues present a threshold-based hierarchical scheduling algorithm. The algorithm achieves flexible task scheduling by dynamic scheduling between virtual machines and effectively reduces the performance impact due to virtual machine synchronization [START_REF] Xian | Research on scheduling algorithm based on cloud computing[END_REF]. Liu and colleagues proposed a resource-scheduling technique for cloud computing based on an enhanced dynamic multi-swarm particle swarm optimization algorithm [START_REF] Liu | Cloud computing resource schedule strategy based on mpso algorithm[END_REF] for the issue of cloud computing resource scheduling and load balancing optimization in cloud computing service clusters.

Shailesh Sawant proposes a VM resource scheduling strategy based on genetic algorithms that focuses on device load balancing to solve the problem of VM resource scheduling in a cloud computing environment [START_REF] Sawant | A Genetic Algorithm Scheduling Approach for Virtual Machine Resources in a Cloud Computing Environment[END_REF]. To solve the load balancing issue in VM resource 5ulfill5ing, Gu and colleagues provide a scheduling approach for load balancing of VM resources based on evolutionary algorithm. To meet the property of cloud computing, a new allocation algorithm based on ant colony optimization was created. When it first started, this algorithm predicted the capability of possible available resource nodes, then looked at factors like network quality and response times to find the best collection of compute resources [START_REF] Sawant | A Genetic Algorithm Scheduling Approach for Virtual Machine Resources in a Cloud Computing Environment[END_REF].

PROPOSED METHODOLOGY

This segment explains how we go about assessing the security of virtualization. This involves detecting virtualization and escaping from the environment. This can be accomplished by applying our proposed approach to evaluate various forms of virtualization architectures in order to find vulnerabilities. Vulnerabilities that have already been found can be used to illustrate the potential danger of security problems in a virtualized environment. The technique is based on the procedure used by security researchers to identify virtualization vulnerabilities [START_REF] Hua | Ant colony optimization algorithm for computing resource allocation based on cloud computing environment[END_REF]. To secure the VMs and the cloud architecture, we monitor important components that could be attacked or affected by attacks. We can detect any possible alteration to kernel data and code by directly or indirectly monitoring critical kernel and middleware components, ensuring that kernel and middleware integrity has not been compromised. We also use logging and frequent checksum verification of executable files and libraries to monitor cloud entry points [START_REF] Lombardi | Secure Virtualization for Cloud Computing[END_REF].

Another goal we want to 5ulfill, especially if the cloud provider does not trust the guest image, is to ensure that an attacker-run application cannot detect the presence of an external intrusion detection system. It's worth noting that the extent to which introspection techniques can be detected by the target virtual machine is currently unknown. In fact, measuring the time it takes for specific function calls to execute could be used to detect the presence of a monitoring system [START_REF] Lombardi | Secure Virtualization for Cloud Computing[END_REF]. 

Proposed Algorithm

The task execution time in the cloud is equivalent to the task instruction length separated by the virtual machine's speed of execution. The effect of other factors on task execution time is not taken into account. 

EXPERIMENT AND RESULTS

The dataset consists of three classes 'Benign: Legit', 'DoS slowloris: DoS attack' and 'DoS Hulk: DdoS attack'. Dataset is gathered in the form of text file at first step. Then, some pre-processing techniques are applied on the dataset. Next comes the most important part of implementing classification techniques as mentioned we have applied two different algorithms. The entire dataset is split into two parts for the training phase: 80% for training and 20% for validation. After the data has been split, the model will be shown 80% of the data for training, while the remaining 20% will be hidden and used in the validation phase. We can see in Figure 5 (a) and 5 (b) TotLen Fwd Pkts >> TotLen Bwd Pkts for ddos attacks. Furthermore, it appears that forward direction predictors are highly correlated. Backward direction predictors are the same way. Let's see whether this is correct.

After the model has been fully trained, the validation phase begins. This is when the previously split 20% data will be used for validation. The scatter and density plot of the dataset after it has been put into the model for testing and training is given in figures 5, 6 and 7. The figures below show the correlation matrix. The results must be compared once all models have been implemented. All proposed im-plemented test and trained datasets are compared in Figures 8 and9. 

CONCLUSION

The increasing usage of cloud computing for data storage is hastening the development of cloud data storage solutions. Data saved in the cloud may be at danger if it is not adequately protected. The hazards and security threats to data in the cloud were explored in this study, as well as an overview of categories of security concerns. The nature of virtualization will require enterprises to upgrade their security defenses from a strong perimeter defense as virtualization deployments mature and expand. Virtualization is investigated to determine the risks posed by the hypervisor. Data security, as well as its challenges and remedies in cloud computing, was one of the paper's main topics. The research included an outline of DDOS assaults that are used to encrypt data in cloud computing.
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