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We present a multi-agent mechanism and blockchains platform dedicated to logistics services and activities, which allows controlling the use of connected "objects" via an Internet of Things structure. The proposed platform allows decentralization through a peer-to-peer communication offered by blockchains capable of smart contracting, as well as centralization with the multi-agent system permitting to provide a more robust global mechanism to secure the Internet of Things network and involved enterprises. Indeed, the decentralized part enhances the efficiency (security, reliability, simplicity, etc.). The centralized part allows facilitating the complete and optimized management of the Internet of Things network in terms of uses, reallocations or modifications but also in terms of economic benefits for users. In this paper, we develop the complete architecture of the proposed platform and connection between multi-agent system, blockchains, cloud system, connected objects and users and detail the first level of relationships between agents. We also explain the links between all elements and the functioning of our proposed enterprise platform.

INTRODUCTION

The supply chain environment has changed radically in recent years thanks to the technological revolution in information and communication technologies, which transform traditional supply chain into digital supply chain [START_REF] Ageron | Digital supply chain: challenges and future directions, Supply Chain Forum[END_REF]. This transformation allows to obtain competitive advantage and high and sustainable value for enterprises. The main current developed technologies for digital supply chains from all Industry 4.0 tools are big data analytics, Internet of Things, cloud technologies, cognitive computing and more recently blockchains [START_REF] Attaran | Digital technology enablers and their implications for supply chain management, Supply Chain Forum[END_REF]. These technologies facilitate the development of new activities and services, the collaboration between stakeholders throughout the supply chain, and the buildout of new business models. However, important barriers should be removed. These barriers concern, without being exhaustive, the maturing of projects with of course technological levers, the difficulty to manage the organization and deploy strategies, but also problems of privacy, integrity and security of data [START_REF] Frederico | Supply Chain 4.0: concepts, maturity and research agenda[END_REF][START_REF] Koh | Blockchain in transport and logistics -paradigms and transitions[END_REF]. Thus, they could drastically affect the expected outcomes and business models. Regarding the latter point, several innovations could be made to the opening of creative process network and the definition of enterprise platform services.

The first platforms, that were developed, were either: commercial enterprises using the Internet (such as Amazon, AliExpress…), game or software application platforms (Appstore, Steam…) and social networks (Instagram, Facebook…). However, these kinds of platform are very simple in the sense that only Internet provides added value [START_REF] Sukrat | An architectural framework for developing a recommendation system to enhance vendors' capability in C2C social commerce[END_REF]. With the appearance of the first connected objects in 1993 in a MIT Lab [START_REF] Greengard | The Internet of Things[END_REF] and the development of digital bitcoin money backed by blockchains in 2009, new business models have been deployed allowing to really use the new available information and communication technologies. The enterprise platform could be simple, between one enterprise and a predefined number of customers, or more complex such as multi-sided platform if several actors can participate in the providing of services [START_REF] Daxhammer | Development of a Strategic Business Model Framework for Multi-Sided Platforms to Ensure Sustainable Innovation in Small and Medium-Sized Enterprises[END_REF]. In this work, we will consider one or more suppliers and customers which could have already established a bilateral contract with the ability to integrate an unknown number of suppliers and customers at a single point of contact.

In parallel, the development of pooling strategies creates new supply chain opportunities that help to maximize the use of resources [START_REF] Rouquet | A Typology of Logistics Pooling in Supply Chains, Supply Chain Forum[END_REF]. The benefits are mainly reflected in optimizing the allocation and circulation of resources, reducing unnecessary waste of resources and realizing the value benefits of parties. Since then, sharing has been widely developed from the simplest form (sharing of a common resource such as transport between two actors with identical and symmetrical needs) to the most complex (sharing services of different nature to meet the diverse needs of a network of actors) [START_REF] Liu | Blockchains and Internet of Things for the Pooling of Warehouse Resources[END_REF]. However, the privacy of users cannot be guaranteed. In addition, there is a certain legal vacuum at European and international level for the supervision of coordination and exchange contracts (Villa and Bruno, 2013). Furthermore, the supply chain also faces several challenges, how to avoid the lack of real-time and accurate information, how to build trust and transparency platforms to support sustainable growth, how to improve the exchange of value information in the traceability and security, and how to provide a fast and reliable data transmission mechanism for the IoT ecosystem. It is therefore necessary to develop an architecture which ensures that the sharing takes place in the best possible conditions, all the more if it is done on a multi-sided platform.

That the reason why, in this paper, we propose a multi-agent mechanism and blockchains platform which will permit controlling an Internet of Things network dedicated to the sharing of logistics activities and services. The blockchains part has the dual advantages of automatic execution and trustworthiness [START_REF] Liu | Blockchains and Internet of Things for the Pooling of Warehouse Resources[END_REF] and the multi-agent mechanism allows negotiations between actors in the event of problems and facilitate the control of the overall network. Then, our proposed enterprise platform support four layers: an IoT layer with physical elements, which could be shared, the blockchain layer, the infrastructure layer supported by a multi-agent mechanism and the application layer, which proposed services and logistics activities. All layers will be presented in this paper and discuss and for the multi-agent part, the first level of relationship between agents will be described. The functioning of our proposed platform is also detailed.

The rest of the paper is organized as follows. Firstly, we will present the network of connected objects which allows sharing logistics and supply chain activities between different actors with the help of a blockchain. Then, we will detail our proposed enterprise platform of logistics services and give all layers and links between them. In the fourth section, we will detail the multi-agent part and we will make a focus on the infrastructure layer. Thereafter, we will describe the relationships between actors and explain the working of the sharing between agents. Finally, we will conclude and give the next steps of our work.

IOT NETWORK

Since the last couple of years, thanks to significant evolutions in technologies (RFID technology, NFC, WSN, new Ipv6 addresses, OS for Internet of Things, etc.), the growth of industrial developments about Internet of Things (IoT) explodes with many applications, mainly in healthcare and manufacturing/supply chain activities but not only. However, there is still no standard architecture for IoTs and we can found various architectures with three to seven layers [START_REF] Tseng | Blockchain for Managing Heterogeneous Internet of Things: A Perspective Architecture[END_REF]. In this work, we consider different kind of resources, which could be shared such as transport, physical storage, human resources, cobot, machines, logistics information, etc. Different resources or group of resources could be added in the considered IoT and a distinctive identification number is assigned to each connected device/element in the Internet of things network.

The IoT is described classically by seven layers [START_REF] Green | IoT Reference Model Whitepaper[END_REF] reduced in Fig. 1 to five layers to be more readable. The perception layer allows obtaining various information (dynamic/static) from connected objects and sharing them via a connectivity process. The networking layer or communication layer permits to support information transfer through a wireless network (which allows communication inside and outside the IoT). The resource layer permits to consider interoperability with human resources and facilitate exchanges. The service layer allows integrating services and applications through a middleware technology. Finally, the interface layer displays information to actors, which interact with the IoT system.

Perception Layer: with 2 levels to allow transmission of information between devices and across the network

Resource Layer

Communication Layer

Physical devices and controllers sensors/actuators or cobots/robots or machines/workstations, etc. + connectivity (communication and processing unit): elements could be added or removed from the IoT over time Diverse devices: size, type, number) → the IoT must support the entire range, to convert analog to digital and generate data, and be quired and controlled Interoperability communication protocol: data accumulation (storage) and data abstraction (aggregation and access)

Service Layer

Application and transaction protocol: reporting, analytics and control

Interface

System: collaboration and processes involving people and business processes

Communication process protocol and data management: data element analysis and transformation

Fig. 1. Considered IoT.

Anyway, each layer needs to have security and privacy issues to secure IoT applications. This is the reason why it is necessary to couple IoT with other technologies to ensure the security and individual privacy of elements [START_REF] Caron | The Internet of Things (IoT) and its impact on individual privacy: An Australian perspective[END_REF]. Indeed, since we have many entities such as devices, gateways, users, etc. in the IoT, they do not ever trust each other when the IoT is running. In that sense, the introduction of blockchains could be very interesting. However, it is not so easy to plug the blockchain in the IoT [START_REF] Tseng | Blockchain for Managing Heterogeneous Internet of Things: A Perspective Architecture[END_REF].

The blockchain technology stores data in a chain of blocks structure and uses cryptographic principles to ensure the security of transmission and access which allows transparency and openness, and non-modification of data. Blockchain technology establishes a reliable point-to-point trust in the network, removes interference from the valuetransfer process, without disclosing information but with protecting privacy. It not only makes joint decisions but also protects individual rights and interests. The blockchain itself is a large-scale massive database. All the data and information recorded on the chain are open and transparent.

Any node can use the Internet to query information on the blockchain platform and no third-party organization can modify or cancel existing information recorded on the blockchain. The use of blockchains can be divided into three categories. Applications for the transfer of assets (monetary use, but not only: securities, votes, shares, bonds...), applications as a registry to ensure better traceability of products and assets, and smart contracts. Smart contracts are stand-alone programs that automatically execute the terms and conditions of a contract, without requiring human intervention once started. We use these three categories in our proposed enterprise platform.

To plug the blockchain in the IoT, we can connect the blockchain in several layers of the IoT, generally in the communication and resource layers given in Fig. 1 since these layers are related to storing and exchange of data. This method is the most developed [START_REF] Ali | Applications of Blockchains in the Internet of Things: A Comprehensive Survey[END_REF] but it is necessary to clearly identify the blockchain in order to manage the data in motion due to the strong immutability constraint of the blockchain. Furthermore, such as we need to integrate traceability and security, smart contracting and applications, we need to connect the blockchain not only to the IoT but also to the other layers of the developed platform.

From this, we obtain the following blockchain structure, see also Fig. 2 and [START_REF] Ren | Multiple cloud storage mechanism based on blockchain in smart homes[END_REF]. The first layer represents the body of the blockchain and act as a shared data ledger.

The second layer permits communication between nodes in the blockchain. The nodes of the blockchain are distributed in different physical locations with equal roles which allows the decentralization. Then, the strength of blockchain lies in the fact that individuals no longer need hierarchical organizations to manage organizations and contracts. The third layer permits to define a public or private or consortium (private and public) blockchain. Since we have different kind of customers and actors, we privilege a consortium kind of blockchain (as for example Hyperledger Fabric launched in 2015 with extensible open-source system for enterprise blockchain platforms [START_REF] Androulaki | Hyperledger fabric: a distributed operating system for permissioned blockchains[END_REF]) which allows a partial decentralization and a medium transaction speed. Consortium blockchain is then better from a resources and services sharing. The last layer provides various interfaces for users and could evaluate with time and actors.

In what follows, based on this, we present our logistics services platform.

LOGISTICS SERVICES PLATFORM

The complete proposed architecture is given in Fig. 3 below.

The "Physical Thing", "Sensor/Actor" and "Connectivity" tiers correspond to the IoT layer. Industrial resources, such as machines, storage space, etc., correspond to tier "Physical Thing". If these industrial resources allow us to make captures to identify machine statuses, then we are in "Sensor/Actor" tier. The devices for connecting the resources are at "Connectivity" tier. The "Analytics" tier is integrated into the multi-agent module that will be detailed in the following section. This tier also plugs in the IoT network in order to store, verify and classify IoT data. The "Application Platform" layer allows the creation of applications to manage resource data (data of devices) or to exchange data between existing enterprise software (e.g. ERM, PLM or CRM, etc.). The "IoT layer" module collects data from industrial resources and sends this information back to the multi-agent module to enrich the data of our multi-agent system. Since there are data exchanges between the IoT network, the blockchain network and the multi-agent module, we have a hybrid architecture that allows data logging, resource transaction logging and transaction validation on blockchain network. The various actors (companies acting on certain resources and/or companies managing the resources) connect via this IoT. The decentralized blockchain system is used to identify available resources and store the transaction data of resources interaction history (validate sharing data and operations) for transparency and traceability. Moreover, the blockchain can also be used for managing invoices and payments data. In addition, companies usually need to check for mistakes and inaccuracies or potential fraud. Blockchain enables trustless transactions that can reduce the risk of error or fraud and improve the invoicing and payments process.

In what follows, we present the proposed architecture.

INFRASTRUCTURE LAYER

Generally speaking the IoT architecture is defined with three parts: the network of connected objects, one or more applications (such as data cleansing, selection of interesting information, etc.) and the information exchanged model with public data and data that must remain confidential. Two main types of architecture are defined: i) a centralized architecture [START_REF] Alli | The fog cloud of things: A survey on concepts, architecture, standards, tools, and applications[END_REF] using the cloud and associated with big data analysis or ii) a decentralized architecture with the help of blockchains [START_REF] Singh | BlockIoTIntelligence: A Blockchain-enabled Intelligent IoT Architecture with Artificial Intelligence[END_REF]. As far as IoTs are concerned, the most developed architecture at present remains the centralized one, which is widely used for domestic IoTs but also by firms [START_REF] Alli | The fog cloud of things: A survey on concepts, architecture, standards, tools, and applications[END_REF].

Our complete architecture is composed by three subsystems: a multi-agent module, the blockchain network (Hyperledger Fabric), and the IoT network. These three subsystems can communicate via API REST to exchange data, which allows the encapsulation of several pre-existing blockchain networks and/or IoT devices. In the consortium blockchain layer, the access for the various actors (companies A, B, C ...) is made through a certificate. The companies thus managed as a sharing alliance allow data security. The centralized part controlled with the help of the multiagent system allows facilitating the optimized management of the IoT in terms of uses, reallocations or modifications but also in terms of economic benefits. However, the cloud computing makes the IoT more vulnerable to attacks. At the contrary, the decentralized part supported by the blockchain makes possible to manage information without modification and exchange services neutrally, preserving equal access to the network for new entrants while maintaining the unicity of its essential functions. This allows real-time data processing, since calculations and processing are performed as close as possible to the data sources and avoiding latencies. Similarly, by induced effect, the useful flow is reduced since local data processing is preferred. Finally, since most of the data remains in the local network, this simplifies security issues.

The multi-agent system is open, since new actors could access to the platform, consisting of cognitive and heterogeneous agents with a decentralized control. Indeed, agents have various degrees of autonomy and will cooperate through negotiation/competition processes to achieve the best possible organization of activities. "Cognitive agents" means that they have explicit plans, as well as a knowledge base with a variety of information related to managing interactions with other agents and their areas of expertise, enabling them to achieve their goals.

We have a "Character agent". The purpose of the agent is to define the characteristics of the company (predefined parameters such as the type of company, the type of needs, the form of resources offered, the type of resources offered, the planned schedules such as maintenance, production, etc., the type of company contract, etc.). This data characterizing the companies, whether they are customers or suppliers, can be retrieved by the "Company agent" and a "Market agent" (allowing to retrieve market data via the application layer). The data formatted by the "Character agent" are stored in a "Big data agent" before being processed. This agent can store data from the IoT network and also clean, check and process data and send data to the multi agent system.

So, this proposed two-level architecture allows to centralize public information, sharing of activities and services supported by the IoT, and also, to integrate the evolution of behavior of actors and to control the sharing. This is done by the multi-agent system, to clearly identify all possible actors' strategies, which also includes artificial intelligence and big data modules (analysis, learning and integration). The second level allows a decentralized management of the IoT to dynamically use connected objects and realize predefined tasks.

In what follows, we present the sharing process and explain the links between actors.

SHARING MODEL

We first model the process of resources sharing between companies with the swimlane diagram given in Fig. 4. For the sake of simplicity, we consider two firms: Company A, which require resources, and Company B, which is a resources provider. We have the following agents: "Resource Agent" which allows to manage company resources; "Decision Agent" which allows to determine and map resources; and "Scheduling Agent" which allows to schedule in real time and create tasks.

The scenario is as follows. Company A is looking for a service/activity and makes a request to "Decision Agent".

Then, Decision Agent will analyze this request and the associated resources before transferring it to "Scheduling agent". "Scheduling agent" analyzes the resource availability and sends a request to "Resource Agent" which provides the service offered by Company B. Company B can search for a service in "Resource Agent" to provide available resources to share. Finally, "Decision Agent" analyzes to match the requests. The system stores the matching process to the blockchain network. It does not store flow updates prior to matching processing. 

CONCLUSIONS

In this work, we propose an enterprise platform dedicated to logistics services and activities. This platform allows to integrate or to cancel different customers and providers, but also different kind of connected objects and applications. To do this, an Internet of Things network is managed by a blockchain to secure exchanges of possible competitive enterprises. Indeed, the blockchain network will provide us with the security, flexibility and speed of response necessary in the management of IoTs. Furthermore, to assure not only traceability and security of data but the proposed blockchain network allows smart contracting and applications for the transfer of assets by a close plug in with the IoT.

Nevertheless, controlling and optimizing the use of services can be more complex to implement because it is defined via a heterogeneous set of components and a possible phenomenon of competition at the extremities of the network. That is the reason why we propose a multi-agent mechanism in order to properly model actors and their evolutions. This mechanism permits to obtain the necessary robustness for this type of proposal and will simplify the operational management of the network and its components.

For the rest of the work, we have to completely finalize the sharing model as well as the characterization of the multiagent system and the modeling of the agents. These future works are necessary before defining scenarios to test our enterprise platform and amend and correct it if necessary. Then, we can complete the blockchain network with the definition of adaptable and dynamical smart contracts.
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 4 Fig. 4. Swimlane resource sharing model. The corresponding UML Class Diagram, given in Fig. 5, represents the data storing in the proposed system. The Resource class is used to store data related to resources. The Maintenance class is used to store data related to resource maintenance schedules (other classes of the same type can be integrated). As this type of planning has an impact on resource availability and capacity, the "Decision Agent" can use this class in its calculations. The Time-series class is used to resource scheduling. The Matching class allows storing the matching process, the related data are sent to the blockchain network for validation and registration via the Transaction, Block and Blockchain classes. The Matching process will launch a Task for resource scheduling in the Schedule class. If resources are matched, the operation is performed and the information is stored in the Operation class and traced via the Transaction, Block and Blockchain classes. Then, the system dimensions the sharing by the predefined contract via the Contract class and invoices for the resources used before storage them in the Bill class. The IoTDevice class is used to store capture data of IoT resources.