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Abstract

Internet of Things (IoT) represent a significant area of network research due to the many
opportunities derived from the problematics and applications. The most recurring prob-
lematics are the mobility, the availability and also the limited resources. A well-known
interest in networks and therefore in IoT is to monitor properties of the network and
nodes [1, 2]. The problematics can have a significant impact on the monitoring efforts.
Mobility and availability can create incomplete results for the monitoring. It can also
represent a challenge to monitor distributed properties. The literature states that accu-
racy is not always reliable and difficult to achieve due to dynamic properties of the IoT
in particular with M2M communications and mobile devices. Therefore we propose a
distributed monitoring architecture that relies on multiple points of observation. It pro-
vides a consensus mechanism that allows it to aggregate and provides a more meaningful
and accurate result. We support our proposal with numerous mathematical definitions
that model local results for a single node and global results for the network. Finally, we
evaluate our architecture with an emulator that relies on AWS, NS3, and Docker with
varying number of nodes, network size, network density, speed, mobility algorithms and
timeouts. We obtain very promising results, especially regarding accuracy.

Keywords: Consensus Algorithms, Distributed Systems, Internet of Things,
Monitoring

1. Introduction

Internet of Things (IoT) represent an important area of network research since they
constitute various problematics but at the same time, multiple applications [3], therefore
many opportunities. Some of the most recurring problematics of IoT are the mobility,
the availability and also the limited resources of each node [4]. These problematics affect
multiple aspects of communications inside a network of IoT, e.g., sending messages or
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collecting data efficiently. The mobility creates network fragmentation, which affects
the connectivity of the nodes. This causes two or more subnetworks and each can have
their own set of information. The availability makes uncertainty about which nodes
in the network we can rely on to send a message. This uncertainty creates the need
for robust mechanisms that can withstand the availability of the nodes. Finally, the
limited resources force us to create efficient and optimized solutions which do not sacrifice
resources as computing power or communications efforts.

One prominent interests in the IoT literature is monitoring. It is highlighted in the
work of Lee et al. [1] as well as in a recent paper of Raposo [2], that monitoring is of
high research interest and high market interest. It is known that when a network is
deployed, there is always a need to know the state of the network. The network state
information allow the managers to improve, maintain, and debug the network at any
moment. Therefore, the monitoring of a network is of great importance. To monitor
IoT, we need to understand and overcome the challenges in place. We can look at the
problems for monitoring from the mobility perspective. If a node triggers the monitoring
while the network is fragmented, it will not be able to reach all the nodes. Therefore
this can cause incomplete results for the monitoring purposes. Another problem is the
analysis and interpretation of the data by the network. Given the mobility and the nodes
availability, it can be difficult to compute a function among all nodes. Therefore each
node can reply for themselves, but aggregation is needed to provide an overall result.
These problems affect the monitoring of the network and the existing solutions.

Most of the known monitoring approaches in the literature state that accuracy is not
reliable in a mobile IoT due to the dynamic properties. Network fragmentation has a
harsh impact on the accuracy of a decentralized and distributed approach. Given that
the information is spread through the network then if a subset of nodes of the network
fragments, there is a probability that the information for the monitoring result is frag-
mented as well. Therefore, there have been many studies that try and have successfully
increased and maintained the accuracy of the approaches but most of the time the ac-
curacy decreases with the number of nodes, or density of the network [5, 6]. Besides,
it has been shown in recent works [7, 8] that in such distributed systems, there is a
need to monitor multiple points in the network in order to reach a consensus among the
different information to have useful and processed data. This leds us to believe that a
distributed system combined with a robust consensus algorithm could provide a robust
IoT monitoring mechanism.

While surveying the published works in distributed monitoring, [9, 10, 6] propose in-
teresting approaches based on hybrid categorization. However, though they enhance the
accuracy of classical techniques by creating multiple root nodes and running redundant
monitoring processes, there are at a middle point between decentralized and distributed
approaches. Moreover, the overall accuracy is increased, but as the number of nodes in
the network increases, it affects in a direct proportion the accuracy. In [11], the authors
define a distributed trust monitoring technique performing an architecture divided into
clusters electing monitor heads. Although they shown a low message overhead, the elec-
tion methods are inefficient compared to the leader election of a consensus algorithm.
Concerning the checking of global properties in a distributed manner, we may cite works
based on publish/subscribe principles such as [12, 13]. The concepts are relevant but the
middleware in use is too heavy for monitoring IoT networks in a fully distributed way.
In [14], the authors prevent such drawback by distributing in a more efficient manner
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the events on the network. This approach needs to deploy a PICO-MP network. The
numbers of messages can be drastically reduced, but no information about the accuracy
of the global properties checking is provided. In our approach, we focus on a lightweight
approach based on traces analysis and on a consensus protocol to reduce the number of
messages and specifically on the verdict accuracy. We took these works as an inspiration
bedrock and started to build a proposal that tackles the problematics for monitoring IoT.
This work is part of the unpublished contributions, related to distributed mechanisms to
monitor networks, of the PhD thesis [15]. We summarize the main contributions of this
paper in the following:

1. The proposal of a mathematical definition that models local results for a single
node and global results for a group of nodes or the whole network. These results
are the responses to a query definition that is propagated to the network. Finally
how these are integrated into a global result definition. These definitions help us
to provide a strong foundation for our monitoring architecture.

2. The proposal of a distributed monitoring architecture that relies on multiple points
of observations being the nodes. It provides a consensus mechanism that allows the
architecture to aggregate and provide a more meaningful result by analyzing the
data from a bigger perspective. Along side, we provide an appropriated mechanism
to free stored results to avoid resource consumption problems.

3. Finally we evaluate our result in a network emulator built in-house which combines
Amazon Web Services, Docker, and NS3. This emulator allowed us to run thou-
sands of emulations varying parameters like the number of nodes, network size,
node density, speed, mobility pattern and timeouts. As a result, we were able to
generate data and make an in-depth analysis of it by looking at average, maximum,
minimum and standard deviation values for accuracy, convergence time, number
and size of packets.

The remaining of our paper is as it follows. In Section 2, we discuss distributed
monitoring and consensus algorithm, and how that influence our architecture. In Section
3, in the first half, we define our mathematical models for the local and global result.
Also, in the second half, we define our architecture based on these models. In Section 4,
we present our implementation, we go through many aspects that were involved in the
implementation. We discuss the emulator, and finally, we go through the thousands of
emulations we performed. Next, in Section 5, we present some interesting related works
from which we got inspired. Finally, we conclude and give perspectives in Section 6.

2. Preliminaries

Network monitoring is an extensive field of interest. It can be described as “a number
of observers making observations and wish to work together to compute a function of the
combination of all their observations” [16]. The goal is that all observers (network nodes)
compute a value f(t) in a given instant of time ¢ in a collaborative way. For our purposes,
the function can be simple or complex.We define a simple function as a relation where
the domain depends only on the local data of a node, e.g. average CPU of all nodes or
average memory usage of all nodes. On the other side, we define a complex function as
a relation where the domain depends on distributed data among a set of nodes, e.g. the
integrity of the communication by checking the checksum of packets in all nodes.
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2.1. Distributed monitoring

The classification of the monitoring process has been studied in [17, 18]. For the
purposes of this paper, we consider the one major type: distributed. As stated by
[18], the problem of distributed monitoring can have various “trivial” solutions, e.g.,
centralizing the information. The centralized type of monitoring is when all the nodes
report their observations to a central entity, named centralizer or coordinator. The
distributed approach deals with networks where there is no centralized entity and the
data or computing of it is distributed across all nodes. When the property to monitor
is simple, it can be easier to achieve a global view. However, when the property to
monitor is a complex, which are dependent on more information and non-deterministic,
the solutions also tend to be more complex. A solution for approaches that need to be
considered by simple and complex properties is defined as the geometric approach by [19].
Sharfman et al. state that a global view can be achieved by breaking down the function
into properties or conditions that can be checked locally. The work of Goodloe et al.
[20], states that another important aspect of distributed monitoring is the ability to be
fault tolerant. According to this work, they state that some systems omit mechanisms
to ensure that the network agrees in one result based on the fact that the probability
of occurrence of a bad result is small. However, this is a wrong assumption and might
incur into an incomplete mechanism to deal with fault tolerant nodes. This derives the
need to accommodate a consensus mechanism to provide a Byzantine or asymmetric fault
tolerance.

2.2. Consensus

The consensus algorithm is derived from the Byzantine generals problem proposed
by Lamport et al. [21]. They state that a reliable computer system must be able to
work upon the existence of malfunctioning parts which can be generating conflicting
information. There has to be a majority of the parts functioning, which is known as
Byzantine fault tolerance. For the purposes of this paper, we assume the original fault
tolerance model, where the majority is defined as 2/3 of the parts of the system. From
this, we can say that a consensus algorithm is a mechanism to allow different nodes in a
network to agree on some information and work as a coherent group despite the failures
of some of the nodes [22]. The study of Fischer et al. [23], states that a Byzantine failure
can be a faulty process that can send messages when it is not supposed to. This means,
sending conflicting information that oppose the general view of the system. One of the
most knowi consensus protocols is Paxos [24]. Although this protocol is considerably
complicated and difficult to integrate, it became the foundation for consensus algorithms.
Although the complications stated by Paxos, it was still implemented by multiple big
tech companies in services like Amazon S3, Amazon DynamoDB, and Apache ZooKeeper.
There are other companies like Google that developed their consensus algorithm [25]. In
the recent years, a novel approach was proposed based on the limitations of Paxos, this
proposal is Raft [26]. Companies like Hashicorp, support this new approach and it has
gained enough popularity to have implementations in most of the programming languages
like C, Java, GoLang, Python and more. The Raft protocol is considered to be better
than Paxos since it decouples the leader election, log replication and safety, thus making
it more modular. Moreover, it reduces the degree of non-determinism among servers of
Paxos by defining clear and consistent rules for the communication between servers.
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2.8. Classical flooding

The transmission of data in a network is not only important but it can also be
considered as an energy bottleneck, specially in IoT networks. For our approach, the
communication sent by any node is intended to reach every node for availability purposes.
Therefore, we selected a classical flooding [27] mechanism to transmit data over the
network. Any node that wants to share any information with the network will start this
process by broadcasting the message to its nearest neighbours. Then, each node receiving
a broadcasted message checks if it has received the message in the past by relying on
a message ID. If the message has not been received in the past, it broadcast it to the
nearest neighbours, otherwise it discards the message. Although it can be argued that
this mechanism has some flaws, the intention of our paper is not to deep dive in the
information dissemination algorithm. On the other side, we consider that it aligns with
the requirement of low energy consumption of an IoT. Indeed, as it has been shown by
Haley et. al. [28], the energy consumed by a node in transmission is much greater than
in reception. Although network technologies drastically evolved, energy consumption in
IoT has been studied in a very detailed and recent survey [29]. The authors analyse
and raise several solutions dedicated to energy consumed by nodes and particularly to
power management in IoT. They expose that the solutions to set up depend on several
parameters (e.g., OS, applications, etc.). Although in our paper we do not cope with
these aspects, this survey as well as the very recent complete works [30, 31] will be very
good and strong starting points for future works.

3. A fully distributed monitoring architecture

We propose a fully distributed architecture by relying on a distributed monitoring
record and a consensus algorithm. Through this, we intend to provide a mechanism
capable of monitoring a network with multiple probes and multiples points of observation.
Our approach relies on a protocol we define to support the multiple processes of the
network. The protocol depends on a packet that we have defined. Each packet has two
parts, a header, and a body. We define four different type of packets: query, transaction,
consensus, and block. As a preliminary definition, the query packet is generated by a
node or external entity. This packet is sent to the network. Then each node analyzes the
query and produces a transaction. The transaction packet is the reply per node of the
query, and as the name implies, it contains a transaction. A transaction is defined as the
result of the verification of a local property, which is defined in the following sections.
The consensus packet is generated to coordinate the election of the validator or consenser
based on the consensus algorithm rules. Based on this consensus mechanism, the leader
validates a global property based on all local properties generated by the query. This
generates a result, which is assembled into a block. The block packet is the final result
of a query, which contains a group of transactions and the results based on the query.
To adequately define each part of our architecture, we must first define the messages,
events, local properties and global properties. For this formalization, we get inspired by
works performed in the context of services orchestration [32] and SIP protocol [33].

3.1. Single message
The network is interchanging and routing information through packets. This means
that a node A is sending information to node Z. The path between both nodes is changing
5
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due to mobility and availability in an IoT network. Therefore, it means that a packet
between these two nodes can take any finite amount of hops. Each node is capable of
taking some actions based on the packets which generates a routing event. From these,
we define a set of basic actions that can be performed by every node for the routing of
information.

Definition 1 (Actions). An action is the following final set of literals :
Q= New | Income | Outcome | Received

Where New refers to the creation of a new message, Income refers to the reception of
an incoming message, Outcome to the transmission of an outgoing message and Received
to the acknowledgement of a received message.

It is worth mentioning that any other grammar defining other actions for any other
protocol is possible. Keep in mind that how the routing algorithm decides the next hop
is out of the scope of this paper. We assume that this is defined using the embedded
routing protocol and each node will know what to do up to the reception of a packet.

Given the set of action names (2), we can notice that more information is needed
to model an actual message. For example the destination of the message, next hop or
previous hop, an even more advanced characteristics as status, checksum, protocol, etc.
Therefore relying on the grammar for the actions, we can define a message.

Definition 2 (Message). Given a finite set of action names , of labels L, and of
atomic data values D, a message m takes the following form:

m=o(ly =v1,...,l, =vy)

where o € Q) represents the action. The composite data of the message is represented by
a set {ly = v1,...,L, =w,}, rewritten as (I = v) for short, in which each field of this
data structure is pointed by a label l; € L and its value is v; € D.

In this paper, we consider £ as any field name of a message (e.g., a routing packet
with the fields destination, checksum, etc.) and D = integer U string.

Example 1. An Income message is formulated as the following:
ml = Income (previousHop = “10.20.5.5",
actualHop = “10.20.5.7", tag = 127,
protocol = “ospf”, timestamp = 1520870383,
destination = “10.20.5.50” )
where “10.20.5.7" is the IPvj address of node M, “10.20.5.50” the IPv4 address
of node Z and “10.20.5.5”7 and “10.20.5.9” are the two IPv4 addresses of two inter-
mediary nodes between the package in transit from node A and node Z. The timestamp,
protocol and tag properties are for exemplification purposes.
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3.2. Messages under observation

From the previous definitions, we say that a message is an instance of an event.
Meaning that a message is the single occurrence of an event. In our case, an event is a
routing event, e.g., the creation of a packet, the reception or transmission of a packet, and
so on. Due to our monitoring purposes, these events are under evaluation. We, therefore,
define a candidate event, which is a pair constituted by an event e and a predicate ¢.
This represents a message or set of messages which are an instance of e that are satisfied
by ¢. To define a candidate event, we need to first define a predicate and a term.

Definition 3 (Predicate). A predicate ¢ is defined wrt. the following:
Gu=—d | 1L ANpo |t =ta | t1 >ty

where t1 and t2 are terms, a term being either a constant or-a variable, e.g., t :=v | x
where v is an atomic value and x is a variable.

Definition 4 (Predicate Dependency). We tell that a predicate ¢; is dependent of
a predicate ¢;, noted ¢; ~ ¢;, if ¢; is expressed using variables defined by ¢;.

Definition 5 (Candidate Event). A candidate event (CE) is a pair o(ly = x1,...,1y
= x,)/d(x1,...,2,), denoted by (Z)/d(Z), where o(ly = x1,...,l, = x,) is a message
and ¢(x1,...,x,) is a predicate: The predicate can be omitted if it is true.

Example 2. To define the event of the start transmission of a message, we write:
New(source=z)/(x=“10.20.5.1") which represents any New messages whose source is
“10.20.5.17.

Through these definitions we are able to formalize any routing event with their re-
spective properties and more over to represent it using a candidate event for monitoring
purposes. It'is important to point out that a CE represents a set of messages. From
these we can proceed to define local and global properties and further operations.

8.8. Local property

Each niode in a network participates in the network operations like routing packets.
Not necessarily all nodes and not at all times, this depends on mobility and many other
factors. Nonetheless, based on these interactions, each node will generate its own log of
information. This information gives each node a unique local perspective of the network.
This local perspective is defined through local properties. Therefore, the evaluation of
a set of local properties derives a local view of the node. This evaluation can derive an
empty set as a result for some nodes, which means that the node cannot satisfy the given
local properties. We define a local property P, which is used to represent the behavior to
be monitored in a node. In our specific case, these properties are validated against the
given logs for the routing information of a node. The idea is that a local property can
be evaluated using any data that can be represented as a finite stream of messages. The
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local property is expressed as a combination of a conditional statement and a control
flow statement. This means that if the context is satisfied therefore a consequence must
exist for the given context, e.g., IF context THEN consequence. For example, let us look
at Example 1, the logic is if a node in the middle of the routing of a packet destined
to another node, it should receive an Income message and then it should forward an
Outcome message. Moreover, for the control flow statement, it means that, given a set
or sets of messages, it will iterate performing a predefined operation. The evaluation of
the CEs and its result, a set of messages, is explained in detail in the following sections.
We proceed to formalize the local property as following:

Definition 6 (Local Property). A local property P is a 3-tuple (cont, conseq, op)
composed of a Context cont AND/OR a Consequence conseq AND/OR an Operation op.
It is denoted as:

P ::=cont — conseq X op

where:

e Context is a sequence of CEs, {e1/d1,ea/da, .+, €n/bn) where it may exist pairs of
indezes i,j € {1,...n}, i < j such that ¢; ~ ¢;.

e Consequence is a set of CEs, e.g., {CEy,...,CE,,}. Therefore, according to a
Context, a Consequence can or can not be validated. Note that a Consequence can
be empty. In that case, the property just focuses on the Operation op.

e Operation is an operator that describes the operation followed by a term or terms,
e.g., (exist|sum|avg|count|x).

An Operation is a function that considers the terms of cont if conseqg= 0 or all
terms in cont—sconseq if op# ().

Note that op is not mandatory, it may be unnecessary for some properties. If op is
omitted, the result of the validation of P is a boolean.

Example 3. Let us look at the case where a node in the middle of the routing of a packet
1s destined to another node. If a node receives a message which is destined to another
node, it should forward it to the next hop defined by the routing algorithm. Therefore for
a node different from the source or the destination, it should be true that if there is an
Income message to node Z, there should exists an Outcome message to node Z. This
local property is defined as follows:
Py = (Income(destination = x1)

/(z1 == “10.20.5.50"))

— {Outcome(destination = x3)

/(xe == “10.20.5.50")}
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3.4. Global property

Given the distributed nature of our architecture, it is important to note that each
node holds its own perspective from its local information. However, some of the data hold
locally from some nodes, intersects with other local data of another set of nodes. This
intersection of local information gives a more broad view of the network. Therefore we say
that there is a network perspective based on the aggregation of the local perspectives.
This means that by relying on local perspectives, it can be determined a global view
of a property of the network. A global view provides more general information since it
aggregates over local views. For example, if we want to model if node A created a message
to node B or if we want to model that node B received a message that was originated
from node A, both of this cases can be modeled through a local property. However, if
we want to ensure that the integrity of the message generated from node A to node B
was maintained through the whole routing process, we need more information than just
local views. For this specific example, we could verify that the data checksum generated
by the source node A is the same as the data checksum by the receiving node Z. We
are assuming that the field checksum of a packet is defined as the result of calculating a
hash function of the body of the packet. This would give us a degree of certainty that
the data generated was the data received but would not ensure that the integrity was
maintained through the whole process. Therefore, we would need all the nodes involved
in the communication between node A to node Z and validate the checksum of each to
verify that the integrity is maintained. This gives us a complete certainty of the integrity
for a given packet.For this kind of scenarios, where the verification needs two or more
point of observations, we need to define a global property. The global property is also
expressed as a conditional statement followed by a control flow statement. This means
that if a context is satisfied therefore a consequence must exist for the given context.
This property is defined on top of local properties. Therefore we define a global property
as follows:

Definition 7 (Global Property). A global property G is a 3-tuple (SET, SET’, op)
denoted as:

G ::= SET = SET" x op

where SET and SET' are two sets of local properties and op is an Operator as defined
for local properties.

Example 4. Let us look at a more compler case where an operator is present. Since
we work in the context of IoT, we might need to measure the average transmission time
of the messages sent. For this, we would need to measure the delta of time between the
time when a message was sent and the time when the message was received by the next
hop. Therefore, this metric cannot be calculated by single local view, but it can only been
measured by the global view. For the purposes of this example, we assume that the packet
contains the address of the actual hop with the label “hop” and of the previous hop with
the label “prevHop”. Therefore, it is defined as:
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P1 = (Outcome(id = x1)/(x1 == 1234))

Py = (Income(id = x3)/(xe == 1234))

G ={P, P2 }={
(Income(prevHop = yy, timestamp = y2))
— {Outcome(hop = ys, timestamp = y4)
/(y1 ==1ys3)}}

x {average (y2 — y4)}

8.5. Query process

Our approach is reactive to a query generated by a node in the network or by an
external request. The query is assumed to request information for monitoring objectives
from all the nodes in the network. Therefore the query is generated and then all the
network computes a result. When each node receives a query, it evaluates it based on
the criteria given to get a result. If the node has a result, it then generates a transaction
packet and it is sent to the network. The transaction packet is explained in detail in
Section 3.6. The result generated by a node is considered a partial response to the query
given that it only takes into account its local view. The query can rely on local and global
properties, not necessarily both. The query packet has a body formalized as follows:

Definition 8 (Query). The body of the query packet is defined by the following tuple:
Query = [Gprop, To, Tr]

where Gprop s a global property, T, is a timeout defined in milliseconds by an integer
and T, is an optional number of transactions defined as any number greater than zero as
an integer.

The idea is that a query is transmitted to the network. Then evaluated by each node
to create local views and later to calculate the global view and final result of the query.
The evaluation of the query by a single node, can derive a local view which is encapsulated
by our approach as‘a transaction. We are assuming that each query contains only one
global property. ‘If there is need for more global properties, each one of them should
be executed using different queries. The query integrates one required and one optional
parameter, which are a timeout and a number of transactions. Every query operates over
an IoT network, then it has to overcome availability, mobility, fragmentation and other
inherent properties of these networks. Therefore, we provide some parameters to ensure
a deterministic approach of completing a query. The timeout, as the name implies, is
just a time to wait and afterwards all the existing transactions are aggregated. The
number of transactions, if present, is a limit on the quantity of existing transactions for
the given query, therefore until this threshold is met the query is not complete. If both
parameters are present, then the query will be completed when one of them is satisfied.
The behavior of a node upon the reception of a query is depicted in Algorithm 1. The
first step is to trigger the procedure that waits for the timeout of the query (line 3),
which is run asynchronously or in parallel. Then, it iterates over the local properties of
a query (line 4). For each one of them, it first evaluates the local property and the set
of the node local traces (line 5). The description of the function that evaluates the local
property can be found in Section 3.6 in Algorithm 3. If the result is not empty (line 7)
then it creates and sends the transaction (line 8).

10
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Algorithm 1 Reception of a Query in a node

1: procedure RECEIVEQUERY(Q)
2: FLOOD(Q)

3 WAITTIMEOUT(Q) > This is run asynchronously
4 for each Q.LPs as LP do

5: result[] < EVALLP(LP, myTraces)

6 end for

7 if result is not empty then

8 SENDTRANSACTION(LP, result, myTraces’)

9: end if

10: end procedure

3.6. Transaction process

Upon the reception of the query, the nodes need to parse it and evaluate it. Relying
on our previous definitions, if the query is composed by a global property, this means that
it contains a set of local properties. As we mentioned before, the global property is only
evaluated when there exists a result of multiple local properties. Therefore, a transaction
corresponds to the result of evaluating a local property. From this evaluation, a result
is derived, which is added to a transaction packet and sent to the network. If the result
is different than null, a node can generate only one transaction per query. The contrary
case when the result is null, meaning that the node does not contain any information
that can suffice the local property, then there is no transaction generated by the node. So
before we define the actual transaction packet, we need to define the evaluation of a local
property. A global property contains one or more local properties. Each local property
contains one or more candidate events. Therefore, to define the evaluation of the query,
we need to evaluate all local properties and by transitivity all candidate events of them.
However, to evaluate the smallest of the entities, we need a set of data to rely on. For
this, we define the data source as a trace segment, which is defined as v = (mq, ..., my),
a list of messages. The traces are instantiated traces coming from the logs of the nodes.
This is explained in detail in Section 4.3.2. We first define the evaluation of a candidate
event with Algorithm 2.

This algorithm defines two sections, a projection and a selection. The first section
(line 2) defines a projection of a candidate event (CE) from the trace segment. This
operation projects all traces that contain the corresponding message and field names
required by it. We check that the message name is the same and that the list of field
names and values corresponds as well. Then, if a message contains the required criteria,
it is considered as part of the projection and is added to a set of traces.

The second section defines a selection from the projected traces. To define this
selection (line 3), the predicate of the CE is evaluated. By definition of a predicate,
we only have boolean operators, the result is boolean as well (true, false). This means
that the operation selects the messages that comply with the predicate. Finally, the
result from both sections is returned. Let us note that the result contains a subset of the
original trace segment that satisfies one candidate event. The number of its elements can
be zero up to the number of elements of the original trace segment. This will depend on
the specification of the candidate event.
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Algorithm 2 Evaluation of a CE in a list of traces

Precondition: II refers to the projection operation and o refers to the selection opera-
tion from relation algebra.

1: procedure EVALCE(CE, Traces)

2: projection < ep.o.cp., (Traces)
3: selection < 04y ) (projection)
4: return selection

5: end procedure

From this, we can define the evaluation of local property by considering an algorithm
that analyzes the context, the consequence, the operation and then their results in a
conditional statement. For that, we define the Algorithm 3. The algorithm has three
sections. The first one (line 2) is where a subset of traces are derived from the context.
The second part (line 6) is where a subset of traces are derived for the consequence.
Finally, we evaluate the operation of the local property (line 10). First, we evaluate
that if an operation exists, then we apply the given operation to the list of messages.
Otherwise, we fall back to the default behavior (line 13) and return the result of the
conjunction that for every context it should exist a consequence.

Algorithm 3 Evaluation of a Local Property in a list of traces

1: procedure EVALLP(LP, Traces)
2: evalcontext < map()

3 for each LP.Context.CEs as CE do

4 evalcontext|] <+ EVALCE(CE, Traces)

5: end for

6 evalconsequence < map()

7 for each LP.Consequence.CEs as CE do

8 evalconsequence|] < EVALCE(CE, Traces)
9

: end for
10: if LP.Operation is not empty then
11: return LP.Operation?_, (evalcontext[i], evalconsequenceli))
12: end if
13: return A\!_, evalcontext[i] 3 evalconsequenceli]

14: end procedure

With these two algorithms, we can define the transaction packet as the tuple defined as
a property, the evaluation of that property and the traces that satisfy the local property.

Definition 9 (Transaction). The body of the transaction packet is defined as follows:

Transaction = [ P,eval LP(P,Tiocat), T'pear ]

where P is a local property, eval LP(P,Tycq1) Tefers to the result of the evaluation of P
through the set of traces Uipcqr, and T, .., C Tiocar Tepresents the traces that were effective
12
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for the evaluation of P (i.e., the above-mentioned subset, indeed, not all traces from the
list are locally usable or useful for evaluating the formula, this can depends on the node
processing the property evaluation). Note that eval LP(P,Tpcq1) can be either boolean,
integer, double or any other data type defined by the Operation of the local property.

It is important to mention that, if the evaluation of the local property returns false,
then no transaction packet is generated. But if a packet is generated, then this packet
is sent to the network. The behavior of a node upon the reception of a transaction is
depicted in Algorithm 4. This algorithm starts by sending the transaction to ensure the
transmission of it (line 2. Then it stores the transaction (line 3. Followed by getting the
corresponding query (line 4). Finally it checks if there is enough transactions based on
the parameters of the query (line 5 and if this is satisfied, then it triggers the consensus
process (line 6).

Algorithm 4 Reception of a Transaction by a node

1: procedure RECEIVETRANSACTION(T)

2 FLOOD(T)

3 transactions|] < T

4 Q + get query for T

5: if Q.T,. exists and is >= than T's of (Q then
6 TRIGGERCONSENSUS

7 end if

8: end procedure

8.7. Consensus process

Our approach aims to get the responses of the nodes to the query, but taking advan-
tage of the distributed nature of the approach, also to compute a global result based on
these responses to provide a more robust conclusion. We propose to utilize a consensus
algorithm as a mechanism for grouping the transactions, validating them on a higher
level and finally providing the complete result of the query to the network (Fig. 1).
Every time a response to a query is generated by a node to the network, transaction,
the nodes verify if the parameters (timeout and/or the number of transactions) of the
query completion are met. If the conditions are met, then the consensus algorithm is
triggered to elect a validator. Therefore this entity groups the transactions of the query
and then it validates the global property. Finally, a block is assembled with the group
of transactions and the results of the validation, and it is sent to the network. After
this, the elected leader goes back to a sleep state, and all the nodes stop any consensus
activity until it is again needed. When it is needed again, a new election is held, and a
new leader is elected. This is an essential factor of our approach. Given the properties of
the IoT, it is crucial that, at each round, any node can act as the validator. This makes
the approach more dynamic, suitable for change and scalable. From the data perspective,
it also makes it more democratized, fair and distributed, since all nodes can and would
participate in the validation of the monitoring information.

Relying on the definitions made by Raft [26], we define our leader election algorithm
illustrated as an input-output finite state machine (Figure 1). After this, the leader
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Figure 1: 10 FSM definition of the raft-inspired leader election

evaluates the global property based on the transactions containing the local views. This
generates a block packet that is sent to the network, which is explained in detail in
Section 3.8. Finally, the consensus is completed when the network verifies the result.
Any node participating in the election can be in three different states: Follower,
Candidate or Leader. The Follower state is the most common state, and every node
starts in this state. Aside from that, if they are requested to vote for a leader, they do
so one time, and they vote for the one that they were requested first, therefore based
by time and not by any other preference. Otherwise, all nodes vote, and at the same
time they participate as watchers in the election. Therefore they keep track of the votes
they hear aside from theirs. This gives the ability to the network to be sure that the
leader is effectively the elected leader. The Candidate state is for a postulating node
to be a leader. Therefore the first thing they do is to do a random timeout and when
that timeout is reached they request for votes. If they hear a vote either for them or for
another participating node; they count it nonetheless. If they receive a request for vote,
they will fall back to the Follower state and vote for that candidate. It is important to
note that, if two or more candidates clash with the same random time, and they request
votes at the same time, they all return to the Follower state and after reaching a timeout
a new election is held. By the end of the election, defined as a particular timeout, the
node with the majority of nodes is the winner. Then that node announces itself as the
leader, switches into the Leader state, and it closes the election. From this moment, the
leader pings periodically the followers so they know of its existence. If the leader goes out
of range or goes offline, another election will be held. Once a leader is elected, this node
triggers the consensus end, giving place to the creation of the block and the completion
of a query. However, once the block is created and transmitted, it resets everything and
remains in a sleep state until it is needed again. Therefore, if there is no need for a leader,
there is also no need for the exchange of messages of the given election leader protocol.

3.8. Block process

All the nodes in the network contain the queries and the transactions generated by
the queries. Based on the query restrictions and the transactions, every node is capable
of deciding when to aggregate the data. This is referred in Algorithm 4 and Algorithm 1.
Therefore, when these criteria are met, all nodes employ a consensus algorithm to dictate
a node to perform this task. The temporal leader node takes all the transactions it has
from a given query, aggregates them and analyzes the global property. To determine the
evaluation of a global property, we rely on the definition of the evaluation of the local
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property. The Algorithm 5 defines the evaluation of a global property. It is a recursion
over the same concept on how to evaluate a local property. It has three parts, (i) getting
the traces of the context, (ii) the traces of the consequence and (iii) returning the result
of the operation. This process yields a result consolidated and sent as a block packet.

Algorithm 5 Evaluation of a Global Property in a list of traces

1: procedure EVALGLOBALPROPERTY(GP, Traces)

2 context < map()

3 for each GP.Context.LPs as LP do

4 context|] + traces of EVALLP(LP, Traces)

5: end for

6 consequence < map()

7 for each GP.Consequence.LPs as LP do

8 consequencel] < traces of EVALLP(LP, Traces)
9

: end for
10: if GP.Operation is not empty then
11: return GP.Operation_, (context[i], consequenceli])
12: end if
13:  return A}, context[i| 3 consequenceli]

14: end procedure

Definition 10 (Block). The body of the block packet is defined as follows:
Block ::= [ G, evalGP(G,Yiocal;)s Viocal; ]

where G is a global property, Viocal; 1S a set of traces from the local properties of G and
eval GP(G, Viocal;) Tefers to the result of evaluation the global property in all the local
trace segments.

As mentioned before, once the consensus algorithm elects a leader, the aggregation
process is done. This process consolidates the query and the transactions of the query.
Then the global property is evaluated as explained before. Finally, the block is consoli-
dated, then sent to the network and added to the ledger.

The behavior of a node upon the reception of a block is depicted in Algorithm 6. The
other nodes, upon the reception of the block, verify the block packet to make sure that
the information is congruent. The verification is done by evaluating the query with the
data that the node has. This should have the same result as the one transmitted in the
block (line 3). If the block passes this second verification (line 4), then it is added to the
nodes ledger (line 5) and then sent to the network. Otherwise, the block is rejected by the
node and announced to the network (line 8). With these procedures, we can define the
block packet, as the tuple with a global property, the evaluation of the global property
and the traces that satisfy the global property. It is important to mention that, given
the inherent properties of IoT, there can be incongruent scenarios for some nodes. Let
us look at the case of network fragmentation, so all nodes have the same information,
but one of the nodes in the network went off range for a period of time, and it has one
or more missing transactions. This means that when this node tries to verify the block,
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it will fail to do so. In this case, each node has to keep track of what the other nodes
are sending, and if the majority of the network approves a block that was rejected, then
the node should accept it. Another case along the same line is if a node verified a block,
but it hears an error for the same block from another node. Once again, the majority of
the network is what defines the outcome. It is worth mentioning that, if a node verifies
a block, but it receives that the majority of the network has acknowledged the block as
an error, then the block should be discarded. This case could happen due to network
fragmentation, but at the time that a node sent its transaction to the network, it was off
the range. Therefore most nodes had a missing part. Therefore, for simplicity purposes,
each node agrees with what the majority of the network agrees.

Algorithm 6 Reception of a Block in a node

1: procedure RECEIVEBLOCK(B)

2 T <+ get Transactions for B.Q

3 testResult < EVALGLOBALPROP(B.Q, |JT traces)
4 if testResult == B.result then

5: ADDTOCHAIN(B)

6 FLOOD(B)

7 else

8 SENDERROR

9: end if

10: end procedure

3.9. Clean and Restart processes

To avoid resource consumption, specifically storage space for each node, there is a
process to free resources from past queries. This is a restart process, and this takes care
of cleaning storage of all the blocks from a specific query, specific set of queries or all
queries. Therefore, a query or multiple queries can be performed at any given point in
time. Once there is enough information, this is defined by the node or external entity
generating the query, it can be asked to the network to discard all blocks from these
queries. Our approach intends that multiple queries can be performed in a defined and
finite amount of time and that all these results are stored for enhancing the overall result.
However, in the long term this can become a storage problem. Therefore the idea is to
avoid these problems with this process.

4. Experiments

We evaluate our proposal using an emulator! built in-house based on Dockemu 2.0
[34, 35]. This tool, based on container virtualization, allow to develop applications on
current operating systems which can be tested on larger networks, leading to accurate
results and saving time in duplicity of an implementation. Besides, it relies on Docker
(v18.03.1-ce) and NS3 (v3.26), well accepted tools that guarantee the accuracy of our

Lhttps://github.com/chepeftw /NS3DockerEmulator
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results. It sits on top of an orchestrator that relies on Amazon Web Services Elastic Cloud
Computing (AWS EC2) instances to launch parallel emulations for fast and efficient
generation of results. This means that each arrangement of parameters (number of
nodes, network size, node speed, timeout and mobility model) is emulated on its own
AWS EC2 instance, which it is running parallel to many other emulations. This enables
us to improve the overall throughput for our experiments, giving us more data in less
time. Finally, the orchestrator parses the logs from the Docker containers per emulation,
extracts the information and centralizes it in a MongoDB server for further analysis.
Together they provide a highly scalable, replicable and robust environment to conduct
experiments. The testbed consisted in an implementation separated in four repositories
of our proposal in the language Go (v1.9). Each repository represents a layer of the
complete implementation, it is separated into ledger?, miner?, router? and raft®. The
implementation is separated into different layers to isolate the different processes and to
allow parallel execution of all the tasks without any problem. The ledger layer refers
to the entity in charge of storing the chain of blocks, generating the transactions and
validating blocks. The miner layer refers to the entity of starting the election process,
and upon the reception of the results of the election, it creates the block for a given
query. The router layer refers to the entity that handles the packets from the network
and sent it to the corresponding layer, also performs the flooding when it needs to send
information to the network. Finally, the raft layer refers to the entity in charge of electing
a leader. The idea is to identify primarily the completion time per query, the accuracy
of the approach, the traffic it generates and how it compares to other approaches.

The completion time per query is defined as the time it takes from the generation
of the query to the official result of the query represented as a block. This includes the
time it takes to propagate the query, analyze it per node, generating the transactions,
the consensus algorithm, the block creation and finally the verification of the result. The
accuracy of our approach is defined by the validity of the blocks generated from the
consensus algorithm. This means that every time a node receives a block, it validates
the information of it and determines if the block is valid or not. Then this information is
used to determine that for each query, the overall process is valid or not, and how many
nodes agreed on this. It is essential to measure this since mobile IoT networks are prone
to fragmentation due to mobility. Therefore, it exists a need to determine the accuracy
of the approach despite fragmentation or other IoT problematics. The traffic generated
by our approach tells us how many packets are being generated and transmitted over the
network. Ideally, it should transmit few packages for resource efficiency, but problems
like fragmentation tend to make this difficult. Finally, we compare our approach to other
approaches in the literature to determine the pros and cons of the approach at hand.
The following is a summary of the previous definitions for easier lecture.

2https://github.com/chepeftw/LedgerMANET
3https://github.com/chepeftw/MinerMANET
4https://github.com/chepeftw/RouterLedgerMANET
Shttps://github.com/chepeftw/raft
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4.1. Test case and monitored properties

We propose a test case where there is an IoT network in a defined space with a
fixed number of nodes. A node from the network, chosen randomly, triggers a query
and is sent to the network. The query we defined it to determine the integrity of packet
transmission with a 7T, = 60000 and 7,. = 4. We chose this test case, since the monitoring
needs information for every participating node in the communication. We assume that
the field checksum was properly calculated at the time of the transmission. We check
that the checksum is maintained through the whole communication. Therefore, we rely
on the three below detailed local properties and the global property of the query looks
like G, with a T, = 60000 and 7} = 4, both values were chosen arbitrarily.

Pr1 = (New(id = x1)/(z1 == 1)) — {Outcome(id = z3)/(z2 == 1)}
Pre2 = (Income(id = z1)/(x1 == 1)) — {Outcome(id = x3)/(x2 == 1)}
Prs = (Income(id = z1)/(x1 == 1)) = {Received(id = z2)/(z2 == 1)}
GT1 Z{Ph PQ, 7)3}=>{
(New(checksum = y1)) — {Received(checksum = y2)/(y1 == y2)},
(Income(checksum = y3)) — {Outcome(checksum = y4)/(ys == v4)}

}

The nodes that can answer this query generate a transaction with the evaluation of
the local property. Once the query and parameters are met, the consensus is triggered.
The leader elected validates the global property of the query. Finally, it assembles a
block and sends it to the network. There is a wait time of 5 seconds, and new random
node triggers a query. This is repeatedly done for four consecutive times. Afterward, all
the processes stop and the test case is over. The nodes use the MAC protocol of 802.11a.
The transport protocol is UDP with a data rate of 54Mbps and a node range of ~125m.
Each node starts in a random position and starts moving in a random direction at a fixed
velocity. After the test case has started, there is an initial configuration time, equal to
the number of nodes to randomize the position of the nodes. The idea is for the nodes, to
shuffle from their original location. All of this is done to enhance the trustability of the
results by using random values to ensure that the algorithm works in any given scenario
and that any emulation parameter does not tie it.

o~ o~

4.2. Scenarios

For all the scenarios, we define three different level of network densities, namely
low, medium and high. The low density refers to at least 1.5 nodes every 100m x100m.
The medium density refers to at least 2 nodes every 100mx100m. Finally, high density
refers to at least 3 nodes every 100mx100m. It is worth mentioning that low density
or high density could refer to more extreme cases, but we intend to experiment with
different densities. Based on these densities, we define the network size for each number
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Table 1: Emulation network parameters

Nodes Low density Medium density High density EC2 type
20 365x365 316x316 258x258 t2.medium
30 447x447 387x387 316x316 t2.large
40 515x515 447x447 365x365 mb5.large
50 57Tx577 500x500 408x408 mb.xlarge

of nodes. The number of nodes determines the type of Amazon EC2 instance where the
emulation is running. This is due to the fact of the computation power required by NS3
as the number of nodes and number of packages to simulate increases. The parameter
relationship between the number of nodes, network size and Amazon EC2 instance type
for the different node densities is summarized in Table 1. We define four scenarios to
be emulated. The first scenario analyzes the efficiency of our approach by running the
test case with a different number of nodes, different network sizes according to different
densities, and different timeout for the raft process with a fixed speed and fixed mobility
pattern. The second and third scenario analyze the efficiency as well with the previous
parameters for a number of nodes and network size for different densities but having
two different speeds and two different mobility patterns. Finally, the fourth scenario
compares our results with other approaches. Each scenario runs, the previously defined
test case, through 200 cycles parallel to the other scenarios. This number of cycles is
approximately equivalent to running each scenario for 24 hours to ensure accurate and
consistent results. Therefore, each data point of each graph represents approximately
800 runs of a query, meaning that each graph represents 9,600 runs of a query. It is fair
to assume that each graph contains sufficient data points to ensure the quality of the
measurements.

4.3. Implementation

All the layers of the implementation depend on a packet definition and the logs that
are being monitored.

4.8.1. Packet definition

The packet is defined in a JSON ([36]) format summarized in Figure 2 and contains
multiple subparts to work with the overall implementation. The handling of the packet
is done by the Type property in the structure. The different types that can exist are:
(a) query, (b) transaction, (c) block, (d) election, (e) raft_ReqVote, (f) raft_Vote, (g)
raft_Ping, (h) raft_ConsensusEnd and (i) raft_Reset.

For example, if the packet is a query type, then the implementation handles it as a
query and looks for the query structure inside the packet. For this specific type, the query
structure depends on other structures (global property, local property, and candidate
event) hence the arrows in Figure 2. This also means that it omits the transaction,
block, and raft structure since they are not relevant to the query. Another example is
for any of the raft types, the implementation looks for the raft structure in the packet
and omits the query, transaction, and block.
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Figure 2: Packet structure

4.3.2. Log parsing

The monitoring of our properties and our approach is based on analyzing a set of
traces. The set of traces we relied on is the logs of the node. For this, we assumed
that the log contains a predefined format. The format contains default information as
timestamp and severity, but it also contains the action and labels.

Listing 1: Log Format
Timestamp OtherFields* Action [labelN=valueN]+

For our implementation, we developed a small tool that parses the information from
a tcpdump file and outputs our log format. The captured information is from an IoT
network where a node routes a packet to another node using OSPF. From this, we
captured the information for all participating nodes and created the log we use. It can
be seen as an extra step to achieve the log, but this modularization allows a more easy
adaptation for other tools.

4.4. Results

4.4.1. Results varying the number of nodes, node density and timeout

For this scenario, the intention is to emulate all the combinations defined in Table 1.
For each pair of number of nodes and network size, we evaluate two timeouts (200ms and
300ms) for the raft process but use a fixed speed of 2m/s and a fixed mobility pattern
of random waypoint model. This scenario is designed to test the time and monitoring
efficiency of the overall approach. Also taking into account the resources that are being
used, we analyze the number of packets generated by our approach. The results for the
first timeout of 200ms are summarized in the following way: the results for the time to
complete the query are in Figure 3a, the results for the accuracy of our approach are in
Figure 4a, and the results for the number of messages generated by the raft leader election
process are in Figure 5a. The results for the second timeout of 300ms are summarized
in the following way: the results for the time to complete the query are in Figure 3c, the
results for the accuracy of our approach are in Figure 4c, and the results for the number
of messages generated by the raft leader election process are in Figure 5c. Looking at
the results, the first apparent remark we can make is that the query completion time
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Figure 3: Query Complete Time Results for Random Waypoint Mobility Model

increases as the number of nodes increases. Then if we look at the message counts for
raft, we notice as the number of nodes increases the higher number of messages in the
network. This is‘an interesting but obvious result since it means that the more nodes
there are in the network, the most work (packets) and time it takes for the consensus
protocol to elect a leader. Then we can observe some more interesting results for the query
completion timne, which is faster when the timeout is higher. This is not so obvious, but
this is because a timeout of 200ms is too small for the needed interactions to complete an
election process compared to the timeout of 300ms. Therefore, there are more problems
and re-elections during the full process.

Another interesting comparison is between the results for a timeout of 200ms and a
timeout of 300ms. The results for a timeout of 300ms, seem to follow a more clear trend
due to the increase in time for the interactions to complete. Meanwhile, the timeout of
200ms, shows some possible irregularities between 40 and 50 nodes. This could be due
to the geometry of the space in medium density which combined with a lower timeout
causes more problems to complete the interactions than expected. This behavior can
be observed in all of our experiments being explained by the same reasons. In a more
profound analysis for the completion time, including results for both timeouts, we can
refer to Table 2. Another highly promising result is the accuracy of the approach. As
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Figure 4: Accuracy Results for Random Waypoint Mobility Model

we can see in Figure 4a and Figure 4c, the accuracy of the approach ranges from 99%
to 100%. This result is significant since it means that although several IoT inherent
problems may occur, such as fragmentation, our approach converges to an accurate
result.

Another interesting result is to notice the difference in accuracy for high density. This
might be due to the fact that in high density scenarios, there might be more probabilities
of messages clashing in the spectrum. This can lead to significant variances in the
accuracy. Nonetheless, these variances (confidence interval in Table 2 and 3) are between
98.5% and 99.5%, which seem like acceptable. However, it would be relevant for future
works to expand in high density scenarios.

It is worth mentioning that each figure contains a total of 7,500 emulations. The
standard deviation for the timeout of 200ms is 1.90 and for the timeout of 300ms is
2.31. These results make the approach highly effective despite the number of nodes, the
density, size of the network, and the selected timeout.

4.4.2. Results varying the number of nodes, node density and timeout for different node
speed
For this scenario, the intention is to emulate all the combinations defined in Table 1.

For each pair of number of nodes and network size, we evaluate two timeouts (200ms and
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Figure 5: Raft Message Count Results for Random Waypoint Mobility Model

300ms) for the raft process but use two speeds of 2m/s and 5m/s and a fixed mobility
pattern of random ‘waypoint model. This scenario is designed to test the time and
monitoring efficiency when the speed is different. Also taking into account the resources
that are being used by analyzing the number of packets generated by our approach. The
results for both timeouts at both speeds are summarized in the following way: the results
for the time to complete the query are in Figure 3, the results for the accuracy of our
approach are in Figure 4, and the results for the number of messages generated by the
raft leader election process are in Figure 5. From these results, we can confirm the similar
behavior in comparison to our previous results. For instance, the time for the query to
complete is proportional to the number of nodes. There is no clear better or worst time
when comparing the two different speeds. In a more in-depth analysis of the completion
time, including results for both timeouts for the speed of 5m/s, we can refer to Table 3.
Comparing Table 2 and Table 3, we can observe in more detail the similarities. In both
cases, we have extreme cases as the minimum and maximum suggested. Based on the
standard deviation, we can conclude that for both speeds the average query complete
time can vary more as the number of nodes increases. Once again, this makes sense
since trying to get to a consensus becomes more difficult the more participants there
are. Therefore, it is logical that as the number of nodes increases, the variability of
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Table 2: Statistical analysis for the query completion time at a speed of 2m/s

Nodes Minimum Maximum Average o CI 95%
20 1,495 58,743 4,129.33 4,936.19 2,310.18
30 497 58,998 5,341.81 7,250.71 2,707.42
40 737 59,753 8,759.20 10,558.74 3,376.86
50 430 59,997 9,415.15 10,278.96 2,921.29

Table 3: Statistical analysis for the query completion time at a speed of 5m/s

Nodes Minimum Maximum Average o CI 95%
20 1,039 56,136 3,931.39 4,683.64 2,191.99
30 1,547 59,505 5,291.06 7,011.55 2,618.12
40 631 59,784 8,398.48 10,124.50 3,237.99
50 796 59,520 9,003.42 10,089.37 2,867.40

the completion time increases as well. Another impressive result is the accuracy of the
result. We can observe that independently from the speed of the nodes, the approach
can converge with high accuracy. The standard deviation for all of the accuracy results
of a speed of 5m/s, for the timeout of 200ms is 1.78 and for the timeout of 300ms is 2.43.
Then is fair to assume that the variability of the accuracy is extremely low, therefore
making it very accurate and promising for future experiments.

4.4.3. Results varying the number of nodes, node density and timeout for different mo-
bility models

For this scenario, the intention is to emulate all the combinations defined in Table 1.
For each pair of number of nodes and network size, we evaluate two timeouts (200ms
and 300ms) for the raft process but use two speeds of 2m/s and 5m/s and two mobility
patterns of random waypoint model and random walk model. This scenario is designed to
test the time and monitoring efficiency of the overall approach. Also taking into account
the resources that are being used by analyzing the number of packets generated by our
approach: The results for the random waypoint mobility model are summarized in the
following way: the results for the time to complete the query are in Figure 3, and the
results for the accuracy of our approach are in Figure 4. The results for the random
walk mobility model are summarized in the following way: the results for the time to
complete the query are in Figure 6, the results for the accuracy of our approach are in
Figure 7. The results for the number of messages generated by the raft leader election
process and by the router layer are omitted since are extremely similar to the results
presented in the previous sections. Looking at the results from the query complete time
for both mobility models, we can notice that the random walk mobility model results
are slightly slower. If we look at it closer, we can analyze the average per number of
nodes for all densities and speed for both mobility models. This can be seen in Table 4,
where it is more evident that indeed is slightly slower. Changing to the accuracy results,
we can observe, once again, that the approach is highly effective despite the mobility
pattern. Nonetheless, it is important to point out that the accuracy results for high
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Figure 6: Query Complete Time Results for Random Walk Mobility Model

density are more volatile, based on the observation of the standard deviation than the
other densities. This is interesting since it shows a scenario where our approach decreases
its accuracy but not by much which shows the efficiency of the approach. In a closer
look to the accuracy results, the standard deviation for all of the results of a speed of
2m/s, for the timeout of 200ms is 2.57 and for the timeout of 300ms is 2.33. Also, the
standard deviation for the results of a speed of 5m/s, for the timeout of 200ms is 3.21
and for the timeout of 300ms is 3.90. These values, compared to the results from the
previous sections, show a higher variability due to the mobility pattern. In fact, the
lower accuracy value is 97.14% (which can be seen in Figure 7d), and if you consider
that is the scenario of 50 nodes, high density and speed of 5m/s, it is still quite accurate
and efficient from our perspective. On the other hand, the raft message count results
show an increase as well, it is a small increase, but it tells that due to the mobility, the
consensus algorithm is having more difficulties trying to converge on a leader. This is
expected since this is correlated to the query complete time, and for the random walk
mobility model these values were higher. Setting aside the small increases in the results,
we can confirm that our approach works efficiently, independently of the timeout, speed,
network size, number of nodes and mobility model.
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Figure 7: Accuracy Results for Random Walk Mobility Model

4.4.4. Results from comparing the proposed approach against Treesip and DHYMON
For this scenario, the intention is to compare the previous results with the approaches
of Treesip [6] and DHYMON [10]. It is worth mentioning that although both results have
shown promising results, neither of them is capable of monitoring a complex function
like a global property. Both of them can provide a global view of local properties by
performing an aggregation or average among the results, but they are not capable of
computing a result that relies on more complex definitions. We can find the results of
the convergence time and accuracy in Figure 8. The convergence time is defined as the
time it takes to the approach from the start of the query to the end of the result. In
our case, it is the query completion time, but we use the term convergence time for
comparison purposes. The accuracy is defined as the validity of the final result. In our

Table 4: Query Complete Time for both mobility models

20 nodes 30 nodes 40 nodes 50 nodes
Random Waypoint 4,301.26 5,800.91 9,998.94 10,489.95
Random Walk 4,847.68 6,738.90 10,256.85 10,768.09

26



Journal Pre-proof

Number of nodes Number of nodes

926335
861292 B 400

7 400 7700 100

6350
5 604.99 %
4267.75
368518 365732 30
2.5k 1856.7 0
0 60
20 30 40 50

20 30 40 50

Time (ms)
Percentage (%)

Tressip =~ Tressip multi-node Blockchain inspired Tressip @ DHYMON MonitorChain

(a) Convergence Time (b) Accuracy

Figure 8: Convergence time and Accuracy for multiple approaches

approach, this is calculated by each node and then sent to the network. This means that
the network by itself can determine the accuracy per query and therefore per block at
runtime. In the approaches we are comparing, an outside analysis of the logs did this.
Both approaches logged how many results were they able to aggregate, and the later
analysis would consider this value and the number of nodes to calculate the accuracy
ratio. The results regarding the convergence time are shown in Figure 8a. For the other
approaches, although there is not a statistical analysis of the results, they do affirm that
they emulated their test cases multiple times to ensure the veracity of the results. The
DHYMON approach seems to be the most efficient in term of time, but it has not been
tested with different densities and mobility models. The Treesip approach seems to be
the overall slowest, and our approach is somehow in the middle. The results regarding
the accuracy are shown in Figure 8b. This is where it gets interesting, although our
approach is not the fastest, it is by far the most accurate. We can see that the Treesip
has the worse accuracy ranging from 88% to 70% and the DHYMON ranges from 97% to
85%. The DHYMON has a more steady accuracy but is not as consistent as the 99% of
our approach. It is also worth mentioning that the other approaches have not conducted
tests to varying the densities of the networks, which could diverge the results. It seems
that the other approaches have tried to increase the accuracy, but it always decreases
while the number of nodes increases. In our case, the accuracy is outstanding but the
time could be improved.

5. Related works

In the literature, Mobile IoT has been widely studied. Indeed, the interconnected
devices, or objects, can communicate, actuate, exchange their information over Internet
to the end users by using the communication technologies and networks [29, 37]. For such
systems, the problematic of monitoring IoT is of high interest and has been studied in
the literature [1] as well as in a recent paper of Raposo [2]. Although sensors-based/IoT
networks are commonly utilized to monitor a system (environmental, healthcare, etc.) [38,
39], their nodes themselves are also needed to be monitored for several reasons such as
testing, security, reliability, maintainability, etc. Indeed, the monitoring of IoT allows
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to have some information of the state of the network and to check the correctness or
security of the system [40, 41]. In a mobile environment, distributed monitoring is
needed as there is no centralized and fixed infrastructure. In Battat et al. [17], it can be
said that monitoring can be classified into centralized and decentralized or distributed
monitoring. In the decentralized monitoring context, we can mention three prominent
subcategories: (a) gossip, (b) hierarchical or (¢) hybrid approaches.

In the gossip-based categorization, we can discuss Mobi-G [5] which is inspired by
Gossipico [42] for static networks. This is an algorithm to calculate the average, the
sum or the count of node values in a large dynamic network. It can provide accurate
results even for fluctuating attributes. It also can reduce the communication cost. It
does not suffer from extended range connectivity, but the accuracy decreases for an
increasing spatial network size. In the hierarchical categorization, BlockTree [9] proposes
a fully decentralized location-aware monitoring mechanism. The idea is to divide the
network into proximity-based clusters, which are arranged hierarchically. Even though
the excellent performance, the average power consumption increases directly proportional
to the spatial network size or node density. For the hybrid categorization, we can look
at DHYMON [10]. The proposal of DHYMON, which is an extension of Treesip [6],
enhances the accuracy of it by creating multiple root nodes and running redundant
monitoring processes to improve the overall result. This approach is a middle point
between a decentralized and distributed approach. The overall accuracy is increased,
but as the number of nodes in the network increases, it affects in a direct proportion the
accuracy.

Other related approaches are the work from Belfkih et al. [43], this approach is applied
over wireless sensor networks (WSN), but they share the same resource limitations for
IoT Manet-based systems. They propose an improvement over classical SQL-Like query
language processors for WSN to query values of the network. They evaluate their proposal
relying on some relay nodes that use some scheduling algorithms to process the responses.
It is important to mention that their monitoring results had a convergence time between
10s to 20s. An interesting approach is the work of Battat et al. [11]. They define a
trust computation method for a node to determine if neighboring nodes are showing
malicious or selfish behaviors. This is done by proposing an architecture that is logically
divided into clusters. Then each cluster elects a monitor head. In their simulations, they
provide a low message overhead, but the election methods could be weak compared to the
leader election of a consensus algorithm. In the recent work of Li et al. [8], the authors
present a distributed consensus algorithm employed for events detection in IoT and CPS.
Considering dynamic mobility changes, the methodology is based on compressed sensing
for process monitoring. Although their objective is different from ours, they show that
events detection and a fast convergence of the results may be obtain with a distributed
consensus algorithm. In [44], they propose a reference model to enable the verification and
certification of IoT WSN-based applications. Such as the work addressed in this paper,
the authors propose a monitoring platform to improve the correctness of the behavior
of IoT applications. The accent in this paper is put on the design on a standardized
monitoring platform.

By surveying the literature, we can find also several works that have been done to
address the verification of global properties in a distributed manner. Formal tools or
formal languages can be used for that purpose. In [45], they use the GOANNA model
checker [46] to prevent threats of IoT implementations, the model checker is based on
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static program analysis. The security aspects is out of the scope of our paper and it is not
clear how this approach can be used to verify global properties in a distributed manner.
Other approaches more close to our work are based on publish/subscribe principles such
as [12, 13] which are topic-based pub/sub middleware, that are limited to topic-based
routing. The middleware [47] is also too heavy for IoT sytems. Moreover, they allow to
warranty for instance QoS which is not the target of our framework. All these systems
are middleware which appear to be either too heavy for loT-based systems or limited to
QoS evaluation. In [14], which has been implemented for TinyOS [48] operating system,
they prevent such drawback by distributing in a more efficient manner the events on the
network. Indeed, the subscribers are notified about the evaluation to true only for the
properties they request, the properties are first order logic formulas. This approach needs
to deploy a PICO-MP network and it is a tree-based approach. Even, if the numbers of
messages can be reduced, we have no information about the accuracy of the evaluation
of the global properties. In our case, we put the accent on a lightweight approach based
on traces analysis and on a consensus protocol to reduce the number of messages and on
the verdict accuracy. Besides, we define formally how the properties can be expressed
and how accurate the results can be. For that purpose, we formalise the non functional
and functional properties relying on previous work such as [49, 50, 51, 52]. Indeed, these
works have been an inspiration for the herein proposed approach in terms of models or
formal definitions. But they are mostly limited to local validation made by local nodes
and do not allow a distribution of the verification process.

6. Conclusions

We have presented in this paper a fully distributed architecture for monitoring Inter-
net of Things networks that consists of the combination of a distributed record, consensus
algorithm, and a network protocol. Providing a robust and scalable solution, taking ad-
vantage of the best qualities for the used technologies focused on the IoT context. The
architecture starts by propagating a query that contains a global property and a set of
local property to satisfy. Each node calculates the local properties, and if it can satisfy
it, it replies a transaction to the network. Then based on the query criteria, all the nodes
can switch to aggregate and complete the query. A consensus algorithm does this and
this allows the network to choose a leader for that query in a distributed, deterministic
and democratized way. This node aggregates the local views and computes the global
property. The process derives a block as a result, which is sent to the network and all the
nodes agree on the result. It is important to highlight that each node can validate, audit
and agree on a result. Which not only allows the network to consider security concerns
but also to ensure the trustability of the data, and all of this is done by design. Based
on our study, we concluded that the approach has an incredibly high accuracy compared
to other approaches. We also defined the following:

1. strong mathematical background describing candidate events, local properties, global
properties and all the following structures for our architecture. This provides a
strong mathematical test ground for the theory.

2. The fully distributed monitoring architecture that is designed to withstand multiple
of the problematics of the mobile IoT networks. This includes mobility, availability
and resource consumption.
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3. The importance and the accuracy of a novel distributed monitoring architecture
through the combination of a distributed ledger and a consensus algorithm. It
is worth highlight that this was proven by the emulation of multiple scenarios,
combining different parameters, and ran multiple times.

As future works, based on our experiments it is somehow clear to spot that the consen-
sus algorithm provides a time bottleneck. Therefore we think that the study of stronger
consensus algorithms in the presence of mobility is needed. Aside from this, another area
of interest could be the utilization of a different query propagation mechanism. For the
moment we relied on an epidemic algorithm, but maybe a more refined gossip algorithm
could provide enhancements. There is a need to analyze and run emulations of the ar-
chitecture with online scenarios. For the ease of testing this architecture, we relied on
offline data. Despite this, the transition to online data would require attention in the
generation of our predefined log and an improved way to handle the query completion.
We also think that although this architecture was heavily tested, it would be interesting
to compare different types of global properties in order to compare the impact of these
computations in the overall result. Finally, we aim at studying the energy consumption
of our approach and to compare the several existing solutions proposed in the literature.
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