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Benchmarking and testing are important steps toward ensuring reliable service of cyber-physical systems. Site acceptance testing of communication networks in smart grids is difficult in terms of safety due to the electrical power nature and real-time constraints. Ethernet has become de facto for smart automation systems in electric grid applications. Engineers, therefore, should consider benchmark testing regarding quality of service networking parameters to avoid degradation of the system reliability. Hence, testing methodology should consider both the dynamics of the Ethernet network and the automation system, i.e. testers should take into account the behavior of automation when communication faults take place. This paper describes how an integrated benchmarking methodology provides empirical evaluation of Ethernet services in industrial automation networks. The results prove the technical feasibility of this method and motivates using commercial-off-the-shelf components (COTS).

INTRODUCTION

Modern automation and control systems utilize Information and Communication Technologies (ICT). Networked automation and control employ Ethernet to exchange data between sensors, control, monitoring and actuators. This networking enables delivering information from/to field equipment as well as from/to human machine interfaces. Many functions benefit from data exchange, such as operation and maintenance, i.e. control coordination and periodic diagnostics that are vital to determine failures [START_REF] Altaher | Reliability Investigation Of Digital Substation Networks Design Using FMEA Technique[END_REF]. Hence, several status and events can be transferred through Ethernet frames in vertical and horizontal architectures to support Real-Time control functions. Particularly, in electrical power automation, sending commands from control room devices to field equipment in early days design require physical hardwired connections. In contrast, these days, vertical communications exist as Manufacturing Message Services (MMS), Fig. 1 shows these services as interfaces 1 and 6 [START_REF] Mohagheghi | Communication Protocols and Networks for Power Systems -Current Status and Future Trends[END_REF]. Data networks are also placed vertically (Fig. 1, interfaces 2 and 4), and horizontally (interface 3) in the bay and field process between protective relays. In this hierarchy, operators and technicians can operate commands either locally at control rooms or remotely at control centers that are connected via wide area networks [START_REF]Communication networks and systems for power utility automation -Part 1: Introduction and overview[END_REF]. Noticeably, communication networks exist at many levels to carry real-time data and other functional information. In figure 1, GOOSE frames exchange status and events data (interface 3) between protective relays in horizontal multicast communication. Recently, the protection and automation communications are extended beyond the local substation to control centers [START_REF]Communication networks and systems for power utility automation -Part 90-2: Using IEC 61850 for communication between substations and control centres[END_REF]. Software enabled functions bring smartness to these communications, i.e. diagnostics of connections, but add efforts complexity. This paper aims to propose a benchmarking method for cyberphysical systems then experimentally evaluate this method considering new failure types, various traffic scenarios and dynamics of Ethernet based communications. Initially, the request for comments (RFCs) issued by the (IETF) and the internet society have been used to offer benchmarking methodologies that can be used to evaluate Ethernet service performance. Generally, the RFC 1242 (Benchmarking Terminology for Network Interconnection Devices) provides benchmarking terminology and definitions for interconnection devices [START_REF]IETF RFC 1242 Benchmarking Terminology for Network Interconnection Devices[END_REF], although RFC 2544 (Benchmarking Methodology for Network Interconnect Devices) was published and specifically designed as a benchmarking methodology for internetworking devices in laboratory settings [START_REF]IETF RFC 2544 Benchmarking Methodology for Network Interconnect Devices[END_REF]. Additionally, RFC 2285 (Benchmarking Terminology for LAN Switching Devices) and RFC 2889 (Benchmarking Methodology for LAN Switching Devices) are commonly used for benchmarking of network switching devices [7 & 8]. RFC 2544 recommends generating traffic that overloads network devices' resources in order to assess their capacity [START_REF] Morton | Applicability Statement for RFC 2544: Use on Production Networks Considered Harmful[END_REF]. Industry and academia have introduced many modifications to the RFC 2544 methodologies and guidelines to describe specific issues in production environments. Bonica and Bryant suggested and adapted a method to production service activation [START_REF] Bonica | RFC 2544 Testing in Production Networks[END_REF]. Other researchers have presented a novel methodology based on the control and the network disciplines, aiming to benchmark Network Controlled Systems (NCS). Their evaluation method used a platform based on Lego Mindstorms where they identified two sets of performance indicators to describe the quality of control for CPS systems or the quality of transport of the underlying network [START_REF] Gallenmüller | Benchmarking Networked Control Systems[END_REF]. Some methodologies are limited in terms of telecommunication services testing due to some artifacts such as:

1. Validation of service configuration, e.g. the committed information rate (CIR).

Validation of performance metrics in a Service Level

Agreement (SLA), e.g. frame loss and latency. 3. Service activation testing, when traffic that shares network resources, with the test, could be adversely affected [START_REF] Bonica | RFC 2544 Testing in Production Networks[END_REF]. To overcome the RFC 2544 limitations, the ITU released systematic methods for benchmarking of Ethernet services. The ITU-T Y.1564 specifies a standardized methodology to measure the performance parameters. The standards covers assessment of information rate, Service Level Agreement (SLA) and service activation test [START_REF]Ethernet service activation test methodology[END_REF]. In fact, ITU-T Y.1564 is more comprehensive and applicable than RFC 2544, e.g. inter frame delay variation is not part of the RFC 2544 benchmarking. Both ITU-T Y.1563 and ITU-T Y.1564 involve extra definitions for vital metrics covering Ethernet service such as throughput, bandwidth, frame loss, delay and frame delay variation [START_REF]Ethernet service activation test methodology[END_REF]. The recommendation of ITU-T Y.1564 fills the methodological gap for measurement of operational Ethernet network services. It covers new benchmarking metrics applicable to Ethernet service activation that include:

1. Multiple time durations for tests, as often performed in operational networks with time-varying impairments. 2. Measuring committed information rate (CIR) and excess information rate (EIR) with several frame rates and load types.

Identifies bandwidth component profiles with a color

mode representing CIR and EIR. 4. Measuring latency and delay variation across several traffic profiles. The bandwidth profile is a concept, related to the expected frame service rate, which defines four traffic parameters (Fig. 2

) [13]: a) Committed information rate (CIR), b) Committed burst size (CBS), c) Excess information rate (EIR) and d) Excess burst size (EBS)

The CIR can be defined as the maximum sustained information rate (IR) the network is committed to transfer while meeting the performance level guaranteed in the SLA.

Performance metrics in terms of frame delay, frame delay variation and frame loss are applicable only to those frames that are transmitted at or below the CIR [START_REF]Ethernet service activation test methodology[END_REF]. EIR shall represent the maximum sustained IR by which a user can exceed its CIR with some expectations that the excess traffic might be carried through the network. Fig. 2 shows the relation between CIR, EIR and color-coding of the traffic. In addition, the standard recommends two tests, namely a service configuration test that aims to validate service configurations, and a service performance test to validate the quality of service over time. During these tests, the frame size can be constant, or a distribution of multiple frame sizes. Besides, user-defined frame sizes can be used during the configuration and performance tests. The test duration should be 15 minutes, 2 hours or 24 hours.

The ITU-T Y.1564 standard has detailed frames types, durations and amounts. These features thus motivate us to adapt them for our benchmarking method.

III. NETWORKED AUTOMATION SYSTEMS

Power automation functions are necessary for maintaining safe and reliable service of the electric grids. Automation systems provide programmed control functions that replace manual operations to increase the safety of operators and the reliability of these grids. Recently, protection functionalities are coordinated through data communication. For instance, a protection relay recognizes faults and informs other connected devices to take actions, then tripping a relevant circuit breaker that often has connections to other relays, i.e. intelligent electronic devices. Clearance of field faults requires real-time performance. Hence, protective IEDs communicate and coordinate protection and control in timely adjusted constraints to achieve critical missions in a real time manner.

A. Subtation Automation systems

Smart substations are complex systems that involve communication networks, automation systems, and software based functions. In modern substations, IEC 61850-based
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Important parameters for benchmarking [START_REF]Ethernet service activation test methodology[END_REF] systems use intelligent devices to exchange digital data. Measurements are carried digitally from the field process to protective IEDs. Protection data is embedded into Generic Object Oriented Substation Events (GOOSE), to coordinate protection, automation and control. Field measurements are digitally carried through Sampled Value frames that transport electrical digital quantities, e.g. voltage and ampere [3 & 4].

B. Measurment, status and events transmission

The GOOSE service uses a multicasting mechanism to inform protection and control devices, i.e. IEDs, about other devices and equipment status as well as the overall substation events. While field process devices called Merging Units (MU) multicast digital measurements with SV frames to bay IEDs. Both services use and send Ethernet frames containing status or measurements, in a publishing/subscribing paradigm. Hence, automation functionalities depend on Ethernet based IEC 61850-information exchange. For instance, measurement functions transfer power quantities and measurements to protection and control IEDs with SV frames. Protection functions at IEDs receive SV frames, extract measurements and status datasets, calculate metrics and issue GOOSE events according to them.

C. Operation technology requirements

Automation system communications at the control room require low speed where users perform slow tasks, while message transfer at the protection and field process requires fast speed for protection and control applications. Real-Time performance is necessary for protection status communications to guarantee reliable automation coordination and to avoid safety issues. These requirements place constraints for delay time, i.e. transmission time, between publisher and subscriber IEDs when GOOSE messages are used.

Table 1 shows several performance classes, where a fast real-time class of performance is assigned to GOOSE trip messages. The transmission of process measurement, i.e. SV, and timestamping of substation events needs less class of performance, but four microseconds as precise synchronization of time messages and fast real-time as transmission class of performance, i.e. transfer time in terms of three milliseconds (Fig. 3). Ethernet communications should respect these requirements, especially time constraints and performance levels. The GOOSE transfer is normally faster than hardwired based signaling due to the transfer of digital datasets within the GOOSE frames instead of classical hardwired analog signals. Similarly, SV based measurements reduce wiring complexity, increase speed and flexibility of installations compared to traditional current and voltage (CT/VT) instrumentation [START_REF]2020 CSV, Consolidated version, Communication networks and systems for power utility automation -Part 9-2: Specific communication service mapping (SCSM) -Sampled values over ISO/IEC 8802-3[END_REF]. Table 1 summarize timing requirements according to the IEC 61850 standard that sets several performance levels, e.g. P2/P3 for transmission substation. In details, the standard assigns low class for file transfer, fast class for trip GOOSE and precise synchronization for SV streams. Hence, End-to-End transfer time of fast class must not exceed 3 ms where 20% of this time is allocated to network transmission and 80% is divided between publisher and subscriber nodes (Fig. 3), which means 600 µs for the communication channel and 1.2 ms for each end, i.e. sender and receiver IEDs [START_REF]Communication networks and systems for power utility automation -Part 10: Conformance testing[END_REF]. When digital communications are used for teleprotection, then designers must respect security and dependability requirements according to known standards [START_REF]1999 Teleprotection equipment of power systems -Performance and testing -Part 1: Command systems[END_REF]. Although these standards do not identify methodologies of assessment. Table 2 defines performance requirements and shows testing parameters for teleprotection communications, e.g. a nominal transmission delay of a protection message, i.e. GOOSE trip message, in a noise-free channel. While, the actual transmission time (Tac) is the transmission delay of a protection message in a noisy communication channel. Furthermore, the standard defines the probability of unwanted commands (Puc), which is related to the safety, i.e. the ability to prevent interference from issuing a command state at the receiver, which is given by:

= ( 1 
)
Where Nuc is the number of unwanted commands, NB is the bit error rate bursts. However, dependability is the ability to issue a valid command during interference and noisy conditions, which is signified by a low probability of missing commands. (Pmc) [START_REF]2020 CSV, Consolidated version, Communication networks and systems for power utility automation -Part 9-2: Specific communication service mapping (SCSM) -Sampled values over ISO/IEC 8802-3[END_REF].

= = 1 - (2) 
Where NT and NR represent the number of transmitted and received commands. The test procedure shall use noisytype fault injections. In digital networks, bit error rates can be correlated to equivalent traffic impairments [START_REF] Scheer | Speed and Reliability of Ethernet Networks for Teleprotection and Control[END_REF]. 

Figure 3 Transfer, transmission and processing requirements

Table 2 represents requirements for both missed and unwanted commands within varied channel quality and noise duration if digital communications are used. The table depicts the actual transmission time, i.e. transmission where impairments such as traffic load and noise do exist. This time must be in a range of 10 ms with pulsed and continuous noise. Some terms used in the power standards, namely security and dependability, differ from those used in ICT where security and dependability are synonymous with safety and reliability in electrical power.

IV. METHODOLOGY

The method is an experimental practice to benchmark the designed automation platform. Table 3 shows the main objectives that aim to evaluate the system together with the dynamic presence of power transients and communication perturbations. Thus, adapting ITU-T Y.1564 to benchmarking the Ethernet service shall provide results that can show various performance classes. The table briefly explains our steps to determine the undesirable impacts on safety as well as dependability when the system enters the operation service, e.g. unavailability due to interruption of delivered communication services that may lead to unreliable protection of the electrical power equipment. In the automation platform, protective relays (IEDs) communicate through a connected Ethernet switch (blue boxes in Fig. 4). Fig. 4 shows IEDs with Ethernet based networking to exchange data. In the experimental platform, we implement these communications to achieve the protection automation strategy and to determine average time of coordination between devices.

The designated platform will contain three IEDs, 2 from the same supplier and the third from another supplier (Fig. 4). The network enables the exchange of GOOSE messages within 100 Mbps bandwidth limitations. The IEDs are equipped with three interfaces: one for management and configuration, the second and the third interfaces for protection and control purposes. The GOOSE messages, therefore, are normally sent in this setup through the second interface, while the IEDs use the third interface for redundancy purposes. The network architecture illustrates the synchronization of the devices' time through an NTP server, i.e. using an intranet access. Moreover, the experimental platform consists of more workstations and industrial devices in accordance with the real industry applications. The management and the configuration of all IEDs are achieved remotely via the network management interfaces that are accessed via the engineering workstations. The architecture similarly contains four computers; three of them use virtual machines to emulate three MUs per PC, while the fourth generates background traffic. In this platform, implemented protection and control applications incorporate three devices that publish functional GOOSE messages with a fixed frame size (table 4). 

V. RESULTS AND DISCUSSIONS

Considering the standards requirements as the SLA, i.e. delay, jitter, altering and loss constraints, the traffic profiles are observed during all experiments. Then, the committed and excess information rates are identified when the GOOSE message frames do not use any type of service quality such as policies of frames priority and VLAN tagging techniques. Fig 5 shows the maximum sustained information rate (CIR), which is 50 Mbps, for the Ethernet network to transfer GOOSE frames while meeting the 20% constraint, 0.6 ms of 3 ms transfer time, as performance level guaranteed in these tests. The Ethernet network can exceed the CIR, up to 60 Mbps, but some observations prove that the EIR might not guarantee the required performance level, i.e. transfer time of GOOSE less or equal to 0.6 ms as required by the standards. The figure also shows the red colored area where the performance level cannot be guaranteed. In the experimental setup, VLAN based priority is used to overcome this issue, i.e. to overpass the EIR traffic profile. Table 5 shows KPIs, GOOSE transfer time is less or equal to 0.6 ms with CIR profile. The table also shows the CIR+EIR profiles when the performance is inappropriate. SV jitter is observed when background traffic surpasses 60 Mbps. Although received GOOSE frames are not altered in both CIR and EIR profiles. Overpassing the EIR traffic profile may lead to significant GOOSE delay and loss as well as SV jitter, i.e. leading to non-precise measurements.

VI. CONCLUSION

Communication network faults could degrade reliability of the automation and control systems. This paper presents a method with an experimental technique to benchmark communication services, especially the Ethernet LAN. The method explains how poorly network conditions might slow down data exchange and could cause faults. The method adapted ICT related standard, ITU-Y 1564, with CPS operation technology requirements. The paper shall help system engineers test networked automation systems. Engineers can evaluate different network architectures and settings, e.g. substation automation functions when Ethernet network devices such as switches, IEDs and network interfaces are used. In the future, we shall use redundant strategy to improve communications reliability, i.e. The Parallel Redundancy Protocol (PRP) and the Highavailability Seamless Redundancy (HSR). Hence, simulating faults of primary link disconnections is important to investigate and benchmark alternative links and paths.
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 1 Figure 1 Communications in electric automation and control II. BENCHMARKING OF LOCAL COMMUNICATION NETWORKS Local communication networks have entered several levels in the industrial automation and control such as the electrical power stations, i.e. at control rooms, field process and intermediate protection levels. Many electric utilities use Ethernet based networks to deploy protection and control applications at these substations that have evolved significantly with the use of Ethernet in substation automation. In this section, available Ethernet benchmarking techniques from the ICT sector, such as ITU (International Telecommunication Union) and IETF (Internet Engineering Task Force) technical norms are explained. Industrial communities have established specific techniques that can be used for testing and evaluating Ethernet based services.Initially, the request for comments (RFCs) issued by the (IETF) and the internet society have been used to offer benchmarking methodologies that can be used to evaluate Ethernet service performance. Generally, the RFC 1242
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 554 Figure 5 The network part of the designed automation platform

Table 1

 1 Real-Time communication requirements for automation

	Application	Time requirement
	Time-critical, e.g. trip.	T <= 10 ms
		T<= 3 ms
	Other fast message but not critical	T <= 100 ms
		T <= 20 ms
	Medium speed messages	T <= 100 ms
	Low speed messages, e.g. settings	T <= 500 ms
	Raw data, e.g. synchronized SV	T <= 10 ms
		T<= 3 ms
	File transfer	T >= 1000 ms
	Time synchronization for IEDs and	High precision accuracy (±):
	SV metric, e.g. MUs	1ms, 0.1ms, 25µs, 4µs, 1µs

Table 2

 2 Requirements when digital communications are employed

	Protection	Maximum actual	Security	Dependability
	function	transmission time	Puc	Pmc
		Tac (ms)		
	Blocking	10	N/A	< 10 -3
	Blocking	10	< 10 -4	N/A
	Intertripping	10	N/A	< 10 -4
	Intertripping	10	< 10 -8	N/A

Transfer Time Transmission Time 20%= 0.6 ms 40%= 1.2 ms 40%= 1.2 ms

  

Table 3

 3 main objectives, method and procedures

	Objective	Procedure	Why
	(Measure)	(method)	(aim)
	Delay	Difference between frames timestamp (two IEDs)	Calculate the GOOSE transfer time (delay)
	Jitter	Variances of frames delay	Calculate SV jitter
	Loss rate	Number of published and received frames	Determine (Pmc) missed commands percentage
	Altering rate	Number of altered and correct frames	Determine (Puc) unwanted commands percentage

Table 4

 4 settings of frame size and IP addresses for protection IEDs

	Equipment	IP Address	Frame Size
	Transformer relay	10.10.20.5	1272 bits
	Feeder A relay	10.10.20.6	1288 bits 1248 bits
	Feeder B relay	10.10.20.9	1269 bits

Table 5 Resulted

 5 KPIs for the Ethernet based automation platform

	Link rate = 100Mbps
	CIR	CIR+EIR
	50 Mbps	60 Mbps
	GOOSE and SV loss = 0%	GOOSE and SV loss > 1%
	Transfer delay <= 0.6 ms	Transfer delay > 0.6 ms
	SV jitter = 0%	SV jitter > 4µs is > 1%
	Altered GOOSE = 0%	Altered GOOSE = 0%