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ABSTRACT WirelessMultimedia Sensor Networks (WMSNs) have beenwidely used inmany aspects of life
such as monitoring aims, risk environments and medical services. However, WMSNs have many challenges
due to resources limitation (e.g., restriction in processing, energy and memory). Moreover, security issues
related to WMSNs attract many research efforts. Due to limitations of WMSNs resources and their internal
encoding, standard methods of data encryption are inappropriate to be used in order to secure data of
WMSNs. In this paper, a compression algorithm named Set Partitioning InHierarchical Tree (SPIHT), jointly
with selective encryption during the compression process cycle, is proposed. Selected bins to be encrypted
are analyzed and tested to preserve format compliance and constant bit rate. As a result the decoder will not
crash. Moreover, any standard decoder can be used without any modifications. This is of great importance
to the encoding companies that use standard Codecs. The proposed approach is suitable and capable to be
used in WMSN taking into account their limitations of resources. The obtained results confirm the high
performance of the proposed approach with an overhead of less than 1%. The main contribution of this
paper is the ability to use selective encryption based on tested and predefined bins that preserve format
compliance and constant bit rate requirements during the compression cycle with minimum overhead. Thus,
our proposed approach is applicable for real-time applications.

INDEX TERMS Wireless multimedia sensor networks, joint crypto-compression, SPIHT, limited resources.

I. INTRODUCTION
Wireless Sensor Networks (WSNs) are small devices that
sense scalar data like temperature from different environ-
ments as monitoring, health care, industrial and defense
applications. An example of security of real-time appli-
cation in WMSN is surveillance. In this application, the
obtained video frames should be transmitted and encrypted
in real-time.

As an extension and development to WSN, Wireless Mul-
timedia Sensor Networks (WMSNs) appeared last year [1],
[2]. WMSNs devices sense multimedia data (audio, images,
and videos) rather than scalar values, which means more
resource requirements in these devices. WMSNs are used
in environments with limited available power, risky places,
and medical applications. In recent years, researchers are
focusing on enabling wireless sensors networks to support
multimedia data [3]. The devices used in these systems face

The associate editor coordinating the review of this manuscript and
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many challenges because of the limitation of resources such
as processing, power consumption, memory size, and band-
width. The sensors detect and transmit data through wireless
channel connections, which have many security threats and
vulnerabilities to attacks, to sink nodes using a set of pro-
tocols and communication standards. They achieve this goal
with many difficulties since transmission is not for scalar
data only but audio, images, and video, which means more
challenges in processing, memory, and power.

A lot of research efforts were presented to address security
threats in WMSNs [4]. As WMSNs are part of the Internet
of Things (IoT), they extend more and more in different
applications such as military uses, health-care and medical
applications. They play a role in surgery, highways traf-
fic monitoring to avoid traffic congestion by giving drivers
notifications about that congestion, gaming to sense player
actions, wildlife monitoring, energy harvesting sensors, and
other life usages [5]–[7]. The sensitivity of transmitted infor-
mation in WMSNs motivates researchers to propose novel
approaches in order to secure this information. The challenge
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is to achieve the encryption in such an environment that
has limited resources (memory and processing power). The
significant of our proposed approach is its ability to secure
real-time applications that use codecs without crashing the
decoder during decompression process. In addition, our
approach preserves constant bitrate.

Data compression is a process of decreasing the number
of bits required to represent data. Compressing data can save
storage capacity, speed up file transfer, and reduce costs for
storage hardware and network bandwidth [8]. In traditional
encryption, all data is encrypted, which means more pro-
cessing and more power consumption. We should reduce
the volume of encrypted data using partial or selective
encryption which provides a suitable level of securing data
transmission with minimized overhead. SPIHT algorithm
takes the strengths of Embedded Zerrotree Wavelet (EZW),
as embedded coding of wavelet coefficients and ordered
coefficient transmission. Selective encryption, in SPIHT,
to sensitive information is the best choice for encrypting to
serve the limitation in resources(power, memory, and band-
width) in WMSNs.

To reduce the time of processing, we combine compression
and encryption in a single processing step. Thus, we can save
power consumption, which is a critical issue in WMSNs. The
standard approaches are not applicable to secure communica-
tion between WMSNs devices. The research question is how
to secure the transmitted data over WMSNs.

II. LITERATURE REVIEW
In recent years, many approaches have been proposed to
overcome the security issues in WMSN. The main aspects
of security in these approaches are:

1) Symmetric and Asymmetric Cryptography: most pro-
posed approaches use symmetric cryptography which
defines single shared key for encryption and decryption
functions. At the same time there are challenges on
how to distribute the shared key securely in WMSNs
environment. Asymmetric cryptography algorithms are
rarely used in WMSNs because they have high com-
puting overhead and require more processing times.
Most of the proposed works use compression in order
to reduce data transmitted between nodes and sink node
especially when multimedia data are transmited.

2) Selective Image Encryption: to reduce the size of data
and processing time of encryption, some approaches
propose a selective image encryption technique. In tra-
ditional encryption (i.e., full encryption), all data is
encrypted, which means more processing and more
power consumption; instead, in WMSNs, the volume
of encrypted data should beminimized. Partial or selec-
tive encryption provides a reasonable level of secur-
ing data transmission with a minimum overhead [9].
In addition, selective encryption is based on encrypt-
ing only part of the compressed data. This part of
data has the most significant information of the orig-
inal data image [10]. Two coding algorithms are the

TABLE 1. Literature approaches in WMSNs encryption.

most suitable for selective encryption: quadtree cod-
ing and wavelet coding. In wavelet coding, Discrete
Wavelet Transform (DWT) decomposes raw(organic)
images into smaller parts, called sub-layers, where each
sub-layer image has different importance in the process
of reconstructing original images. Each sub-layer can
be ordered into one or more data packets, where the
sub-layer of greatest relevance always has higher pri-
ority than remaining sub-layers.
By using DWT, the sub-layer of primary relevance is
necessary for the regeneration of the original image,
where the reconstructed image will not be clear in case
that layer is missing. However, only with the sub-layer
of highest relevance it is possible to reconstruct images
of acceptable quality, depending on the application
requirements. Proposing a selective encryption com-
bined with a DWT reduces the computational overhead
and saving resources [11].
RC4 (Rivest Cipher 4) is a variable-key-size stream
cipher. It is used in large number of presented selec-
tive image encryption algorithms. It uses a variable
length key from 1 to 256 bytes to initialize a 256-byte
array. The array is used for subsequent generation of
pseudo-random bytes and then forms a pseudo-random
stream that is XOR-ed with the plain-text or cipher-text
to produce the cipher-text in the encryption process or
the plain-text in the decryption process [12].

3) Compression techniques: DWT is compression tech-
nique used in Selective images encryption. Partitioning
a space based on a neighborhood relations of places
in the space is named as Voronoi tessellation [13].
It uses the Voronoi Diagram (VD), which is a set of
points in the plane that partitions the plane into poly-
gons, called Voronoi cells. Each cell contains exactly
one generated point (called site). As a result, every
point in a given cell is closer to its generating point than
any other. So at the source side, the Voronoi tessellation
is applied on each input image.

Table 1 presents the most important approaches that have
been presented recently regarding WSN security.

Xiao et al. [20] presented a low-cost and high-efficient
privacy-protection scheme for distributed compressed video
sensing in WMSNs. A scrambling technique is used in order
to achieve the required substitution and diffusion effects to
resist potential attacks. The presented results confirm that the
scheme is suitable for real-time applications and restricted
resources.
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Kong et al. [21] presented a good survey and compar-
ison using one hundred symmetric ciphers for restricted
resources and real-time applications. The evaluated algo-
rithms are classified into:modern block ciphers, involution
ciphers, lightweight block ciphers and stream ciphers. The
research concludes that any symmetric cipher for WMSN
should be evaluated and addressed on real-time environment
and using the same variables and parameters to identify the
most suitable one.

Xiang et al. [14] presented a quick, lightweight image
encryption algorithm in (WMSN) for protecting JPEG 2000
images. The encryption algorithm uses the idea of selective
encryption based on RC4 algorithm.

Goncalves and Costa [15] presented a system that can keep
the energy while assuring acceptable levels of protection.

Mostefaoui et al. [16] presented an image encryption algo-
rithm, without using any of traditional compression tech-
niques and security standards. A new method, based on a
simple algebraic rule, to construct a dynamic Voronoi dia-
gram had been presented. Also, the stream cipher RC4 layer
is used to produce a set of points (x, y) that are used to build
the Voronoi tessellation.

A system for secured sequential image transmissions in a
WMSN is designed in Tsitsipis et al. [17], where a Quad Tree
Decomposition (QTD) algorithm that is able to compress the
images before transmission is used. Skipjack algorithm is
used to encrypt data which is a relatively lightweight symmet-
ric cipher, using an 80–bit key to encrypt and decrypt 64–bit
data blocks.

Taneja et al. [18] presented a selective encryption of high
probably significant bits of the SPIHT bitstream output.
A decision criterion was developed for identifying the signif-
icance bits. Selection of significant bits is obtained using two
stages: in the first stage, a random vector R is generated using
logistic map, and in the second stage a deciding criterion is
enforced for vector R for selection of significant bits which
have high probability. Security in this approach is attained
by encrypting the significant bits and encrypting the bits
locations.

Xiang et al. [19] presented a Joint compression and selec-
tive encryption based on SPIHT(JCSE-SPIHT). The basic
idea of JCSE-SPIHT method is to perform a Fast Random
Insertion(FRI) on the List of Insignificant Pixels(LIP) and
List of Insignificant Sets(LIS) on selected numbers of iter-
ation coding of SPIHT. Therefore, selective node randomiza-
tion of LIP and LIS by FRI is in the first round (r) of iteration;
the parameter r is used to control the required security level.
A selection of r represents a trade-off between security
demand and computational overhead. The testing result finds
that when r = 6, a suitable configuration as the plain image
is well secured while 1-4 percent of data is needed to be
encrypted. The proposed method generates keystream plain
text that is dependent on JCSE-SPIHT compression algorithm
that resists the chosen-plaintext attacks. According to this
approach it is concluded that a lot of processing required
regarding the scrambling ordering of lists position and mod

operations. Also six rounds for encryption(r = 6) consume
more processing, memory and power. It is essential to have a
real-time secure image encryption that considers the limita-
tion in WMSNs and require less computational resources.

According to the previous approaches joint compres-
sion and selective encryption is the only solution to secure
WMSNs. The compression is used to reduce the amount
of transmitted data, which serves a limited bandwidth in
WMSNs environment; while the selective encryption is also
implemented to minimize the amount of encrypted data while
satisfying a suitable level of security. The best compression
algorithm that is suitable to be used in WMSNs to assist the
required constrained in compression was discussed in [22].
SPIHT is the best solution among all compression algorithm
in WMSNs; so, this algorithm is selected to be integrated in
the proposed approach.

III. PROPOSED SOLUTION
The proposed solution is shown in Figure 1. First of all,
an image is read and converted to the coefficient array.
Then, using Discrete Wavelet Transform (DWT), the coef-
ficient array is converted to a wavelet coefficients array.
The SPIHT algorithm depends on the wavelet coefficients
array to perform compression and encryption jointly. The
encrypted output bitstream is sent through the insecure wire-
less channel to the receiver side. However, the used secret key
can be transmit-ted using asymmetric key cryptography or a
trusted-server schemes. Figure 1 shows in detail all processes
of SPIHT, which include compression, encryption, and bit-
stream output. On the receiver side (sink node), the encrypted
bitstream arrives, and the algorithm receives bitstream and
performs decryption and decompression in the same step
(jointly). The output of this process is the wavelet coefficient
array. By using the inverse of DWT, the wavelet coefficient
array is converted to a coefficient array. Finally, the decrypted
and decompressed image is reconstructed.

Figure 1 shows the core function of the SPIHT, which is
joint compression and encryption. The coding process that
includes the compression algorithm on the sender side and
also the decoding process and decompression process on
the receiver side is analyzed and implemented. More details
about this algorithm are presented in subsection A. A joint
encryption and compression solution in the same cycle used
the Pseudo-Random Number Generator (PRNG) to construct
session keys and stream ciphers. The used generator is ini-
tially proposed in [23]. It is based on a modified chaotic map
and a proposed lookup table, which is created in such a way
that the stored numbers will not be duplicated in the same
row, column, or diameter. The proposedmap and lookup table
are used to produce non-linear and non-invertible functions,
which are the primary targets of any secure PRNG. The
used PRNG secret key length is 299 bits [23]. The proposed
solution in this paper should follow the standard requirements
of the real-time video streaming, where presented security
solutions for WMSN in the literature to the best of our
knowledge did not consider all of the following:
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FIGURE 1. Proposed solution diagram.

1) Any solution should be format compliance.
2) The compression ratio including the encryption algo-

rithm should be close to the compression function only
(before joint compression and selective encryption).

3) Security level should be suitable for WMSN
applications.

4) The limitation of resources(power, RAM, and CPU)
should be considered.

5) The speed of compression and selective encryption
approach should be close to compression without
encryption.

A. SPIHT ALGORITHM
SPIHT is an algorithm that combines the strengths of EZW
as embedded coding of wavelet coefficients and ordered
coefficient transmission. SPIHT algorithm can exploit the
grouping of insignificant coefficients. Also, an encoder and
the decoder follow the same execution path. The decoder
can recover the ordering information from the execution
path [24]. In SPIHT, for a given value of n, the coefficients
are examined according to equation 1, where n is calculated
as in equation 3. ∣∣Ci,j∣∣ > 2n (1)

where C is the value of coefficient at i,j location, and 2n is the
threshold. For a subset of coefficients Tm, they are examined
to determine if the subset is significant or not according to
equation 2

max(i,j)εTm
{
|Xi,j|

}
≥ 2n (2)

where X is the maximum value of coefficient in set Tm, i,
j is the coordinate location and Tm is a subset of pixels.
If the condition is true, the subset Tm is significant, and the
subset is further partitioned to determine insignificant and
significant subsets. If the condition is false, then the subset
Tm is insignificant. The significant subsets are repetitively
partitioned till single significant coefficients are identified.
SPIHT Encoding and Decoding: The SPIHT algorithm

applies the above rules to the subband coefficients. Both
encoder and decoder are identical, and no direct transmission
of ordering information needed in other progressive trans-
mission algorithms for embedded coding is necessary. The
encoder and decoder continuously update the following lists:

1) List of Insignificant Pixels (LIP).
2) List of Significant Pixels (LSP).
3) List of Insignificant Sets (LIS).

The entry is identified by a coordinate(i,j). In LIP and LSP, the
entry represents individual pixels, whereas, in LIS, the entry
represents a set of sets. The number n is determined from the
maximum magnitude of the coefficients as in equation 3.

n =
⌊
log2(max(i,j)

∣∣Ci,j∣∣)⌋ (3)

|Ci,j| is the maximum coefficients value, and n is the initial
value of nth threshold. So n equals the low magnitude of the
binary logarithm of the value of the maximum coefficients.

B. JOINT CRYPTO-COMPRESSION IN SPIHT ALGORITHM
The SPIHT algorithm has four stages: initialization, sorting,
refinement, and quantization. The proposed solution per-
forms encryption jointly in the sorting pass. The selection of
the position of the proposed selective encryption is proposed
after many experiments to identify the position that satisfies
the WMSN encryption requirements mentioned previously.
This pass is presented in detail to show how the joint com-
pression and selective encryption in the single process of the
SPIHT algorithm are achieved. Algorithm 1 presents our pro-
posed solution algorithm. Algorithm 1 begins with an initial-
ization step, which includes finding n as in equation 3, which
is the first threshold. Setting LSP, to be {φ} and setting LIP
list, which entry represents individual pixels in LL subband.
Three steps follow the initialization step: sorting, refinement,
and quantization; the algorithm updates its passes, which are
iteratively repeated in this order until the least significant
refinement bits are transmitted. During the sorting pass, if it
is the first pass (max threshold) as in equation 4: If we
have a coefficient value X, then we compare this value with
threshold T, if X less than T its declared as insignificant and
output ‘0’; and if X is greater than or equal to T its declared
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as significant and output ‘1’.

S(X ) =

{
1 (significant), if X ≥ T
0 (insignificant), Otherwise

(4)

If Sn(i, j) significant then move (i,j) coordinate from LIP to
LSP. Output the sign of significant coefficient ‘1’ if it is
positive, ‘0’ otherwise. Encrypt the output for all bit-stream
representing the LIP coefficients (Only in the first pass) and
the sign of significant coefficients using PRNG.

C. ENCRYPT THE SIGN OF COEFFICIENTS
AND FIRST LIP LIST
Any change in the output bitstream of the encoder will distort
the image through the decoding process; because each bit of
the stream has an impact in encoding and decoding side; some
bits represent significant coefficients, and others represent
their sign, whereas others represent the significant set.

The ordering of bitstream depending on LIP and LIS is
shown in SPIHT Algorithm 1. First, the algorithm searches
LIP for capable significant coefficients, and then the algo-
rithm searches the LIS list for the significant set. The structure
of the bitstream is as follows: the first position in the bitstream
represent the size of the matrix (number of rows); the second
position represents the maximum coefficient in the matrix of
image; where the third position in the bitstream represents
the level of decomposition; the reset values of the bitstream
are 0 or 1 representing the following cases:

1) 0’s may indicate that the determined LIP coefficient
is insignificant. It may also refer to insignificant sets,
or the sign of the LIP coefficients(negative sign).

2) 1’s may refer to the significant LIP coefficients or the
set in the LIS list is significant, or refer to the sign of
coefficients (positive sign).

The big challenge, in this case, is to find a strategy to
encrypt part of the bitstream and decrypt this bitstream with-
out any violations that crash the decoder to accept its format.
So, the bitstream is analyzed and investigated carefully. The
sign of the significant coefficients can be encrypted with-
out crashing the decoder, and it reconstructs the encrypted
and compressed images again. Moreover, extra encryption
is formed to increase the security level by encrypting the
first LIP list of coefficients, which is sensitive and has the
most information about the image. The sign of significant
coefficients is encrypted as presented in equation 5.

signnew = signold ⊕ PRNGi (5)

where signold represents the old value of the significant coef-
ficient’s sign, signnew represents the new value of the signif-
icant coefficient’s sign after performing the XOR operation
with PRNGi bit. PRNGi is the ith bit of generated bits from
PRNG bitstream. Also, the coefficients of the first LIP list are
encrypted as presented in equation 6.

LIPcoeffnew = LIPcoeffold ⊕ PRNGi (6)

where LIPcoeffold is the coefficient’s old value from the first
LIP list, LIPcoeffnew is the coefficient’s new value of the first
LIP list after performing XOR operation with PRNGi.
Our proposed algorithm differs from the existing algo-

rithm (SPIHT) in the selective encryption process, which
is performed during compression cycle (joint encryption
and compression), mainly preserving format compliance,
constant bit rate and taking into account the limited
resources(memory and power consumption) of these types
of devices. A comparison between our algorithm and the
standard algorithm is presented in Table 2. It is clear that
the proposed approach doesn’t violate the format compliance
and at the same time it maintains constant bit rate require-
ment of the standard algorithm. Moreover, in our proposed
approach, compression and encryption are achievablewithout
any information losses, where the total overhead is less than
1%, making it appropriate for real-time applications.

IV. EXPERIMENTS AND RESULTS
The proposed approach is utilized to secure multimedia data
transmission in WMSNs, considering wireless sensors net-
work limitation, hardware resources, and bandwidth. The
proposed algorithm is simulated using MATLABR2017a.
Gray-level images in the USC-SIPI image database [25] are
used. Our proposed approach encrypts the most sensitive
information, which exists in the first LIP list, and the sign
of significant coefficients to evaluate the security and perfor-
mance parameters of the proposed approach.

Our proposed approach was evaluated using standard
metrics: Peak Signal-to-Noise Ratio (PSNR), Structural Sim-
ilarity Index(SSIM), Visual Quality(VQ), Edge Detection
(ED). Other statistical metrics have also be considered, such
as Histogram Analysis, Encryption Quality (EQ), and Key
Space Analysis to check the robustness of the proposed
approach against different types of attack. Time overhead will
be measured, and constant bitrate will also be assessed.

A. TIME OVERHEAD AND CONSTANT BITRATE
The encryption time of the proposed approach on the gray
level images is 36 ms. Also the measured decryption time is
close to 36 ms. While the compression time without encryp-
tion on the same image Lena with size of 512 × 512 is
Tcomp = 12.66s. Thus, the overhead time is calculated
as in equation 7, the key generated time (Tkey) equal to
72.2789µs.

overhead =
Tencrypt + Tkey

Tcomp

overhead =
0.036+0.0000722789

12.664
=0.0028484111576 (7)

The encryption overhead is 0.2848%, which means that it’s
less than 1% and so it’s suitable for all real-time applications.

The bitrate of the proposed approach is evaluated. The
number of bits that is used to represent the image in the case
of using compression without encryption is identical to the
number of bits in the case of joint crypto-compression for
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Algorithm 1 Our Proposed Approach/Algorithm
1: Step-1: Initialization:
2: Output n =

⌊
log2(max(i,j)

∣∣Ci,j∣∣)⌋
3: Set the LSP to φ.
4: Set the LIP to individual pixels in the LL subband.
5: Step-2: Sorting pass:
6: Step-2.1: For each entry in LIP
7: If the first pass (when n = nmax) then:
8: A) As in equation 4 output ‘1’ if Sn(i, j) significant, ‘0’ otherwise;
9: If Sn(i, j) significant then move (i,j) coordinate from LIP to LSP

10: B) Output the sign of significant coefficient only;
11: ‘1’ if it is positive, ‘0’ otherwise.
12: C) Encrypt the output for all bit-stream
13: that represents the LIP coefficients and
14: the sign of significant coefficients using PRNG
15: Else (if it is not the first pass)
16: A) As in equation 4 output ‘1’ if Sn(i,j) significant, ‘0’ otherwise.
17: If Sn(i, j) significant then move (i,j) coordinates from LIP to LSP list
18: B) Output the sign of significant coefficient only; ‘1’ if it is positive, ‘0’ otherwise
19: C) Encrypt the sign of significant coefficients only
20: Step-2.2: For each entry (i, j) in the LIS do:
21: Step-2.2.1: if entry of type A then:
22: output Sn(i, j); i.e., ‘1’ if it is significant, ‘0’ otherwise.
23: if Sn(D(i, j)) = 1 (significant) then:
24: for each (k, l) ε O(i,j) do
25: output Sn(k, l); i.e., ‘1’ if it is significant, ‘0’ otherwise.
26: if Sn(k, l) = 1 then add k,l to LSP and output the sign of coefficient (k,l)
27: if Sn(k, l) = 0 then add k,l to LIP
28: if L(i,j) 6= φ then move (i,j) to the end of LIS as entry of type B, go to step 2.2.2;
29: otherwise remove entry (i,j) from the LIS
30: Step-2.2.2: If the entry of type B then
31: output Sn(L(i,j)), i.e., 1 if it is significant, 0 otherwise
32: if Sn(L(i, j)) = 1 (significant) then
33: add each (k, l) ε O(i,j) to end of the LIS as type A
34: remove (i,j) from the LIS
35: Step-3: Refinement pass: For each entry in the LSP, except those which are added
36: during the sorting pass with the same n, output the nth most significant bit
37: Step-4: Quantization-step update pass In this pass, n is decremented by 1 and the steps-2,
38: 3 and 4 are repeated until n

TABLE 2. Comparison of our proposed approach with the standard
algorithm (SPIHT).

different Lena image sizes. This concludes that the proposed
approach solution is constant bitrate.

B. OBJECTIVES QUALITY
Objectives quality evaluation assessment includes: PSNR,
and SSMI [23]. PSNR is the ratio between the maximum
possible power of a signal to the power of corrupting noise.
PSNR is defined by the Mean Squared Error (MSE).

MSE =
1

n× m

∑n−1

i=0

∑m−1

j=0
[x(i, j)− y(i, j)]2.

PSNR can be calculated using equation 8:

PSNR = 10× log(
2552

MSE
) (8)

where n×m is the image size; x(i,j) is the value of the original
image, and y(i,j) is the value of the image at the same position
in the corresponding distorted image.
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SSIM measures the perceptual difference between two
similar images. For a good encrypted image, the value of
PSNR must be low. For the decrypted image, the PSNR
value must be high. Typical values for the PSNR in the lossy
image and video compression are between 30 and 50 dB for
valid decrypted images, provided the bit depth is 8 bits, for
encrypted image PSNR above 28 dB indicates no perceptual
degradation achieved [18].

SSIM is defined as in equation 9:

SSIM (x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ

2
y + c1)(σ 2

x + σ
2
y + c2)

(9)

where x and y are the windows of two images of size m×m;
µx and µy are the average of x and y respectively; σ 2

x and σ 2
y

are the variance of x and y respectively; σxy is the covariance
of x and y; C1 = (k1L)2, C2 = (k2L)2, where k1 = 0.01,
k2 = 0.03, and L is the gray level of pixel value. For a
good encrypted image the value of SSIM must be closed
to zero since zero indicates the ratio of similarity between
the original and ciphered image is very low. For the valid
decrypted image, the value must be closed to 1. According to
the above visual quality parameters, the proposed approach
with different Lena image sizes is evaluated. Table 3 presents
PSNR and SSIM in case that the selected encrypted bins
include the sign of all significant coefficients and the first LIP
list.

The obtained PSNR and SSIM values of the encrypted
and compressed image of the proposed approach confirm
a high degradation in all benchmark images. The obtained
PSNR values are between (2.46 db and 4 db), which means
a high degradation and scrambling. Therefore a large differ-
ence between a plain image and its cipher. Moreover, the
obtained SSIM values are between (0.016 and 0.142), which
indicates the ratio of similarity between the original and
ciphered image is very low, confirming the obtained result
of PSNR regarding objective assessment. The bitrate of the
proposed approach To evaluate the proposed approach, a valid
decrypted image is evaluated. Table 3 presents PSNR and
SSIM values, which are exactly the same as values of the
SPIHT algorithm without encryption and decryption; thus,
the proposed encryption algorithm approach confirms that
it does not violate the format compliance does not destroy
any compression steps. The high SSIM ratio (when it’s close
to 1) indicates that the proposed approach provides good
similarity between the original and the reconstructed image
after correct decryption. The values of SSIM are between
(0.97 and 0.98). The obtained results prove the robustness of
the proposed approach regarding objectives quality metrics
compared to previous approaches.

Image degradation measures the perceptual distortion of
the encrypted image related to its plain image. For sensitive
data, a high visual degradation, it desirable to hide the visual
content completely. The PSNR is used to measure visual
degradation. Figures 2-7 show the degradation of the plain
image for the different sizes of images.

C. HISTOGRAM
A histogram is a quantitative tool that graphically displays
a data set. It’s a type of graph that represents the frequency
of occurrence of continuous data. The histogram of an image
shows the frequency of pixel intensity values. The X-axis is
the gray level intensity, and it values range from zero(black)
to 255 (white); Y-axis is the frequency of these intensities.
Figures 8-13 show histograms of original Lena images and
its encrypted ones at different sizes: 512 × 512, 256 × 256,
128× 128, and 32× 32. Histogram of Lena plain images are
nonuniform and can provide a lot of information about the
image. However, the encrypted one is fairly uniform, which
means it does not reveal any information about the plain
image.

D. EDGE DETECTION
Many image processing applications use edge detection,
which includes methods that identified a point in the image
when the brightness changes sharply. Edge detection is
used to indicate the boundaries of objects, surface marking,
or curves. In robust encryption systems, the edges or contours
of an object are incomprehensibly presented. The degradation
of an image can effectively be evaluated by measuring trou-
bles in the edges. Figures 14-17 show the degradation results
of the proposed joint-selective encryption. The two edge
dependent evaluations parameters used are Edge Ratio (ER)
and Edge Deferential Ratio (EDR). ER is the ratio of several
Edge formation Contributing Pixels (ECPs) in the encrypted
image to a number of ECPs in the original image. EDR reveals
the difference in the location of ECPs in the original image
and its encrypted counterpart [18].

The ER value can be calculated using equation 10:

ER =

∑N−1
i,j=0 E(i, j)∑N−1
i,j=0 P(i, j)

(10)

where E(i,j) is a bit value in the edge detected binarymatrix of
encrypted image, and P(i,j) is a bit value in the edge detected
binary matrix of the original image. The binary matrix con-
tains ‘0’ or ‘1’ regarding edge existence.When the edge exists
then the matrix value at that position is 1, otherwise the value
is 0. The binary matrix is produced using the thresholding
technique as in equation 11 [26].

g(i, j) =

{
1, f (i, j) ≥ T
0, f (i, j) < T

(11)

where g(i, j) is the location of bit, f (i, j) is the value of the
bit, and T is the threshold. ER is tested for different image
sizes, and results are presented in Table 4. An encrypted
image should have a lower number of edges when compared
to its original one. The low ER value reflects the ability to
hide edges that help to show the original image. The optimal
result of ER is about 0.50. It is clear form Table 4 that the
obtained values of ER are between 0.54 and 0.59, and these
values indicate that the encrypted images have fewer edges

VOLUME 9, 2021 161275



I. Hraini et al.: Joint Crypto-Compression Based on Selective Encryption for WMSNs

TABLE 3. Encryption used the sign and first LIP list.

FIGURE 2. 512 × 512 the original image.

than originals images, which means a better crypto-system
achieved regarding the ER measure.

EDR can be calculated as in equation 12.

EDR =

∑N−1
i,j=0 |P(i, j)− E(i, j)|∑N−1
i,j=0 |P(i, j)+ E(i, j)|

(12)

When the EDR is close to ‘0’, the edges are wholly matched;
and no degradation has taken. When the EDR value is bigger
than 0.90, then it means a high-security level achieved [18].
Table 5 presents the EDR values for different Lena image
sizes, and the average of many experiments readings is calcu-
lated. The EDR values are between 0.905 and 0.938, which
are close to the required EDR secure values. The obtained
results of the EDR confirm that the proposed approach has a
high-security level regarding this assessment parameter.

E. KNOWN PLAINTEXT ATTACK
A known-plaintext attack is an attack type of crypt-analysis.
The attacker knows some parts of plaintext and its corre-
sponding ciphertext and uses this information to partially
or completely crypt-analyze the encrypted data or get any
information regarding the used secret key. This is done using
mathematical or statistical analysis [27]. In image and video

FIGURE 3. 512 × 512 image degradation after encryption.

TABLE 4. ER for different Lena image sizes (plain and cipher).

encryption algorithms, known-plaintext attacks are evaluated
using the error concealment attack, and format compliance
test analyzed below.

F. ERROR CONCEALMENT ATTACKS
Error concealment attacks are formed by replacing all
encrypted bits with a predefined values (0 or 1), which is
a type of known plaint text attack. The Error concealment
attack is evaluated using PSNR and SSIM of the replacement
image bits. Table 6 presents the average of PSNR and SSIM
of the encrypted image after replacing the encrypted bits
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FIGURE 4. 256 × 256 original image.

FIGURE 5. 256 × 256 image degradation after encryption.

by zeros. The obtained PSNR and SSIM values remain low
and confirm the robustness of the proposed approach against
this scenario of attacks.

G. FORMAT COMPLIANCE
The proposed approach encrypts selected bits of the bitstream
which are compliant with the compressor. As in Table 3,
PSNR and SSIM of the proposed approach after decryption
are the same as the PSNR and SSIM of compression without
decryption (standard codec). This means that the proposed
encryption doesn’t change, violate or destroy any compres-
sion steps. These results show that the proposed approach

FIGURE 6. 128 × 128 the original image.

FIGURE 7. 128 × 128 image degradation after encryption.

is robust against this type of attack and doesn’t crash the
decoder.

H. MEASUREMENT OF ENCRYPTION QUALITY
EQ is a mathematical measure used to evaluate the degree
of encryption quality. The degree of encryption quality can
be expressed by the total changes in pixels values(bytes)
between the original and encrypted image. The EQ is defined
in equation 13 as in [28].

EQ =

∑255
i=0 |Pi − Ci|

255
(13)
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FIGURE 8. Histogram of Lena plain image with size of 512 × 512.

FIGURE 9. Histogram of Lena selective encrypted image with size
of 512 × 512.

FIGURE 10. Histogram of Lena plain image with size of 256 × 256.

where Pi is the number of appearance of gray level in the
plain image, Ci is the number of appearance of gray level
in the encrypted image, and 255 is the total gray levels
number. Also, the maximum EQ value is calculated using
equation 14 as in [23].

EQmax =
510× L × C

2562
(14)

FIGURE 11. Histogram of Lena selective encrypted image with size
of 256 × 256.

FIGURE 12. Histogram of Lena plain image with size of 128 × 128.

FIGURE 13. Histogram of Lena selective encrypted image with size
of 128 × 128.

where L and C is the columns and rows sizes receptively.
Using equation 13, an average EQ was calculated of the pro-
posed approach. Using Lena gray image with size 512×512,
the obtained value is 1447.

Also, the EQmax was calculated using equation 14, and its
value equals to 2040.
EQmax = 510×512×512

2562
= 2040. The ratio of EQ to EQmax

is calculated as:
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FIGURE 14. 512 × 512 edge detected of original image.

FIGURE 15. 512 × 512 edge detected of encrypted image.

FIGURE 16. 256 × 256 edge detected of original image.

ratio = EQ
EQmax

=
1447
2040 = 0.70 The obtained results are

more than 50%which confirm the robustness of the proposed
solution.

FIGURE 17. 256 × 256 edge detected of encrypted image.

TABLE 5. EDR for different sizes of Lena image.

TABLE 6. Average PSNR and SSIM for replacing encrypted bits by zero.

I. KEY SPACE ANALYSIS
The keyspace should be large enough to prevent such compre-
hensive searching that tries to guess the key. In the proposed
approach, the used key generator has been proposed in [29].
The key has 299 bits which means that the keyspace size is
in the range (0, 2299). Thus the proposed approach is robust
against brute force attacks.

V. COMPARING OUR APPROACH WITH
PREVIOUS APPROACHES
This section presents the comparison between the proposed
approach and the previous approaches. Xiang et al. in [14]
is selected because that proposed method is related and
has a close environment regarding the proposed approach.
Table 7 presents the PSNR and SSIM comparison between
our proposed approach and the previous approach. Gray-level
images in the USC-SIPI image database [25] are used in these
experiments.

It is clear from Table 7 that in the case of encrypted images,
the proposed approach presents better PSNR results than
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TABLE 7. Comparing presented approach with previous approach (xiang2014joint).

TABLE 8. Testing information loss during compression in our proposed approach.

TABLE 9. Comparative study of different models that secure WMSN.

the Xing et al. approach. For example, in the Lena image,
the proposed approach introduces more image degradation
(3.26 dB), where a previous approach produced less image
degradation (11.35 dB). The lower PSNR values indicate
more degradation. Also, Table 7 presents lower PSNR values
than the previous approach, which means more security level
is achieved. In the case of decrypted images, the higher value
of PSNR gives better image quality which means that the
proposed encryption algorithm does not violate or destroy
any compression step. For all tested images, the proposed
approach introduces higher PSNR values than the previous
approach, which means good results for the image qual-
ity that is reconstructed after decryption and confirms the
format compliance of the proposed approach. For SSIM,
in the case of encrypted images, the proposed approach and
previous approach have nearly the same results, with some
little differences, for example, the proposed approach gives
0.118 SSIM value for the image in file 7.1.01, while the pre-
vious approach gives the value of 0.133, and so on. For SSIM,
in decrypted images, the higher SSIM values, which are close
to ‘1’, are better than lower, which means that SSIM reflects
the similarity measures between the original image and the
reconstructed one. All SSIM results show that the proposed
approach has better results than the previous approach. After
the comparison, we can conclude that the proposed approach
has a high-security level and better results than Xiang’s

approach. Also, our proposed approach encryption overhead
is less than 1%, so it is suitable for all real-time applications.
Moreover, our approach achieving format compliance and
constant bit rate. The proposed image compression is achiev-
able without any loss of information. To this aim, we cal-
culate some parameters that confirm this fact as presented
in Table 8, which includes CR1, MSE1, PSNR1 and SSIM1
for SPIHT algorithm without encryption, while CR2, MSE2,
PSNR2 and SSIM2 refer to our proposed approach, includ-
ing compression and encryption. It is clear that PSNR1 and
PSNR2 are exactly the same. Moreover, SSIM1 and SSIM2
are the same. Finally, the difference between MSE of the
original image and the corresponding reconstructed image is
zero, which confirms that our proposed approach has lossless
properties. This means that the proposed encryption process
is achievable without any loss of information due to the
encryption cycle. A comparative study and analysis of differ-
ent existing models for the WMSNs are presented in Table 9,
in which PSNR_DD, SSIM_DD, EDR_DD and ER_DD refer
to parameters that evaluate the decrypted and decompressed
images, while PSNR_EC and SSIM_EC refer to parameters
that evaluate the encrypted and compressed images. Our
proposed approach and Nasrullah et al. approach [32] avoid
information loss during the decompression and decryption
process. Moreover, our proposed approach has high degra-
dation (see PSNR_EC and SSIM_EC in Table 9) compared
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to the existing models for the ciphered and compressed
images. Our proposed approach and Xiang et al. [19]
approach preserve the format compliance. Finally, the over-
head of our proposed approach is minimal compared to other
approaches.

VI. CONCLUSION
In this paper, a joint crypto-compression based on a selective
encryption algorithm is proposed. Our approach challenge is
to secure data communication at wireless multimedia sen-
sor networks (WMSNs). Encrypting the first LIP list and
the sign of significant coefficients are presented. The pro-
posed approach achieves good results in terms of security
and performance based on the standard metrics PSNR,
SSIM, EDR, and ER. Our approach has a low compu-
tational time and less power consumption comparing to
Xiang et al. [14]. Xiang et al. used the Advanced Encryption
Standard (AES) scheme, requiring more complex computa-
tion and energy consumption. The proposed approach satis-
fies our research objectives: Data confidentiality in WMSNs,
sensors hardware limitations (CPU, Memory, and power),
bandwidth restriction, and the vulnerability of attacks in
wireless communications have been considered. Also, the
proposed approach satisfies the format compliance, which
increases the reliability of our method and constant bitrate.
The speed of our approach is close to the speed of compres-
sion without encryption function, which is appropriate for
real-time applications.
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